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[bookmark: _Toc131091022]Abstract
Network programmability has become more prominently used and utilises the network infrastructure, development environments, as well as automation and skills from the development teams and IT operations teams. As networks become more complex with both infrastructure and data requirements due to additional security and compliance regulations the use of network programmability will become increasingly more significant especially in relation to automation and the use of Application Programming Interfaces.
Development environments such as Cisco DevNet are highly beneficial to allow for employees to learn and gain certifications in however when these resources are not available it is possible to fail over and utilise other sandboxing, code exchanges and ecosystem exchanges. Whilst the majority of  alternative solutions are free, not all alternative solutions are able to provide an all-in-one solution much like Cisco DevNet can.


1. [bookmark: _Toc131091023]Task 1 – The Dimensions and Significance of Network Programmability

2. [bookmark: _Toc131091024]Network Programmability
There are many components that make up any given network and whilst some networks devices might be easy to configure on their own, the more devices on a network the greater risk of human error being present on the devices thus the risk of having gaps or backdoors on devices which could result in breaches or device compromise. To mitigate this network programmability can be utilised to automate configuration, management as well as the operation of computer networks through using programming languages together with network function virtualisation. There are four main factors that Network programmability encompasses, and they are:
· Infrastructure as Code
· Automation
· Application Programming Interfaces (APIs)
· DevOps
Each plays a vital part in creating, deploying, and ensuring security of custom applications or network configurations and a large part of network programmability is continuous integration/ Continuous delivery (CI/CD) can be likened to the agile sprint project management and delivery as each version should be developed and tested prior to being deployed and having the latest version stored. This allows for applications to be continually developed and improved whilst ensuring consistency and quality of the application.

2.1. [bookmark: _Toc131091025]Infrastructure as Code
The infrastructure as code (IaC) consists of the programming language as well as the software used to develop, configure, and manage network components. Whilst it follows the same development cycles as software most are worked in agile sprints with frequent testing to ensure that program works prior to version deployment. Working in such sprints enables network resources and configurations to be managed whilst the code is defined, provisioned, and deployed.
IaC also enables for version control to be utilised in case any issues are encountered a rollback to a last known good configuration could be used. This is also beneficial when IaC is being used to enforce policies and standards as some policy changes might cause issues in a production environment.

2.2. [bookmark: _Toc131091026]Automation
The Automation covers the tools, technologies and frameworks that can be used to automate tasks not excluding provisioning, monitoring, and troubleshooting. By implementing automation, the chances of manual and human errors are reduced whilst reducing the amount of time that the task would have taken thus improving the operational efficiency. This will also reduce the team’s workload for device and network configuration enabling the ability to focus on higher-value tasks such as improving network security and optimising the network.
There are several languages that can be used for network automation, python is more prominently used as its syntax is simple and readable meaning that is easier to work in as well as having a large community and being open-source. Powershell can be used for automation within a windows environment however this can cause issues on networks that contain other operating systems such as Linux or Mac OSx. Ruby is also used for automation and like python it has a readable syntax with libraries and modules available that support network automation.

2.3. [bookmark: _Toc131091027]APIs
Application Programming Interfaces (APIs) are the software interfaces between the applications and services that allow for the communication and exchange of data. There are many security and privacy risks that come with any communication and data exchange. This ranges from encryption, logging and monitoring to privacy, rate limiting and throttling including authentication and authorisation. Whilst these can often be managed through utilising best practice and standards, they also contain a human risk that can be exploited.
Authentication can utilise Single sign-on (SSO), Multifactor Authentication (MFA) and assigned roles and permissions. Whilst these can be used to authorise accounts and protect applications or data having the MFA or role permissions alone are not enough, they ideally need to be used in conjunction with each other and other security controls such as logging and monitoring to provide accountability.
Logging and monitoring for APIs can be fed into a security information and management (SIEM) solution to help identify any anomalous or suspicious behaviour. This can also be used in conjunction with intrusion detection systems (IDS) or intrusion prevention systems (IPS) which can be used to prevent attacks against the APIs depending on their integration and what encryption is used to protect the required data when it is in use, in transit or at rest.
APIs are at risk of denial-of-service (DoS) and brute-force attacks however this can be mitigated by limiting the rate of data requests or by throttling the number of requests that are made from users or IP addresses. To help prevent data breaches through APIs encryption should be utilised as well as abiding to best practices such as the General Data Protection Regulation (GDPR) and data protection act (DPA) although this may vary depending on the location of the organisation. These policies ensure privacy by enforcing data retention policies, the anonymisation of any personal data and data minimisation.

2.4. [bookmark: _Toc131091028]DevOps
DevOps is the combined skills of software development roles and IT Operation teams such as Network infrastructure teams. By shifting towards having DevOps rather than the separate teams you break down the silos that typically exist within an IT department, this encourages collaboration and communication which then improves the efficiency and handling of issues whilst delivering improvements through CI/CD to automate network operation and management tasks. 
By adopting a DevOps stance in network programmability an organisation can experience a reduction in time taken for network services and applications to be developed and deployed this then reduces the cost as the chance of human error is mitigated through the use of automation and CI/CD deployment. It also allows for greater scalability and flexibility within an organisation as the automation can quickly deploy or rollback depending on the requirements which is beneficial should security issues such as vulnerabilities or compliance issues be identified. Which in turn will enable an organisation to streamline their network operations.

3. [bookmark: _Toc131091029]Conclusion
Network Programmability is highly beneficial as it has enabled the growth of automation and efficiency in businesses by reducing the risk of human errors. It also allows businesses to rapidly deploy and scale infrastructure and services which enables businesses to react quicker to the changes to requirements especially in the ever-changing landscape of technology. However, with an ever-changing landscape the programming language chosen for the automation must be versatile as many organisations do not have a windows or Linux only environment. 
With how the technological landscape is changing and developing network programmability is going to become an integral part of the IT roles as programming skills are in greater demand and thus the requirements for development and networking roles to shift into DevOps to enable enhanced security, cost reductions and human errors as well as improving the network performance whilst ensuring that it is scalable and flexible to accommodate the changing landscape.


4. [bookmark: _Toc131091030]Task 2 – Exploration and Reflection of Cisco DevNet Resources

5. [bookmark: _Toc131091031]Cisco DevNet Resources
Cisco DevNet offers a plethora of resources and tools that enable the development of not only applications but of developer skills. Firstly, Cisco DevNet has a vast community for which knowledge, best practices and resources can be shared and utilised when building applications. 
As a platform Cisco DevNet also offers Learning labs as well as certifications, these are both highly beneficial for organisations and staff as they ensure both skills and expertise in relation to network programmability and automation. The learning labs are self-paced and cover a wide array of topics including network programmability and DevOps. Not only do the learning labs provide a technical knowledge but they also provide hands-on experience with the development platforms and APIs as well as software development kits (SDKs). 
For those who are experienced in the creation of APIs and SDKs, DevNet offers a sandbox environment which can be used to test and develop applications which is highly beneficial as it is best practise to utilise testing and development environments so that there is no risk to the organisation although most organisations will have a test, non-production environment as well as the live production environment. This is so that it can be tested then deployed in a controlled non-production environment to ensure that the developed application or API behaves as intended and does not cause any unexpected issues prior to deploying to a live environment.
DevNet also offers a code exchange repository which contains open-source code and tools for building and integrating applications. This code exchange repository enables collaboration within the community as well as for code to be shared through the repository for others to incorporate into their projects. 

6. [bookmark: _Toc131091032]Alternative Platforms and Resources
Cisco DevNet is not the only learning, development and testing tool available therefore other sandboxing environments, code exchanges and ecosystem exchanges. Having alternative solutions for sandboxing, code exchanges and ecosystem exchanges allows for redundancy should the platform be unavailable due to technical issues.

6.1. [bookmark: _Toc131091033]Sandboxing
Sandboxing is a testing environment in which APIs, applications and SDKs can be tested. They are an isolated environment that can be used to test and debug applications as they are typically air-gapped to prevent malicious callouts or unintended actions from causing damage to systems and networks.
Some Alternatives to Cisco DevNet for sandboxing are; Juniper vLabs, Amazon Web Services (AWS) and Microsoft Azure.
Juniper vLabs is free to access and much like Cisco DevNet offers a sandbox environment in which Juniper technologies can be tested. Whilst Juniper Networks offers the vLabs for free they also offer cloud customer certification labs that allow an organisations infrastructure to be replicated to test against much like how a non-production and test domain would act for an organisation although the cloud customer certification labs are billable, they still offer an excellent alternative for an organisation that wished to test in a similar environment to their production domain.
AWS sandbox can be configured separately from an organisations existing system if they already utilise AWS, this acts as an isolated network whilst preventing unnecessary expenses and exposure of production systems. Multiple AWS sandboxes can be configured to prevent any contradictions in configurations.
Microsoft Azure offers the ability for a test Azure Active Directory tenant to be configured. This allows for the test environment to mirror the production environment whilst ensuring that the two tenants remain separate and unable to affect any other tenants. This is beneficial for early development as well as a permanent testing environment. Whilst you can create a test tenant for free as part of the Microsoft 365 Developer Program to test any premium features the tenant would need to have a Premium P1 or P2 license and whilst most organisations might have one of these licenses as newer features might impact the development or deployment of software 

6.2. [bookmark: _Toc131091034]Code Exchange
The code exchanges allow for code sharing as well as samples and libraries to be tried and tested by others in the community.
Some Alternatives to Cisco DevNet for code exchanges are; Git Hub and SourceForge.
GitHub is also utilised through DevNet to allow for projects to be collaborated on and GitHub can provide the version control. Whilst GitHub can also be used independently from Cisco DevNet it can offer both public and private repositories it also allows for intra-organisation sharing although organisational repositories may inflict expenses. 
SourceForge is ideal for small businesses and whilst it can integrate with GitHub, sourceforge offers both free open-source codes and the ability for businesses to develop software and market them to other businesses to generate additional revenue. This would be beneficial for niche APIs or applications.

6.3. [bookmark: _Toc131091035]Ecosystem Exchange
Ecosystem exchanges allow developers to collaborate and contribute on existing projects, this is beneficial for team projects where skills and knowledge sharing are likely to be required. 
Some Alternatives to Cisco DevNet for code exchanges are; Microsoft Developer Network (MSDN) and Docker Hub.
MSDN is aimed at developers of windows-based software and whilst it is free to register for which allows access to downloadable sample codes and a collection of content the paid subscriptions get access to product documentation and technical articles along with copies of Microsoft operating systems, development kits and access to visual studio development suites. Whilst this may be beneficial for larger organisations it is unlikely to be suitable for small organisations unless they purely deliver software development and DevOps automation solutions.
Docker Hub is open-source and allows for both private and public repositories, whilst also offering containers for organisations or independent software vendors. This can also be used with Github and can automatically build container images and push them to Docker Hub as well as being able to push from Docker Hub to GitHub.

7. [bookmark: _Toc131091036]Reflection

A large part of the suitability of these alternatives from Cisco DevNet mainly revolves around the organisation, their requirements as well as the licensing that they already utilise as some platforms such as MSDN could be better placed providing the organisation holds P1 or P2 premium subscriptions.
Whilst there are many alternatives available for sandboxing, code exchanges and ecosystem exchanges it is beneficial to have a system which can handle the majority and utilise integration to secondary sites such as GitHub for version control and to act as a disaster recovery option should the Cisco DevNet service be unavailable. The majority of the alternatives investigated all integrated with and whilst there is the possibility that there may be some financial costs involved depending on the size and types of development it makes for an ideal disaster recovery platform as you could push the repositories to Docker Hub instead of Cisco DevNet should there be a requirement to do so. Whilst many of the alternative solutions are free, not all alternative solutions are able to provide an all-in-one solution much like Cisco DevNet can. This also means that Cisco DevNet is an ideal platform for beginners as it contains the learning environment, sandboxing, code exchanging and ecosystem exchanges. 
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