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[bookmark: _Toc503191919][bookmark: _Toc503192157][bookmark: _Toc7615551]1. Introduction
This report has been produced to provide an introduction to application security vulnerabilities and also an overview to the application provided for the module.

[bookmark: _Toc7615552]2. Application Development Concepts
A brief outline of web applications will be provided, but this section will primarily focus on security vulnerabilities in web applications.

[bookmark: _Toc7615553]2.1 Web Applications
A web application is a program that runs in a web browser and provides functionality for a user without having to download or install software [1]. Regardless of the technology they are built with, web applications are client-server applications that work on HTTP (Hypertext Transfer Protocol) [2, p. 14]. HTTPS is sometimes also used, in which data is encrypted (as HTTPS is secure), but the protocol used it still HTTP [3, p. 8].

[bookmark: _Toc7615554]2.2 Web Application Security Vulnerabilities
As per consortiums such as OWASP [4] and SANS [5], further backed by Sagar et al [6] along with Sullivan [2, p. 13], there is a list of the top 10 security vulnerabilities. They are broken down into the following:
· Injection,
· Cross-Site Scripting (XSS),
· Broken Authentication and Session Management,
· Insecure Direct Object References,
· Cross Site Request Forgery,
· Security Misconfiguration,
· Insecure Cryptographic Storage,
· Failure to Restrict URL Access,
· Insufficient Transport Layer Protection,
· Unvalidated Redirects and Forwards.

[bookmark: _Toc7615555]2.2.1 Injection
Injection is a type of vulnerability where the attackers’ goal is to be able to inject their own code onto the target web server [7]. This can lead to the web server executing unintended commands or allowing data access without correct authorisation as per Sullivan [2, p. 13], Ramasamy [8] and Wu et. al [9]. 
	There are different types of injection, two being SQL injection, primarily targeting SQL servers to modify or read an SQL database and LDAP (lightweight directory access protocol) injection [10] to execute arbitrary commands or modify the content of the LDAP tree. 
A simple example of SQL injection mitigation would be to utilise prepared statements. These statements are like pre-defined templates that can disable the ability to change the intent of a query, even if SQL syntax is used by an attacker. According to Pooja [11] and Abdoulaye [12], these can deflect up to 94% of SQL injection attempts.

[bookmark: _Toc7615556]2.2.2 Cross-Site Scripting (XSS)
XSS is another type of injection vulnerability, where the attacker attempts to inject their own code or scripts into a vulnerable web page, where the web page would receive some sort of user input [13]. On execution of the malicious code, users data can be stolen such as usernames and passwords via phishing techniques [2, p. 13], cookies can be hi-jacked, or certain tasks can be performed on behalf of the user [14]. 
As proposed by Radek and Roman [15], there is a standards compliant filter library called HTMLPurifier [16] which can assist with implementing secure user input validation, as a basic mitigation technique.

[bookmark: _Toc7615557]2.2.3 Broken Authentication and Session Management
As stated in section 2.1, when using a web application, HTTP is used, which is a stateless protocol meaning it doesn’t store/remember user sessions between requests [17]. As web applications need to associate incoming requests with users, web applications are forced to implement their own method of state keeping which are called session identifiers [2, p. 14]. 
	Poor session management can lead to stealing of credentials, session tokens, or other exploitation.
	Mitigation can come from weak-password testing, minimum password strength requirements, and methods such as utilising a session manager which generates random session ID’s on the server-side, along with making sure the session ID’s are not displayed in the URL.

[bookmark: _Toc7615558]2.2.4 Insecure Direct Object References
This section is for if a web application reveals any resource names, in its URL. An example could be such as http://www.mysite.co.uk/app/accountInfo?accountNo=873391. If an attacker can edit the accountNo parameter, they could gain unauthorised access to another account. 
	To resolve this, an indirect method to avoid exposure should be utilised such as an index or reference map. If this is unavoidable, website visitors should be authorised before access is granted [18].

[bookmark: _Toc7615559]2.2.5 Cross Site Request Forgery
Cross-site request forgery (CSRF) also utilises the stateless nature of HTTP [2, p. 15]. A doctored HTTP request can exploit the session identification or authentication cookie(s) for the current user session [19], this can lead to credential theft, changing credentials, the attacker bypassing authentication methods and mail spoofing.
	Some methods provided by Lin, et al. [20] suggest at a development level, session expiration dates/times, security tokens or two-factor authentication, input/output filtering and a variety of further techniques to assist with mitigation.

[bookmark: _Toc7615560]2.2.6 Security Misconfiguration
Various pieces of software and hardware can be configured using best practices, but an example of mis-configuration could be as simple as a developer modifying access rights to be able to correctly de-bug a piece of software, and without thinking the test configuration is carried over to the production server [2, p. 16]. Obviously, this level of access would be an attackers’ dream as they could potentially have full system access, allowing them to modify and find everything they could need.
	To help prevent this, it may be a case of just carefully planning software/hardware releases and changes, or making sure every environment (development, QA and production) have the same configuration.

[bookmark: _Toc7615561]2.2.7 Insecure Cryptographic Storage
This section would be defined as user credentials being stored in plaintext, rather than being encrypted – if a data breach happened this would all be unsecured, and the attackers would have access to every account. The minimum security should be to use a one-way cryptographic hash of the password [2, p. 16] such as SHA1 or MD5 hashing. According to Khayal et. al [21], although SHA1 can be slower, it is more secure than MD5 hashing. 

[bookmark: _Toc7615562]2.2.8 Failure to Restrict URL Access
An example of this could be if the administration page for www.mysite.co.uk is admin.mysite.co.uk, it would be easy to access as it’s just the URL that needs to be changed. Behind this, there should be some sort of authentication, such as a login request, to secure access to this part of the site [2, p. 18].
	If there was no authentication, an attacker could potentially have administrative access to the web site.
 
[bookmark: _Toc7615563]2.2.9 Insufficient Transport Layer Protection
The transport layer of the OSI model is the fourth layer which ensures data integrity [22, p. 36]. Two protocols that can add protection to the transport layer are SSL (Secure Sockets Layer) and TLS (Transport Layer Security) [2, p. 18]. These ensure messages are not changed in transit.
	Without these protocols, it is possible that data could be changed sending/receiving from a client and server.

[bookmark: _Toc7615564]2.2.10 Unvalidated Redirects and Forwards
An unvalidated redirect example would be if after logging in, the page the web site re-directs you to could be set to a phishing site or another malicious site. It could look like www.mysite.co.uk/login?page=www.malicious.co.uk [2, p. 19].

[bookmark: _Toc7615565]3. Software Design Patterns
A design pattern is a solution to a specific problem which occurs over and over again and in general has four elements to it [23, pp. 2–3]. These are the pattern name (to identify the pattern), the problem (the situation in which the pattern would be applied), the solution (the individual elements that are required to make up the design, relationships, responsibilities and collaboration) and the consequences (the results or trade-offs of applying the pattern). There are multiple types of design pattern which are split into three core groups:
· Creational Patterns
· Structural Patterns
· Behavioural Patterns

[bookmark: _Toc7615566]3.1 Creational Patterns
Creational patterns concern themselves with object creation [23, p. 10] and they tend to be used when basic forms of object creation can possibly result in design problems, or increased code base complexity. Some examples of creational patterns are:
· Abstract Factory
· Prototype
· Singleton

[bookmark: _Toc7615567]3.2 Structural Patterns
[bookmark: _GoBack]The core role of structural patterns is the composition of larger structures development by utilising classes and objects [23, p. 137]. Primarily, inheritance is used to design different interfaces and describe methods to design objects to utilise new functionality. Three examples of structural patterns can be:
· Adapter
· Bridge
· Composite

[bookmark: _Toc7615568]3.3 Behavioural Patterns
Behavioural patterns characterise themselves with the ways that classes can interact and distribute responsibility [23, p. 221]. They use inheritance to distribute behaviour between classes. Some behavioural patterns are:
· Chain of Responsibility
· Command
· Interpreter

[bookmark: _Toc7615569]3.4 Unit-Of-Work Design Pattern
The Unit-Of-Work (UOW) pattern is primarily to keep a record of all changes during tasks such as object creation or object manipulation [24, p. 493], [25, p. 184].
	A major area where a UOW can be helpful is in updating a database where referential integrity is used [25, p. 187]. Once all scheduled changes have taken place, the UOW performs a transaction to update the database, and all changes are then rolled back to ensure the data remains valid [24, p. 493] . 

[bookmark: _Toc7615570]4. Requirements
The application developed is for a game rental company, where users are able to register an account, enter their information and have games available to rent. As shown in table 1 a basic SRS has been produced for GrabAGame.

Table 1 - SRS
[image: ]

[bookmark: _Toc7615571]5. Design
As part of the web design principles, the key points utilised in the development of this application were content organisation, as every game is displayed uniformly along with pagination – the screen isn’t being over crowded.
A grid-based layout (Bootstrap) is used to, again, display the different games in an aligned fashion.
Images were used to enhance the users experience also and provide them with visual information for the game covers, and age ratings. All seen in Figure 5-1.
The main game detail page (Figure 5-2 – Figure 5-4) again show information such as the game plot/summary, age rating, review rating and there is a playable trailer button (Figure 5-5).

[image: ]
Figure 5-1 – Index of games
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Figure 5-2 – Detail page 1
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Figure 5-3 – Detail page 2

[image: ]
Figure 5-4 – Detail page 3

[image: ]
Figure 5-5 – Trailer playing

[bookmark: _Toc7615572]6. Implementation
The first pages for the site to be created were the login and register page (Figure 6-1 and Figure 6-2).

[image: ]
Figure 6-1 – Registration page

[image: ]
Figure 6‑2 – Login page

[image: ]
Figure 6‑3 – Account management showing registration of account

As part of implementation, an order-by function and the filters were added to allow users to search for specific things such as titles, review ratings and categories. The user has the choice to then order the results by title, release date or review rating (Figures 6-4 to Figures 6-7).

[image: ]
Figure 6‑4 – Filter by title, order by title


[image: ]
Figure 6‑5 – Filter by title (the), order by review rating

[image: ]
Figure 6‑6 – Filter by review rating (5) and order by title, increase page size

[image: ]
Figure 6‑7 – Filter by genre (Sport)

[bookmark: _Toc7615573]6.1 Models, Views and Controllers
For models views and controllers, views were created for the games, pagination and the search filters. A gamescontroller was created and a rentalcontroller was also created.

[bookmark: _Toc7615574]7. Evaluation
As part of the validation, three of the requirements of the implemented application were tested. They were:
· Querying and displaying data
· Manipulating data using CRUD operations
· Data validation

[bookmark: _Toc7615575]7.1 Querying and Displaying Data
Querying and displaying data was shown in section 6 as the user is able to query multiple different values such as the title, review rating and genre, and the website successfully displays the relevant games.

[bookmark: _Toc7615576]7.2 Manipulating Data Using CRUD Operations
For manipulating data, the administrator is able to create, update and delete records through the web interface. Obviously, a standard user is unable to see the option for these operations else there would be a security risk (Figure 7-1).

[image: ]
Figure 7‑1 – Standard user login

	If the administrator is logged in, they will have the opportunity to create a new game listing (Figure 7-2 to Figure 7-4), and they will have the ability to edit any listings (Figure 7-5).

[image: ]
Figure 7‑2 – Administrator logged in

[image: ]
Figure 7‑3 – Creating a new listing

[image: ]
Figure 7‑4 – Showing newly created listing

[image: ]
Figure 7‑5 – Editing the listing

[image: ]
Figure 7‑6 – Table for games showing this record is added

[bookmark: _Toc7615577]7.3 Data Validation
When registering for an account the user must enter a valid password and the mobile phone number must be 11 digits long (Figure 7-6 and 7-7). This will vary by country or provider, but the standard UK mobile phone number is 11 digits long starting with 07, not +44.

[image: ]
Figure 7‑7 – Mobile phone number not long enough, password doesn’t match

[image: ]
Figure 7‑8 – Password validation

[bookmark: _Toc7615578]8. Conclusion and Future Improvements
Although a basic application has been provided, it was built with large knowledge gaps. Going forward it would be an idea to gain background knowledge first on the used technologies to enhance understanding and have the ability to implement a higher quality application with more advanced features.
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The Phone Number must be 11 numbers long!
Email

test@m

Password

Confirm password

The password and confirmation password do not
match.
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GrabAGameWeb  Home Privacy Register  Login

Register
Create a new account.
« Passwords must have at least one non
alphanumeric character.

« Passwords must have at least one
uppercase (A7)

First Name
Test
Last Name
test
Phone Number
07777777777
Email
test@m

Password




