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Application Deployment and CI/CD – In class Activity
We're trying to deploy an Application. We are using Docker to pull and run a pre-built Jenkins image, keeping everything isolated, portable, and easy to manage. No native Jenkins installation is needed - Docker handles it all.
We are building a CI/CD pipeline for a basic Python app that adds two numbers.
Notes:
· Jenkins is an open-source automation server for CI/CD. 
· CI (Continuous Integration) automates code integration and testing; 
· CD (Continuous Delivery/Deployment) automates deployment. 
· Jenkins orchestrates this via "pipelines” - sequences of stages (e.g., build, test, deploy).
· We're not installing Jenkins directly on your computer. Instead, we are using Docker to pull a ready-made Jenkins image (a packaged environment) from Docker Hub and runs it as a container. 
· This container is like a “mini-VM”: self-contained with Jenkins, Python tools, and dependencies. 
· Your host machine only needs Docker installed; the container handles the rest. 
· Benefits: No conflicts, easy cleanup, and reproducibility.
· Pipeline as Code: We'll use a `Jenkinsfile` (Groovy script) stored in Git to define the pipeline. This makes it version-controlled and shareable.
· Sample App: A simple Python script (`add2vals.py`) that adds numbers, with tests.






I. Pre-requisite:
This Pre-requisite step is only for students who are working on your own device (Laptops) or Lab PC’s and not in DevASC VM. If you are using DEVASC VM, these are pre-installed
1. Installation:
a. Git (Assume we have already done this in our earlier lectures/ tutorials)
b. Install Windows Subsystem for Linux 
c. Docker
Download Docker for Windows
https://docs.docker.com/desktop/setup/install/windows-install/
Install Docker.
Sign in with GitHub Credentials
For WSL, ensure it's enabled: 
Go to Windows Features (search in Start), check "Windows Subsystem for Linux" and "Virtual Machine Platform," then restart.
d. Test the output:
Docker Desktop
[image: A screenshot of a computer
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Docker Version and Start a Temporary Container
[image: A screenshot of a computer
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This “Hello-world” container's sole purpose is to print a simple message (e.g., "Hello from Docker!") to your terminal, explaining that your setup is working, and then exit immediately.
This confirms:
· The Docker client (your command-line tool) can talk to the Docker daemon.
· Image pulling and container runtime are operational.
· No major configuration issues (e.g., permissions, networking).
Docker pulls the pre-existing "hello-world" image from a remote registry if it's not already available locally on your machine. 
Local Check: 
· Docker first searches your local image cache (stored on your host machine, e.g., in ~/.docker or system directories depending on your OS). 
· If "hello-world" is already there (e.g., from a previous run), it uses that without downloading.
Pull from Registry (If Not Local): 
· If missing locally, Docker automatically pulls (downloads) it from the default public registry, which is Docker Hub (hub.docker.com). 
· This is an official, publicly available image maintained by the Docker team—it's not something you build yourself.
How the Pull Works:
· Your Docker client sends a request to the Docker daemon.
· The daemon queries the registry (Docker Hub) via HTTPS over the internet.
· Docker Hub responds with the image's manifest.
· The daemon downloads the image in layers (compressed filesystem snapshots), verifying integrity with hashes.
· Once downloaded, it's stored locally for future use.

II. Working with Jenkins
2. Add Jenkins to your Container:
[image: A screen shot of a computer
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a. You are now downloading a GitHub repo from the official Jenkins docs team. 
i. It contains a `docker-compose.yml` file - a blueprint for Docker Compose to set up Jenkins. 
ii. We're using this pre-made config to avoid manual image building. 
iii. The repo ensures a tailored Jenkins setup with Python tools pre-installed in the container.

Note: Docker Compose looks for `docker-compose.yml` in your current directory. Navigating here ensures it finds the file. Without this, the next command would fail.

b. Start Jenkins with the Python Profile
[image: A black screen with white text
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docker compose: Tool for managing multi-container apps; reads 
docker-compose.yml.

--profile python: Activates a Python-specific config in the YAML file. This adds Python, pip, PyInstaller, and pytest inside the Jenkins container—needed for building/testing Python apps. 

up:Pulls the Jenkins Docker image (if not local), creates a container, sets up networks/volumes, and starts it.

-d: Detached mode—runs in background, freeing your terminal.

Docker fetches the official “jenkins/Jenkins” image from Docker Hub (publicly available, no creation needed). 
It creates a container named something like “quickstart-tutorials-jenkins-1”. 
Volumes persist data (e.g., Jenkins jobs) across restarts. 
Ports map: Container's 8080 to your host's 8080.

Run “docker ps” to see the running container (look for "jenkins" in the image name).
[image: A black screen with white text
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Open the browser
[image: A screenshot of a computer
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Troubleshooting 

Login: Username is “admin”, and Password is “admin”. (If prompted for an initial password, run “docker logs quickstart-tutorials-jenkins-1” to find it.

Jenkins runs inside the container, but you access its web UI via your host's browser. The container exposes the UI securely. No native install—everything's containerized.

If port 8080 is busy, edit “docker-compose.yml” to change the port (e.g., `8081:8080`) and restart. 

Stop with `docker compose --profile python down`.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

Takeaways: This containerized approach means Jenkins is "pulled" from an existing image and runs isolated. Update or switch versions easily by changing the image tag in the YAML.













III. Sample Python App
3. Setup
a. https://github.com/jenkins-docs/simple-python-pyinstaller-app 
b. Click Fork (top-right) to copy it to your GitHub account. 
[image: A screenshot of a computer
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Forking creates your own editable version. In real CI/CD, teams push changes to repos, triggering pipelines. This simulates that without affecting the original.
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c. Clone the App Locally (After Forking)
git clone https://github.com/YOUR-GITHUB-USERNAME/simple-python-pyinstaller-app.git
[image: A screen shot of a computer program
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Cloning downloads the code to your machine for editing. 
Note: 
The repo includes add2vals.py (main app), calc.py (helper), and test_calc.py (tests
Version control (Git) is the starting point for CI—pipelines pull fresh code on triggers.
4. Create a Pipeline
a. [image: A screenshot of a computer
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b. [image: A screenshot of a computer
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c. [image: A screenshot of a computer
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d. [image: A white sheet with blue lines
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e. Add a Build Stage: Create a Jenkins File
[image: A screenshot of a computer
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pipeline {
    agent any
    stages {
        stage('Build') {
            steps {
                sh 'python -m py_compile sources/add2vals.py sources/calc.py'
                stash(name: 'compiled-results', includes: 'sources/*.py*')
            }
        }
    }
}
f. Push it to Git
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g. In Jenkins, Build it
[image: A screenshot of a computer
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h. Add Test Module now
[image: A screenshot of a computer
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pipeline {
    agent any
    stages {
        stage('Build') {
            steps {
                sh 'python -m py_compile sources/add2vals.py sources/calc.py'
                stash(name: 'compiled-results', includes: 'sources/*.py*')
            }
        }
        stage('Test') {
            steps {
                sh 'py.test --junit-xml test-reports/results.xml sources/test_calc.py'
            }
            post {
                always {
                    junit 'test-reports/results.xml'
                }
            }
        }
    }
}
[image: A screen shot of a computer program
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i. Build in Jenkins
Runs pytest for unit tests. post always: Archives results (JUnit XML) in UI, even on failure. View Test Results in Jenkins.
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j. Add Deliver Stage
[image: A screen shot of a computer program
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stage('Deliver') {
    steps {
        sh "pyinstaller --onefile sources/add2vals.py"
    }
    post {
        success {
            archiveArtifacts 'dist/add2vals'
        }
    }
}
[image: A screen shot of a computer program
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k. Build in Jenkins
[image: A screenshot of a computer
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C:\Users\n.kaliyamurthy>git clone https://github.com/jReNIs TP L[Ihle Xt -Vadndiidoi i =YKo hh
Cloning into 'quickstart-tutorials'...

remote: Enumerating objects: 6606, done.

remote: Counting objects: 100% (182/182), done.

remote: Compressing objects: 100% (99/99), done.

remote: Total 6606 (delta 1u48), reused 86 (delta 83), pack-reused 6424 (from 2)

Receiving objects: 100% (6606/6606), 1.77 MiB | 9.12 MiB/s, done.

Resolving deltas: 100% (4287/u287), done.

C:\Users\n.kaliyamurthy>cd quickstart-tutorials

C:\Users\n.kaliyamurthy\quickstart-tutorials>docker compose —--profile python up -d
[+] Running u45/U6

vsidekick_service Pulled

vwdiscovery_and_jcasc_modifier Pulled

v jenkins_controller Pulled

vpython Pulled

61.8s
27.8s
58.6s
63.7s
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C:\Users\n.kaliyamurthy\quickstart-tutorials>docker compose —-profile python up -d
[+] Running u45/U6

vsidekick_service Pulled

vwdiscovery_and_jcasc_modifier Pulled

v jenkins_controller Pulled

vpython Pulled
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C:\Users\n.kaliyamurthy\quickstart-tutorials>docker ps

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS NAMES
c94eed7a685b ghcr.io/jenkins-docs/quickstart-tutorials/jenkinsci-tutorials:python_agent_ "setup—-sshd"

29 minutes ago Up 29 minutes (healthy) 22/tcp desktop—-jenkins_agen
t-1-python
64415e122087 ghcr.io/jenkins—-docs/quickstart-tutorials/jenkinsci-tutorials:simple_controller_  "/usr/bin/tini —-
/u.." 29 minutes ago Up 29 minutes (healthy) ©0.0.0.0:8080->8080/tcp, [::]1:8080->8080/tcp quickstart-tutorials

—jenkins_controller-1
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C:\Users\n.kaliyamurthy\quickstart-tutorials>docker compose —--profile python down
[+] Running 5/5
vwContainer quickstart-tutorials—-discovery_and_jcasc_modifier-1 Removed

vwContainer desktop—-jenkins_agent-1-python Removed
vContainer quickstart-tutorials—-jenkins_controller-1 Removed
vwContainer quickstart-tutorials—-sidekick_service-1 Removed

vNetwork quickstart-tutorials_jenkins—net Removed
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O jenkins-docs / simple-python-pyinstaller-app Q Type (7] to search

ode () Issues 2 11 Pullrequests 2  ( Actions [ Projects (@ Security [~ Insights

Create a new fork

A fork s a copy of a repository. Forking a repository allows you to freely experiment with changes without
affecting the original project. View existing forks.

Required fields are marked with an asterisk (*).

Owner * Repository name *
@ uwTsD-SoAC-Cyber ~ /| simple-python-pyinstaller
@ simple-python-pyinstaller-app is available.

By default, forks are named the same as their pository. You can ize the name to distinguish it
further.
Description

For an introductory tutorial on how to use Jenkins to build a simple Python application with Pylnstaller.

105 /350 characters

® Copy the master branch only
Contribute back to j ple-p) p) pp by adding your own branch. Learn more.

@® You are creating a fork in the UWTSD-SoAC-Cyber organization.




image10.png
= O UWTSD-SoAC-Cyber / simple-python-pyinstaller-app

<> Code 11 Pullrequests (O Actions [ Projects [ Wiki @ Security |~ Insights ¢ Settings

. simple-python-pyinstaller-app ' rubiic

forked from jenkins-doc:

s/simple-python-pyinstaller-app

P master ~ ¥ 1Branch © 0Tags Q Gotofile t Add file ~ - About
For an introductory tutorial on how to
I i i jenkins-docs/simple- on-pyinstaller-app:master . - fe) - . . :
This branch is up to date with jenkins-docs/simple-python-pyinstaller-app:masts 1% Contribute & sync fork use Jenkins to build a simple Python
application with Pylnstaller.
@ oilesgas Amend final paragraph, since there is no ‘scripts’ directory. @@ 128e9ba -8 yearsago D & Commits @ jenkins.io/doc/tutorials/build-a-python-...
M jenkins Update Jenkinsfile 8 years ago 0 Readme
A~ Activity
8 sources Amend/fix output for ‘add2values’ when function is not used... 8 years ago B EEEm S
[ gitattributes Initial commit 8 years ago ¢ Ostars
® 0 watching
[ .gitignore Add Python source files 8 years ago
¥ Oforks
[) READMEmd Amend final paragraph, since there is no ‘scripts’ directory. 8 years ago Report repository
[ README 2 Releases
No releases published
Create a new release
simple-python-pyinstaller-app
Packages
This y s for the Build a Python app with Pylnstaller tutorial in the Jenkins User Documentation.

5P EditPins ~ | & Watch 0

v | Frko <~ | ¥ saro -

No packages published




image11.png
C:\Users\n.kaliyamurthy\quickstart-tutorials>git clone https://github.com/UWTSD-SoAC-Cyber/simple—-python—-pyinstaller
—app.git

Cloning into 'simple-python-pyinstaller-app'...

remote: Enumerating objects: 36, done.

remote: Total 36 (delta 0), reused 0 (delta 0), pack-reused 36 (from 1)

Receiving objects: 100% (36/36), 6.U48 KiB | 603.00 KiB/s, done.

Resolving deltas: 100% (8/8), done.

C:\Users\n.kaliyamurthy\quickstart-tutorials>dir

Volume in drive C is 0OS
Volume Serial Number is EEA7-A7UF

Directory of C:\Users\n.kaliyamurthy\quickstart-tutorials

18/11/2025 06:24 <DIR>
18/11/2025 05:23 <DIR>

18/11/2025 05:23 <DIR> .devcontainer

18/11/2025 05:23 66 .env

18/11/2025 05:23 18 .gitattributes

18/11/2025 05:23  <DIR> .github

18/11/2025 05:23 232 .gitignore

18/11/2025 05:23 9,292 build-docker-compose.yaml
18/11/2025 05:23 15,831 docker—compose.yaml
18/11/2025 05:23 74 docker-versions.txt
18/11/2025 05:23 <DIR> dockerfiles

18/11/2025 05:23 2,243 extract-profiles.sh
18/11/2025 05:23 1,099 LICENSE

18/11/2025 05:23 4,920 README.md

18/11/2025 05:26 <DIR> secrets

18/11/2025 06:24 <DIR> simple-python-pyinstaller-app

18/11/2025 05:23 <DIR> updatecli
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Pipeline
GIJ Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly known as
workflows) and/or organizing complex activities that do not easily fit in free-style job type.
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Suitable for projects that need a large number of different configurations, such as testing on multiple environments,
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New Item

Enter an item name.

Python-CI-CD-Demo

Select an item type
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r'IJ
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F

Freestyle project
Classic, general-purpose job type that checks out from up to one SCM, executes build steps serially, followed by post-build
steps like archiving artifacts and sending email notifications.

Pipeline
Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly known as
workflows) and/or organizing complex activities that do not easily fit in free-style job type.

Multi-configuration project
Suitable for projects that need a large number of different configurations, such as testing on multiple environments,
platform-specific builds, etc.

Folder
Creates a container that stores nested items in it. Useful fcr grouping things together. Unlike view, which is just a fiter, a
folder creates a separate namespace, so you can have muliple things of the same name as long as they are in different
folders.

Multibranch Pipeline
Creates a set of Pipeline projects according to detected branches in one SCM repository.

Organization Folder
Creates a set of project by scanning for

If you want to create a new item from other existing, you can use this option:
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C:\Users\n.kaliyamurthy\quickstart-tutorials>dir
Volume in drive C is OS
Volume Serial Number is EEA7-A74F
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C:\Users\n.kaliyamurthy\quickstart-tutorials>cd simple-python-pyinstaller-app
C:\Users\n.kaliyamurthy\quickstart-tutorials\simple-python-pyinstaller-app>git add jenkinsFile

C:\Users\n.kaliyamurthy\quickstart-tutorials\simple-python-pyinstaller-app>git commit -m "Add Build Stage"
[master Oeal9eb] Add Build Stage

1 file changed, 11 insertions(+)

create mode 100644 jenkinsFile

C:\Users\n.kaliyamurthy\quickstart-tutorials\simple-python-pyinstaller-app>git push origin master
Enumerating objects: 4, done.
Counting objects: 100% (u4/4), done.
Delta compression using up to 20 threads
Compressing objects: 100% (3/3), done.
Writing objects: 100% (3/3), 427 bytes | U427.00 KiB/s, done.
Total 3 (delta 1), reused 0 (delta 0), pack-reused 0@ (from 0)
remote: Resolving deltas: 100% (1/1), completed with 1 local object.
To https://github.com/UWTSD-SoAC-Cyber/simple-python-pyinstaller-app.git
128e9ba. .0eall9eb master —> master
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= O UWTSD-SoAC-Cyber / simple-python-pyinstaller-app
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P master ~ ¥ 1Branch © 0Tags Q Gotofile t Add file ~ -

This branch is 1 commit ahead of jenkins-docs/simple-python-pyinstaller-app:master . 11 Contribute - O Syncfork ~
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[ .gitignore Add Python source files 8 years ago
[) READMEmd Amend final paragraph, since there is no ‘scripts’ directory. 8 years ago

[ jenkinsFile Add Build Stage 24 minutes ago




image20.png
@ Jenkins  MyPipeline

B status @ MyPipeline
<I> Changes
D Build Now Stage View
3 Configure
Declarative: P
W Delete Pipeline Checkout SCM Build
Q Full Stage View Average stage times: 2 419ms.
(full run time: ~35) =

8 stages

QN s
£ Rename ovia | N 465ms 342ms

o700 z
Pipeline Syntax

[@ Credentials 4s 496ms
Builds o

Permalinks
Q Filter /

* Last build (#2), 58 sec ago

Today © Last stable build (#2), 58 sec ago

© Last successful build (#2), 58 sec ago
© Last completed build (#2), 58 sec ago

#2 07:00 v

#1 06558 v





image21.png
’o File Edit Selection View Go --* & = Q simple-python-pyinstaller-app RV s I - o

@ EXPLORER - > Welcome = jenkinsFile X (
Vv SIMPLE-PYTHON-PYINSTALLER-APP 8 jenkinsFile
Q\ > jenkins 1 pipeline {
> sources 2 agent any
.gitattributes . SEEES o .
» 4 stage('Build') {
.gitignore 5 steps {
© jenkinsFile 6 sh 'python -m py_compile sources/add2vals.py sources/calc.py"'
& @ README.md 7 stash(name: 'compiled-results', includes: 'sources/*.py*')
8 }
a] 9 }
10 stage('Test') [
A 11 steps {
12 sh 'py.test --junit-xml test-reports/results.xml sources/test_calc.py'
13 }
@ 14 post {
15 always {
16 junit 'test-reports/results.xml’
17 }
18 }
19 B
20 }
21}

N
N




image22.png
C:\Users\n.kaliyamurthy\quickstart-tutorials\simple-python-pyinstaller-app>git add jenkinsFile

C:\Users\n.kaliyamurthy\quickstart-tutorials\simple-python-pyinstaller-app>git commit -m "Add Test Stage"
[master 185e79u] Add Test Stage
1 file changed, 11 insertions(+), 1 deletion(-)

C:\Users\n.kaliyamurthy\quickstart-tutorials\simple-python-pyinstaller-app>git push origin master
Enumerating objects: 5, done.
Counting objects: 100% (5/5), done.
Delta compression using up to 20 threads
Compressing objects: 100% (3/3), done.
Writing objects: 100% (3/3), 480 bytes | U480.00 KiB/s, done.
Total 3 (delta 1), reused 0 (delta 0), pack-reused 0@ (from 0)
remote: Resolving deltas: 100% (1/1), completed with 1 local object.
To https://github.com/UWTSD-SoAC-Cyber/simple-python-pyinstaller-app.git
Oeal9eb..185e794 master —-> master
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stage('Deliver') {
steps {
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post {
success {
archiveArtifacts
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C:\Users\n.kaliyamurthy\quickstart-tutorials\simple-python-pyinstaller-app>git add jenkinsFile

C:\Users\n.kaliyamurthy\quickstart-tutorials\simple-python-pyinstaller-app>git commit -m "Add Deliver Stage"
[master bcue618] Add Deliver Stage
1 file changed, 14 insertions(+), 1 deletion(-)

C:\Users\n.kaliyamurthy\quickstart-tutorials\simple-python-pyinstaller-app>git push origin master
Enumerating objects: 5, done.
Counting objects: 100% (5/5), done.
Delta compression using up to 20 threads
Compressing objects: 100% (3/3), done.
Writing objects: 100% (3/3), uu6 bytes | UU6.00 KiB/s, done.
Total 3 (delta 2), reused 0 (delta 0), pack-reused 0@ (from 0)
remote: Resolving deltas: 100% (2/2), completed with 2 local objects.
To https://github.com/UWTSD-SoAC-Cyber/simple-python-pyinstaller-app.git
185e794. .bclde618 master —> master
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[ gitattributes. Initial commit 8 years ago
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C:\Users\n.kaliyamurthy>docker --version
Docker version 28.5.2, build ecc6942

C:\Users\n.kaliyamurthy>docker run hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

17eec7bbc9d7: Pull complete

Digest: sha256:f7931603f70e13dbd8uu253370742cuUfcd202d290c80442b2e68706d8F33ce26
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amded)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/




