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Introduction
 The Republic of Snowdenia County Council hired JSTC (Jones Smith Truman Consultants) as an Information security adviser for data protection of the council. The major task of the adviser is to protect low-level hacking event during releasing of private data into the public domain. 
 Data security is a major and important aspect in today’s global business through internet. An Organization can loss its goodwill, expansion as well as relationships between stakeholders if any information threat is occurred. 
The council’s data protection is very much required in the respect of confidentiality, integrity and availability. The JSTC will implement a suitable strategy for basic requirements of securing council’s information in the areas of CIA (Confidentiality-Integrity-Availability) triad. The adviser will implement CIA-related policies and procedures that strengthen council’s security.  By analyzing previous hacking issues, the advisor will propose a solution where each attack can be easily detected as well as prevented. 
 The consultant will also recommend a suitable auditing and disaster recovery strategy that would be easily adopted by the Council to implement data protection mechanisms.
​  So, after analyzing the whole existing network and protection mechanism, the consultant must identify all types of vulnerabilities in the Council that lead to security threats. To prevent the Council from these threats; the consultant must recommend suitable countermeasures.
Main Part:

   (a) The council’s information should be secured in the respect of CIA triad.
Confidentiality:  Confidentiality of sensitive and private information for the Council should be needed to protect data from hackers or unauthorized users. In the case of breaking confidentiality, the council would be failed, lost reputation and consumers’ relationship. This type of data breach is also called Threat of Interception. The breaching of data confidentiality may be two types. First one is the intentional where intruder used to break the security of the system/network to access the private data. Secondly, due to misuse or carelessness or incompetence of the employees, council’s data can be published publicly.  This is called unintentional breaking of confidentiality. 
  The two major requirements of securing confidentiality are implementing cryptography and access control mechanisms.   
· Cryptography:  Data encryption is very much required for an organization to protect data from accidental leakage as well as attacks from intruders. A strong cryptographic system should be designed in such a way so that it would not be easily decrypted. The procedures for Cryptographic system can be implemented as symmetric and asymmetric algorithms.  In the Symmetric algorithms, both sender and receiver have same key (symmetric key) and algorithms to decrypt a message. The symmetric key should be kept in secret. Various symmetric algorithms for securing council’s data may be DES (data encryption standard), triple-DES, AES (advanced encryption standard), etc. Asymmetric algorithms is more secure than symmetric because two keys like a public and a private key is used here. The public key is used by the sender to encrypt a message where private key is used by the receiver to decrypt that message. Public key never used to decrypt a message. Various asymmetric algorithms for securing council’s data may be RSA, EEC (Elliptic Curve Cryptography), etc. (Sweigart, 2013)
· Access Control mechanisms:  To maintain data confidentiality, access control policies should be implemented in the following ways,
1. Mandatory access Control (MAC):  This is the most secure cyber-security policy for the council. In this condition, various access capabilities are pre-determined where any user cannot access information until giving rights by the administrators. Administrators can also able to alter, add or delete any right to any user.
2. Role-based access control (RBAC): This mechanism is more flexible than MAC model. In this model, a user can access any information based on his/her role. If any user has more roles then he/she can share specific information. When a user moves from one role to another, the previous role will no longer be available. 
3. Rule-based Access Control (RBAC): This rule is used to set up preconfigured security procedures for making decision about data access. These rules are setting up based on the following conditions:
i) Only users who are in the allow access list can access the information.
ii) System can only deny those users who are particularly appearing in a true deny access list. 
iii) The list entries may be username, hostname, IP address or domain name. 
The Council should use this model with role-based access control policies to maintain the best data confidentiality in a flexible manner. 
Integrity:  This feature ensures that data would be remaining unaltered as well as consistent. This feature is very much necessary otherwise un-authorized users can access data and alter. To maintain data integrity for the Council, the following policies can be implemented,
· The alteration or modification of information should be prevented from un-authorized users.

· The unintentional alteration of information should be prevented by authorized users. 

· Various encryption methods can be used to achieve integrity so that data cannot be altered during transmission. The encryption system must have a policy to recognize if the data is tampered and corrupted. 
· The integrity can also be ensured by implementing hashing algorithms. 

· By preserving internal and external consistency, data integrity can be achieved. Data is internally consistent with council’s database. In the case of external consistency, storing data into the database must be consistent with the real world.
Availability:  This feature guarantees that existing information would be available all time to the authorized users as and when required in an uninterrupted way.  But, the authorized users can breach this feature. This is a threat of Interruption. To gain this feature, the following policies must be accepted,

· The load should be distributed equally to the resources so that any device would not be over- burdened. The loads may be data routing, file requests and so on.
· High Availability (HA) process allows for keeping services as well as systems would be operational during outage. The service would be available in “five nines” (99.999 %). It also includes two features like redundancy and failover.

· Redundancy strategy allows duplicating a system when any fault is occurred. For example, council can adopt this strategy when any fault is detected of a server then it switches to a redundant server. Until the primary server is rectified, the uninterrupted operation continues from redundant server. This strategy can also be applicable for defected processing switches of network path by continuing processing to alternate network path.
· Failover strategy allows re-constructing a system or switching over to other system when any fault is recognized. This strategy is costly than redundant strategy. So, the Council should go for redundant strategy to achieve availability. (Brooks, 2019).
(b)    The hacking issues of the council’s system can be occurred on the application, system software as well as network. The following threats should be recognized to prevent its applications, system software and network from hackers.

· Buffer overflow: This type of threat tends to denial-of-service attack that may lead to process crash as well as achieving unwanted outputs. (Bush, 2009).  To prevent this threat; proper input validation checking (as per type, size and range of data), checking of unmanaged APIs and utilizing /GS flag should be done.
· Input validation:  The hacker mainly attacks in the SQL commands related to type, size and length in the database. (Brown). This threat results to interruption, modification and fabrication of results. This threat can be prevented by validating input in every respects as well as using stored procedures.

· Unsafe authentication mechanisms: By breaching the confidentiality, integrity and availability, this threat is occurred. To prevent this threat; strong authentication mechanisms, encryption techniques, setting minimum number of retries for password and clearing cookies must be done. (Dexter, 2002)
· Poor password details: Buy guessing the password, hackers can enter into the system and breaches the confidentiality. (Kurose, 2012).  To prevent this attack, strong password protection with combination of letters, numbers and special characters are used. The retries for the password should be minimized as well as common names must be avoided.
· A hacker can achieve access about details of system configuration by foot printing. By port scanning and ping sweep; the hacker can access data from sever, database and even operating system. This threat leads to hacking account or other sensitive information details as well as system failure. (Reinhold, 1988). To prevent this threat, firewall techniques with port locking startegy, using IDs to reject unwanted traffic, utilizing port scanning tools as well as filtering with TCP/IP and IPSec may be implemened.
· An indication of network attack by the hacker is SYS flood. To prevent this attack, implementation of strong TCP/IP stacks as well as utilization of upgraded service packs are necessary (pass, 2010).
· By risk of spoofing, a hacker can use fake address of the packets for reaching fake destinations rather than authentic destination (Dexter, 2002). To prevent this attack, strong filtering schemes for incoming and outgoing packets must be implemented. 

· By using old and not updated security patches; the hackers can easily gain access into the system by port scanning. Hackers can easily determine various system information by detecting open ports. (Kurose, 2012).  The prevention should be by disabling unused ports, utilizing of firewalls as well utilization of upgraded security patches, operating system.
(c)

  The auditing or testing approach for securing the Council’s data should be described by the following Audit Table.

	Name of the threat
	Cause for the threat
	Audit Objective
	Procedure of audit
	Control measures taken

	Lost sensitive data
	Unsafe authentication policy that leads to unauthorized access.
	If the data is lost, strong authentication and authorization policy must be implemented.
	System audit and logs should be checked regularly and taking appropriate action in case of any issue.
	Strong password generation, minimum number of retries and utilization of ACLs.



	Bad message arrived from partners
	Threat of SQL injection where an attacker forces to run arbitrary SQL commands in the database after guessing inputs of length, type and size.
	Data validation checking should be done.
	Client side scripting as well as stored procedure must be checked.
	Database software should be highly secured with proper authorization policy as well as proper validation checking.

	Attacking system by e-mail
	Anti-virus, anti-malware software can be poorly designed or not upgraded.
	Mail exchange server should be secured.
	System log of mail exchange server is to be checked frequently.
	Outside the firewall, powerful anti-virus software needed to be installed on the email exchange relay.



	Attacking on the network
	Poor firewall mechanism is used.
	Hardware and                   software firewall should be implemented.
	Nodes are checked whether they are flooded or not. Denial of service attack can be happened in this respect.
	Existing firewall should be upgraded regularly as well as implementation of gate-level firewall must be done.

	Attacking on the web server.
	Through port scanning, Ping Sweep and NetBIOS enumeration by unauthorized users.
	Foot printing vulnerabilities must be protected.
	In the firewall mechanism, suitable logging procedure should be created and checked.
	IPSec filtering should be implemented within firewall.

	System crash
	DoS(Denial-of-service) attack is occurred.
	Operating system should be upgraded with latest patches.
	Logs of operating system must be checked periodically.
	Windows OS would be upgraded according to latest patches. If issue exists then Linux OS must be replaced. 




(KPMG, 2017). (Vatanasakdakul, 2017)
Summary/ Conclusions:

 To protect Council’s data as well as taking preventive measurement from hackers; different security measures should be considered. Different vulnerabilities and threats can hamper the overall data protection as well as breach the whole security of council’s database. The three major concerns like confidentiality, integrity and availability (CIA) of council’s data must be properly secured with various control techniques. This report focuses about these recommended policies. Various security threats can be happened into three areas like application, system software and network level. The consultants of JSTC (Jones Smith Truman Consultants) detected various threats and developed powerful preventive measures to overcome from these vulnerabilities. Various countermeasures include implementation of strong login credentials, proper authorization policy, input validation checking, checking on buffer overflow, utilization of cryptographic technique during data transmission, powerful ant-virus and firewall implantation as well as latest patches used for various equipments.  To ensure privacy of the system, typical approaches of the hackers must be studied to generate appropriate countermeasures.  The consultant also presented an auditing/testing approach to identify various threats, causes for the threats, objective of the audit, procedure for audit and suitable control measures taken. 
This report focuses on suitable security audit/disaster recovery of the council’s overall system.

Recommendations:

The following recommendations can be achieved from the report,
· Implementation of cryptographic and access control mechanisms to ensure confidentiality of council’s data.
· By implementation of proper hashing technique, data integrity issue can be rectified.

· By utilizing redundancy and failover strategy, the availability of data to authorized users are ensured.
· Most common threats for the Council’s data and system are recommended as lost sensitive data, bad message arrived from partners, attacking system by e-mail, attacking on the network, attacking on the web server as well as overall system crash.

· Various auditing procedures as well as counter measures are recommended.
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