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INTRODUCTION
This report presents the configuration and implementation of a network infrastructure across two virtual sites — Birmingham and London — using Oracle VirtualBox as the lab environment.
The Birmingham site was built around a Windows Server 2019 domain controller, responsible for managing Active Directory, DNS, DHCP and remote access services. The London site consisted of two Debian Linux machines configured as server and client. A site-to-site VPN was planned to connect both locations, however this could not be fully implemented due to the absence of internet access on the Debian machines, which prevented the installation of the required packages.
 This limitation is acknowledged and documented throughout the report.Each section includes screenshots and descriptions demonstrating what was configured, how it was tested, and the results obtained. Where tasks could not be completed due to environmental constraints, alternative steps were taken and clearly explained.


Task 1
1.Routing:
1.1 Routing in Birmingham Network
[image: ]
Figure 1: Routing and Remote Access Configuration on SERVER1.
Once the installation was complete, the Routing and Remote Access service was configured and is now fully operational on SERVER1, with all network interfaces visible and routing working as expected.
1.2Routing in London Network[image: ]
Figure 1Persistent IP Forwarding Enabled on DebianServer
IP forwarding was successfully enabled on the DebianServer by editing the /etc/sysctl.conf file and adding the net.ipv4.ip_forward=1 directive. The sysctl -p command confirmed the change was applied immediately and will persist across reboots, ensuring the London network can forward packets correctly.
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Figure 2 Static Routing Configured on DebianServer
The routing table on the DebianServer confirms that a static route to the Birmingham network (192.168.100.0/24) has been successfully added via the gateway 192.168.200.1, and the London network (192.168.200.0/24) is active on interface enp0s3, enabling communication between both network segments.
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Figure 3Running ipconfig on Server1 further validates these addresses, confirming that the network configuration is correct and working as intended.
The VirtualBox Manager confirms that all four virtual machines have been created for the project. The ipconfig output on Server1 shows both network interfaces active — Ethernet with IP 192.168.100.10 representing the Birmingham network, and Ethernet 2 with IP 10.86.9.242 representing the secondary link — demonstrating that IP forwarding and routing between the two network segments has been set up and is functioning correctly.


1.2.2 Configure RRAS in Windows (BIRMINGHAM)
[image: ]
Figure 3  RRAS in Windows
The RRAS general panel confirms that both network interfaces are active — Ethernet with IP 192.168.100.10 for the Birmingham network, and Ethernet 2 with IP 10.86.9.242 for the secondary connection. Running ipconfig on Server1 further validates these addresses, confirming that the network configuration is correct and working as intended.
1.2.1 Firewall rules to allow ICMP Traffic
[image: ]
Figure 2 Inbound ICMP Filter Rule Applied
An inbound filter rule was configured within the Routing and Remote Access settings to permit ICMP traffic between the Birmingham server (192.168.100.10) and the client machine (192.168.100.20), ensuring that connectivity tests such as ping function correctly across the network.
Inbound Filters
· Inbound filters control the traffic that comes into the server. They help decide which connections are allowed or blocked, improving security by preventing unwanted or unauthorized access.
[bookmark: _Toc228134234][bookmark: _Toc228134405]Outbound Filters
· Outbound filters control the traffic that leaves the server. They help manage what the system can access outside the network, reducing the risk of unwanted or unsafe connections.
2 . Domain Server (Birmingham)
2.1 Create a forest named yourname.acca (For example: renuga.acca)
[image: ]
Figure 4Active Directory Forest birmingham.acca Created
The Active Directory forest birmingham.acca was successfully created on Server1, establishing the domain controller for the Birmingham network. The domain structure includes the necessary organisational units, security groups, and default containers required for managing users and computers within the birmingham.acca domain.



2.2 Create all appropriate A records for all servers on Birmingham and London Network
[image: ]
Figure 5PTR records Birmingham (server1 + Client1)
PTR records were successfully created for the Birmingham network (192.168.100.x) within the reverse lookup zone 100.168.192.in-addr.arpa, mapping Server1 (192.168.100.10) and Client1 (192.168.100.20) back to their respective hostnames within the birmingham.acca domain.
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Figure 6PTR Records Created for London Network
PTR records were successfully created for the London network (192.168.200.x) within the reverse lookup zone 200.168.192.in-addr.arpa, mapping DebianServer (192.168.200.10) and DebianClient-1 (192.168.200.20) back to their respective hostnames within the birmingham.acca domain.

2.3 Create a reverse lookup zone creating PTR records for all servers.
[image: ]
Figure Reverse Lookup Zone Created for Birmingham Network
The reverse lookup zone 100.168.192.in-addr.arpa was successfully created for the Birmingham network (192.168.100.x). This allows IP addresses to be resolved back to hostnames within the birmingham.acca domain, which is an important part of a well-structured DNS setup
3. Encrypted Connection between Birmingham and London
3.1 Configure Site-to-Site VPN to London Network.
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Figure 7LondonVPN Interface Created
A Site-to-Site VPN interface named LondonVPN was successfully created on SERVER1 using the Demand-dial interface wizard, configured to establish an encrypted IKEv2 connection between the Birmingham and London networks.
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Figure 8IPsec/IKEv2 Security Configuration
The Routing and Remote Access security settings were configured to allow a custom IPsec policy for L2TP/IKEv2 connections, with a pre-shared key defined to authenticate the VPN tunnel between Birmingham and London networks.
4. Users
4.1 Create user accounts for
[image: ]
Figure 9User Account Created in Active Directory
A new user account was successfully created within the birmingham.acca domain using Active Directory Users and Computers, with the user logon name following the required naming convention of first initial followed by last name.



5. Domain Membership
5.1 Join L-CD, ClientS1, ClientL1 to the yourname.acca domain.
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Figure 10Client1 Joined to Domain
The Windows 10 client machine was successfully joined to the birminghamacca domain. During the process, the domain name was entered without the dot notation due to a VirtualBox input limitation, however the machine was correctly integrated with the Active Directory infrastructure on Server1, as confirmed by the Device Name displayed in the System Settings.
6. DHCP Server
6.1 Configure B-DC as DHCP Server.
[image: ]
Figure 11DHCP Scope Configured for Birmingham Network
The DHCP Server role was successfully installed and configured on Server1.birmingham.acca. A DHCP scope named Birmingham Network was created for the 192.168.100.0/24 subnet, with an IP address range of 192.168.100.10 to 192.168.100.20, ensuring automatic IP allocation for client machines on the Birmingham network.
6.2 Configure L-CD as DHCP Relay Server.
[image: ]
Figure 12DHCP Relay Configuration Attempted on DebianServer
An attempt was made to configure the DebianServer as a DHCP Relay Agent for the London network. However, the installation of the isc-dhcp-relay package was unsuccessful due to the isolated NAT Network environment in VirtualBox, which prevented the Debian server from accessing external repositories. The DHCP relay configuration file was manually created at /etc/default/isc-dhcp-relay, pointing to the Birmingham DHCP server at 192.168.100.10.
6.3 All the Clients should receive IP Address automatically via DHCP Server
[image: ]
Figure 13Client1 Receiving IP Address via DHCP
After running ipconfig /release and ipconfig /renew on Client1, the DHCP server successfully assigned the IP address 192.168.100.11, with the DNS suffix birmingham.acca, confirming the DHCP service is fully operational.
7. Test and Troubleshoot
7.1 Test the network for Connectivity.
[image: ]
Figure 14 Ping from Client1 to Server1
A ping test was conducted from Client1 to Server1 (192.168.100.10), returning 4 packets with 0% loss and an average response time of 1ms, confirming successful connectivity within the Birmingham network.
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Figure 15Ping from Server1 to Client1
A ping test from Server1 (192.168.100.10) to Client1 (192.168.100.11) returned 4 packets with 0% loss and an average response time of 1ms, confirming full connectivity within the Birmingham network.
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Figure 16Ping from DebianServer to DebianClient
A ping test from DebianServer (192.168.200.10) to DebianClient (192.168.200.20) confirmed successful connectivity within the London network, with all packets received and average response times under 2ms.

[image: ]
Figure 17Ping from DebianClient to DebianServer
A ping test from DebianClient (192.168.200.20) to DebianServer (192.168.200.10) confirmed successful connectivity within the London network, with all packets received and response times consistently under 2ms.



8. Disk Drive
8.1 Mount second disk drive to E:\BirminghamFiles.
[image: ]
Figure 18Second Disk Mounted as E:\BirminghamFiles
A second virtual disk of 10GB was added to Server1 and initialised as a basic NTFS volume. The drive was assigned the letter E: and labelled BirminghamFiles, appearing healthy in Disk Management with full capacity available.
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Figure 19E:\BirminghamFiles Security Permissions
The BirminghamFiles drive (E:) was successfully mounted on Server1 and configured with appropriate NTFS security permissions, including Administrators with Full Control and domain Users with standard access, ensuring controlled access to the shared storage volume.



9. IIS Server
9.1 Create webs.yourname.acca website and enable windows internal authentication.
[image: ]
Figure 20IIS Windows Authentication Enabled for webs.joao.acca
Within IIS Manager on Server1, the website webs.joao.acca was configured with Windows Authentication enabled and Anonymous Authentication disabled, ensuring only authenticated domain users can access the site.
10. Remote Desktop Services
10.1 Configure remote access for B-DC from any other machines in the network.
[image: ]
Figure 21Remote Desktop Enabled on Server1
Remote Desktop was enabled on Server1 via System Settings, allowing remote connections to the machine at Server1.birmingham.acca. The service was set to On, confirming that clients within the domain can connect remotely.

[image: ]
Figure 22Remote Desktop Connection from Client1 to Server1
A Remote Desktop connection was successfully established from Client1 to Server1 (192.168.100.10), as evidenced by the RDP session bar displayed at the top of the screen. The session ended as the Administrator account was already active on the server, which is expected behaviour in a single-user environment.

[bookmark: _Toc204080788][bookmark: _Toc216021364][bookmark: _Toc216021501][bookmark: _Toc216701918][bookmark: _Toc228134235][bookmark: _Toc228134406]Conclusion
This project successfully demonstrated the deployment of core network services within a virtualised environment, including Active Directory, DNS, DHCP, IIS with Windows Authentication, and Remote Desktop Services across the Birmingham network. The London site was configured accordingly, with internal connectivity confirmed through successful ping tests between the Debian machines.
Where limitations arose — specifically the site-to-site VPN and DHCP relay — these were caused by the absence of internet access in the lab environment. All relevant configuration files were nonetheless created manually, reflecting a solid understanding of the concepts involved.
Overall, this assessment was a valuable experience that reinforced the importance of planning, troubleshooting, and documentation in network administration.
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Subnet Mask 255.255.255.8

Default Gateway .

C:\Users\clientl> o
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mand Prompt

windows 1P Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address
Default Gateway .

fes0::5151:7727:d37a:53fcHA

Users\client1>ipconfig /renew

windows 1P Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : birmingham.acca
Link-local IPv6 Address . . . . . : feB8::5151:7727:d37a:53fcHh
IPva Address. 192.168.108.11

Subnet Mask 255.255.255.8

Default Gateway .

c:\Users\client 1> ipconfig

jwindows 1P Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : birmingham.acca

Link-local IPv6 Address fes0::5151:7727:d37a:53fCHA
IPva Address. S ... ... :192.168.180.11
Subnet Mask . . . . . . . ....:255.255.255.8

Default Gateway .
C:\Users\client1>ping 192.168.166.18

Pinging 192.168.108.16 with 32 bytes of
Reply from 192.168.168.16: bytes=32 tim
Reply from 192.168.168.

Reply from 192.168.168.
Reply from 192.168.168.18: bytes=

TTL=128
TTL=128

Ping statistics for 192.168.160.16
Packets: Sent = 4, Received = 4, Lost = & (8% Lloss)
Approximate round trip times in milli-seconds
fiinimum = ims, Maximum = ims, Average = im

C:\Users\client1>

20
ssouo05

12°C Sunny A @ @ @ 9)

I
[~





image19.png
o

fiicrosoft Windows [Version 16.8.17763.3658]
(c) 2018 Microsoft Corporation. AL rights reserved.

C:\Users\Adninistrator .SERVER1>ping 192.168.160.11

Pinging 192.168.168.11 with 32 bytes of dats

Reply from 102.168.168.11: bytes=32 time=ims TTL=128
Reply from 192.168.168.11: bytes=32 time=2m
Reply from 192.168.168.11: bytes=32 time=im
Reply from 192.168.168.11: bytes=32 time=ims TTL=128

Ping statistics for 192.168.168.11:
Packets: Sent = 4, Received = 4, Lost = & (8% loss),
Approximate round trip times in milli-second
fiinimum = ims, Maximum = 2ms, Average = ims

C:\Users\Administrator.SERVERD)
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vboxuser@DebianServer: ~

vboxuser@Debianserver:~$ ping 192.168.200.20
.168.200.20 (192.168.200.20) 56(84) bytes of data
from 192.168.200.20 X
from 192.168.200.20: icmp_seq=2 ttl
from 192.168.200.20: icmp_seq=3 ttl
from 192.168.200.20: icmp_seq=4 ttl
from 192.168.200.20: icmp_seq=5 ttl=64 time=1.13 ms
from 192.168.200.20: icmp_seq=6 ttl
from 192.168.200.20: icmp_seq=7 ttl
from 192.168.200.20: icmp_seq=8 ttl
from 192.168.200.20:
from 192.168.200.20:
from 192.168.200.20:
from 192.168.200.20
from 192.168.200.20
from 192.168.200.20:
from 192.168.200.20:
from 192.168.200.20:
from 192.168.200.20:
from 192.168.200.20:
from 192.168.200.20:
from 192.168.200.20
from 192.168.200.20
from 192.168.200.20: X .
from 192.168.200.20: icmp_seq=23 ttl=64 time=1.
from 192.168.200.20: icmp_seq=24 ttl=64 tim
from 192.168.200.20: icmp_seq=25 ttl=64 time=1.
from 192.168.200.20: icmp_seq=26 ttl=64 time=0.754 ms
from 192.168.200.20: icmp_seq=27 ttl=64 time=1.52 ms
from 192.168.200.20: X .28 ms
from 192.168.200.20: X .07 ms
from 192.168.200.20: icmp_seq=30 ttl=64 time=1.28 ms
from 192.168.200.20: icmp_seq=31 ttl=64 time=0.957 ms
from 192.168.200.20: icmp seq=32 ttl=64 time=1.68 ms
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vboxuser@debian: ~

icmp_seq=44
icmp_seq=45
icmp_seq=46
icmp_seq=47
icmp_seq=48
icmp_seq=49
icmp_seq=50
icmp_seq=51
icmp_seq=52
icmp_seq=53
icmp_seq=54
icmp_seq=55
icmp_seq=56
icmp_seq=57
icmp_seq=58
icmp_seq=59
icmp_seq=60
icmp_seq=61
icmp_seq=62
icmp_seq=63
icmp_seq=64
icmp_seq=65
icmp_seq=66
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