Creating a failover cluster (part 1)
In this work, we’ll investigate the creation of a failover cluster.  Much of this work will be self-directed – I’ll give you the outline of what to do, but will expect you to either rely on skills you should’ve acquired previously, or to utilise the technical documentation.  By the end of this session, you should have successfully created a failover cluster, though we won’t test it until next week.  I’d strongly advise you to read through all of the instructions before starting.
[bookmark: _GoBack]Note: this won’t form the basis of the second assignment, so you don’t need to take screenshots, or otherwise document the process, other than for your own reference later.
You’ll notice that you have a new virtual machine – “Bridgend” accessible through SCVMM.  This VM is a direct clone of Swansea.  Together, Swansea and Bridgend will form the basis of the nodes for your failover cluster.  Cardiff will remain the domain controller – one of the rules of Microsoft failover clusters is that nodes must belong to the same domain but cannot themselves be domain controllers.
Task: because Bridgend is a clone of Swansea, they will have identical unique identifiers, which will cause odd things to happen in active directory.  You will need to log in to Bridgend and use “sysprep” to generalise the VM and generate a new unique ID.  Refer to worksheet 0 if necessary, to remind you of how to do this.  Re-add Bridgend to the domain once this is done.
It is usually a good idea to give cluster nodes static IP addresses, and to ensure there are at least two links between them.  While nodes can be assigned addresses through DHCP, this introduces one extra, unnecessary potential point of failure.
Task: assign Bridgend and Swansea static IP addresses, with at least two network links connecting Swansea, Bridgend and Cardiff.  You may pick appropriate IP addresses.
We’ll next consider the storage required for our failover cluster.  In a non-virtualised setup, this would, of course, be hosted as part of a Storage Area Network (SAN) and accessed through iSCSI.  In this virtualised environment, we’ll simulate this by having Cardiff host our distributed storage and create the necessary iSCSI targets.
Task: add a new, additional virtual hard drive to Cardiff, size 5gb (you’ll need to power Cardiff off to do this).  Format this to create two partitions:
- 500mb named “Quorum”
- 4.5gb (the remaining disk space) named “Storage”
These partitions should be formatted in NTFS and assigned drive letters.  If you’re unsure of how to create partitions, you’ll need to use the “Disk Management” tool (to be found through Computer Management, in Administrative Tools), and very likely do some additional reading on how it’s to be used.  Be a little careful – formatting C: would be a very bad idea. :)
Next, we’ll set up our iSCSI targets to access these two partitions.  To understand the necessary theory, first read the Wikipedia article for background information (just remember never to rely on it for academic content), then this Microsoft Technet article which outlines, mostly in pictures, the configuration of a target, and connecting to it through the iSCSI initiator.
Task: Add the iSCSI Target Server role to Cardiff.  This can be found under “File and Storage Services” in the add role wizard.
In Server Manager, select “File and Storage Services” -> iSCSI and run the iSCSI virtual disk wizard.  You’ll need to create targets for the Quorum and Data disks one at a time.  You can:
Select by volume (pick the drive by letter).
Assign the entirety of the volume.  Having read the associated merits of fixed size vs dynamically expanding, make your choice.  Note that we’ll be hosting a DHCP server on our failover cluster, which is not particularly demanding of disk access speed.
Make a new target for the first disk you configure, but re-use it for the second.  Give it an appropriate name, considering the server it’s hosted on.
Add an access server for the machine we’re currently using, either through its server name (using the “Query initiator computer for ID” option), or by IP address.  Again, you can read about the differences between these in Microsoft’s documentation for the process, if you’d like.
We don’t necessarily require CHAP (or any other form of authentication) for this target.  As a rule, failover clusters exist in locked server rooms, with the iSCSI network physically isolated – which means that someone with access to the SAN is physically accessing it.  The relative merits of authentication at this point are, therefore, far more limited than it may initially appear, and while this would generally be used in a full cluster setup, for the sake of this example, we’ll limit the complexity by disabling it.
This will allow us to access these disks remotely over an IP network.  We will use the iSCSI initiator to do this from our cluster node servers.
Task: connect to the iSCSI target using the initiator, from each of our two node servers.  To access this, search for “iSCSI Initiator” in the start menu and enable the service when prompted.  We’ll achieve this by typing the IP address of our target into the “Target” box, hitting “Quick Connect” (hoping to see success), then switching to volumes and devices and auto-configuring.
Once this is done, check the Disk Management tool on Swansea and Bridgend.  The disks discovered through the iSCSI initiator should be available.  Bring them online, and (temporarily) assign them drive letters.
Test this by writing a file to these disks.  This file should be accessible from all 3 servers.  N.B. there’s no need to add these disks to Cardiff through iSCSI – they’re already local to Cardiff.  Once testing is complete, remove the drive letter again from Swansea and Bridgend (but do not delete the disks themselves).
Finally, we’re ready to try setting up our cluster.  This will include testing our configuration.
Task: add the failover cluster feature to the two node servers.
Once done, we can “validate” our cluster configuration.  
Task: Step through the wizard and enter appropriate values.  Run all tests when prompted.  You may see a few warnings – if you do, read the associated messages and endeavour to understand what they mean.  The majority of warnings can be safely noted and ignored but can sometimes highlight errors in your configuration.
Finally, create the cluster.  You can re-run the tests if you’d like.  Give the cluster an appropriate IP address.  Note that this will be the static IP for the cluster as a whole, so should be previously unassigned.
We’ll stop here for this week.  Next week, we’ll investigate actually hosting a service through our cluster, by porting DHCP.
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