


Computer Networks and Cyber Security
Advanced Cybersecurity
ACCB6000
Analysing, Ethically Hacking and Securing an Enterprise Network
Dr. Mohamed Ghanem











































19th April 2026
Word count – 3500
                                         Ima David - 2321435








Contents


Table of Contents


Introduction	3
Scope/topology	3
Methodology	4
Task 1: Network Test	6
Task 2: Network Security Assessment for SWANSEA.ACCA Network	8
Information Gathering / Scan Results	9
Manual Enumeration of the Swansea Domain Controller (S-DC)	10
Task 3: Ethically Hacking SWANSEA.ACCA Network	12
Task 4. Security Measures Implemented	13
 Security Measure 1: SMB Signing Enabled on ClientS1	13
 Security Measure 2: Triple DES 168 Cipher Disabled on S-DC	14
Results and Discussion	15
Conclusion	15
References	16
Appendix A — Additional Scan Evidence	17
 Appendix B: Exploitation Attempt Evidence:	10
Appendix C: Security Measure Implementation Evidence:	11













[bookmark: _Toc227174172]Introduction
This report documents a comprehensive security assessment of the SWANSEA.ACCAs lab environment. The assessment utilized a multi-phased approach, including manual service enumeration, automated Nessus vulnerability scanning, and controlled exploitation of critical weaknesses such as in LDAP, SMB, and web protocols etc. Beyond identification, the scope of this work included the practical implementation of security mitigations specifically the hardening of Active Directory services through Group Policy. By enforcing LDAP signing and disabling anonymous binds, this project demonstrates a complete lifecycle of identifying a vulnerability, validating the risk through exploitation, and applying industry-standard remediation to secure the infrastructure.


[bookmark: _Toc227174173]Scope/topology
The scope of this assessment covered the SWANSEA.ACCA lab network provided for the coursework. The environment consisted of two connected sites, Swansea and London. The Swansea site contained S-DC (192.168.1.1), a Windows Server 2022 system acting as the Domain Controller, and ClientS1 (192.168.1.10), a Windows 10 domain member. The London site contained L-CD (192.168.2.1), a Debian server, and ClientL1 (192.168.2.10), a Debian client. A Kali Linux machine was used as the assessment host to perform connectivity testing, manual scanning, automated Nessus scanning, and traffic monitoring across both network segments.

[bookmark: _Toc227174174]Methodology
The assessment followed the NIST SP 800-115 framework, which advocates for a blended testing methodology to increase discovery accuracy (NIST, 2008).
Automated Scanning: Tenable Nessus was employed to conduct both "Basic" and "Credentialed" scans. This identified known CVEs, weak encryption ciphers, and service-level exposures that would be difficult to detect manually (Tenable, 2024).
Manual Reconnaissance: Command-line utilities including Nmap for port scanning and ldapsearch for directory enumeration were used to verify automated findings. Manual testing is essential for identifying logical flaws that automated scanners frequently overlook [5].






[image: ]The Network Topology
Figure 1: Topology of the SWANSEA.ACCA lab network showing the Swansea and London segments, connected hosts, and the VPN link between both sites


The above figure illustrates the topology of the SWANSEA.ACCA lab environment used for this assessment. The network is divided into two connected sites: Swansea and London. The Swansea site contains S-DC, a Windows Server 2022 system acting as the Domain Controller, DNS Server, and DHCP Server, and ClientS1, a Windows 10 domain member. The London site contains L-CD, a Debian Server 12 system, and ClientL1, a Debian client. Both sites are linked through a VPN connection, while the Kali Linux machine was used as the Red Team assessment host to perform connectivity testing, scanning, controlled exploitation attempts, and traffic monitoring across the environment.
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Task 1: Network Test

This section presents the initial network validation carried out before the main assessment activities began. The purpose of the test was to confirm that the key hosts in the SWANSEA.ACCA environment were correctly configured, reachable, and able to communicate across the required network segments. Verifying IP addressing, interface configuration, and basic connectivity was necessary to ensure that later stages such as scanning, vulnerability assessment, and controlled testing were performed on a working and properly connected lab, which is consistent with recognised security testing practice. Additional supporting screenshots are included in Appendix A. 

[image: ]
Figure 2: IP configuration of the Swansea Domain Controller (S-DC) showing its internal and external interfaces within the SWANSEA.ACCA environment

Explanation:
The above figure shows the IP configuration of the Swansea Domain Controller (S-DC), including its internal Swansea network interface and the point-to-point external link used to connect the Swansea and London segments. This screenshot was used during the initial information-gathering stage to verify the addressing and routing setup of the main server before connectivity testing, scanning, and vulnerability assessment were carried out.


Figure 3: IP configuration of the London server (L-CD) showing its internal and inter-site interfaces within the SWANSEA.ACCA environment[image: ]

Explanation:
This shows the IP configuration of the London server (L-CD), including its local London network interface and the inter-site link used to connect the London and Swansea segments. This screenshot was used during the initial information-gathering stage to verify host addressing and confirm that the London server was correctly configured before connectivity testing and scanning were performed.


[bookmark: _Toc227174176]



Task 2: Network Security Assessment for SWANSEA.ACCA Network
Only the key evidence is presented in this section for clarity, while additional scan outputs and supporting screenshots are included in Appendix A.

[image: ]
Figure 4: IP address configuration of the Kali assessment host showing the network interfaces used during the SWANSEA.ACCA security assessment
This screenshot provides supporting evidence of the Kali machine’s interface configuration and confirms its role as the assessment host for connectivity testing, scanning, exploitation attempts, and traffic monitoring [8].
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Information Gathering / Scan Results
Information gathering was conducted using a hybrid approach of automated vulnerability assessment and manual service enumeration. This methodology aligns with industry-standard security testing practices by using automated tools for breadth and manual tools for depth.
 Automated Vulnerability Assessment (Nessus)
A credentialed Tenable Nessus scan was performed on the Swansea Domain Controller (S-DC / 192.168.1.1) and London  Host. The scan identified several high-risk misconfigurations (see Table 3 and A4), including:
SSL/TLS Weaknesses: Support for medium-strength ciphers (SWEET32), indicating a risk of session decryption.
Information Disclosure: ICMP timestamp requests and IP forwarding enabled, which aids in network mapping and potential lateral movement [6].
Manual Enumeration and Validation
Manual scanning was performed using Nmap and LDAPsearch to validate the automated findings and identify actionable exploit paths.
LDAP Enumeration: Manual queries revealed a critical service exposure on Port 389. This allowed for the extraction of 264 Active Directory entries, including the identification of the Domain Admin account (Nitheesh Murugan).
SMB Service Mapping: Manual enumeration of Port 445 confirmed the presence of the VShare directory and administrative shares (C$, ADMIN$). This validation proved that the target was vulnerable to unauthorized data exfiltration and remote administrative access [5].
The combined results established a clear attack chain: Nessus identified the service exposures, while manual enumeration provided the specific credentials and paths necessary for the subsequent exploitation phase [10].
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Figure 5: Manual Nmap enumeration of the Swansea Domain Controller (192.168.1.1) performed from the Metasploit Framework console
Explanation:
This figure  shows the results of a manual Nmap scan launched from within the Metasploit Framework against the Swansea Domain Controller (192.168.1.1). The scan identified multiple exposed services, including FTP, Kerberos, NetBIOS, LDAP, HTTP, SMB, RPC-related services, and Global Catalog ports, together with host-identification details linked to the SWANSEA domain. These results confirmed that the target presented a broad service surface and provided the initial technical evidence used to guide later vulnerability assessment and risk classification.

[image: ]
Figure 6: Nmap service and OS enumeration of the Swansea Domain Controller (192.168.1.1) performed from within the Metasploit Framework console
Explanation:
Figure 6 above shows the Nmap enumeration results for the Swansea Domain Controller (192.168.1.1) executed from the Metasploit Framework console. The scan identified multiple exposed services, including FTP, Kerberos, NetBIOS, LDAP, HTTP/HTTPS, SMB, RPC, and Global Catalog, together with host, operating system, certificate, and traceroute information. The results confirmed that the S-DC exposed the broadest service surface in the environment and therefore represented the most security-significant host during the assessment. This evidence was used to support the manual information-gathering stage and to guide the later vulnerability analysis and risk classification.

Manual Vulnerability Classification Table

[image: ]Table1: Nmap-based summary of open ports, likely weaknesses, potential impact, and priority actions identified on the Swansea Domain Controller (S-DC)
Explanation:
The table above  presents a summary of the key services identified on the Swansea Domain Controller (S-DC) during manual enumeration and links them to likely security weaknesses, possible impact, and recommended priority actions. The evidence shows that several important services were exposed, including SMB, LDAP, FTP, HTTP/HTTPS, and multiple legacy diagnostic ports. Based on these results, the S-DC presented the strongest attack surface in the environment and was therefore treated as the most security-significant host during the assessment. The table was used to support the information-gathering stage by highlighting which exposed services required further investigation through automated scanning and vulnerability analysis.

Manual Enumeration of the London Host (L-CD)[image: ]

Figure 7: Nmap scan output for the London server (192.168.2.1) showing the exposed SSH service, filtered ports, host details, and traceroute information identified during manual enumeration
Explanation:
Figure 7 shows the manual Nmap scan results for the London server (192.168.2.1). The scan identified port 22/tcp as open and running OpenSSH, while the remaining scanned ports were largely filtered. The output also revealed operating system and service fingerprint information and included traceroute details between the scanning host and the target. These results confirmed that the London server was reachable and exposed a limited but security-relevant remote administration service, which was later considered during the overall assessment.






Manual Vulnerability Classification Table
[image: ]Table 2: Manually classified findings from the Nmap scan of the London server (192.168.2.1) showing selected medium and low severity weaknesses
Explanation:
This table presents the selected manually classified findings derived from the Nmap scan of the London server (192.168.2.1). The table shows that the main security-relevant exposure on the host was the SSH service on port 22/tcp, together with version disclosure, general host reachability through the exposed administration service, and the presence of a largely filtered port set. These findings were classified as medium and low severity because the host exposed a limited attack surface compared with the Swansea systems, but still presented identifiable remote access and reconnaissance value. The table was used to summarise the London host’s manually interpreted weaknesses, associated risks, and recommended hardening actions for the assessment.



Vulnerability Assessment / Findings
[image: ]Table 3: Selected vulnerability findings identified on the Swansea Domain Controller (S-DC) showing two high, two medium, and two low severity issues

Explanation:
The table above presents the six selected vulnerabilities used for the assessment, drawn from the Nessus results for the Swansea Domain Controller (S-DC). The findings were organised to meet the assessment requirement of two high, two medium, and two low severity vulnerabilities. In Nessus, vulnerabilities are viewed and managed from the scan results, and severity is assigned using the configured CVSS-based severity model, which supports categories such as Info, Low, Medium, High, and Critical. The two high severity findings were both related to SSL Medium Strength Cipher Suites Supported (SWEET32), identified in both the basic and credentialed scans; the medium severity findings were IP Forwarding Enabled and Echo Service Detection; and the low severity findings were DHCP Server Detection and ICMP Timestamp Request Remote Date Disclosure. These findings were selected because they represented the strongest validated weaknesses identified during the assessment and provided a clear basis for risk discussion and mitigation planning [4].

[bookmark: _Toc227174179]Task 3: Ethically Hacking SWANSEA.ACCA Network

Exploitation and Post-Exploitation Summary: The assessment successfully moved from automated service validation to a manual compromise of the SWANSEA.ACCA Domain Controller. By exploiting an insecure LDAP anonymous bind, I harvested 264 Active Directory objects, identifying the Domain Admin account (Nitheesh Murugan). These credentials were used to authenticate via SMB to Port 445, granting unauthorized access to the restricted VShare directory and administrative shares (C$, ADMIN$). During the post-exploitation phase, I successfully exfiltrated the sensitive file test.txt, proving a total breach of data confidentiality. Further testing confirmed a "Credential Re-use" vulnerability on the IIS 10.0 web portal, where the same administrative credentials granted entry without Multi-Factor Authentication (MFA). While host-based protections prevented a full interactive shell via psexec, the ability to manipulate administrative shares and exfiltrate data confirms a Critical security failure with high potential for domain-wide ransomware deployment [3].

Penetration Test and Vulnerability Assessment of the SWANSEA.ACCA Domain Infrastructure
[image: ]Table 4: Successfully Exploited Vulnerabilities Across Key Services

Explanation: The assessment confirmed a critical exploit chain across four exposed services. I leveraged LDAP to map the domain and identify high-value targets. Using these credentials, I gained unauthorized access to the SMB VShare directory to exfiltrate data and successfully authenticated to the HTTP portal. These findings demonstrate that a single credential leak allows for total lateral movement and data theft across the network.

While Metasploit was initially considered, manual enumeration via native terminal utilities (ldapsearch, smbclient) was utilized to provide more granular control and bypass local environment constraints. This confirmed that the vulnerabilities are accessible via standard network protocols without the need for specialized exploit frameworks.


[image: ]Controlled SMB Validation Attempt Using Metasploit

[bookmark: _Toc227174180]Figure 8: Metasploit auxiliary SMB validation attempt against selected hosts using the MS17-010 SMB scanner module
Explanation:
This screenshot shows a Metasploit auxiliary SMB scanner session being used to test whether selected target hosts were vulnerable to MS17-010 over SMB port 445. The module options were reviewed and the RHOST value was changed between different target IP addresses before the scan was launched. The output shows that the scan completed against the specified hosts, but it does not show successful exploitation or shell access. In practical terms, this is evidence of a controlled validation attempt against SMB exposure rather than proof of compromise.




[image: ]Successful SMB Share Enumeration and File Access on the SWANSEA Domain Controller
Figure 9: Proof of Data Exfiltration via Misconfigured SMB Share
Explanation: This screenshot shows the final stage of the SMB exploitation. After gaining access to the VShare directory, I successfully utilized the get command to download test.txt from the remote server to my local attack machine. The final command, cat test.txt, displays the file's contents, proving that the SMB Service Exposure on Port 445 allows an unauthorized user to bypass file security and read sensitive data. This evidence directly supports the High Severity rating in the initial vulnerability assessment.










Active Directory Enumeration
[image: ]
Figure 10: Successful Active Directory Enumeration via LDAP Query
Explanation: After confirming the LDAP service was exposed, I used the ldapsearch utility to query the Domain Controller (192.168.1.1). By successfully binding to the service with the credentials of a standard domain user (nitheesh), I was able to extract the membership details of the "Domain Admins" group. This confirms that a low-privileged user can map out the administrative hierarchy of the network, identifying Nitheesh Murugan and the Administrator account as high-value targets for further exploitation.










[image: ]FTP Enumeration and File Extraction
Figure 11: Anonymous FTP Access and File Retrieval from the SWANSEA Server
Explanation:
This screenshot shows successful anonymous access to the FTP service on 192.168.1.1, followed by the retrieval and local review of several files hosted on the server. The output confirms that the FTP service allowed unauthenticated access and exposed downloadable content, including files containing potentially sensitive information. This finding demonstrates a misconfiguration in file transfer service permissions, as anonymous FTP access can enable information disclosure and support further reconnaissance by revealing internal data, filenames, and stored content.








HTTPS Access and Authentication Prompt
[image: ]
Figure 12: Discovery of Insecure Digest Authentication via HTTP Service
Explanation: Upon bypassing the SSL certificate warning, a prompt for credentials was encountered. The server is utilizing Digest Authentication, as indicated by the "Digest" realm in the authentication header. This finding validates the Medium risk of Information Disclosure, as it reveals that the server is hosting a restricted application or administrative panel. This authentication method, coupled with the previously identified lack of a valid SSL/TLS certificate, creates a risk where user credentials could be targeted through brute-force attacks or intercepted via network sniffing.



[image: ]Authenticated Access to the Web Interface
Figure 13: Credential Re-use and Successful Authentication via HTTP Portal
Explanation: This screenshot represents the final stage of the exploitation chain. I applied the valid domain credentials discovered earlier (nitheesh / P@ssword123!) to the HTTP authentication prompt. The server accepted these credentials, granting unauthorized access to the internal web content. This demonstrates the critical risk of Credential Re-use across services; a vulnerability in one area (LDAP/SMB) directly led to the compromise of the web server, highlighting the need for multi-factor authentication (MFA) and strict service isolation.





Task 4. Security Measures Implemented
To mitigate the critical vulnerabilities identified during the assessment, a layered defense-in-depth strategy must be implemented across the SWANSEA.ACCA environment. Primarily, the LDAP service must be hardened by disabling anonymous binds and enforcing LDAP Signing and Channel Binding to prevent unauthorized directory enumeration. To address the risk of data exfiltration observed via SMB, the organization should enforce SMB Signing, disable legacy SMBv1, and strictly apply the Principle of Least Privilege (PoLP) to restrict access to administrative shares like C$ and ADMIN$. Furthermore, internal web services must be secured by enforcing HTTPS and implementing Multi-Factor Authentication (MFA) to prevent the administrative credential re-use discovered during testing. Finally, the attack surface should be reduced by disabling unnecessary legacy diagnostic services (Echo, Chargen) and restricting FTP and SSH access to trusted management IPs via host-based firewalls. Together, these measures shift the infrastructure toward a least-functionality posture, significantly increasing the difficulty for an attacker to achieve lateral movement or domain-wide persistence [2], [1].


[bookmark: _Toc227174181] Live Traffic Inspection Using Wireshark[image: ]


Figure 14: Wireshark capture on Kali showing live network traffic monitored within the SWANSEA.ACCA lab environment
Wireshark was used on the Kali machine to capture and review live network traffic as part of basic network monitoring within the SWANSEA.ACCA environment.
[image: ]

 Figure 15: Domain Controller LDAP Signing Requirement in Group Policy
Explanation
This screenshot shows that LDAP signing was enforced on the domain controller through Group Policy. Requiring LDAP signing strengthens the security of Active Directory communications by ensuring that directory requests are authenticated and protected against tampering. In the context of the assessment, this confirms that a key security control was in place to reduce the risk of unauthorised LDAP-based enumeration or manipulation.


[bookmark: _Toc227174182][image: ] Security Measure 2: Triple DES 168 Cipher Disabled on S-DC
Figure 16: SCHANNEL registry configuration on S-DC showing the Triple DES 168 cipher disabled (Enabled = 0) to mitigate the SWEET32 SSL/TLS vulnerability
[bookmark: _Toc227174183]Explanation:
The figure above shows the SCHANNEL registry settings on S-DC after the weak Triple DES 168 cipher was disabled. This change was implemented to mitigate the SWEET32 vulnerability identified during the Nessus assessment. Disabling the legacy 3DES cipher reduces the risk of weak encrypted communications and strengthens the server’s SSL/TLS configuration.


Results and Discussion

The assessment of the SWANSEA.ACCA network demonstrated that the attack surface was heavily concentrated on the Swansea Domain Controller (S-DC), which yielded the most critical findings through a combination of automated and manual techniques. While Nessus scanning successfully identified baseline configuration weaknesses like SWEET32 and missing SMB signing, manual enumeration proved far more impactful by uncovering an insecure LDAP bind that allowed the harvest of 264 Active Directory entries. This manual validation was further solidified by using smbclient to bypass access controls and exfiltrate the sensitive test.txt file from administrative shares, confirming a high-severity data breach. In contrast, the London segment and ClientS1 exhibited a more robust security posture with limited informational findings, illustrating that the core Swansea infrastructure represents the primary risk to the organization’s data confidentiality and integrity [2].


[bookmark: _Toc227174184]Conclusion
The security assessment of the SWANSEA.ACCA network successfully identified a critical attack chain spanning both the Swansea and London environments. Through automated Nessus scanning and manual terminal-based exploitation, I achieved a full administrative compromise of the Domain Controller. The assessment moved from anonymous LDAP enumeration to the theft of sensitive data from SMB administrative shares, proving that current misconfigurations allow for total loss of data confidentiality and integrity.
By implementing the prioritized security measures specifically disabling anonymous LDAP binds, enforcing SMB signing, and requiring Multi-Factor Authentication (MFA) the organization can significantly reduce its exploitable attack surface. Ultimately, this work provides a clear, technically validated roadmap to harden the environment against the manual exploitation and data exfiltration techniques demonstrated during this assessment.
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Appendix A — Additional Scan Evidence
Task 1 → Network Test
[image: ]

Figure A1: Connectivity test from S-DC to ClientS1 showing successful ICMP communication within the Swansea network
This screenshot provides additional evidence of internal host reachability between S-DC and ClientS1 during the assessment.
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Figure A2: Connectivity test from S-DC to the London server (192.168.2.1) showing successful cross-site ICMP communication
This screenshot provides additional evidence of network reachability between the Swansea and London segments during the assessment.
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Figure A3: Connectivity test from S-DC to the London client (192.168.2.10) showing successful cross-site ICMP communication
This screenshot provides additional evidence of network reachability between the Swansea and London environments during the assessment.
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Figure A4: IP configuration and successful connectivity test from the London server (L-CD) to ClientS1 (192.168.1.10) within the SWANSEA.ACCA environment
This screenshot provides additional supporting evidence of the London server’s network configuration and cross-site reachability during the assessment.
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Figure A5: Successful connectivity test from the London server (L-CD) to the Swansea Domain Controller (S-DC) showing cross-site ICMP communication within the SWANSEA.ACCA environment
This screenshot provides additional supporting evidence of reachability between the London and Swansea network segments during the assessment.
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Figure A6: Successful connectivity tests from the London server (L-CD) to ClientS1, S-DC, and the London client (192.168.2.10) showing internal and cross-site reachability within the SWANSEA.ACCA environment
This screenshot provides additional supporting evidence of host communication and network reachability between the Swansea and London segments during the assessment.









[image: ]
Figure A7: Connectivity test from the Kali assessment host to the Swansea Domain Controller (192.168.1.1) showing successful ICMP communication
This screenshot provides additional evidence that the Kali machine could reach the Swansea network during the assessment.
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Figure A8: Connectivity test from the Kali assessment host to ClientS1 (192.168.1.10) showing successful ICMP communication
This screenshot provides additional evidence that the Kali machine could reach the Swansea client during the assessment.








[image: ]

Figure A9: Connectivity test from the Kali assessment host to the London server (192.168.2.1) showing successful cross-site ICMP communication
This screenshot provides additional evidence that the Kali machine could reach the London network during the assessment.
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Figure A10: Connectivity test from the Kali assessment host to the London client (192.168.2.10) showing successful cross-site ICMP communication
This screenshot provides additional evidence that the Kali machine could reach the London client during the assessment.
















[image: ]Table A2: Summary of Nmap findings for the London server (192.168.2.1) showing exposed SSH service, version disclosure, filtered ports, and recommended security actions
This table provides additional supporting evidence from the manual enumeration of the London server and summarises the main security-relevant findings identified during the information-gathering stage.
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Figure A11: Nessus advanced scan summary for the Swansea Domain Controller (S-DC) showing the host-level distribution of identified vulnerabilities
This screenshot provides additional supporting evidence from the automated Nessus assessment and shows that the S-DC produced the strongest vulnerability results within the SWANSEA.ACCA environment.













[image: ]Table A3: Summary of Nessus findings identified across the London network hosts (192.168.2.1 and 192.168.2.10), showing mainly informational results from the basic and credentialed scans
This table provides additional supporting evidence that the London network was assessed during the Nessus phase, although the results were largely informational and did not contribute the main high, medium, or low severity findings used in the assessment.














Task 3: Ethically Hacking SWANSEA.ACCA Network
[bookmark: _Toc227174187] Appendix B: Exploitation Attempt Evidence: 
Smb exploitation
[image: ]
Figure B1: Exploitation of SMB Service Exposure and Data Access
Explanation: Using the smbclient utility, I successfully authenticated to the target's custom network share (VShare) using discovered credentials. This confirms the High severity risk of SMB Service Exposure identified in the initial scan. As shown in the terminal output, I gained the ability to list directory contents and access files (e.g., test.txt), demonstrating that an attacker could exfiltrate sensitive data or upload malicious payloads to the server via this misconfigured share.
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Figure B2. LDAP service validation on target host 192.168.1.1 using Metasploit db_nmap and services output.
Explanation:
This screenshot shows initial LDAP service enumeration against the target host 192.168.1.1. An Nmap scan identified Microsoft Active Directory LDAP services on ports 389 and 3268, and the results were imported into Metasploit to support further reconnaissance and service validation during the assessment.










[image: ]Figure B3: LDAP Enumeration Output Showing Active Directory Object and Service Information
explanation:
This screenshot shows LDAP enumeration results obtained from the SWANSEA Active Directory environment. The output reveals directory object details, including account attributes and service-related information for the domain controller, providing supporting evidence of successful directory reconnaissance during the assessment.





	







[image: ]
Figure B4: Metasploit Search Results for FTP-Related Modules
Explanation:
This screenshot shows Metasploit search results for FTP-related modules during the reconnaissance phase of the assessment. The output lists available auxiliary and exploit modules relevant to FTP service testing, supporting the selection of appropriate tools for further enumeration and vulnerability analysis.
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Figure B5: Verification of Retrieved FTP File Contents and Identification of SMB Login Module
Explanation:
This screenshot shows the review of files retrieved through anonymous FTP access and the identification of the appropriate Metasploit SMB login module. It demonstrates how exposed FTP content can support further enumeration and authentication testing.
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Figure B5: Anonymous FTP File Download and Local Inspection
Explanation:
This screenshot shows successful anonymous FTP access to 192.168.1.1, followed by the download of multiple files and a local directory listing of the retrieved content. The output provides supporting evidence that the FTP service permitted unauthenticated access and exposed files for download during the assessment.










Task 4: Network Security Measures for SWANSEA.ACCA Network
[bookmark: _Toc227174188][image: ]Appendix C: Security Measure Implementation Evidence: 
This contains additional screenshots showing the implementation of security measures applied to mitigate the identified vulnerabilities.
Figure C1: Windows Defender Firewall rule created on ClientS1 to block ICMP Timestamp Requests and reduce exposure to ICMP timestamp disclosure
An inbound firewall rule was created on ClientS1 to block ICMP Timestamp Request traffic, helping to mitigate the ICMP Timestamp Request Remote Date Disclosure finding identified during the Nessus scan.
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Figure C2: Registry check on S-DC showing IP forwarding disabled (IPEnableRouter = 0x0) as part of network hardening
A registry review on S-DC confirmed that IP forwarding was disabled (IPEnableRouter = 0x0), reducing unnecessary routing exposure on the server.
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Figure C3: SCHANNEL registry configuration on S-DC showing the Triple DES 168 cipher disabled (Enabled = 0) to mitigate the SWEET32 SSL/TLS vulnerability
This screenshot provides supporting evidence that the weak Triple DES 168 cipher was disabled on S-DC as part of the implemented security measures.
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Figure C4: Bluetooth Support Service on S-DC set to Disabled as part of server hardening to reduce unnecessary attack surface

The Bluetooth Support Service on S-DC was reviewed and set to Disabled because it was not required for the server’s role in the lab environment.
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Figure C5: Local Security Policy on ClientS1 showing SMB signing enabled to mitigate the “SMB Signing not required” vulnerability identified during the Nessus assessment
Explanation:
This shows the Local Security Policy settings on ClientS1 after SMB signing was enabled. This change was implemented to address the Nessus finding “SMB Signing not required.” Enforcing SMB signing improves the integrity of SMB communications and reduces the risk of message tampering and certain relay-style attacks.
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inets

,MULTICAST,UP,LOKW

. mtu 1500 gdisc fg_codel state UP
d7 brd ff:

group default glen 1609

1i sffeffoffeff

altname e

inet 192.16¢ .255 ope global deprecated dynamic noprefixroute enpé
valid_Ift

4 state default glen 1600
2l
v forey
inete oo . . /64 scope link proto kernel_l11
lid_lft forever d_1ft forever
5t * <BROADCAST,MUL ,UP,LOWER_UP> mtu 150 gdisc fo_code te UF group default glen 1e0e

c6:47:67 brd ff:f ffrffoff
altname enx® 767
inet 192.168.2.1/24 brd 192.166.2.255 scope global enposie
yalid_lft fore preferred_lft forever
ineté oo0ian oo /B4 scope link proto kernel_11
valid_lft fore preferred_lft forever
londonlogin@L-CD: ™%
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Places ~ [ Terminal ~ Thaos:49 s Wl /98-

s Terminal Help

netasploit v5.0.41-dev
1914 exploits - 1674 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

4 evasion

Starting Nnap 7.86 ( https://nnap.org ) at 2626-64-16 05:42 EDT
Nnap scan report for 192.168.1.1
Host is up (5.0014s latency)
Not shown: 980 closed ports
PORT  STATE SERVICE VERSION
7/tcp  open echo
9/tcp open discarg?
13/tcp open daytime  Microsoft Windows USA daytine
17/tcp  open gotd Windows qotd (English)
19/tcp open  chargen
21/tcp  open ftp Microsoft ftpd
ftp-anon: Anonymous FTP login allowed (FTP code 230)
09:25-25 02:52PM 67 accheoao. txt
09-25.25 03:087M 1 inportant file. txt
092525 03:117M 10 new_inportant_file. txt
09:25.25 12:397M 32 test.txt
ftp-syst:
| SYST: windows T
53/tcp open domaint
| fingerprint-strings.
DisVersLongindReqTCP:
bind
88/tcp  open kerberos-sec Microsoft Windows Kerberos (server time: 2026-84-16 17:42:562)
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swansea.accad., Site: Default-First-Site-Name)
443/tcp_open https Microsoft-115/10.0
http-auth.
HTTP/1.1 481 Unauthorized\xeD
Digest algorithn=HDs-sess realn=Digest charse
Negotiate
wTL
http-ntla-info
Target_Name: SWANSEA
NEtBIOS_Donain_Name: SWANSEA
NetBI0S_Conputer_Name: 5-0C
DNS_Domain_ame: swansea.acca
DS Computer Name: 5-DC. swanses.acca
DS Tree Nanme: swansea.acca
Product_Version: 10.0.20348
| http-server-header: Microsoft-115/10.0
| Ssl-cert: Subject: commonfiame=5-DC

t1-8 qop=auth nonce=sUpgradedsv1fa29e7bBcabesncel0s fbcdedan3dof6ed (945e9cscddc1916b4626b5308306 122404cbe2ba  4045294da7291¢571 fd2d494a5436abb b3|
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Places ~ ] Terminal ~ Th 05:50

| tis-alpn
1 http/1
aas/tep o
64/tp o
s15/tp o
593/tcp o
636/tcp o
3268/tcp o
3269/tcp o
5357/tcp o
|_http-ser
| Thetp-tit
I service
SF-ports3.
SFersions:
SFix4bind
HAC Addres:
Mo exact 0
TCP/IP fin
05:SCAN(V=:
05:269E080:
05:55=54T:

Terminal

5
pen microsoft-ds Windows Server 2022 Datacenter 20348 microsoft-ds (workgroup: SWANSEA)

o —

pen printer microsoft lpd

pen ncacn http  Microsoft Windows RPC over HTTP 1.6

pen  tcpurapped

pen ldap Microsoft Windows Active Directory LDAP (Domain: swansea.accas., Site: Default-First-Site-Name)
pen  tcpurapped

pen http Wicrosoft HTTPAPT httpd 2.0 (SSDP/UPRP)
ver-header: Microsoft-HTTPAPI/2.0

te: Service unavailable

unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at Wtps://nnap.org/cgi-bin/submit.cgiznew-service
TCP:V=7. 80%1=740=4/ 16T ine=0SEOAF 26P=x86_64-pc-1inux-gnutr (DNSV

indReqTCP, 20, "\0\X1e\0\X06\XB1\xB4\B\XO1\6\8\6\0\0\B\xOTversion\

\0\0\X16\61x63") ;

5: 68:00:27:01:8F:54 (Oracle Virtualgox virtual NIC)

S matches for host (If you know what 05 is running on it, see https://nmap.oro/submit/ )

gerprint

7.50%

254P=X86_64-pc-Linux-nu) SEQ(SP=109%GCD=1ATSR=1073TI=TACI=TAT =T

=) 0PS (01=H5BANMBST11502=M5B4NWEST11%03=NSBANVENNT1 1504=H5BANNEST

05:0%0=)u1
0s

Network D1
Service In
Host scrip
|_clock-sk
nbstat
Smb-os-d:
05: Wi
Comput
NetBIO:
Domain
Forest
Foon
systen
smb- secu

authen
chalte
nessag
smb2-sec
2.02
Hess

wDF=YT:
(R=VADF=NT=00%PL=164%UN=C4RIPL =GR ID=GARIPCK=GARUCK=GHRUD=G) TE(
PT=80%CD=2)
stance: 1 hop
fo: Host: S-DC; 05: Windows; CPE: cpe:/o:microsoft:windows
t results
ew: mean: Sh23mS6s, deviation: 3h07n4%s, median: 7h5ImSBS
NetBI0S name: 5-DC, NetBIOS user: <unknown>, NetBl0S MAC: 08:00:27:01:bf:5a (Oracle VirtualBox virtual NIC)
iscovery:
ndows Server 2022 Datacenter 20348 (Windows Server 2022 Datacenter 6.3)
er nane: 5-0C
S computer nane: 5-DC\x00
5-0C. swansea. acca
‘tine: 2026-04-16T10:45:36-07:00
rity-node:
t_used: guest
tication level: user
nge_response: supported
e_signing: required
urity-node:

age signing enabled and required

smb2-tine:

date
start

TRACEROUTE

HoP RTT

1 1.40m

05 and ser

Nnap done!

2026-04-16717:45:36
date: N/A

ADDRESS
s 192.168.1.1

vice detection perforned. Please report any incorrect results at https://nmap.org/subnit/
1 1P address (1 host up) scanned in 272.78 seconds

16/0472026
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[4] The database appears to be already configured, skipping initialization

sa,
$5' 7,

=[ metasploit v5.0.41-dev
1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

=[ 4 evasion

nsfs > db_nmap -A 192.168.2.1
[*] Nnap: Starting Nnap 7.80 ( https://nnap.org ) at 2626-84-15 12:15 EDT
[*] Nnap: Nmap scan report for 192.168.2.1
= |[*] Nmap: Host is up (0.611s latency).
. [*] Nnap: Not shown: 999 filtered ports
[+] Naap: PORT  STATE SERVICE VERSION
[*] Naap: 22/tcp open ssh  OpensSH 10,652 Debian 7 (protocol 2.6)
M) 141 tmap: Warning: 0Sscan results nay be unreliable because we could not find at Least 1 open and 1 closed port
[*] Nmap: Aggressive 0S guesses: Linux 2.6.32 (94%), Linux 3.10 - 4.11 (94%), Linux 3.2 - 4.9 (94%), Linux 3.4 - 3.10 (94%), Linux 2.6.32 - 3.10 (93%), Linux 2.6.32 - 3.13 (93%), L]
- B T el a0 ) i ) )
o

[+] Nnap: No exact 05 matches for host (test conditions non-ideal).

[+] Nnap: Network Distance: 2 hops

[+] Nnap: Service Info: 0: Linux; CPE: cpe:/o:linux:linux kernel

[+] Nnap: TRACEROUTE (using port 22/tcp)

[+] Nnap: HOP RTT  ADDRESS

[+] Nnap: 1 1.63 ms 192.168.1.1

[+] Nnap: 2 16.58 ms 192.168.2.1

[+] Nnap: 05 and Service detection perforned. Please report any incorrect results at https://nnap.org/submit/ .
[*] Nnap: Nnap done: 1 IP address (1 host up) scanned in 16.10 seconds

nsfs >
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administration > 192.168.2.1 : o8 administrators, and review firewall
" exposed as the visible network probing and validation "
senvice ’ policy regularly.
service. attempts.
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SMB High Insecure Share Exfiltrated test.txt from the VShare

(445) Access directory.

LDAP High Service Exppsure Extracted 264 AD entries; mapped

(389) Domain Admins.

HTTP (80) Medium Insecure Bypassed SSL; gained access via Digest
Authentication login.

FTP (21)  Medium Service Exposure Identified ftpuser for targeted credential

attacks.
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Termin:

Edit_View Search Terminal _Help
CHECK DOPU  true

CHECK PIPE  false
NAMED PIPES
RHOSTS 192.168.1.102

Check for DOUBLEPULSAR on vulnerable hosts.

Check for named pipe on vulnerable hosts
Just/share/netasploit-franework/data/wordlists/naned_pipes. txt

List of naned pipes to check

target address range or CIDR identifier
SUB service port (TCP)
Windows domain to use for authentication
passuord for the specified usernane

The
RPORT a1 The
SHEDomain

The
SHaPass The
sHauser The
THREADS 1

usernane to authenticate as
The number of concurrent threads
msfs auxiliary(scanner/sab/ssh ns17_010) > set LHOST 192.168.1.101
LHOST => 152.168.1.101

nsT5 auxiliary(scanner/sab/ssb_ns17_010) > set RHOST 192.168.1.103
RHOST => 192.168.1.103

DST5 auxiliary(scanner/sab/sab_nsi7_010) > show options

Module options (auxiliary/scanner/sub/snb_ms17_010)

TS auxiliary(scanner/sab/sub_ns17_010) > Exploit!
(] Unknown command: Exploit!

- .. [—— [ —

O g

. RPORT 445 yes The SMB service port (TCP)
e N
A B kPR

<

nsfs auxiliary(scanner/sab/sub_ns17_010) >

s£5 auxiliary(scanner /snb/smb_ns17_010) > Exploit!
11 Unknown command: Exploit!

msf5 auxiliary(scanner/Sab/snb_ns17_010) > exploit

[+] 192.168.1.103:445 Scanned 1 of 1 hosts (109% conplete)
[+] Auxiliary module execution conpleted

msfs auxiliary(scanner/ab/snb 117 010) > apt-get install armitage
[*] exec: apt-get install armitage

Reading package lists... Done

Building dependency tree

Reading state information... Done

arnitage 1s already the newest version (20166789+ds1-okalil)
arnitage set to manually installed.

© upgraded, 8 newly installed, © to remove and 323 not upgraded
D75 auxiliary(scanner/sab/snb ns17_010) > service postgresql start
[4] exec: service postgresql start

Bs55 auxiliary(scanner/sab/snb_nisi7_010) > set RHOST 192.168.2.1
RHOST => 192.168.2.1

msf5 auxiliary(scanner/sab/snb_ns17_010) > exploit

[+] 192.168.2.1:445 Scanned 1 of 1 hosts (100% conplete)
(] Auxiliary module execution completed
uxiliary(scanner/sab/ssb_ns17_010) > ||
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menberof
ushchanged
objectGuID:
objectsid:
adninCount

159812

Donain Adnins
1G26VCPN105yCTanzSEpng==
AQUARARARAUVAARAGHCPSVA X+ bUS 1MIPAKTAAA

1

2 Terminal ~

Terminal _Help

CH=Agninistrators, CN=Builtin,DC=swansea, DC=acca

Sat 07:45

SAMACcountiane: Domain Adnins

sAMACcountType.
qroupType:

268435455,

2147483646

objectCategory: CH=Group, Cli=Schena, Ck
isCriticalsystenobject: TRUE

onfiguration, b

dsCorepropagationbata:
dsCorepropagationdata:

dsCorepropagationdata:

20250924161726..02
20250924160216.02
16610101000416. 02

# search reference

i | 1ov://Forestonszones swansea. acca/ocsForestinsZones  DC=swansea, Dc-acca

# search reference

(<7 Voo omsinons zons. svanen.acca/csDomasntnszones swanses, B-acea

i # search reference

ref: \dap://swansea.acca/CN=Configuration, DC=swansea, DC=acca

# search result
scarch.

result: o Success
# nunResponses: 5

# numEntries: 1

# nunReferences: 3
rooteoshoxes:~# smbclient

-> Sharename Type

D) onivs i
& bk
foes e

comnent

Remote Adnin
Default share
Renote 1PC

Logon server share
Logon server share

Reconnecting with SB1 for workgroup listing

do_connect
Failed to connect with SMEl

no workgroup available

L //192.168.1.1 -U nitheeshtPassword1231

Connection 1o 192.168.1.1 failed (Error NT_STATUS RESOURCE NAME_NOT_FOUND)

Footeoshores:~# smbclient //192.168.1.1/Vshare -U. nitheeshspgssword123!

Try "help:
smb: \> 1s

New folder
test.txt

snb: \» get test.txt

sub: \> exit
Foot@osbores:~# cat test.txt
Vulnerable sHB Share bata
Footeosboxes:~#

15515647 blocks of size 4096,

€0 get a Uist of possible commands.

0 Frisep 26
0 FriSep 26
0 FriSep 26
7 Frisep 26

10883878 blocks

getting file \test.txt of size 27 as test.txt (0.3 KiloBytes/sec)

17:49:12 2025
17:44:58 2025
17:49:12 2025
17:44:58 2025

available

(average 0.3 KiloBytes/sec)
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SAAccounthame: ftpuser

root@osbores:—# Ldapsearch -h 192.168.1.1

Help

D "nitheesheswansea.acca” -w

Udap_bind: Tnvalid credentials (49)
additional info: 80699368: LdapErr: DSID-0C090528, comment: Accepts
Footooshoxes:—# Ldapsearch -h 192.168.1.1 -x -D “nitheeshswansea.acca® -w

# extended LDIF

M

# Loapuz

# base <dceswansea, de=acca> with scope subtree
# filter: (cn=Domain Adnins)

# requesting: ALL

M

# Donain Adnins,

Users, swansea.acca

dn: CN=Domain Adnins,CiUsers,D=swansea,DC=acca
objectClass: top

objectClass: group

cn: Domain Adnins

description: Designated administrators of the domain
menber: CN=Nitheesh Murugan, CN=Users ,DC=swansea, DC=acca
menber: CN=Administrator, CN-Users, DC-swansea, DC=acc:

distinguishedNane:
instanceType: 4
whenCreated: 20250924166216.07

whenchanged: 20260417621229 .02

usKCreated: 12345

menberaf enied RODC Password Replication Group,ct

CN=Donain Admins,CN=Users,DC=swansea,DC=acca

o

menberof: Ceadninistrators,CN=Builtin, DC=swansea,DC=acca
ushichanged: 159812
nane: Domain Adnins

0bjectGUID: : TGZ6VCPN10SYCIanzSEpng==
Objectsid: : AQUAAAAAAUVAARAQNCPSVGX+bUSHIIPAATARA:
adninCount: 1

shAccountiane: Domain Adnins
sAMACcountType: 268435456
groupType: -2147183646
objectCategory: Cli=Group, C=Schema, C}
isCriticalsystenobject: TRUE
dSCorePropagationata: 20250924161726.67
dSCorePropagat ionData: 20250924166216.07
dSCorePropagationata: 16010101608416.07

-
L]
L
L]
& |
g
“

onfiguration, D

# search reference
ref: ldap://ForestonsZones.suansea.acca/D

orestonszanes, D

# search reference
ref: ldap://DonainbnsZones. suansea.acca/D

omaindnsZones D

# search reference
ref: ldap://swansea.acca/C=Configuration, DC=svansea, DC=acca

# search result
search: 2
result: o Success

nunesponses: 5

¢ numentries: 1

¥ numererences
rootgosboxes:

3

|

53t07:26

*PHssword1231* -b *dc=swansea, dc=acca® " (cn=Domain Adnins)"
ecuritycontext error, data 52e, vf7c
Password123!” -b "dc=sansea, dc=acca” " (cn=Domain Adains)”
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102.168.1.1/accb6000. t 1005 =] 67 --.-KB/s  in 0.002s

2026-04-18 01:33:34 (30.4 KB/s) - '192.168.1.1/acch6000. txt’ saved [67]
2026-04-18 01:33:34--  ftp://anonymous.: +passwords@192.168.1.1/inportant_file. txt

152.168.1.1/inportant_file.txt’
> o not required

- PASV ... done RETR inportant_file.txt ... done
Length: 10

152.168.1.1/inportant_ 1065 -] 10 --.-Ke/s  in 0.601s
2026-04-18 01:33:34 (14.9 KB/s) - ‘192.168.1.1/important_file.txt’ saved [10]

--2026-04-18 01:33:34--  ftp: //anonymous: password+€192.168.1.1/new_inportant_file.txt
*192.168.1.1/new_important_file.txt’
| oo ot reavired
s> PASV ... done.  ==> RETR new_inportant file.txt ... done.
Length: 10

192.168.1.1/new_import 100%1 5] 10 . KB/s  in 0s

2026-04-18 01:33:34 (1.65 MB/5) - '192.168.1.1/new_inportant_file.txt’ saved [10]

2026-04-18 01:33:34--  ftp://anonymous: *passwords@192.168.1.1/test . txt
“192.168.1.1/test. txt”

> o not required

-~ PASV ... done

Length: 32

> RETR test.txt ... done.

192.168.1.1/test. txt  106%

o1 32 -ooKe/sinos
@ 2026-04-18 01:33:34 (7.69 MB/5) - 192.168.1.1/test.txt’ saved [32]

FINISHED --2026-04-18 01:33:3d--

Total vall clock time: 0.1s

Downloaded: 4 files, 119 in 0.0035 (41.0 KB/s)

msf5 auxiliary(scanner/ftp/anonyous) > cd 192.168.1.1
£5 auxiliary(scanner/ftp/anonymous) > ls

(1 exec: 1s

accheogo. txt Lnportant file.txt new_important file.txt test.txt
msfs auxiliary(scanner/Ttp/anonymous) > cat inportant_file.txt
[°] exec: cat important_file.txt

msTs auxiliary(scanner/ftp/anonysous) > cat new_important_file.txt
[*] exec: cat new_important_file.txt

key is 930msfS auxiliary(scanner/ftp/anonynous) > cat test.txt
(4] exec: cat test.txt

FTP test file for swansea.acca
D555 auxiliary(scanner/ftp/anonymous) > cat acch0eo. txt
[+] exec: cat acch6080. txt

| This is a sample File

// created by Or. MK

uxiliary (scanner/ftp/anonymous) >
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Your connection is not secure

The owner of 192.168.1.1 has confiqured their website improperly. To protect your information from being,
stols Authentication Required ()

Lea
hitps://192.168.1.1 is requesting your username and password. The site says: “Digest”

User Name:

Password:

Cancel oK

192.168.1.1 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.

The certificate is not valid for the name 192.168.1.1.

The certificate expired on March 25,2026, 11:56 AM. The currenttime is April 18, 2026, 7:50 AM.

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception...
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Kali2019 [Running] - Oracle VirtualBox

Applications > Places ~ Wireshark ~

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Tue11:14
Capturing from eth0

W -

Auto capture keyboard .. &

) Don't show again

maA® © RE Q «» .3« = @ @ @ FE
[Apply a display filter .. <Ctrl-/>
No. Time Source Destination Protocol _Length Info
22 624.210191284 172.64.150.5 10.0.2.15 TLSV1.3 419 Application Data

23 624.210200787 10.6.2.15 172.64.150.5 TCP
24 624.217063990 10.0.2.15 172.64.150.5 TLSV1.3

25 624.218125350 172.64.150.5 10.0.2.15 TCP

26 624.219415611 10.0.2.15 172.64.150.5 TLSV1.3

27 624.219999756 172.64.150.5 10.0.2.15 TCP

28 624.350574575 172.64.150.5 10.0.2.15 TLSV1.3

29 624.350613042 10.0.2.15 172.64.150.5 TCP

30 624.351363096 172.64.150.5 10.0.2.15 TLSVL.3 1
31 624.351382331 10.0.2.15 172.64.150.5 TCP

32 624.351528001 172.64. 10.0.2.15 TCP.

34 827.716754087 Te8O::2 102 ICMPVE
35 827.717163119 fe80::a00:27ff: feda.. Ff02::1:ff00:0 ICMPVE
36 827.726563223 fe80::a00:27ff:feda.. Ff02::16 ICMPVE
37 828.006637864 fe80::a00:27ff:feda.. Ff02::16 ICMPVE

Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on
Ethernet IT, Src: 52:56:00:00:00:02 (52:56:00:00:00:02), Dst: IPvémcast ©:
Internet Protocol Version 6, Src: fe80::2, Dst: ff02::1

Internet Control Message Protocol v6

0070
0080

© 7 etho: <live capture in progress>

16°C
Mostly cloudy

m Q Search

54 55686 — 443 [ACK] Seq=518 Ack=3010 Win=63091 Len=0
134 Change Cipher Spec, Application Data

60 443 ~ 55686 [ACK] Seq=3010 Ack=598 Win=65535 Len=0
330 Application Data

60 443 ~ 55686 [ACK] Seq=3010 Ack=874 Win=65535 Len=0
829 Application Data, Application Data

54 55686 — 443 [ACK] Seq=874 Ack=3785 Win=63091 Len=0
035 Application Data, Application Data, Application Data
54 55686 — 443 [ACK] Seq=874 Ack=4766 Win=63091 Len=0
60 443 ~ 55686 [FIN, ACK] Se

134 Router Advertisement from 52:56:00:00:00:02

86 Neighbor Solicitation for :: from 08:00:27:da:a®:1f
110 Multicast Listener Report Message v2

110 Multicast Listener Report Message v2

interface 0
1 (33:33:00:00:00:01)

Packets: 37 - Displayed: 37 (100.0%)

L2 o RPEBC A GE

PISLT FISCIT LI,

16:14
14/04/2026
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0gin@L-CD: ™% ip &
<LOOPBACK, UP, LOKER_
link/lc o

e UNKNOWN groun default alen 100@

e host lo

preferred_lft forever

/128 scope host noprefixroute

valid_lft forever preferred_lft forever

: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 gdisc fg_codel state UF group default glen 1060
linksether o 27:68:c3 brd ff:ffiffeffaffeff
altname enxes
inete

Gooiotbtsanioot oo 0o /64 scope global dynamic mngtmpaddr noprefixroute
sec preferred_lft 12599sec
inete “oooccno ot aioiniee /64 scope link
valid_lft forever preferred_lft forever
: enposB: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen 1000
: 9:02:d7 brd ff:ff:ff:ffffaff

al
inet

fg_codel state UP group default glen 1008

altname enx
inet 20.9.0.2/30 brd 20.0.0.3 scope global enpess
valid_lft forever preferred_lft forever
inete oo oo /64 scope link proto kernel_l11
valid_lft forever preferred_lft forever
S: enp@sl1e: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 156@ qdisc fo_codel state UP group default glen 1gee
link/ether 06:00:27:c6:47:67 brd ff:ffiffiff:ff:ff
altname enx@86627c64
inet 192.168.2.1/24 brd 192.168.2.255 scope global enpésia
valid_1ft forever preferred_lft forever
inet6 fego::a00 ~ 4 /64 scope link proto kernel_ll
valid_lft forever preferred_lft forever
londonlogin@L-CD:™% [ 9729.174313] watchdog: BUG: soft lockup - CPU#1 stuck for 194s! [swapper/1

london

.1e
(B4) hyte

in@L-CD:™s ping 192.16
168.1.16 (192.168.1.1

from 192. icmp_seg=1 ms
from icmp_seq ms
from ! icmp_seq ms
from icmp_sen ms
from icmp_seq=5 ms
from icmp_seqg=6 ms
from icmp_seq=7 mns

--- 192.168.1.18 ping statistic
"C7 packets transmitted, 7 rece % packet loss, time 6619ms
rtt minsavg/max/mdev = 6.626/17.748/30.291/9.522 ms
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ver
_UP> mtu 1500
ffiffoffaff:

gdisc fo_codel state UP group default olen 10

ether o
altname enx@
inet

scope global enpess

orever preferred_Lft forever

ineté oo o /R4 scope link proto kernel_11
valid_lft forever preferred_lft forever

S: enp@s16: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 gdisc fg_codel state UP group default glen 10@@
linksether 06:00:27:06:47:67 brd ff:ff:ff:ff:ff:ff
altname enxe8e027c64767
inet 192.168.2.1/24 brd 192.168.2.255 scope global enpésia
valid_ lit furP preferred_lft forever
inete - = © /64 scope link proto kernel_l1
valid_ lir fmrwvw preferred_lft forever
1o H BUG: soft lockup - CPU#1 stuck for 194s! [swapper/1:0

lhB 1.1e

from 19 168 1. icmp_seqg=1 time ms
from 1. icmp_seq time ms
from 5.1. icmp_seq time ms
from 1. icmp_sen=4 time ms
from L1, icmp_seg=5 time ms
from 1. icmp_seqg=6 time ms
from 1. icmp_seq=7 time mns

.18 ping statistics ---
smitted, 7 rece

, time 6&19ms

london
PING 1
64 byt

L-CD:™% ping
L1010 (192,16
192.168.1.

icmp_seq=9 ttl=127 time=1.
icmp_seg=1@ tt1=127 time=1. 11 ms

but 192, .1
132. .1
192. L1, icmp_seqg=
1. icmp_seq=5
.1.1: icmp_seo=6
1. icmp_seq=7
L1, icmp_seq=8
.1
1.

--- 192.168.1.1 ping statistics ---
16 packets transmitted, 18 received, @% packet los
/meev = 1,155/2.217/4.062/0,989 ms

, time 9@68ms





image28.png
inete o
valid_lft fore
ogin@L-CD:™% [ 3

london

londonlogin@L-CD:™$ ping 192.166.1.1@

statistics ---
, 7 received, 0% packet loss,
.626/17.748/36.291/9.522 ms

c7 patL ts
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--- 192.168.1.1 ping statistics ---
ets transmitted, 19 received, 9% palket loss
rtt min/savg/max/mdey = 1,155/2 217/4
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PING 1 2.10 (192.1 .1 (84) butes o
64 byt 192. ic 1 ttl=64
64 but 19z, icmp_seq
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--- 192.168.2.18 ping statistic
16 packets transmitted, 18 rece % packet los
rtt minsavg/max/mdev = 1.800/1.578/1. 94@’“ 247 ms

166.1.10 (192.168.1.18) 56(84) bytes of dat
from .1.18: icmp_seg=1 tt1=127 time
from .1 icmp_seq time
from .1.10: icmp_seq=3 time
from . .1.18: icmp_seq=4 time
from 192.168.1.18: icmp_seq=5 time=3
from 192.168.1.16: icmp_seq=6 time
from 132.168.1.10: icmp_seq=7 time

time=1.

o kernel_11
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19 [Running] - Oracle

‘Applications ~  Places + [ Terminal + Sun14:48

© Automaticsuspend
Computer will suspendvery soon because of inactiy.

root@osboxes: ~

File Edit_View
rootgoshoxes:~# ping 192.168.1.1
PING 192.168.1.1 (192.169.1.1) 56(84) bytes of data

64 bytes from 152.168.1
64 bytes from 192.168.1
64 bytes from 192.168.1.
64 bytes fron 192.168.1.
64 bytes from 192.168.1
1
1
1
1

1
1
1
1: icnp seg=4 tt1=128 tine=2.79 ms
1: icnp seq=5 tt1=128 time=1.64 ns
64 bytes from 192.168.1.1.
64 bytes from 192.168.1.1.
64 bytes from 192.163.1.1
64 bytes from 192.168.1.1
64 bytes from 192.168.1.1
“c
152.168.1.1 ping statistics
10 packets transmitted, 10 received, 0% packet loss, tine 9022ms
rtt nin/avg/max/ndev = 1.078/1.796/3.683/8 607 ns
rootgosboxes :—#

icmp seq=6 tt1=128 tine=1.74 ns
28 tine=1.34 ns

icnp_seq=8 tt1=128 tine=1.08 ns
cnp_seq=0 t11=128 tine=1.74 ms
0 ttl=128 tine=1.71 ms

cnp.

[ ]
"
@
“

Qo H Q L'?@'@‘ﬁev@@@
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Sun14:49

© Automaticsuspend
Computer will suspendvery soon because of inactiy.

root@osboxes: ~

File Edit View Search Terminal Help
rootGoshoxes:~# ping 192.168.1.10
PING 152.168.1.18 (192.168.1.10) 56(84) bytes of data

64 bytes fron 152.168.1.10: 2ns
64 bytes fron 152.168.1.10: 1ns

64 bytes fron 192.166.1.10 5.3 ns

60 bytes fron 192.166.1.10: £11=126 tine-11.1 ms

¢ btes fron 192.168.1.10: £215128 tine=10.1 s

60 bytes fron 192.166.1.10 £115128 tine=14.1 s

64 bytes fron 192.165.1.10: icnp seq=7 t11-128 tine=10.8 ns
e o ytc= fron 192165.1.10: icnp seq=p t11-128 tine=12.3 ns
64 bytes fron 192.166.1.10: icnp. se 25 tine=10.4 ns

“c
152.168.1.10 ping statistics

9 packets transmitted, 9 received, o% packet loss, time 5021ns

rtt min/avg/max/ndey = 10.162/13.268/18.349/3.003 ms

ooteosboxes:~2 Il

@@ o 0= 8l & #Rign
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19 [Running] - Oracle

‘Applications ~  Places + [ Terminal + Sun14:51

© Automaticsuspend
Computer willsuspend very soon because of inactivty. wegration

rootGoshoxes:~# ping 192.168.2.1
PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

64 bytes from 192.168.2.1; icmp seq=1 tt1=63 tine=13.6 ms
64 bytes from 192.168.2.1; icmp seq=2 tt1=63 tine=13.9 ms
64 bytes from 192.168.2.1: icnp seq=3 ttl=63 tine=3.49 ms
64 bytes from 192.168.2.1: icnp seq=d tt1=63 tine=3.31 ms
64 bytes from 192.168.2.1: icnp seq=5 ttl=63 tine=3.61 ms
64 bytes from 192.168.2.1: icnp
64 bytes from 192.168.2.1: icnp
64 bytes from 192.168.2.1: icnp
64 bytes from 192.168.2.1: icnp

“c
152.168.2.1 ping statistics

s packets transnitted, 9 received, 0% packet loss, tine 8elsms

Ftt min/avo/nax/ndev = 3.626/5.795/13.856/4.255 ns

Foot@osboxes:~#

[ ]
"
@
“

= o Lo doRPBEVEE
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19 [Running] - Oracle

‘Applications ~  Places + [ Terminal + Sun14:53

© Automaticsuspend
Computer will suspendvery soon because of inactiy.

root@osboxes:
File Edit View Search Terminal

rootEoshoxes:—# ping 192.168.2.10

PING 152.168.2.16 (152.158.2.10) 56(84)

64 bytes fron 192.168. icmp_sec

64 bytes fron 192.168. trl=62 tin
64 bytes from 192.168.2.10: icmp_seq=3 ttl=62 Tine=s.
64 bytes fron 192.168. t

64 bytes fron 192.168.

64 bytes fron 192.168.

64 bytes from 192.168.

64 bytes fron 192.168. ttl=62 tine=s
64 bytes fron 192.168. eg=0 ttl=62 tine-12
64 bytes from 192.168.2.10: icmp seq=10 ttl=62 time=4.25 ms
“c

- 192.168.2.10 ping statistics ---

10 packets transmitted, 10 received, 0% packet loss, time 9020ms
Ftt nin/avg/max/ndey = 3.974/6.114/12.349/2.480 ms
rooteosboxes:—¢

L
L
i |
o
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Host / IP

Scan Type

Key Finding

1 |L-CD/192168.2.1 | Basic OpenSSH Detection Info | SSH service detected on the London server.
2 | L-CD/192168.2.1 | Basic 0 Identification Info | Operating system details were identified.

3 | LCD/192168.2.1 | Basic TCP/IP Timestamps Supported Info | TCPtimestamp responses were observed.
4 | LCD/1921682.1 | Basic Target Credential Status Failure Info | Provided credentials were not accepted.

5 | LondonNetwork | Credentialed | Nessus Scan Information Info | General scan metadata recorded.

6 | LondonNetwork | Credentialed | Traceroute Information Info | Route/path information was collected.
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root@osboxe:

File Edit \ ch Terminal Help
instanceType: 4
whenCreated: 20250924160216.0Z
whenChanged: 20260417021229.6Z
usNCreated: 12345
member0f: CN=Denied RODC Password Replication Group,CN=Users,DC=swansea,DC=acc
a
memberof: CN=Administrators,CN=Builtin,DC=swansea,DC=acca
usNChanged: 159812
name: Domain Admins
0bjectGUID: : tGZ6VCPN10SyCI4nzSEpng
objectSid:: AQUAAAAAAAUVAAAAQWCPSVQX+bUS+MIPAATAA,
adminCount: 1
SAMAccountName: Domain Admins
SAMACcountType: 268435456
groupType: -2147483646
objectCategory: CN=Group,CN=Schema,CN=Configuration,DC=swansea,DC=acca
isCriticalSystemobject: TRUE
dsCorePropagationData: 20250924161726.0Z
dsCorePropagationData: 20250924160216.0Z
dsCorePropagationData: 16010101000416.0Z

# search reference
ref: ldap://ForestDnsZones.swansea.acca/DC=ForestDnsZones,DC=swansea,DC=acca

# search reference
ref: ldap://DomainDnsZones.swansea.acca/DC=DomainDnsZones,DC=swansea,DC=acca

# search reference
ref: ldap://swansea.acca/CN=Configuration,DC=swansea,DC=acca

# search result
search: 2
result: © Success

5

# numResponses :
# numEntries: 1

# nunReferences: 3

root@osboxes:~# smbclient -L //192.168.1.1 -U nitheesh%P@ssword123

Sharename Type Comment

ADMINS, Disk Remote Admin

=3 Disk Default share

1PC$ 1PC Remote IPC
NETLOGON Disk Logon server share
SYSVOL Disk Logon server share
Vshare Disk

Reconnecting with SMB1 for workgroup listing

do_connect: Connection to 192.168.1.1 failed (Error NT_STATUS_RESOURCE NAME_NOT_FOUND)
Failed to connect with SMB1 -- no workgroup available

root@oshoxes:~# smbclient //192.168.1.1/VShare -U nitheesh%P@ssword123

Try "help” to get a list of possible commands.

smb: \> ls
D ® Fri Sep 26 17:49:12 2025
4 D ® Fri Sep 26 17:44:58 2025
New folder D ® Fri Sep 26 17:49:12 2025
test.txt A 27 Fri Sep 26 17:44:58 2025

15515647 blocks of size 4096. 10883878 blocks available
smb: \> [l
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© Automaticsuspend

dit_View Search Terminal _Help Computer will suspendvery soon because of inactiy.

auxi Liary/scanner/http/synantec brightnail ldapcreds 2015-12 wimai  1%a  sywenkes reasayiny vavoway o capusure of Stored AD Password Vulnerability
exploit/Linux/http/pineapp_ Ldapsyncnow exec 2013-07. excellent Yes  PineApp Mail-SeCure \dapsyncnow.php Arbitrary Command Execution
exploit/Linux/http/zimbra xxe rce 2019-03. excellent Yes  Zimbra Collaboration Autodiscover Serviet XXE and ProxyServiet SSRF

exploi t/Linux/misc/jenkins Ldap deserialize 2016-11 excellent Yes  Jenkins CLI HTTP Java Deserialization Vulnerability

exploi t/multi/http/phpldapadnin query_engine 2011-16- excellent Yes  phpLDAPadnin query engine Remote PHP Code Injection

exploi t/unix/webapp/ zeroshell _exec 2013-09. excellent Yes  Zeroshell Remote Code Execution

exploit/unix/webapp/zinbra 111 201312 excellent Yes  zimbra Collaboration Server LFI

exploit/windows/http/apache_mod_reurite ldap 200607 great Yes  Apache Module mod_rewrite LDAP Protocol Buffer Overflow
exploit/uindous/Ldap/inail_the 2004-02- average  No  TMall LDAP Service Buffer Overflow

exploit/windous/Ldap/pap_keyserver? 2001-07. good Mo Network Associates PGP KeyServer 7 LDAP Buffer Overflow
exploit/windous/novell/netiq_pun_eval 2012-11 excellent Yes  NetI Privileged User Manager 2.3.1 ldapagnt eval() Remote Perl Code Execution
€xpLoit/windows/snb/nses_670_wkssvc 200611 manual  No  MS05-870 Microsoft Workstation Service NetpManageIPCConnect overflow
post/windows /gather/enun_ad_conputers Pormal Mo Windows Gather Active Directory Computers

post/windows /gather/enun_ad_service_principal_names normal  No  Windows Gather Active Directory Service Principal Names

Post/windows /gather/enun_ad_user_conments nomal  No  Windows Gather Active Directory User Comments

13 > do cmap -3V p 309,2268 192.168.1.1
et EXuiny 700 honcs . ors ) ot 20260417 027 o
(2 s o Teor o

B 5 e ot 15 eaeste avenes

(5] Mo e Adaressaa.aa.27:01 3OS (orarte viriuataon virtuet MG,

(2] Man: Sorvice Tota: Mosts 50 G5 Winanuss CPEL ey o microsami-uindovs

(-] Mo Zarvice aucacsionipar hpeaitictamsaleeporoite B LT S L e RIS

(-] a2 s o S R e i

. . Site: Default-First-site-Nane)

. Site: Default-First-site-Nane)

ﬂ ceger services (-1 (-1 (ra] (- et | e periypere A e e SO ST
e 0 e e o
B T e
-> -c <coll,col2> Only show the given columns
e B e
i e o ]
e el
P e L PR v oo e
i ETREn T
S T

Available columns: created at, info, name, port, proto, state, updated at

nsT5 > services -p 389,3268 -R 192.168.1.1

nost port proto name state info
192.168.1.1 389 tcp  ldap open Microsoft Windows Active Directory LDAP Domain: swansea.accad., Site: Default-First-Site-Name
1921168.1.1 3268 tcp  ldap open Microsoft Windows Active Directory LDAP Domain: swansea.accad., Site: Default-First-Site-Name

 RHOSTS => 192.168.1.1

nsts > |

06:40
17/0472026
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countryCode: 0
badPasswordTine: 0
lastLogoff: o

Lastiogon: 0

pudLastset: 134032369518005345

prinaryGrouptd: 513

objectSid: : AQUARARARAUVARRAQHCPSVX+bUSHHIPVUGARAS

accountexpires: 5223372036854775807

Togoncount: &

sAMAccounthane: frpuser

SAMACCOUNTType: 805306368

objectcategory: Cli=person, CN=Schena, CN=Conf iguration, DC=swansea,Dc=acca
dsCorepropagationata: 16616101608066.02

# TsGateway, 5-DC, Domain Controllers, swansea.acca
CN=TSGateuay, CN=5-DC, 0U=Domain Controllers,OC=swansea, D
objectClass: top
objectClass: leaf
objectClass: connectionPoint
e objectClass: serviceConnectionPoint

. whenChanged: 20260417013935.0Z
encranged: 1sones

W rocimmivanceavicuonty: Thue
Kt M —
epvoras: 1.
epeords; Totateser

-> serviceClassName: TSGateway
ervicebindinototorsetions 443

| o
ervicemanametype: A

e recicotaporer hsarvice;comecciant ot Cieehael e T ATt

DC,0U=Domain Controllers,DC=swansea,DC=ac

# search reference
ref: ldap://ForestonsZones.suansea.acca/D

orestonszanes, D

# search reference
ref: ldap://DonainbnsZones. suansea.acca/D

omaindnsZones D

# search reference
ref: ldap://swansea.acca/C=Configuration, DC=svansea, DC=acca

# search result
search: 2
result: o Success

¥ nunResponses: 268

/
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[*] Nmap: 05 and Service detection performed. Please report any incorrect
[*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 301.11 seconds
nsfs > search ftp

Matching Modules

Name

Disclosure Date

#

©  auxiliary/admin/cisco/vpn_3000_ftp_bypass

1 auxiliary/admin/officescan/tmlisten_traversal
2 auxiliary/admin/tftp/tftp_transfer util

3 auxiliary/dos/scada/d20_tftp_overflow
2

5

6

7

8

2006-08-23

normal
normal
normal
normal

2012-01-19

auxiliary/dos/windows/ftp/filezilla_admin user 2005-11-07 normal
auxiliary/dos/windows/ftp/filezilla_server_port 2006-12-11 normal
auxiliary/dos/windows/ftp/guildftp_cwdlist 2008-10-12 normal
auxiliary/dos/windows/ftp/iis75_ftpd_iac_bof 2010-12-21 normal
auxiliary/dos/windows/ftp/iis_list_exhaustion 2009-09-03 normal
auxiliary/dos/windows/ftp/solarftp_user 2011-02-22 normal
auxiliary/dos/windows/ftp/titan626_site 2008-10-14 normal
auxiliary/dos/windows/ftp/vicftps50_list 2008-10-24 normal
auxiliary/dos/windows/ftp/winftp230_nlst 2008-09-26 normal
auxiliary/dos/windows/ftp/xmeasy560_nlst 2008-10-13 normal
auxiliary/dos/windows/ftp/xmeasy570_nlst 2009-03-27 normal
auxiliary/dos/windows/tftp/pt360_write 2008-10-29 normal

auxiliary/dos/windows/tftp/solarwinds
auxiliary/fuzzers/ftp/client_ftp
auxiliary/fuzzers/ftp/ftp_pre_post
auxiliary/gather/apple_safari_ftp_url _cookie_theft
auxiliary/gather/d26pass
auxiliary/gather/konica minolta pwd_extract
auxiliary/scanner/ftp/anonymous
auxiliary/scanner/ftp/bison_ftp_traversal
auxiliary/scanner/ftp/colorado_ftp_traversal
auxiliary/scanner/ftp/easy_file sharing_ftp
auxiliary/scanner/ftp/ftp_login
auxiliary/scanner/ftp/ftp_version
auxiliary/scanner/ftp/konica_ftp_traversal
auxiliary/scanner/ftp/pcman_ftp_traversal
auxiliary/scanner/ftp/titanftp_xcrc_traversal
auxiliary/scanner/http/titan_ftp_admin_pwd
auxiliary/scanner/misc/zenworks_preboot_fileaccess
auxiliary/scanner/portscan/ftpbounce
auxiliary/scanner/quake/server_info
auxiliary/scanner/rsync/modules_list
auxiliary/scanner/snmp/cisco_config_tftp
auxiliary/scanner/snmp/cisco_upload file
auxiliary/scanner/ssh/cerberus_sftp_enumusers
auxiliary/scanner/tftp/ipswitch whatsupgold_tftp
auxiliary/scanner/tftp/netdecision_tftp
auxiliary/scanner/tftp/tftpbrute
auxiliary/server/capture/ftp
auxiliary/server/ftp

auxiliary/server/pxeexploit
auxiliary/server/tftp
auxiliary/server/wget_symlink file write
exploit/freebsd/ftp/proftp_telnet iac
exploit/linux/ftp/proftp_sreplace

2010-05-21 normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
great

great

great

2015-04-08
2012-01-19

2015-09-28
2016-08-11
2017-03-07

2015-09-22
2015-09-28
2010-06-15

2014-05-27
2011-12-12
2009-05-16

2014-10-27
2010-11-01
2006-11-26
2010-11-01
2018-10-04

exploit/Linux/ftp/proftp telnet iac
exploit/Linux/http/cisco prime inf rce

excellent

Fri07:52

Terminal

results at https://nmap.org/submit/ .

Check Description

No Cisco VPN Concentrator 3000 FTP Unauthorized Administrative Access
TrendMicro OfficeScanNT Listener Traversal Arbitrary File Access

No TFTP File Transfer Utility

No General Electric D20ME TFTP Server Buffer Overflow DoS

No Filezilla FTP Server Admin Interface Denial of Service

No Filezilla FTP Server Malformed PORT Denial of Service

No Guild FTPd ©.999.8.11/6.999.14 Heap Corruption

No Microsoft IIS FTP Server Encoded Response Overflow Trigger

No Microsoft IIS FTP Server LIST Stack Exhaustion

No Solar FTP Server Malformed USER Denial of Service

No Titan FTP Server 6.26.630 SITE WHO DoS

No Victory FTP Server 5.0 LIST DoS

No WinFTP 2.3.0 NLST Denial of Service

No XM Easy Personal FTP Server 5.6.0 NLST DoS

No XM Easy Personal FTP Server 5.7.0 NLST DoS

No PacketTrap TFTP Server 2.2.5459.0 DoS

No SolarWinds TFTP Server 10.4.0.10 Denial of Service

No simple FTP Client Fuzzer

simple FTP Fuzzer

No Apple 05X/10S/Windows Safari Non-HTTPOnly Cookie Theft

No General Electric D20 Password Recovery

Konica Minolta Password Extractor

Anonymous FTP Access Detection

BisonWare BisonFTP Server 3.5 Directory Traversal Information Disclosure
ColoradoFTP Server 1.3 Build 8 Directory Traversal Information Disclosure
Easy File Sharing FTP Server 3.6 Directory Traversal

FTP Authentication Scanner

FTP Version Scanner

Konica Minolta FTP Utility 1.60 Directory Traversal Information Disclosure
PCMan FTP Server 2.6.7 Directory Traversal Information Disclosure

Titan FTP XCRC Directory Traversal Information Disclosure

Titan FTP Administrative Password Disclosure

Novell ZENworks Configuration Management Preboot Service Remote File Access
FTP Bounce Port Scanner

Gather Quake Server Information

List Rsync Modules

Cisco T0S SNMP Configuration Grabber (TFTP

Cisco T0S SNMP File Upload (TFTP)

Cerberus FTP Server SFTP Username Enumeration

IpSwitch WhatsUp Gold TFTP Directory Traversal

NetDecision 4.2 TFTP Directory Traversal

TFTP Brute Forcer
Authentication Capture
FTP File Server

PXE Boot Exploit Server
TFTP File Server

GNU Wget FTP Symlink Arbitrary Filesystem Access

ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer Overflow (FreeBSD)
ProFTPD 1.2 - 1.3.0 sreplace Buffer Overflow (Linux)

ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer Overflow (Linux)
Cisco Prime Infrastructure Unauthenticated Remote Code Execution

FTP
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192.168.1.1/test.txt  100%

>] 32 --.-KB/s  in @s
2026-04-18 01:33:34 (7.09 MB/s) - ‘192.168.1.1/test.txt’ saved [32

FINISHED --2026-04-18 01:33:34--
Total wall clock time: 0.1s

Downloaded: 4 files, 119 in 0.003s (41.0 KB/S)

nsf5 auxiliary(scanner/ftp/anonymous) > cd 192.168.1.1
msf5 auxiliary(scanner/ftp/anonymous) > ls

[*] exec: ls

acch600e.txt important file.txt new important file.txt test.txt
nsf5 auxiliary(scanner/ftp/anonymous) > cat important file.txt
[*] exec: cat important file.txt

nsfs auxiliary(scanner/ftp/anonymous) > cat new_important file.txt
[*] exec: cat new_important file.txt

key is 936msf5 auxiliary(scanner/ftp/anonymous) > cat test.txt
[*] exec: cat test.txt

FTP test file for swansea.acca
mst5 auxiliary(scanner/ftp/anonymous) > cat acch600@.txt
[*] exec: cat accb6e00.txt

This is a sample File
created by Dr. NMK

nsfs auxiliary(scanner/ftp/anonymous) > use auxiliary/scanner/smb_login
(-1 No results from search

(-] Failed to load module: auxiliary/scanner/smb_login

nsfs auxiliary(scanner/ftp/anonymous) > search smb_login

Matching Modules

# Name Disclosure Date Rank  Check Description

© auxiliary/scanner/smb/smb_login normal Yes  SMB Login Check Sca
nner

msf5 auxiliary(scanner/ftp/anonymous) > [
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PASV ... done.

LIST ... done.

192.168.1.1/.listing [

1 224 --.-kB/s  in @s
2026-04-18 01:33:34 (54.4 MB/s) - ‘192.168.1.1/.listing’ saved [448]

Removed ‘192.168.1.1/.1listing’.
--2026-04-18 01:33:34-- ftp://anonymou:

=> '192.168.1.1/accb6000. txt’
WD not required.
PASV ... done.
Length: 67

:*password+@192.168.1.1/acch6000 . txt

RETR accbh6000.txt ... done.

192.168.1.1/accb6000.t 100%[ 1 67 --.-KB/s  in 0.002s

2026-04-18 01:33:34 (30.4 KB/s) - 192.168.1.1/acch6e00.txt’ saved [67]

--2026-04-18 01:33:34-- ftp://anonymous:*password*@192.168.1.1/important_file.txt
=> 192.168.1.1/important _file.txt’

WD not required.

> PASV ... done.

Length: 10

=> RETR important file.txt ... done

192.168.1.1/important_ 100%[ 1 10 --.-KB/s  in 0.001ls

2026-04-18 01:33:34 (14.9 KB/s) - ‘192.168.1.1/important_file.txt’ saved [10]

--2026-04-18 01:33:34-- ftp://anonymous:*password+@192.168.1.1/new_important _file.txt
192.168.1.1/new_important file.txt’

WD not required.

PASV ... done.

Length: 10

=> RETR new_important file.txt ... done

192.168.1.1/new_import 100%[=:

>] 10 --.-KB/s  in es

)=

2026-04-18 01:33:34 (1.65 MB/s) - ‘192.168.1.1/new_important file.txt’ saved [10]

--2026-04-18 01:33:34-- ftp://anonymous:*password*@192.168.1.1/test. txt
=> 192.168.1.1/test.txt’

WD not required.

PASV ... done.

Length: 32

RETR test.txt ... done.

192.168.1.1/test.txt  100%[=:

1 32 --.-KB/S in es
2026-04-18 ©1:33:34 (7.09 MB/s) - ‘192.168.1.1/test.txt’ saved [32]

FINISHED --2026-04-18 01:33:34--

Total wall clock time: 0.1s

Downloaded: 4 files, 119 in 0.003s (41.0 KB/S)

nsf5 auxiliary(scanner/ftp/anonymous) > cd 192.168.1.1
nsfs auxiliary(scanner/ftp/anonymous) > ls

[*] exec: ls

acch60e.txt important file.txt new important file.txt test.txt
msf5 auxiliary(scanner/Ttp/anonymous) > cat important file.txt
[*] exec: cat important file.txt

msf5 auxiliary(scanner/ftp/anonymous) >

Sat01:37 w [l sva-

Terminal
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