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This dissertation investigates the effectiveness of Digital Forensic Triage (DFT) within Dyfed Powys Police, analysing its impact on streamlining digital forensic processes and enhancing investigative outcomes. Through a detailed examination of DFT's operational benefits and challenges, the study underscores the potential of DFT in managing the increasing volume of digital evidence and backlogs. 
Utilising both quantitative and qualitative research methods, including surveys and interviews with law enforcement personnel, the research highlights the need for strategic DFT implementation, improved methodologies, and specialised training. The findings suggest that while DFT offers significant advantages in terms of efficiency and case management, its effectiveness is contingent upon the expertise of practitioners and the integration of advanced tools. 
Recommendations for optimising DFT usage and directions for future research are also provided, aiming to bolster the digital investigative framework and contribute to the broader discourse on digital forensics in law enforcement.
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1. Chapter One: Introduction

This chapter aims to provide a background and rationale to this research project. The purpose of this research is to investigate and analyse Dyfed Powys Police’s use of Digital Forensic Triage (DFT) and its effectiveness at reducing the demand placed on the Digital Forensic Unit whilst helping to achieve positive outcomes in criminal investigations. 
[bookmark: _Toc184343922]1.1 Background

This study within Dyfed Powys Police is set against a backdrop of growing challenges in digital forensics, driven by the proliferation of digital devices and expanding data volumes. The increase in devices and data has led to significant backlogs in forensic labs, impacting the efficiency of criminal investigations (Gogolin, 2010; Parsonage, 2009; Quick and Choo, 2014; Garfinkel, 2010). The rapid increase in data is surpassing the abilities of forensic tools, causing delays that have significant consequences for the justice system (Roussev, Quates and Martell, 2013; Shaw and Browne, 2013).
The complexity of sifting through vast datasets is likened to finding "needles in haystacks," necessitating a shift in forensic methodologies (Brown, Pham and De Vel, 2005; Sheldon, 2005). Digital forensics is essential for ensuring justice and security, but it is currently hindered by a scalability challenge (Casey, 2014; Case et al., 2008). The discipline needs tools that can synthesize data from multiple sources to address the complexity of forensic data (Case et al., 2008).
The crisis in Digital Forensics Laboratories is worsened by rising caseloads, a variety of devices, and scarce resources, resulting in extended backlogs (Casey et al., 2009). Law enforcement agencies lack the resources to meet the high demand for digital forensic services, and it is unlikely they will be able to keep up with the increasing demand due to budget limitations (Overill et al., 2013; Shaw and Browne, 2013).
The Forensic Capability Network (2020) reports a consistent rise in demand for digital forensic examinations, with backlogs and delays impacting the judicial process and increasing the risk of harm. The legal and governmental framework necessitates a strategic approach to handle the increase in digital evidence and a deeper comprehension among legal practitioners of digital forensics (Science and Technology Select Committee, 2019). The complexity of digital examinations is increasing, necessitating the development of innovative forensic techniques to maintain access to critical evidence (Science and Technology Select Committee, 2019).
Digital forensics, as the fastest-growing forensic discipline, faces challenges in meeting the demand for analysis, with backlogs being a common issue (Tully, 2020; Casey et al., 2009; Houck, 2020). Prioritizing cases based on the evidential value of devices is central to improving investigation outcomes (Casey et al., 2009; Horsman, 2017; Houck, 2020).
It is clear the law enforcement needs to find innovative methods to meet the demands and challenges of this rapidly expanding field of forensic science. This study explores the effectiveness of DFT as a solution to improve the efficiency and outcomes of criminal investigations amid the challenges of increasing digital device proliferation and data volumes within Dyfed Powys Police.


[bookmark: _Toc184343923]1.2 Research Rationale

This research is based on a thorough analysis of Digital Forensic Triage (DFT) in Dyfed Powys Police, taking into account the financial, operational, and demand-related challenges the force encounters. The force's financial situation is challenging, with a consistent substantial decrease in reserves since 2018, which continued to diminish the financial stability through to 2022 where the organisation was required to make £5.6m in savings (HMICFRS, 2019). The financial pressure highlights the need for effective and economical forensic methods such as DFT.
Dyfed-Powys Police's comprehension of future demand, especially in fields such as cyber-crime and digital forensics, is developing but not yet fully formed. The force recognises emerging demands but lacks a cohesive force-wide assessment, risking misallocation of resources (HMICFRS, 2019). Despite this, there's an acknowledgment of effective work within the digital and cyber-crime unit to understand and respond to patterns of demand, indicating pockets of progress (HMICFRS, 2019).
A review of the force's capability to retrieve digital evidence reveals strategic measures like the use of a threat, harm, and risk matrix and outsourcing to manage demand (HMICFRS, 2022). Innovations such as accompanying POLIT teams with digital forensic investigators during warrants demonstrates efficiency gains by targeting specific devices for seizure (HMICFRS, 2022).
However, challenges persist in the timely examination of digital devices, a crucial element in the pursuit of justice. The backlog in the digital forensic unit has surged from 125 in 2020, to over 350 devices in 2022, with an average waiting time of five months for evidence retrieval (HMICFRS, 2023). Although recent recruitment efforts show promise in reducing backlogs, the pressure to achieve a further £6.4m in savings by 2022/23 adds another layer of complexity (HMICFRS, 2023). Saving requirements are not isolated to Dyfed Powys Police, with a predicted combined budget shortfall of approximately £721m by 2026, challenging police force’s ability to manage the safety of the public (UNISON, 2023). 
This research aims to critically analyse whether DFT can provide a viable solution to these multifaceted challenges, improving efficiency and effectiveness in digital forensics within Dyfed Powys Police. The rationale is driven by the need to address financial constraints, operational backlogs, and the evolving landscape of digital crime, ensuring that the force remains agile and responsive in the rapidly changing digital environment.
The rationale for this independent research into the use of DFT in Dyfed Powys Police, stems from the researcher’s personal experience as a Detective Sergeant and trained Digital Media Investigator (DMI) with over 14 years of experience in policing, and nearly a decade of that focussed on digital and criminal investigations. 
[bookmark: _Toc184343924]1.3 Aims and Objectives

The research aims to assess the efficacy of Digital Forensic Triage (DFT) within Dyfed Powys Police, concentrating on its potential to diminish the workload of digital forensics, enhance the efficiency of criminal investigations, and evaluate the outcomes of cases utilising DFT. Additionally, the research will conduct a critical analysis of the implementation of DFT within the organisation and pinpoint any obstacles hindering its effective integration.
Completing the objectives outlined below, will aid the accomplishment of these aims:
· Conduct a systematic review and critical analysis of existing literature on Digital Forensic Triage and its intrinsic value in Digital Forensic processes and criminal investigations.
· Identify and formulate a suitable research methodology to investigate the effectiveness of Digital Triage in Dyfed Powys Police. 
· Critically analyse the data collected to assess the impact of Digital Forensic Triage on the efficiency and effectiveness of digital investigation units. This will include an analysis and comparison of the quality of the evidence obtained using traditional forensic processes against evidence obtained through Digital Forensic Triage. 
· Identify the challenges associated with the use of Digital Forensic Triage in digital investigation units and at scene, through surveys and interviews with digital investigators, forensic examiners, and traditional investigators.
· Provide recommendations for the effective use of Digital Forensic Triage in digital investigation units based on the findings of the study, whilst considering opportunities to expand any recommended use to other investigation departments within Dyfed Powys Police and other police forces.
[bookmark: _Toc184343925]1.4 Structure

To ensure the effective realisation of the specified research objectives, the dissertation will be structured to allocate dedicated chapters to the comprehensive fulfilment of each objective. 
The initial chapter of the dissertation provides a background context, a well-defined reason for its execution, and a main goal supported by various secondary objectives. The research aims to incorporate a combination of primary and secondary data sources, such as a questionnaire, an interview, and an extensive literature review. 
Chapter two will comprehensively analyse current and recent academic debates on digital forensic triage methods, exploring their theories, practical applications, and potential benefits for law enforcement. The chapter will analyse case studies and empirical research to discuss the effectiveness and constraints of DFT in criminal investigations.
Chapter three presents the research methodology selected to enable appropriate primary research techniques for the project. The strategic decisions are intended to address research deficiencies and facilitate the subsequent analysis of collected data.
Chapter four will analyse the primary data collected using the methodologies described in the third chapter. The results will be systematically showcased using statistical analysis, leading to a thorough discussion and critical evaluation.
Chapter five scrutinises and assesses the research's goals and objectives. Ultimately, it will conduct a thorough discussion to elucidate the main discoveries, provide suggestions, and recognise the limitations of the research.
[bookmark: _Toc184343926]1.5 Conclusion

Chapter one has established the foundation by introducing the research, clearly defining its main goal and objectives, and supporting its importance in the field of digital forensics. The next chapter will enhance the readers comprehension by conducting a thorough literature review, offering a more in-depth analysis of the themes introduced in chapter one.
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[bookmark: _Toc184343928]2.1 Introduction

The purpose of this chapter is to achieve the first objective outlined in Chapter One: 
· To conduct a systematic review and critical analysis of extant literature on Digital Forensic Triage (DFT) and its intrinsic value in digital forensic processes and criminal investigations. 
By achieving this objective, the researcher aims to provide the reader with clarity on the role and impact of DFT in enhancing the efficiency and outcomes of digital forensic investigations and criminal proceedings within Dyfed Powys Police.
Literature has been reviewed from various sources such as the University of Wales Trinity Saint David’s (UWTSD) online library, the Police National Library, Google Scholar, and Dyfed Powys Police. This review encompasses information extracted from academic journals, authoritative textbooks written by experts in the field, research and development publications, official government documents, and other credible sources that are recognised for their contributions to the field of digital forensics.
The literature was chosen based on specific criteria, focusing on its relevance to the research question, the credibility of the source, and its contribution to understanding the current state and advancements in DFT. This method should guarantee that the review covers a wide range of viewpoints and discoveries.
The literature review has influenced the development of the primary data collection approach, by contributing to the shaping of research questions, the methodology design, and establishing a framework for analysis, which has provided a strong basis for empirical investigation.
The chapter has been divided into distinct sections that delve into various aspects of DFT, including its definition, key concepts, practical application, challenges, and legal and ethical considerations. The chapter aims to clarify the crucial role of DFT in contemporary digital forensic practices and its ability to greatly impact the results of criminal investigations.
[bookmark: _Toc184343929]2.2 Definition and Key Concepts

The concept of Digital Forensic Triage (DFT) has its roots in the medical term "triage," a process for sorting and prioritizing patients' treatments, a practice dating back to the era of Napoleon as highlighted by Nakao, Ukai, and Kotani (2017). The historical context provides a foundation for the application of triage principles in the field of digital forensics. This is due to the increasing amount of digital evidence, which requires a systematic approach to prioritisation and analysis.
Pollitt (2013) presents an early definition of DFT in the digital forensic community, describing it as a technique to reduce the amount of data or devices that need to be thoroughly analysed for forensic purposes. This viewpoint emphasises the pragmatic importance of DFT in effectively handling the continuously growing volume of data encountered in investigative processes.
Expanding on this foundational concept, Jusas, Birvinskas, and Gahramanov (2017) offer a more detailed definition, portraying DFT as a technical process aimed at informing forensic examinations without directly evaluating the digital evidence. They emphasise the rapid review and prioritisation of digital evidence sources, a critical step to streamline subsequent analyses. Their delineation also brings to light the intricate connection between DFT and forensic standards, suggesting that DFT might not always conform to the strict protocols of forensic examinations in every jurisdiction.
Roberts (2021) and CACI (2024) describe DFT as an essential preliminary phase in digital investigations, facilitating the swift assessment and prioritisation of digital evidence. This phase is crucial for identifying potential evidence and guiding the direction of the investigation, highlighting DFT's role in enhancing the efficiency and effectiveness of the investigative process.
Contrasting views, emerge with Cantrell et al. (2012) and Rogers et al. (2006), who suggest that DFT, by its nature, may not inherently align with traditional forensic processes. Cantrell et al. (2012) argues that DFT does not qualify as a forensic process by definition, while Rogers et al. (2006) presents triage as a ranking process, focusing on the prioritisation of digital objects based on their importance.
Casey et al. (2009) integrates DFT into the broader forensic examination process, suggesting a more inclusive role for DFT within digital forensic methodologies.
The diversity of perspectives on DFT, as observed by Jusas, Birvinskas, and Gahramanov (2017), reflects the evolving understanding and application of DFT in the field of digital forensics. The Forensic Capability Network (FCN, 2020) encapsulates ‘triage’ as a process that supports investigative decision-making through the collection, assembly, analysis, and prioritisation of digital evidence.
[bookmark: _Toc184343930]2.3 Theoretical Framework

Digital forensics heavily depends on theoretical foundations and methodological frameworks to direct investigative and triage procedures, ensuring evidence is systematically handled and complies with legal standards. Research has identified a number of significant contributions in the field of digital forensics. 
In order to maintain the integrity of investigations, Mothi, Janicke, and Wagner (2020) suggest improving digital forensic models by adding resistance to anti-forensic strategies. Based on this framework, Ferguson et al. (2020) present the PRECEPT Framework, which aims to incorporate ethical concepts into the framework of digital forensic investigations by navigating the fine line between individual privacy rights and entity disclosure rights. In addition to these methods, Kohn, Eloff, and Eloff (2013) provide a single procedural model that is intended to standardise procedures throughout digital forensic investigations, increasing efficiency and consistency. Carrier and Spafford (2004) propose an event-based methodology focusing on the reconstruction of digital events to better understand digital criminality. Concurrently, Hong et al. (2013) introduces a triage framework designed for the dynamic conditions of onsite investigations, emphasizing a cyclical process of assessment, triage, and reassessment. However, Turnbull and Randhawa (2015) identify the challenges of simplifying triage for non-experts through ontology, suggesting a gap in research on ontological applications in forensics. 
Collectively, these efforts show an important shift in digital forensics, highlighting both advancements and the need for further inquiry into methodological integration and ethical considerations. It is clear that current research has yet to identify a universally accepted guiding theoretical model for the application of digital forensics, let alone DFT.
[bookmark: _Toc184343931]2.4 Scope and Challenges

Policing encounters numerous challenges in the field of digital forensics, which can greatly impact the effective investigation and prosecution of crime. It has been shown that challenges in technical, organisational, and procedural areas can hinder the effectiveness and efficiency of digital forensic investigations.
The obvious and most pertinent challenge is the rapid increase in the volume of digital data, along with the diversity of digital devices and platforms, leading to significant backlogs and delays in analysis, which can slow down investigative procedures (Caviglione, Wendzel, & Mazurczyk, 2017). According to Hack (2021), the escalation in digital device capacity reflects a broader trend of rapid data expansion across the globe, citing a compound annual growth rate of increase at 23% amounting to amounting to 181 zettabytes of data by 2025. 
[image: ]
Figure 2.4.1 – Annual Size of Global Datasphere (Hack, 2021)
Woodie (2018) predicts that by 2025, the storage industry will achieve a capacity of 42 zettabytes (ZB), with 90 ZB expected to be generated by IoT devices, and nearly half of all data likely to be housed in public cloud settings. Meanwhile, the Forensic Capability Network (2020) reports that the growing reliance on digital technology, coupled with an increase in devices, improved communication, and expanded cloud storage, has sparked an annual 11-16% increase in the demand for Digital Forensics examinations, leading to significant backlogs and delays that adversely affect individuals awaiting the results of investigations.
Like many police forces Dyfed Powys Police are no strangers to backlogs of digital forensic cases. As previously cited the DFU backlog rose from 125 cases to 350 cases between July 2020 and 2022 (HMICFRS, 2022). This could be attributed to the notable increase in crime reported during the fiscal years 2021-2022, as opposed to the year prior, with Dyfed Powys Police documenting a roughly 31% uptick in criminal activities, excluding fraud offences, according to the Home Office (2023) statistics. The surge in crime rates is probably linked to the resumption of regular activities following the Covid pandemic. Additionally, this is corroborated by Home Office (2023) statistics, indicating a rise of about 6%, a pattern that mirrors the trends observed before the Covid era.
The statistics presented lack specifics regarding the quantity and variety of devices or the nature of the crimes involved, as highlighted by HMICFRS (2022), which points out that most forces struggle to accurately gauge their digital forensic demands. This includes a deficiency in detailed data about the devices awaiting examination by the DFU and an absence of evaluations on the general time required for such examinations. This gap in information makes it challenging for forces to strategize for the present and invest for the future. 
Exploring recent data related to the DFU backlogs in Dyfed Powys Police may offer some insight into how they are managing that demand. Figures 2.4.2 and 2.4.3 below present a visual representation of DFU submissions and backlog for cases and devices between March 2022 and September 2023. 

Figure 2.4.2 – Digital Forensics Submissions and Backlog – Cases (Dyfed Powys Police, no date)

Figure 2.4.2 showing the month-to-month variability in 'Cases Submitted' to the DFU, reveals a slight downward trend, suggesting a reduction in the number of cases requiring forensic analysis as time progresses. Concurrently, the 'Cases Backlog' fluctuates but, contrarily, exhibits a slight downward trend, implying that the backlog of cases is gradually being addressed, a trend that aligns with the decrease in submissions, allowing the digital forensics unit to potentially reduce any accumulation of cases. Interestingly, an analysis of the period between January 2023 and April 2023 shows an anomaly where the backlog increased significantly, from around 80 to over 120 cases, despite a decline in monthly case submissions. This discrepancy indicates that factors other than the sheer volume of submissions may be influencing the DFU backlog, suggesting the presence of other unknown variables that affect the ability to process cases efficiently.

Figure 2.4.3 – Digital Forensics Submissions and Backlog – Devices (Dyfed Powys Police, no date)
Horsman (2017) also identifies that the fast rate of technological advancement requires a continuous need for digital forensic tools and methods to be updated, which puts significant pressure on law enforcement resources and training systems.
Moreover, the prevalent adoption of encryption and anti-forensic strategies by perpetrators complicates the extraction and analysis of digital evidence. This scenario demands advanced technical proficiencies and sophisticated tools, which may not be ubiquitously accessible across police forces (Quick & Choo, 2014). 
Furthermore, the widespread use of encryption and anti-forensic techniques by criminals makes it challenging to retrieve digital evidence. This situation requires high-level technical skills and advanced tools that may not be widely available in all police departments (Quick & Choo, 2014). 
Resource limitations, including budgetary, personnel, and expertise constraints, weaken the operational capacity of digital forensic units. This highlights the need for specialised training and equipment to meet the increasing demands of digital investigations (Vincze, 2016). 
Cloud computing and Internet of Things (IoT) devices have brought new challenges to digital investigations, such as jurisdictional issues and the technical difficulties of accessing data stored on remote or multiple devices (Fahdi, Clarke, & Furnell, 2013).
While these themes are common challenges faced by police forces globally, the specific impact on Dyfed Powys Police would require a closer examination of their resources, capabilities, and the specific context in which they operate. The literature lacks specific references regarding Dyfed Powys Police. Therefore, the arguments are derived from general trends and challenges in digital forensics relevant to law enforcement agencies.
[bookmark: _Toc184343932]2.5 Digital Forensic Tools and Techniques

UK policing employs a range of digital forensic tools and techniques to support investigations involving digital evidence. These tools are designed to assist in the acquisition, analysis, and reporting of digital evidence from various digital devices and platforms.
Dyfed Powys Police are accredited to use an array of tools under ISO 17025 standards to examine computers and mobile devices, which includes Axiom, Encase, XRY, Cellebrite UFED, Cellebrite Physical Analyser, XAMN and FTK Imager (UKAS, 2023). They currently hold no accreditations for ISO 17020 standards, and accreditation to this standard is in its infancy in policing, with research not identifying any accredited police forces in the UK.  
According to Bashir et al. (2013), it is crucial for computer security and digital forensic professionals to consistently improve their methods, enhance their expertise, and update their forensic tools in order to keep up with the rapid advancement of technology. In addition to this viewpoint, Jusas, Birvinskas, and Gahramanov, (2017) emphasise the complexities related to the digital triage of mobile devices in comparison to desktop systems. They highlight demand for the development of more proficient live triage techniques and the production of customised tools that are specifically designed to meet the intricate requirements of mobile device forensics.
These efforts aim to directly confront the challenges that have since been identified following reviews of police effectiveness in digital forensics. HMICFRS (2022) highlights a worrisome situation in the field of digital forensic services, marked by a lack of organised methodology, uniformity, and effective leadership. This emphasises systemic obstacles that further complicate the effectiveness and development of digital forensic practices. In addition, HMICFRS (2022) specifically highlights the importance of gaining a more thorough understanding of the existing digital forensic tools available to law enforcement and identifying future needs to improve policing capabilities. The Muir and Walcott (2021) present a compelling argument against the current organisational structure for digital forensics across the 43 police forces, criticising it for its ineffectiveness. The criticism is mostly about how different the forces' forensic tools and methods are, along with their different leadership, governance, and priorities. This doesn't help create a unified approach, but instead makes the digital forensic landscape messy and often ineffective.
[bookmark: _Toc184343933]2.6 Digital Forensic Triage

Digital forensic triage is a crucial first step in forensic investigations, especially important in situations with a large amount of digital evidence and limited resources. This process entails quickly evaluating devices and data to pinpoint which ones require detailed forensic analysis, allowing for a strategic distribution of investigative resources.
Digital forensic triage has multiple uses. It improves resource efficiency by pinpointing crucial data and devices, thereby tackling the issue of handling large amounts of potential evidence and ensuring focused examination (Overill, Silomon, & Roscoe, 2013). Triage can also be essential to quickly collecting intelligence, especially in urgent situations, to take immediate actions to reduce risk and preserve evidence (Jusas, Birvinskas, & Gahramanov, 2017). Yang, et al, (2015) highlight the cost-effective aspect of DFT, as it reduces the necessity for extensive analysis of all seized data, thereby lowering the financial and time costs linked to digital investigations. Triage also focuses investigative efforts on the most relevant evidence, improving the quality and usefulness of forensic analysis in legal settings (Horsman, Laing, & Vickers, 2014).
Although beneficial, the adoption of digital forensic triage faces a number of challenges. There is a clear absence of standardised triage methodologies, leading to inconsistencies in evidence prioritisation, which may compromise the overall effectiveness of the forensic process (Yang, et al. 2015). Bashir et al., (2013) also raise concerns about the reliability of triage, especially in real-time situations, where there is emphasis on the possibility of missing important evidence or misinterpreting the significance of data, resulting in the chance of incomplete or incorrect assessments. In order for Dyfed Powys Police to utilise DFT, it is important to manage the triage process carefully in operational environments to prevent evidence contamination and ensure adherence to forensic standards (Jusas, Birvinskas, and Gahramanov, 2017). The resource requirements for conducting triage, particularly in complex cases or with multiple devices, may offset its intended efficiency advantages (Overill et al., 2013). Triage in digital investigations faces challenges in balancing investigative needs with individual rights, leading to complex ethical and legal dilemmas.
There are clear challenges that require addressing in order to maximise the potential deployment of DFT to the benefit of the origination. To deliver that potential it will require a sophisticated and thoughtful approach to the development and application of any triage processes, enabling their effectiveness, reliability, and adherence to ethical and legal standards, thereby reinforcing their value in the landscape of digital forensic investigations.
[bookmark: _Toc184343934]2.7 Legal and Ethical Considerations

The implementation of ISO 17025 and ISO 17020 standards in policing and forensic services, particularly for Digital Forensic Triage (DFT), has initiated an extensive discussion. This discussion examines the benefits and difficulties of ISO accreditation in forensic environments, drawing on multiple research studies.
Critics have questioned the effectiveness and feasibility of implementing ISO 17025 and ISO 17020 standards in forensic environments. A major criticism focuses on the compliance and auditing process, which a 14-year meta-audit discovered to produce more irrelevant information than useful insights, as most non-compliances did not impact the end users of forensic services (Wilson, Smye, and Wallace, 2015). The adoption of ISO 17025 brought about further complexities with a move towards more bureaucratic adherence that might not improve the technical quality of forensic analyses (Türk Standardlari Enst and Tüsü, 1999). The extensive and occasionally ambiguous criteria outlined in the standards have also been highlighted to cause confusion and excessive regulation, diverting attention from technical proficiency (Drake, 2003). Some view the accreditation process as a hindrance, due to its high costs and extensive documentation requirements (Vlachos, Michail, and Sotiropoulou, 2002). These criticisms persist with HMICFRS (2022) implying that obtaining and keeping these accreditations would be extremely difficult.  
Despite these critiques, ISO accreditation research does suggest that it offers significant advantages for forensic services, particularly in the context of DFT. Standards like ISO 17025 and 17020 have been found to enhance the quality and reliability of forensic evidence, by mandating impartiality and reducing bias, which is crucial for the credibility of forensic evidence (Dror and Pierce, 2019, UKAS, 2023). For DFT, accreditation ensures a structured quality management system, enhancing the reliability of digital forensic tools and standardising triage procedures (Tully et al., 2020; Horsman, 2019). Furthermore, ISO accreditation facilitates international collaboration by ensuring that forensic practices meet global standards, which is essential for cross-border investigations (Wilson-Wilde, 2018: UKAS, 2023).
Seeking ISO accreditation in forensic services, such as DFT, involves balancing improved operational quality against the standards' practical challenges. While it bolsters forensic credibility and global recognition, it brings considerable financial and administrative strain, particularly for smaller units. The focus on procedural adherence could detract from the actual quality of forensic analysis, limiting innovation and adaptability. Additionally, the perceived infallibility of accredited processes may create a misleading sense of reliability, overlooking potential errors and biases in forensic investigations. To ensure a consistent level of service nationwide, law enforcement must transition from disparate accreditation methods to a unified approach, collaborating with the Forensic Science Regulator to develop a more effective process that meets public needs (HMICFRS, 2022).

[bookmark: _Toc184343935]2.8 Conclusion:

[bookmark: _Toc71135981]The present literature review has thoroughly examined the crucial significance of Digital Forensic Triage (DFT) in the context of digital forensic investigations, thereby accomplishing the primary objective of the dissertation. The chapter explored various aspects of DFT, including its definitions, applications, and challenges. It highlighted the crucial role of DFT in effectively handling the overwhelming volume of digital evidence encountered by law enforcement agencies such as the Dyfed Powys Police. The review acknowledges the debate surrounding the alignment of DFT with traditional forensic standards and the necessity for updated tools and methodologies in response to technological advancements and growing data volumes, despite its clear significance in streamlining the forensic process.
The examination of the theoretical and practical aspects of DFT has established a foundation for the subsequent stage of investigation, offering guidance for the formulation of research inquiries and the design of methodologies. The provided insights direct the researcher towards a well-informed approach to conducting primary research, with the aim of addressing the identified deficiencies and advancing the field of DFT. The forthcoming chapter will concentrate on the selection of the most suitable research methods to further explore the intricacies and dynamics of DFT within Dyfed Powys Police.




[bookmark: _Toc184343936]3. Chapter Three: Methodology

[bookmark: _Toc71135982][bookmark: _Toc184343937]3.1 Introduction

This chapter explores the researchers’ methods to collect data in this research and strives to achieve the second objective of this research project.
The definition of research varies widely, with shared elements present, yet a definitive, universally agreed-upon description has yet to be established among experts. Walliman (2022) succinctly describes research as an endeavour aimed at systematically uncovering unknowns. Furthermore, Walliman (2022) asserts that research, within an academic context, ought to extend the boundaries of understanding. 
There are two fundamental components of research: Primary and Secondary (Bryman, 2016). Influenced by an academic gap in relevant data pertinent to DFT, primary research was chosen to answer the question posed by the research. Although secondary data has not been excluded outright, its exploration has proved vital to enhancing the scope of the research, through a comprehensive literature review at its foundation.
[bookmark: _Toc71135983][bookmark: _Toc184343938]3.2 The Research Strategy

The research onion developed by Saunders, Lewis and Thornhill (2009) provide an insight into the chosen research methods, and a clear understanding of the importance of research and how it should be completed. Figure 3.2 below outlines the research methods available to the researcher. 
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Figure 3.2 – The Research Onion (Saunders, Lewis and Thornhill, 2016) 
The Research Onion is a theoretical model for constructing research methodology. It illustrates the various layers or stages involved in formulating an effective methodology, starting with the core philosophy guiding the research, followed by the selection of approaches, methods, strategies, and the definition of time horizons. These aspects together shape the study design, determining the primary methods and procedures for collecting and analysing data, and assuring alignment between the selected tools and the fundamental philosophical beliefs. The overall model aids the researcher to systematically develop a research strategy and ensures its coherence and alignment throughout the research process. It is for this reason it is the chosen framework for this research project. 

[bookmark: _Toc184343939]3.2.1 Research Philosophy

The outer layer of the research onion offers philosophical considerations for the researcher who has embraced the interpretivism approach in this study. Interpretive research utilises qualitative methods to thoroughly explore the participants' perspectives and uncover the underlying meanings and significance of their actions, interactions, and interpretations within their social environments (Tshabangu, 2021). Participants' subjective viewpoints were crucial for examining how individuals and groups interpret and attribute significance to their daily experiences and interactions (Atkinson, 2012). Interpretivism's emphasis on depth and context is well-suited for examining the application of DFT in Dyfed Powys Police.
Interviews offer researchers an enhanced opportunity to delve into individual experiences and gain a deeper understanding from various perspectives, thereby adding more depth and context to research (Willis, 2007). Tshabangu (2021) also notes the advancement of understanding by comparing and contrasting the differences and similarities between individual viewpoints and experiences. 
Despite the obvious strengths, interpretivism is not without its challenges. An inherent limitation of interpretivism is its susceptibility to participant bias from those in a position of influence, who may potentially compromise the objectivity and broader applicability of any research outcomes (Fellows and Liu, 2015). By acknowledging this, the researcher has critically evaluated alternative philosophical paradigms, yet reaffirmed the suitability of interpretivism for its emphasis on the contextual and subjective dimensions of knowledge, aspects somewhat constrained within the positivist framework (Atkinson, 2012). 
This approach is designed to capture a broad spectrum of experiences and viewpoints within the Dyfed Powys Police, thereby enriching the study's findings and supporting the development of well-grounded policies and procedures concerning the use of DFT.
[bookmark: _Toc71135985][bookmark: _Toc184343940]3.2.2 Research Approach

The next layer of the research onion outlines the different approaches available to the researcher. Three approaches are widely discussed in academic literature, more recently Saunders, Lewis and Thornhill (2019) identify these approaches as deduction, abduction, and induction. 
Inductivism, as outlined by Adams, Khan, and Raeside (2007), relies on the premise that specific observations can lead to the formulation of general theories, with the repeated occurrence of events laying the groundwork for universal laws, a principle that has been central to scientific inquiry since the 19th century. In contrast, Bryman (2016) highlights the deductive approach, which starts with a theoretical framework, challenging the researcher to either substantiate or refute the proposed theory.
Bridging the gap between these methodologies, the abductive approach emerges as a versatile alternative, which offers researchers the flexibility to switch between the inductive and deductive paradigms, as described by Hammond and Wellington (2021). 
The inductive approach was selected for this study, due to its emphasis on leveraging participants' experiences as the primary driver of research analysis (Azungah, 2018). This preference was dictated by the characteristics of the collected data, enabling the formulation of theories directly from research outcomes. This approach can be instrumental in informing subsequent studies, policies, or recommendations in the application of Digital Forensic Triage (DFT) within Dyfed Powys Police.
[bookmark: _Toc71135986][bookmark: _Toc184343941]3.2.3 Research Strategy and Choice

The adoption of a ‘Mixed-Method’ approach by the researcher, consisted of data collected from participants through their voluntary engagement in questionnaires and interviews. The questionnaire was distributed to a variety of departments engaging in criminal investigations with exposure to digital forensics. These departments included the Criminal Investigation Department (CID), Management of Serious Sexual & Violent Offenders (MOSAVO), Priority Policing Team (PPT), Digital Investigation Unit (DIU) and Digital Forensic Unit (DFU). 
[bookmark: _Toc71135987][bookmark: _Toc184343942]3.2.4 Time Horizon

The 'Time Horizons' layer is a crucial aspect of the research onion model, guiding the research design selection (Saunders, Lewis, and Thornhill, 2016). Given the limited timeframe for this project, a cross-sectional study was deemed more appropriate than a longitudinal survey. Although the later provides more detailed data by observing changes over time, they are often costly and time-intensive (Cohen, Manion, and Morrison, 2018; Walliman, 2006). A cross-sectional study is not only cost-effective and quicker but also lays the groundwork for subsequent future research. However, it's important to note that the brevity of the study period might compromise the depth and comprehensiveness of the findings (Levin, 2006).
[bookmark: _Toc71135988][bookmark: _Toc184343943]3.3 Techniques: Data Collection and Analysis

[bookmark: _Toc71135989][bookmark: _Toc184343944]3.3.1 Data Collection

A structured data collection process is crucial to ensure the data acquired is well-defined and accurate, which then supports the validity of subsequent decisions based on the findings (Sapsford and Jupp, 2006). Therefore, questionnaires and interviews are the preferred research tools for data collection in this study. 
Through the use of interviews, the researcher aimed to capture the depth of insights provided by face-to-face interviews, which include both verbal and nonverbal elements, as noted by Elswick (2017). However, the complexity of accurately recording and utilising this detailed information can present challenges, as noted by Elswick (2017) who suggests that interviewers should personally transcribe the sessions promptly to effectively manage the multifaceted data produced.
[bookmark: _Toc184343945]3.3.2 Survey Design

Participants were provided a single questionnaire, consisting of 15 questions, capturing both qualitative and quantitative data. Microsoft forms provided a platform to create and distribute the questionnaires. 
Appendix A provides a copy of the questionnaire and the results from all 43 participants. 
[bookmark: _Toc71135990][bookmark: _Toc184343946]3.3.3 Interview Design

The researcher conducted two interviews for the study, selecting both participants based on their expertise and experience in Digital Forensics, as well as their managerial roles within the organisation.
Appendix B provides a copy of the interview questions and a transcript of the responses from participant 1.
Appendix C provides a copy of the interview questions and a transcript of the responses from participant 2.
[bookmark: _Toc71135991][bookmark: _Toc184343947]3.3.4 Data Analysis

Data acquired through the questionnaires was analysed using Microsoft analysis tools built into Microsoft Forms. Microsoft Excel was also utilised to provide analytical visual aids in the form of graphs, tables and pie charts further enhancing the understanding of the data acquired. 
Interviews were completed with the aid of Microsoft Teams, which allowed for the recording and transcription of responses from the participants. 
[bookmark: _Toc71135992][bookmark: _Toc184343948]3.4 Reliability and Validity

This study emphasises that reliability and validity is fundamental to its methodology, aligning with Cohen, Manion, and Morrison's (2018) definitions of these terms as consistency and accuracy in research findings, respectively. Acknowledging Adams, Khan, and Raeside's (2007) caution on the limits of generalisation in scientific theories, a mixed-method approach combining interviews and questionnaires was adopted to enhance data quality and breadth. Questionnaires were designed for clarity and comprehensiveness, following Cohen, Manion, and Morrison's (2018) guidelines, while interviews, as recommended by Bickman and Rog (2009), offered flexibility in data collection, allowing for both qualitative and quantitative insights. Measures such as pilot testing of questionnaires and semi-structured interviews ensured the reliability and validity of the data. In addition, triangulation enhanced the study's validity by ensuring findings were consistent across various methods and disciplines in the organisation, thereby reinforcing the credibility of the results (Gibson, 2017). 
The researcher has aimed to build the methodology on a strong theoretical base, so that it may yield findings that are reliable, valid, and broadly applicable. They have actively tackled potential limitations to offer meaningful contributions to the field of DFT.
[bookmark: _Toc71135993][bookmark: _Toc184343949]3.5 Limitations

Consistent with the nature of scholarly inquiry, this study encompasses inherent limitations. Denscombe (2014) emphasises the importance of a researcher's recognition and critical evaluation of these constraints. This involves an acknowledgment of the methodological limitations, the effects of resource constraints, the reliability of participant responses, the conceivable benefits of alternative methodologies, and the impact of unexpected variables on our results. Such a reflective approach ensures a comprehensive and balanced assessment of the research's scope and findings.
The first limitation with this study is the sample size and selection. This study is specific ally targeted at the effectiveness of DFT in Dyfed Powys Police. Lambert (2019) notes that the likelihood of obtaining statistically significant outcomes, increases with larger sample sizes. To overcome this the researcher has complemented quantitative data with qualitative insights to add depth to the findings. 
A further limitation of confirmation bias could be introduced into the study due to the researcher’s affiliation with the organisation, the digital forensic arena and their overall experience in digital investigations. Such bias can significantly impact a research study, resulting in a skewed interpretation of data, where researchers may selectively gather, interpret, or use evidence in a way that confirms their preconceptions (Bos, 2020).
In contrast, McNeill and Chapman (2005) note that the strong feeling of a researcher doesn’t automatically result in findings slanted towards the researchers’ beliefs or values. The researcher has overcome this by taking an openminded and balanced approach to the study, considering both sides of any argument presented in the findings (Bos, 2020). 
[bookmark: _Toc71135994][bookmark: _Toc184343950]3.6 Ethical Considerations

Prioritising ethical considerations in any research project is paramount. It sets the standards that guides the conduct of the researcher and ensures the protection of the rights of those who are subject of the research (Saunders, Lewis and Thornhill 2016). Consequently, a comprehensive ethics form was diligently filled out and approved before the project began, covering all aspects to ensure full compliance with ethical standards. 
Prior to engaging in any data collection, participants were thoroughly briefed on the research project's aims and objectives, which also outlined the intended use of their contributions in the analysis phase. In line with the ethics approval from the University of Wales Trinity Saint David (UWTSD), the researcher emphasised that participation was entirely voluntary, with participants free to opt out or decline at any point. 
Despite the open nature of qualitative interviews fostering a more engaging interaction between the researcher and participants, the study strictly protected participants' anonymity to safeguard their privacy. To prevent the opportunity for the misuse of data, all personal data was treated with the utmost confidentiality, anonymised, and secured on a password protected device.
[bookmark: _Toc71135995][bookmark: _Toc184343951]3.7 Conclusion

In this chapter, the researcher has effectively pinpointed and illustrated the most fitting and pertinent research methodology for the dissertation. The ensuing chapter will be dedicated to the presentation and thorough analysis of the data gathered during the data collection phase of the research project.

[bookmark: _Toc184343952]4. Chapter Four: Analysis

[bookmark: _Toc184343953]4.1 Introduction

In this pivotal chapter, the researcher delves into the intricate dynamics of Digital Forensic Triage (DFT) within the Dyfed Powys Police, drawing upon data gleaned from a comprehensive survey and in-depth interviews with members of the organisation. The advent of digital technology has not only revolutionised the way we live and communicate but has also introduced complex challenges in the realm of criminal investigations. As digital footprints become increasingly prevalent in crime scenes, the imperative for law enforcement agencies to adapt and evolve their forensic capabilities has never been more critical. Against this backdrop, DFT emerges as a potential innovative solution, offering a streamlined approach to sift through vast digital landscapes in search of key evidence.
This chapter aims to unpack the multifaceted role of DFT in enhancing the efficiency and effectiveness of digital investigations undertaken by Dyfed Powys Police. By weaving together quantitative insights from the survey with qualitative narratives from interviews, the researcher endeavours to construct a holistic view of DFT's current implementation, perceived benefits, and the challenges it faces within the organisation. The quantitative analysis sheds light on the diverse experiences and confidence levels among officers in handling digital investigations, revealing a consensus on the potential of DFT to evolve investigative processes. Meanwhile, the qualitative feedback provides a deeper dive into the practical implications of DFT, highlighting operational efficiencies, strategic decision-making enhancements, and the critical need for targeted training and technological advancements.
The analysis in this chapter sets the groundwork for an in-depth examination of DFT's strategic deployment, policy considerations, and the anticipated evolution of digital forensics within the law enforcement domain. Through the analysis the researcher aims to strengthen Dyfed Powys Police's capabilities in pursuing justice and ensuring public safety in an increasingly digital world.
[bookmark: _Toc184343954]4.2 Data Analysis

Kudbya (2014) outlines data analysis as involving the examining, cleaning, altering, and structuring of data to uncover valuable insights, draw informed conclusions, and facilitate decision-making. This analytical framework is versatile, and applicable across a wide spectrum of disciplines including business, science, and the social sciences. In the context of this research, data collection was facilitated through Microsoft applications, specifically Microsoft Forms for surveys and Microsoft Teams for interviews. Microsoft Forms was utilised to aggregate survey responses into an Excel spreadsheet, systematically organising participant feedback. Interviews were conducted via Microsoft Teams, which provided transcriptions for each session.
The research generated both quantitative and qualitative data. Quantitative data was derived from the research questionnaire, where responses were systematically arranged in a spreadsheet, assigning each participant a unique Survey Participant (SP) identifier (e.g., SP1, SP2, SP3). Qualitative data, on the other hand, was obtained from interview responses, documented in individual files for each participant, each assigned a distinct Interview Participant (IP) number (e.g., IP1). This methodological approach facilitated a structured and comprehensive analysis of the data collected, enabling a nuanced understanding of the research subject.
[bookmark: _Toc184343955]4.3 Key Insights from Participant Survey Results

[bookmark: _Toc184343956]4.3.1 Survey Demographics

The analysis of survey data in this dissertation has revealed a diverse array of backgrounds and professional trajectories among participants, primarily affiliated with different segments of Dyfed Powys Police. The participants represent various departments, roles, and years of service, providing a comprehensive perspective on the current state and future prospects for development in digital forensics within the organisation.
Notably, participation was significant from departments such as CID and the MOSAVO unit, collectively constituting 35% of responses, while the Police Online Investigation Team (POLIT) accounted for only 7%. Furthermore, 46% of participants were detectives, aligning with the survey's investigative focus within the organisation. This demographic composition underscores the targeted nature of the survey and reaffirms its relevance to the digital investigations field.
A breakdown of participant departments can be seen in Figure 4.3.1.1. below. 

Figure 4.3.1.1 – Q1. Department.
A breakdown of the participant job roles can be seen in Figure 4.3.1.2 below.  

Figure 4.3.1.2 – Q2. Job Role.
The distribution of years of service among participants also demonstrates a well-balanced spread across various experience levels, with a majority reporting tenures between 5 and 15 years. This distribution indicates a healthy blend of seasoned expertise and fresh perspectives, crucial for understanding the challenges and opportunities in digital forensics comprehensively. The varied experience base enriches the dataset, providing nuanced insights into the evolution of digital investigative practices over time.
A breakdown of the participant job roles can be seen in Figure 4.3.1.3 below.  

Figure 4.3.1.3 – Q3. Years of Service.
Despite the relatively small sample size, the survey has yielded a rich source of both quantitative and qualitative information, aligning with the research design's objectives.
In conclusion, the findings underscore the importance of recognising the diverse backgrounds and experiences of practitioners in digital forensics. Moving forward, leveraging this diversity can inform strategies for enhancing digital investigative capabilities within Dyfed Powys Police.
[bookmark: _Toc184343957]4.3.2 Confidence and Competence in Digital Investigations:

The survey among Dyfed Powys Police officers, covering questions Q4 to Q7, offered key insights into their confidence and competence in digital forensics, including decision-making on device seizures and the impact of formal training. The majority expressed confidence in conducting digital investigations and determining which devices to seize, indicating a solid base of assurance in handling digital evidence. However, responses also revealed a split in formal training experiences and varied levels of self-assessed competence, pointing to differences in individual perceptions of forensic skills.
Analysing these responses in the context of departmental roles highlighted how specific job functions, like those within the DFU, correlate with higher confidence and competence, likely due to specialised training and the nature of their work. In contrast, broader departments such as CID showed a range of confidence levels, reflecting diverse experiences with digital forensic tasks.
This analysis underscores the complex interplay of training, confidence, and competence in digital forensics across the force, suggesting a need for more standardised training and development to enhance digital forensic capabilities uniformly across all officers and departments.

Figure 4.3.2.1 – Q4. Confidence in Digital Investigations.


Figure 4.3.2.2 – Q5. Confidence in Seizure.

[bookmark: _Toc184343958]4.3.3 Use of Digital Forensic Triage (DFT):

The survey highlighted a disparity in formal training for digital device examinations, impacting participants' confidence and competence in digital forensics. For instance, a Digital Media Investigator with over two decades of experience (SP37) reported feeling "Extremely confident" and "Very competent" due to formal training, contrasting with others who felt less assured, emphasising the need for comprehensive training programs. Understanding the extent of formal training is critical, as it influences their proficiency with Digital Forensic Tools (DFT). Most participants reported having received formal training, suggesting a baseline level of expertise that could affect their perceptions and expectations of DFT.
Further investigation into the prevalence of preliminary examinations of digital devices by participants before their transfer to the DFU reveals entrenched practices of initial assessments, indicating a potential area for standardisation or enhancement by DFT to improve efficiency and adherence to procedures.
The assessment of participants' perspectives on the advantages of DFT is central to addressing the research question, highlighting the acknowledged benefits and the impact of DFT on accelerating investigative processes. For example, a seasoned Sergeant from the Criminal Investigation Department (CID) posited that DFT could significantly expedite phone examination processes (SP34), although concerns about the limitations of current DFT tools were noted, particularly their confinement to rudimentary analyses.
In summary, the feedback from participants overwhelmingly supports the integration of DFT in preliminary stages before DFU submission, signifying a strong consensus on its value in enhancing investigative processes and outcomes.
[bookmark: _Toc184343959]4.3.4 Examination Strategies. 

The survey responses regarding Question 9, which focused on the adoption of strategies in digital device examinations within the Dyfed Powys Police force, revealed a varied landscape of approaches. Notably, 17 out of 43 respondents indicated a consistent employment of structured strategies during their examinations, suggesting a degree of procedural uniformity among a segment of the force. However, the responses also highlighted a spectrum of practices, with 11 officers reporting situational use of strategies and 10 acknowledging a lack of strategic application in their examination processes.
Further examination of these practices in relation to departmental and job role affiliations unearthed additional complexities. Specifically, all members of the DFU reported a uniform application of strategies, reflecting the specialised nature of their roles and the procedural diligence inherent to units directly engaged in digital forensics. Conversely, the approach to strategy application among personnel from other departments, such as CID and MOSAVO teams, was markedly varied, encompassing a range from consistent to intermittent or non-existent.
This variation in the application of strategies across different departments and roles within the force points to disparities in the standardisation and enactment of digital forensic methodologies. While entities like the DFU exhibit a pronounced commitment to structured procedures, a wide range of practices prevails among other divisions involved in digital examinations.
The findings from the survey responses paint a complex picture of the digital forensic operational landscape within the Dyfed Powys Police, influenced by factors such as departmental orientation, the specific nature of job roles, and potentially the extent of specialised training and resources available. This scenario is characterised by a juxtaposition of methodical approaches and adaptable, case-by-case strategies.
[bookmark: _Toc184343960]4.3.5 Timeliness of DFU Examinations.  

A breakdown of the participant job roles can be seen in Figure 4.3.5.1 below. 

Figure 4.3.5.1 – Q12. Satisfaction of DFU Examinations.

A notable finding from the survey is the contrast in satisfaction levels regarding the timeliness of digital forensic examinations between departments. Participants from the Digital Forensic Unit (DFU) and Digital Investigation Unit (DIU) generally express higher satisfaction, with some reporting being "Very Satisfied." In contrast, other investigative departments such as CID, MOSAVO, POLIT, and PPT exhibit higher levels of dissatisfaction, with a significant number of "Dissatisfied" and "Very Dissatisfied" responses. For instance, 7 participants from CID expressed dissatisfaction, and 5 reported being very dissatisfied with the timeliness of forensic examinations. This disparity suggests a gap in expectations and experiences concerning digital forensic services across departments, highlighting a potential area for operational improvement and expectation management.
The qualitative feedback from questions Q14 and Q15 further underscores the concerns related to the efficiency and timeliness of forensic processes. Participants emphasise the value of DFT in streamlining investigations and reducing unnecessary submissions. One respondent noted, "the triage gives us an indication of what we will find, can open up lines of investigation that could be dealt with early on in the investigation," highlighting the operational benefits of early triage. Another participant pointed out operational inefficiencies, stating, "It would allow for fast enquiries to be completed around phone examinations and also help with valuable intelligence development, which often can't be completed in a timely manner due to delays in submissions."
[bookmark: _Toc184343961]4.4 Key Insights from Participant Interview Results

The qualitative analysis of interview responses from Participant 1 (IP1) and Participant 2 (IP2) provides a nuanced understanding of the effectiveness of Digital Forensic Triage (DFT) within Dyfed Powys Police. Both participants offer valuable insights into the operational impacts, challenges, and potential areas for improvement in DFT practices. 
[bookmark: _Toc184343962]4.4.1 Application and Scope of DFT:

Both IP1 and IP2 acknowledge the crucial role of Digital Forensic Triage (DFT) in enhancing the effectiveness of digital investigations. IP1 emphasises the collaborative relationship between DFIs and DMIs, elucidating the prevailing approach in which DFIs predominantly undertake triage operations with assistance from DMIs present at the scene. The collaborative approach of expertise, is crucial for the efficient collection and assessment of evidence at scene, as stated by IP1, who identifies that triage work is mostly completed by DFIs. However, when at scene they are supported by DMIs.  IP2 envisions the utilisation of DFT as a method to accelerate investigations through the identification and prioritisation of devices that possess relevant evidence. The primary objective of this focus is to address the issue of case backlogs while simultaneously improving service levels for law enforcement officers, victims, and the general public. The dialogue extends into the application and breadth of DFT within their professional duties, revealing subtle differences in their experiences and perspectives. Participant 2 accentuates the laboratory's commitment to ISO standards, aspiring to replicate these high-quality practices at crime scenes, thus ensuring a consistent and structured approach to DFT. The participant remarks, "At present it's just within the laboratory, but we try and emulate everything we do, all those quality practices at scene." This perspective underscores a forward-looking attitude towards harmonising on-site DFT activities with stringent laboratory protocols, thereby anticipating future demands and challenges.
Conversely, Participant 1 sheds light on the pragmatic application of DFT tools and the decision-making processes at crime scenes, offering a more tactile viewpoint. Despite the tools not being primarily designed for triage, they are employed as such to scrutinise data sets and determine the necessity of further examination. Participant 1 clarifies this process by saying, "It's not a triage tool. We're using the full software. It is classed as a triage, because you've gone, then you've looked through the data sets to find out, well, does this need to come in or not." This insight reflects a hands-on approach to DFT, emphasising the critical evaluation and judgment calls made by forensic practitioners in the field.
[bookmark: _Toc184343963]4.4.2 Challenges and Limitations:

The interviews revealed a collective comprehension of the challenges and constraints associated with Digital Forensic Triage (DFT), specifically in relation to the occurrence of false positives and the suitability of DFT in cases of significant importance. IP1 highlights a significant concern regarding DFT tools, as they frequently identify evidence that ultimately proves to be inconsequential, resulting in superfluous inquiries and inefficiencies within the procedure. IP1's observation emphasises that DFT tools frequently identify potential evidence that is ultimately irrelevant, resulting in inefficiencies. Simultaneously, IP2 acknowledges the constraints of DFT in crucial situations, such as murder inquiries where a comprehensive forensic analysis is considered more suitable given the gravity of these cases, thereby raising doubts about the effectiveness of triage in certain crime types.
The conversation further explores the challenges associated with specific DFT techniques like hash sets and keyword searches. IP1 critiques the reliance on hash sets for their limited coverage and points out the high incidence of false positives in keyword search results, stating, “The keyword hits are more reliable, but what we also found was there were many false positives" (Participant 1). Participant 2 also addresses these issues, advocating for a risk-based approach to manual examinations and acknowledging the intrinsic limitations of triage tools, "There's always an element of risk associated with triage, but for me, that risk is minimal compared to not adopting triage." (Participant 2).
In addition to these challenges, IP2 draws attention to a critical and growing issue: the management of the increasing volumes of digital data. This challenge is not only technical but also financial, as it requires substantial investment in server capacity to accommodate the burgeoning amounts of digital evidence. This observation is crucial for understanding the broader logistical and financial implications of the digital evidence explosion in law enforcement operations, as noted by IP2, "the growing challenge of managing increasing volumes of digital data, which necessitates significant financial investment in server capacity" (Participant 2).
These insights collectively paint a picture of the current state of DFT in the organisation, highlighting both its critical role in digital forensic investigations and a myriad of challenges it faces, including the need for skilled personnel to navigate its complexities and the financial and logistical burdens imposed by the ever-increasing volume of digital data.
[bookmark: _Toc184343964]4.4.3 Impact on Efficiency and Investigation Outcomes

Both participants agreed on the positive impact of DFT on operational efficiency and investigation outcomes, with certain caveats. Participant 2 highlighted DFT's role in device prioritisation and case backlog management, noting its ability to DFU’s workload by assessing devices on-site, thus avoiding un-necessary seizures: "DFTs have attended scenes and triaged a number of devices and were able then to not have to seize those devices. This then significantly reduces demand coming into the unit" (Participant 2). Conversely, Participant 1 provided a cautious assessment, acknowledging DFT's advantages while pointing out challenges in balancing investigation speed with evidence quality. This participant emphasised the importance of understanding DFT's limitations during field triage.
Despite acknowledging DFT's potential risks, such as overlooking crucial evidence, IP2 advocated for its use, believing the benefits in case management and investigation efficiency outweigh the risks: "I guess there's always an element of risk associated with triage, but for me, that risk is minimal compared to not adopting triage" (Participant 2). This discussion reflects a complex view of DFT's role in forensic investigations, noting its contributions to efficiency and outcomes while also considering the need for careful risk management.
Furthermore, both participants shed light on DFT's role in enhancing Dyfed Powys Police investigation outcomes, albeit from different perspectives. Participant 2 praised DFT for its strategic value in expediting investigations by providing crucial evidence early, facilitating effective suspect interviews and potentially leading to guilty pleas: "Certainly from triage for Polit cases. It's a really, really effective if you've got that evidence straight away". Meanwhile, Participant 1 highlighted the dependency on the expertise of triage practitioners and the necessity for additional training. "Well currently it's mostly DFIs who do the triage work. I know that there's maybe sort of some further training for the DMIs that's going to come about", pointing out the crucial role of skilled personnel in leveraging DFT effectively.
In essence, both participants recognise DFT's value in improving investigation efficiency and outcomes through early evidence gathering and decision-making. However, they also underscore the importance of operator expertise and the need for enhanced training and support, suggesting that while DFT offers significant benefits, its effectiveness is significantly influenced by the proficiency of those conducting the triage.
[bookmark: _Toc184343965]4.5 Conclusion and Future Directions

The extensive survey and interviews with Dyfed Powys Police members have provided valuable insights into the effectiveness and implementation of Digital Forensic Triage (DFT) within the force. Analysing quantitative and qualitative data has offered a comprehensive perspective on how DFT is currently utilised, its benefits, and areas needing improvement.
Quantitatively, responses from 43 participants indicated a wide range of confidence in digital investigations, yet a shared belief in DFT's potential to enhance investigative efficiency. Key findings include notable improvements in operational efficiency, workload management, and overall satisfaction with DFT, suggesting a strong foundation in digital investigative skills among the force.
Qualitative feedback further enriched these findings, revealing detailed views on DFT's advantages, challenges, and real-world applications. Themes such as the need for strategic decision-making, operational efficiency, and resource optimisation were prominent, alongside concerns about technological constraints and the necessity for in-depth training to maximise DFT's utility.
These insights collectively underscore DFT's critical role in streamlining digital investigations at Dyfed Powys Police, pointing to its capacity to fill operational voids and boost investigation outcomes. However, the call for more specialised training and the variability in confidence levels highlight the need for ongoing education and development, reflecting the dynamic nature of digital crime and forensic technology.
Recommendations from participants stress the importance of investing in cutting-edge forensic technologies, establishing standardised DFT practices, and implementing comprehensive training programs. These steps are essential, not only for augmenting DFT's efficacy but also for ensuring its ethical use in investigations.
Acknowledging the study's limitations, such as the small sample size, is crucial for contextualising these findings. Future discussions will delve into these results against existing literature and theories, aiming to enhance the understanding of DFT's impact on Dyfed Powys Police and the wider digital forensics domain. This groundwork paves the way for exploring strategic DFT applications, policy considerations, and future research avenues, ultimately aiming to strengthen the organisation’s digital forensic capabilities and contribute to more effective law enforcement and public safety.


[bookmark: _Toc71302307][bookmark: _Toc184343966]5. Chapter Five: Conclusions and Recommendations

[bookmark: _Toc71302308][bookmark: _Toc184343967]5.1 Introduction

This chapter summarises the study on the effectiveness of Digital Forensic Triage (DFT) in Dyfed Powys Police, focusing on its ability to reduce forensic workloads and improve investigations. The research included a review of literature, methodology, and data analysis to understand DFT's impact on modern policing. It compared traditional forensic methods with DFT, incorporating input from practitioners to highlight real-world challenges. The insights gained led to practical recommendations to enhance DFT's application and expand its use in policing. The chapter concludes with key findings and suggestions for future research to advance digital investigation practices in a rapidly evolving digital world.
[bookmark: _Toc184343968]5.2 Completion and Achievement of Objectives

The predefined objectives of this research project have been successfully achieved. 
[bookmark: _Hlk158731040]Chapter two effectively explored the concepts and practical uses of digital forensic triage (DFT) in law enforcement. By reviewing case studies and research, it highlighted how DFT works in criminal investigations, including its benefits and limitations.
· Identify and formulate a suitable research methodology to investigate the effectiveness of Digital Triage in Dyfed Powys Police. 
Chapter three successfully outlined the research methodology, detailing the chosen approaches and techniques for collecting primary data. This strategic framework was designed to address existing research gaps and set a solid foundation for analysing the collected data effectively.
· Critically analyse the data collected to assess the impact of Digital Forensic Triage on the efficiency and effectiveness of digital investigation units. This will include an analysis and comparison of the quality of the evidence obtained using traditional forensic processes against evidence obtained through Digital Forensic Triage. 
Chapter four successfully analysed the primary data collected using the methods described in chapter three. The findings were clearly presented through statistical analysis, providing a strong basis for a detailed discussion and critical evaluation.
· Identify the challenges associated with the use of Digital Forensic Triage in digital investigation units and at scene, through surveys and interviews with digital investigators, forensic examiners, and traditional investigators.
· Provide recommendations for the effective use of Digital Forensic Triage in digital investigation units based on the findings of the study, whilst considering opportunities to expand any recommended use to other investigation departments within Dyfed Powys Police and other police forces.
Chapter five consolidates the research findings and presents actionable recommendations for integrating Digital Forensic Triage (DFT) into Dyfed Powys Police and potentially other law enforcement agencies. It addresses the broader implications for digital forensics, highlights challenges encountered during the study and suggests areas for future research to enhance DFT methods and improve the efficiency of digital investigations.
[bookmark: _Toc184343969]5.3 Main Findings

The results of this study highlight the impact of Digital Forensic Triage (DFT) on enhancing efficiency and investigative outcomes within the Dyfed Powys Police department. The utilisation of DFT allows for the prioritisation of devices based on their importance as evidence and helps to address backlogs in the Digital Forensic Unit (DFU), speeding up the processing of vital information. This aligns with previous research that highlights how DFT can streamline workflows and better allocate forensic resources (Casey et al., 2009; Horsman, 2017). For instance, by prioritizing devices that are expected to provide information, DFT helps reduce the workload on units with limited resources, which is a common issue facing law enforcement agencies worldwide (Overill et al., 2013; Roussev, Quates, and Martell, 2013).
This study balances the speed of DFT with the thoroughness of evidence examination, particularly in intricate or important situations. While DFT speeds up decision-making, participants pointed out dangers, like missing evidence or rushing investigative conclusions based on incomplete triage findings. The problem raised here aligns with the criticisms found in discussions about the drawbacks of triage tools when it comes to dealing with encrypted information and depending on algorithms that could mistakenly exclude important data (Quick and Choo, 2014). This underscores the significance of implementing a two-tier approach, utilising DFT for evaluations and forensic examinations for cases of paramount importance (Jusas, Birvinskas, and Gahramanov, 2017).
The research also identifies challenges related to the operational reliability of DFT, including false positives and inconsistencies in triage methodologies. False positives, often resulting from keyword searches and hash-based filtering, were identified as a recurring issue, requiring additional validation that can offset the time saved by DFT. These limitations are well-documented in forensic literature, with scholars noting that triage tools frequently yield redundant or irrelevant data, complicating the evidence review process (Yang et al., 2015; Bashir et al., 2013). For example, Bashir et al. (2013) critique the inability of current triage tools to adapt effectively to the evolving formats and encryption techniques in digital evidence. Consequently, this research reinforces the importance of refining triage methodologies to ensure that efficiency gains are not undermined by additional downstream validation processes.
The study reveals varied satisfaction levels among departments regarding the timeliness and reliability of forensic examinations. Specialized units like the Digital Investigation Unit (DIU), which is familiar with DFT processes, reported higher satisfaction, while general departments like CID expressed frustration with delays and bottlenecks.  This highlights the need for better communication and aligned expectations between forensic units and investigative teams (Tully et al., 2020; Garfinkel, 2010). A lack of standardised workflows and an inconsistent understanding of DFT further contribute to interdepartmental inefficiencies.
The study highlights that practitioner expertise is key to the success of DFT. While triage tools are becoming more advanced, their effectiveness relies on the training, judgement, and experience of the users. Research supports the need for standardised, competency-based training to ensure consistent skill levels across departments (Pollitt, 2013; Horsman, 2019). A lack of formal training, as noted by Jusas et al. (2017), often leads to inconsistent practices and limits the tools' usefulness. This research strongly recommends tailored training programs that focus on technical skills, ethical considerations, and procedural standards.
Despite its challenges, DFT remains crucial for managing the growing complexity and volume of digital evidence. It reduces backlogs and improves resource efficiency, making it essential for modern investigations in a data-driven world where evidence growth outpaces forensic capabilities (Hack, 2021; Horsman, 2017). However, the study highlights the need for ongoing technological advancements, such as AI and machine learning, to enhance DFT's reliability and scalability (Roussev, Quates, and Martell, 2013).
Adopting collaborative approaches, standardised practices, and advanced technologies is crucial to fully leveraging DFT. Future improvements should focus on overcoming current tool limitations, adapting to new types of digital evidence, and ensuring legal reliability. These efforts will enable DFT to transform digital forensics and keep justice systems efficient in a rapidly evolving digital world.
[bookmark: _Toc184343970]5.4 Recommendations

[bookmark: _Toc184343971]5.4.1 DFT Strategy Development

To enhance the efficacy and consistency of DFT across all divisions within the Dyfed Powys Police, it is imperative to establish clear, standardised operating procedures. As part of this initiative, a standard set of criteria should be created for ranking devices and judging evidence. This will make the triage process the same across all units. Furthermore, the formulation of detailed protocols is essential for the meticulous handling of potential evidence, a measure critical to preserving the integrity and admissibility of digital data within legal frameworks. Moreover, the integration of established best practices, along with adherence to both national and international standards such as those set forth by ISO, is crucial to bolstering the quality and reliability of forensic procedures. Collectively, these steps will significantly contribute to the refinement of DFT applications within the organisation, fostering a more consistent and robust forensic investigation environment.
[bookmark: _Toc184343972]5.4.2 Forensic Tool Evaluation in DFT

To optimise the success of digital forensic triage (DFT) processes within law enforcement agencies, a thorough understanding of the capabilities, strengths, and weaknesses of digital forensic tools is paramount.  This recommendation advocates for a comprehensive exploration and research initiative aimed at evaluating digital forensic tools. This initiative will enable the identification of the most effective tools for various DFT scenarios, ensuring a high standard of evidence integrity and investigative efficiency. This initiative will not only enhance our understanding of forensic tool functionalities, but also equip forensic practitioners with the most appropriate tools for their investigative requirements, eliminating the need for an ad-hoc manual approach to DFT.
[bookmark: _Toc184343973]5.5 Limitations

Despite the comprehensive approach and the successful achievements outlined in this study, it is important to acknowledge the limitations that were encountered:
[bookmark: _Toc184343974]5.5.1 Sample Size and Scope: 

The study mainly concentrated on Dyfed Powys Police, potentially restricting the applicability of the results to other law enforcement agencies with varying operational contexts and resources.
[bookmark: _Toc184343975]5.5.2 Access to Data: 

Limitations on accessing sensitive or classified information in law enforcement may have restricted the thorough analysis of the operational complexities of Digital Forensic Triage (DFT) within Dyfed Powys Police.
[bookmark: _Toc184343976]5.5.3 Technological Evolution: 

The rapid pace of technological advancements means that the tools and methods of DFT are constantly evolving. This study captures a snapshot in time, which may not fully encompass the latest developments in the field. It also impacts the latency and low availability of other academic and peer reviewed material to guide any research in a particular field.
These limitations emphasise the intricacies of studying digital forensic practices and emphasise the necessity for continuous investigation in this evolving field. Future research should focus on overcoming these limitations by broadening the study's scope and utilising longitudinal designs in order to take advantage of advancements in digital forensic technology.
[bookmark: _Toc184343977]5.6 Future Research

Future research on DFT within the Dyfed Powys Police should address the limitations identified in this study to enhance its relevance and applicability. The confined sample size and the study's focus solely on Dyfed Powys Police highlight the need for a broader investigation that encompasses multiple law enforcement agencies. In addition, embracing a longitudinal research design would mitigate the impact of technological changes, providing a more accurate and timely depiction of DFT practices and their effectiveness on investigation outcomes. Such an expanded scope would offer comparative insights and facilitate the generalisation of findings across different operational contexts and resources. 
[bookmark: _Toc184343978]5.7 Conclusion

This study examined the impact of Digital Forensic Triage (DFT) in Dyfed Powys Police, focusing on its ability to improve efficiency and investigative outcomes. By addressing backlogs, prioritising evidence, and optimising resources, DFT has proven to be a valuable tool for modern law enforcement. However, challenges such as missed evidence, inconsistent application, and reliance on practitioner expertise were identified.
The research provided practical recommendations, including standard workflows, better training, and advanced tools to enhance DFT’s effectiveness.  It also highlighted the need for better collaboration and communication between departments to align expectations and improve satisfaction.
Despite achieving its goals, the study encountered limitations such as a narrow sample size, data access restrictions, and rapidly evolving technology. Future research should address these gaps through broader studies and longer-term analyses to improve DFT practices.
In conclusion, DFT has the potential to transform digital forensics by balancing efficiency with thoroughness. Strategic implementations, technological advancements, and organisational improvements can help Dyfed Powys and wider law enforcement adapt to the complexities of digital forensics.  This research lays the groundwork for further exploration and development of DFT in ensuring justice in a data-driven world.
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The effectiveness of Digital Forensic Triage (DFT) in reducing demand on Digital Forensics, whilst improving the efficiency and outcomes of criminal investigations. A critical analysis in Dyfed Powys Police.[image: ]
	1. Can you provide an overview of the digital forensic processes and procedures currently in place within Dyfed Powys Police for handling criminal investigations?

	Participant 1 – 01:10
OK, so essentially the officers at the scene may or may not include someone representing the DFU, so possibly DFI (digital forensic investigator) being attending that scene as well, but if not, generally speaking items are seized at scene. Sometimes the decisions to be made there and there's rules and regulations around those to make sure that you just don't seize everything, that that's at the at the at the scene.
If we have a DFI, the experience they have helps in reducing the number of items that comes in and decisions could be made there.
There is a framework around this which is called ISO17O2O, although that has been implemented yet as yet, but that is in the future pipeline for the regulations that we have to work around.
Once items have been seized, if we do have someone from the DFU attending, we have equipment at scene that can then analyse those devices and some form of triage at that point can be sort of implemented and this can help determine whether or not certain items need to come into the DFU or not.
From the point of time that the exhibits that have been agreed that they need to be seized and brought in, they get seized by the officers, taken back and then those items are submitted through an MG21 process, which is a national standard form.
That form arrives at the gatekeepers for the DFU, which is a digital forensics unit, and at that point there, X number of the exhibits may or may not, all of them may be accepted, or some may be rejected, but certainly you know a number of devices will be accepted and they will then be submitted to the DFU and sent in the internal mail.
Once those items receive this, they're obviously bagged and sealed, and so you know, they can't be tapped with or any anything else. Once you get to DFU, the items are opened up, photographed, descriptions of them are made, determined what devices they are, and this is pretty much, you know, the same for mobiles and computers at that point. However, what I'll say is there, there's a small sort of, I say, small. There's a split then with the processes that occur, in that computers are often sort of accessed as what could be classed as dead boxes, in that they have their storage drives removed and those drives are removed and the exact forensic images are taken of those drives, which are bit for bit. So, the data contained within those drives is copied exactly to another storage device and it's that data that gets processed through the forensic software. 
With mobile devices, because the mobile devices are actually computers in their own right, and just by the mere act of touching them, you use them, using the screen or plugging them into any other device, the computer is inside that device can still change data internally. So, you're never going to have that sort of dead box advantage that you get with computers. 
But with mobiles they go through a slightly different process. However, they’re still photographed, the conditions described, and then the forensic software that is connected to the device and that you know goes through the device and extracts all the data that can be extracted from the mobile device, and then that is stored in files, which are then processed by the software again.
After that, you've got your data sets safe and sound and secure, and obviously within the DFU we are accredited to ISO17O25, which is a test and calibration standard, and that ISO17025 structure, standardises and maintains quality throughout the processes that are run through the data sets.
The forensic software used is validated and run through a series of tests created within the DFU, and we make sure that our software and the way that we use the software is compliant and achieves reliable results and results that we understand, if there's anything that we might have to mitigate against within the results provided by that software. 
So, price of ISO17025 is the structure that we work around. Once we've got the data sets and they've been processed by the software to extract meaningful data. So, really the data initially starts out as a set of numbers and then gets built into and parsed into a human readable report basically. That's the easiest way to describe it.
And it’s those reports then that are looked through by the DFIs and sometimes they are looked through by the officers themselves. It's from that information, then, that any evidence of value is gleaned, and then statements and SFRs are created. SFRs are streamlined forensic reports, and these are like a quick way of submitting digital information or digitally stored information about a case that we've recovered, to the court system, who our customers, to a degree. As are the officers, and we then push forward that data through into courts. Courts could then, obviously defence lawyers can then reject or accept what we've said. They can question something. They may have defence experts who looks through that data themselves and that will then cause further questions, or we will then maybe do further work to, you know, to counter their arguments or whatever else to put forward the case.
And that's sort of beginning to end of the overview of digital forensics processes and procedures, I think which how we handle criminal investigations.

	1.1. What occasions would a DFI attend the scene and examine devices?

	Participant 1 - 07:16
I think generally speaking, we have the Polit team and it's the Polit team who often will take a DFI with them because the Polit team are the police online investigation team, because they're online, there's always going to be an element of computers within that case, like many cases may not have a digital element. I mean, they're quite a few and far between now, but to be fair, we know that the Polit team cases will involve digital devices and so we attend with those. But also, if for example, officers believe that there's a digital element to a case that they're attending, then they may request our assistance and that happens as and when it's felt necessary, and when we have capacity to do so.

	1.2. How do the timescales vary for the different types of devices?  

	Participant 1 - 08:03
Right. Well, the time scales I would say to some degree. Like a mobile device could possibly be analysed and looked at, you know, within a day possibly. It could be extracted and processed within half a day and maybe the results viewed within space of a couple of hours, but that would be maybe a small simple device, and great.
But not all devices are that small, simple or the data sets gleaned from them are not always that small either. So, we could be talking from a few hours or like several hours, to, we've just had to drive in now, which is 2 terabytes in size, and it's taken practically a whole day to actually make the forensic copy of it. To process it could take up to four days because it depends on how heavily used the drive is, how full it is of media, how full it is of other artefacts. I mean, it's not unknown for us to have one device with up to like 2,000,000 images on and videos on top of that on one device. Coupled with maybe 300,000 search terms and possibly you know 50,000, just Google search terms type of thing.
So, like, that's obviously going to take. Well, you're looking at least a week just to image and process it and then to go through that number of images, videos, and search terms you could be looking at another two weeks. If there's any further like work or more in-depth work of parsing out unknown databases and any other work, that could be another, you know maybe another couple of weeks. So, basically for the devices that come into us, you could be looking between 4 hours to get a result to four weeks to get a result, possibly even longer. If there's encryption involved, you could be trying to, you know, crack that encryption, and that could take another. Well, it's unknown. You know, it could be months, you know. So, it's very difficult to say. On average, I would say it's probably around about a week a device, on average.
Researcher – 10:10
Thank you. So, it's fair to say that the time scales for devices will depend on the complexities of the data that come off of it, the size of the data sets and you know, and there's added issues with encryption and types of technology.
Participant 1 – 10:30
Yeah, exactly that. Yeah, definitely. 

	2. In your experience, what are the primary challenges and limitations of current digital forensic practices in Dyfed Powys Police?


	Participant 1 – 10:45
That comes back to probably what we just touched on really, in that it's the size of the devices, the size of the data sets that we have to look through, the complexities of encryption and how like multiple applications and data platforms that are out there, are now may be encrypted or that they store their data in nonstandard ways or in ways that take longer to parse or can't be parsed without extra additional security features. 
So, the primary challenges really are size of data, encryption, and also the ever-changing nature of the applications themselves, because you have, you know like updates are happening all the time to every app, you know; every week to some degree; to operating systems, to file systems, and all these updates and little changes that go on in the background, mean that it can be very difficult for us to stay. Well, not difficult for us to stay within ISO17025, but when you look at ISO17025 being a test and calibration standard, you need to have ground truth data. Unfortunately, the ground truth data for ISO17025 can never cover every version of every software, against every file system, against every operating system, which means that your ground truth data is ever changing, which means it’s very difficult to test and calibrate against. 
So, one primary challenge is your size of data. The next is the encryption or any obfuscation of the data that happens to be, you know, by the developers of the software that you're looking at, but then also on top of that, then we have to work to a standard that is not really quite fit towards ground truth data that is ever changing.
So, those are probably the main challenges for us at the moment.

	3. Can you describe any specific cases or instances where DFT was employed, and what were the outcomes in terms of efficiency and investigative results?

	Participant 1 – 12:48
Right. Well, I'm the technical specialist for the DFU now, so I don't particularly get involved in the day-to-day sort of warrants etc, but I know that our staff do use ADF as a triage tool at scene. We have used it in the lab as well and it's quite good in that it can give you some results quite quickly. You know that it's scanning through the file system and scanning through quite a number of files relatively quickly, and it can be quite a good pointer towards whether or not there’s anything of concern on that device.
How truly effective it is, is always difficult to say.
But sometimes, it's kind of more obvious from the human look at a device, but I know these questions about where DFTs are employed, but what I'm trying to say is, that your digital forensic triage tool is always going to be looking at things like hash sets and keywords, which is great, and you can set it running in the corner and say “off you go” and normally the DFI would then be getting on with something else, whilst that is sort of kicking off in the corner. Then you come back to it and go right well it's come back with no keywords and no hits on a hash set, so yeah we'll call that device clean.
I would think that the DFI would also probably have a sort of manual look through the drive or through the data device. I mean obviously talking from the computer side things if you're plugged into a write blocker, the data's safe, you're not going to change any data by doing that. So just in case that's anyone's concerned about that from what we're talking about here, that wouldn't be the case. If it was a mobile device and you're manually looking through it, then yeah, you might change some things looking through it, but hopefully you've extracted the data by then.
But if you’re triaging, it's a good pointer, is what I can say. I can't say that it always makes things more efficient or improves investigative results, because basically when it gets back to the lab, it will always have a full scan. And triage is always going to be like a light touch over the top, over the file system. It won't be going into a deleted areas. It won't be going into embedded images and other areas of the drive, just because at scene, and if you're triaging that way, you haven't got the time to wait for that to complete. 
So, it's a good pointer is what it is, I'd say, but as with regards to specific cases or instances where it's been employed, and what were the outcomes. I'm afraid I don't have a fantastic example of that off top of my head. Sorry.
Researcher – 15:36
Thank you. You touched on, I think you touched on the fact that you utilise triage or DFT tools or processes inside the lab. Is that correct?
Participant 1 – 15:46
Yeah, we have done that, and again, what I'll say about that is that we'll run it through, but it's still even at the end of it running through and it might have been running for 7, 8 or 9 hours and it's done, and its job's come back negative. It's still likely that the DFI will then just view the drive contents in a humanistic way, just to sort of say. Yeah ok, it's come back negative, and I’ve looked on there, and you know what, yeah, it does look like sort of, yeah that's a games drive. We've let ADF do its job to say, yeah, I haven't found anything against hash sets or keywords, and I've had a look and that’s a games drive or work drive and yep, there's nothing on it. So, it still has that sort of final human element.
You know for doing that, it's a good tool for just letting it sit alone in a corner getting its way through exhibits and then at the end at least you've got some reports to say. Well, look, I haven't found any keywords, and I haven't found anything on the hash sets. 
If it does find anything, then there's more work to be done, if I'm honest. Then, because if it's found something, the next stage would be then to investigate those results and there'll be quite a number of them, which will be false positives. And then it depends if it found pictures or if it’s found keywords. Keywords will generally be found, but then you'd need to review those keywords to see, well, do these keywords actually, are they there for legitimate reasons or not. Do you know what I mean? So, you've got that stage then to go through it. If you think, oh yeah, I'm not too sure about that. Yeah, ok then we'd better process the whole thing. 

If it comes about completely negative and you have a quick scan, and you agree. It's a good way of not having to do the rest of the checks.

	4. How do you perceive the impact of DFT on the demand for digital forensic resources and personnel within Dyfed Powys Police?

	Participant 1 – 17:57
What I'll say about that is, is that for example, we do get our MASAVO officers sort of using triage tools and we have had instances where devices get sent in because the triage tools are saying that the items are positive for, you know, illegal material or keywords that are indicative of illegal activity.
But then, like you say, when we go through them, we find that there's nothing on there. So, nothing of relevance on there. That's partly because some of the MASAVO officers wouldn't be as ofay with what is likely to be false positive or not. Whereas a DFI may well be, but you know, we haven’t got enough DFIs to go out on every MASAVO visit. 
But at least for them, if it does come back with some sort of hit, or if it comes back with a hit which is blatantly, obviously illegal, or that there's a hash set that pulls up an image that goes, oh yep, this is obviously an illegal image, which is great, then you know that's great. We know that the data is positive and that can come into us.
The impact there is probably good, in that you know that the tool has been run through that device and that you've got some sort of pointer towards the fact, that we need to have a look at this device. So, it's not just like you know, we've no idea, but it doesn't always reduce the numbers perhaps as much as we'd like, because we've had several negative cases coming from triage tools. 
We've had positive ones as well, of course we have. You know, and that's great, because the positive ones are to some degree the success stories, because, yep, I found that. Yeah. Come in, great done. But we do still get negative devices coming through the unit, but at least then I'm sure the MOSAVO officers and others have had cases where it's come back completely negative, and they are happy to just leave that behind. So, it must have reduced some aspects of some exhibits not coming in. So, I presume that's good. 
The only other strange aspect I'd say about this, is that sometimes within the unit and for welfare of the staff within the unit. Is that, because to some degree some negative items are now being stripped out and X percentage of our casework is of indecent material. That within the unit, the staff are now subject to a far higher degree of cases, which are indecent image based and are more likely to be positive. So, we are finding that for staff welfare purposes that there's a lot more exposure to indecent material than was historically the case.
Researcher – 20:51
Do you think that’s a case that there's an increase in those types of crimes or the fact that more of the items coming in now are just containing the essential evidence for the investigation?
Participant 1 – 21:03
Yeah, it's more of the other devices. Yeah, because years ago, for example, the Polit team and say for example MOSAVO are dealing with those areas, you know sort of like explicitly really, not quite explicitly obviously they cover a number of areas, but there's a high percentage there of those things, and because a high percentage of those things are then likely to be positive and because triage is taking up some of the negative items and because of gatekeeping and because of the overall need for what's high priority; because of course you know the protection children at the end of the day is what a massive part of what this department's about. That to some degree, not to say, unfortunately, we're all here to do the job and that's great. But there is also the aspect of staff welfare, and I would say that now, there's far higher percentage of cases are child sexual. Rather than your drugs jobs, fraud, and other types of crimes, which means that one of the impacts overall, not particularly specifically triage, but slightly maybe, is that we've seen higher percentage of positive devices for illegal imagery, which means we see a lot more of that now than we used to.

	5. Have you observed any differences in the speed of investigations and the overall quality of evidence with the implementation of DFT?

	Researcher – 22:17
I think you possibly touched on question 5, which is fine. Question 5 is, have you observed any differences in the speed of investigations and the overall quality of evidence with the implementation of DFT?
You touched on there about the POLIT and the MOSAVOs triaging, and devices and you were seeing a greater number of positive devices coming into the lab and it was likely that you a number of those negative devices you weren't seeing them. 
Participant 1 – 22:49
Oh yeah, from some aspect of triage, but let's not forget that it's not only some of the triage tools that might have done that. Some aspects of triage are the fact that when we're out at scene, we will review, for example, you know one forensic package we'd almost do the sort of full job at scene, because it's not a triage tool. We're using the full software. So, is that classed really, truly as a triage. It is classed as a triage, because you've gone, then you've looked through the data sets to find out, well, does this need to come in or not.
I don't know if there needs to be split in this question or in what we're talking about here, as in, you know. Of course, there is a reason for triage, and of course there's a need for it. There's no doubt about that. And if anything, I've said so far is anyway negative, it's not about that. It's we have to do some form of triage. But what has to be important is that we have to understand the limitations and what that triage tool, whatever it is that you're using as your triage tool, is what it's going to get for you and what it's going to do for you. So, it always has to be a rounded picture of what you do, to do your triage,
But then when you say any difference in the speed of investigation and the overall quality of the evidence with the implementation of DFT, to some degree, whenever we've attended, well whenever any DFU member staff has attended at scene or a warrant or whatever it may be, to do some work to help with finding out what's going on at scene. That is triage, no matter what sort of form it is, and we've always done that. We've done that since 2009, you know, and before.
But are we talking about, are there particular triage tools that are more or less effective, and that's a slightly different thing, because we've always triaged. It just depends on how well we think we are triaging and whether the tools are there to help us.

	6. What tools and technologies are currently being used for DFT in Dyfed Powys Police, and how have they affected the overall workflow?

	Participant 1 – 25:20
So basically, for mobile devices, we're generally using Cellebrite at scene. It's the full version of Cellebrite that we use. We do have available to us Axiom as well, which is also a full tool, and we can run that at scene as well, and you can run that in a quick mode. We also have ADF which is a specific triage tool, which we also use.
But also, with the use of write blockers for computer devices, we are able to plug a drive in and just look through the drive contents through Encase or through FTK, or, well those two packages mainly, and you can actually just view the drive contents. If you're using Encase or FDK, you get to see all the deleted files, you get to look through the deleted areas of a drive and see if there's data in the deleted areas, and so there's a lot of things you can do, like manually.
But we understand with the size of drives and the complexity of data on there, that you might have a drive with thousands if not millions of files on there. and with the best in the world, no human is going to be able to go through that quickly or effectively or reliably. You know, it's not saying anything bad about that, because it would be impossible, and that's where the triage tool comes in to be very effective. But when we say it's very effective, we still have to understand it's limitations. 
So, our tools and technologies I would say are what I just mentioned.
Well, when you say affected the overall workflow from before to now or do you mean affect the overall workflow within the unit. I mean what I would say there is, we've always done some form of triage, and now that we've got these other tools and it's been implemented a little bit more rigorously now maybe, than possibly previously. It affects the overall workflow, perhaps in the way that I said earlier and that perhaps we do get more positive devices coming through the unit now than we used to. 
Researcher – 26:26
Thank you. I think you touched on it earlier as well when you talked about it allowed you when you had say for example lots of hard drives, you were able to triage some of those devices and let them, leave them running to give an indication if there was something on there, and if there isn't, there's nothing, that you'd have the manual look. If you were happy that, you were happy with negative sort of thing.
Participant 1 – 27:45
Yeah. Yeah. And there's also, for example, we've had not loads, but couple of year-old computers which are vast. We had one computer in that with the internal drives and the external drives that were attached to it. There was 70 terabytes of data. Well, it would have taken weeks to just to image all of that to somewhere. It would have taken again, weeks and weeks to process that, and although we say about the triage tools, effectively, ultimately, we had to sort of manually live look through those and pick and choose which drives of the ones that were attached it seemed to have anything of concern on it. That was a human look at the end of the day, because even the triage tools were taking days to go through OneDrive.
So, you know, that is you still have to maintain a mix of technologies, depending on what it is you're looking at.
Researcher – 28:49
Thank you. And I quite like the fact that, we think of tools as it has to be a forensic software or tool, but a tool can be a manual review as well then.
Participant 1 – 28:59
Yeah, of course it can. Yeah. Don't get me wrong, you have to do an element of triage. There's no getting away from it. The amount of data that we're going through, you know. I think in this DFU, we're not a huge unit, but we have gone through something like 160 terabytes of data by February. If we start counting in January, and I think off the top of my head that’s just computer devices. 
Researcher – 29:28
That's huge numbers.
Participant 1 – 29:30
Yeah, yeah.

	7. Are there any concerns or drawbacks associated with the adoption of DFT that you have encountered in your work?

	Participant 1 – 29:43
Yes. There's like I say, you know completely with the aspects of triage, but one of the things that we've got to do for ISO17025 we have to cover screening as part of the accreditation now. And screening is obviously effectively triage, but the tools that are out there. We've tested four tools for triage, and of those four tools one of the main drawbacks or concerns is that if you're using hash sets to look for indecent images your hit rate is probably something like 6 in 300. 
So, if you find 6 images pre-categorised then you will only get, ultimately that drive will contain somewhere in the region of 300. Now you might say that's fine because the triage has done its job. If it finds one indecent image, you know that you're going to go looking for the rest, and that's fine. That's great, I get I get that entirely, but if you look at the ratio of that. You have to then also accept that, and this has been borne out, because we've tested drives that we know to be positive, because we've got them from our cases that have been completed. Run them through the hash sets and 75% of them have come back negative. That means that 75% of those drives we've just gone through triage tools, we'd have said, oh there's nothing on there, fine, leave that alone. But we know, because they are drives that we're positive, and have been convicted on. So, that's a risk and that is a problem.
So that's number one. 
Secondly, you have to be careful where you use those hash sets. Ok, if for example, you're going to do a case where it's believed that the offence that's happening is local and maybe the images that maybe are first generation or have only just been created. Then they will not have made their way onto any hash set yet. Or highly, highly unlikely not to have made their way onto any hash yet, and therefore you have to understand that hash it will not be effective. Not particularly effective anyway, but even less so, when you're looking at that type of case. 
Now don't get me wrong the officers understand that, and that framework is built, and that's fine. But hash sets are not at the moment large enough or complete enough to be a particularly effective triage tool at the moment. Yet use them, it's fine. It doesn't take a huge amount to use them. I mean, it's all you're doing there is hashing all the files that you can find on that device. And let's not also forget that there'll be live files. You won't be hashing carved files, because you will not be carving files in the triage type of scenario.
Carving files out, it will be done it back at the lab, and there's a full process, not as a triage. So, when you're looking at live files, not deleted files, and you're looking at the size of the hash set, they're not particularly effective. And then the other thing then with the concerns of drawbacks is possibly about the fact that many keywords that are used, they're either too short and so they appear with many false positives, or they sometimes are words, which can be used in common parlance, can be in dictionaries, can be in, well, whatever it may be, and because of that you get a number of false positives. 
So, the person who's reviewing the keyword hits. The keyword hits are more reliable, from the screening testing that we've done towards the ISO17025 so far, we did find the keywords were more reliable as an indicator of whether there's something of an illegal nature on a drive. We found the keywords to be far more reliable than the hash sets. But what we also found was there was many false positives. And if you've got those false positives, it does take someone with some knowledge of computer systems, file systems, operating systems etc and files and of applications, etc, to go oh yeah that's fine. We can ignore that. We can ignore that, and so, there needs to be an element of knowledge there for that, but let's not to say they can't be used. Of course, they can be used, but any triage tool must be used with a realisation of its limitations. 
Like anything in ISO17025 and lots of things within policing and anything else, its risk based. Everything is risk based. So, you have to know your product, know its limitations and that's because its limitations are where your risks are. If it does a fantastic job at something you know that can be trusted and it's reliable, then great, that's not your risk area. You can trust that, but where your limitations are. That is where you have to know, right it doesn't do this particularly well or it may not do this, or it might not catch that. Right, what's the risk of that? How do you mitigate against it? And that's where you build your processes up to make sure that your triage what you're effectively doing is sort of as robust as possible, and maybe tailored to what you're doing. And that is the important bit of triage. Really, I can't emphasise that enough. That’s the crux of triage.

	8. Are there any specific training or skill requirements for personnel involved in DFT, and how has the organisation addressed these needs?


	Participant 1 – 35:02
I've kind of touched on this a little bit. So, I'm not going to go massively into this, but yes, you're quite right. Like I said, you have to understand what those tools are giving you and by understanding what the tools are giving you, like so having some knowledge of file systems, applications, what type of files that may contain this or that or the other. By knowing those things, then you can sort of help understand what some of the results of the triage tool is giving you, and that can help you then to understand what you're getting and whether your risk is high or low with that device.
What we've done with that. We have obviously within the unit, all our DFIs are trained. We all go on training courses. We have training courses for the software that we use, training courses for areas that are of particular interest. We have training areas for difficult areas of forensic work, but also, we've tried to feed some of that training out to MOSAVO officers. We've had training days with those, and we do also do training days for police officers. Although that's probably a little bit more high level, it's not quite to the triage level, because not all police officers will be doing triage obviously. But what I'm saying is that as an organisation, we do have training and we do filter it down to the people who are dealing with this type of thing.
But really speaking, the people who know the best, so understand the results of triage tools the best, they're always going to be people from the DFU, or from the DIU.

	9. Can you share your thoughts on how DFT has influenced decision-making processes related to allocating digital forensic resources to different cases?

	Participant 1 – 36:53 
Yeah, I think so. I think to some degree, the triage, and like I say, it doesn't always have to be a tool. It can be what's seen by a by a human at the time. If for example, at the triage scene, we noticed that there's lots of chat on there, or that there's first generation images of a victim, or of those sorts of things. We know that there's going to be a push towards giving it to a member of staff who's had more experience maybe with those types of cases.
And we also have teams within the DIU. Where we have analysts, and the victim ID officer, who can take those cases on and then push through the necessary work that needs to be done around those areas to make sure that the correct channels are followed to follow up any evidence that's brought about from those areas. So, the triage to some degree will always hopefully, sort of give you some pointers to where that data needs to go.

	9.1. Is there any limitations in the Force as to who can complete DFT?


	Participant 1 – 38:22
Well currently it's mostly DFIs who do the triage work. I think they're supported by the DMIs at scene. I'm pretty sure they are. I know that there's maybe sort of some further training for the DMIs that's going to come about. But I mean I think that the DMIs are quite adept at going through the processes of looking through the data because they do it quite a lot themselves.
So, I mean, I think that the teams that we've got here, sort of cover that quite well, but it's always going to be people who are qualified in looking through data, who are going to be the best at looking through that data.

	10. Have you received any feedback from investigators or other stakeholders regarding their satisfaction with DFT in terms of its impact on their work?


	Participant 1 – 39:26
Because sort of a lot of the DFT is being done probably or not saying within the unit as such. But you know it guys from within the unit who are actually attending and doing the triage work. Then perhaps not so much in that side. The MOSAVO officers have appreciated the training they've had, and they've appreciated the fact they've got some tools to go out and to look through devices. So, yeah, we've had good feedback from them to say that's great. 
The only thing I'll say is that we have had a number of instances where we've had to rebuild dongles (ADF equipment) and the software stopped working and they're unsure how to get it working again. Mainly because they're not as perhaps technically proficient as someone who's working with these tools every day, day in, day out. 
There's an element of the tools and the triage processes are appreciated by the MOSAVO officers. But I think within the DFU, we are all sort of working towards the same aim. So, it's maybe not feedback between ourselves, but I think that generally speaking, I know that someone who's looking through a case is going to appreciate the fact that perhaps they're not having to look through 20 devices when they've only got eight. But ok, all those eight are positive, but you know at least they’re not having to go through 20 devices.
Researcher
Yeah, that makes sense.


	11. From your perspective, how could DFT be further optimised or improved to enhance its effectiveness in reducing demand on digital forensics while improving the efficiency and outcomes of criminal investigations?


	Participant 1 – 41:14
Well, the true answer of that and with what's currently going on and I don't bang the drum of something that's a buzzword at the moment, but let's go there, is artificial intelligence. However, right now, it is not good enough. It's probably years away from being good enough.
It's a very difficult, nuanced area, but instead of having to rely on hash sets, I mean we could say, OK, make hash sets better, and make keywords more intelligent. But if you're going to make keywords more intelligent, then that's a form of AI, which is what I've just mentioned. So that's one way.
Making hash sets bigger and bigger and bigger. Does that really help because you end up playing with databases that are so large that they take a long time to pole through, which means then you have to have memory sticks which are large enough. You have to have computers that are powerful enough to run these hash sets, which are quite large. And not only that. We know that at the moment, even though with hash sets of like 138 million, one national hash set is that’s only 25% effective. So, do we need a hash set that’s at least four times the size of that? Well, there's another hash out, which is about 2 billion, and we've got access to 2 billion hashes, and we've got access to that. But even that is still only so effective. Well, I don't know the exact percentage of that, because that work hasn't been done yet, but we know that it still doesn't pull everything out. 
So, you have to move away from looking for exact images and what you have to do, is try and get an artificial intelligence that can look at images and determine from the image itself. Do I think that image is indecent or not? The problem with that is, that then you're into a massive GPU usage. You're still going to need very heavy, powerful processing available at scene and or wherever the triage is occurring, and also at the moment the AI doing that, is not brilliant. It's okay, but it's not brilliant. So, therefore, at the moment it's a question of improving AI massively to be used for triage. 

	12. What are the key success factors or best practices that you believe contribute to the successful implementation of DFT in a law enforcement context?

	Participant 1 – 44:03
I think I mentioned them earlier. Use a mixture of tools. Use the tools that match the case you're looking at, and knowing what the limitations of those tools are so that you can mitigate against them and use them as a well-rounded package to get to give you the best overall results from what you're looking at.

	13. Can you provide any insights into the future direction of digital forensic practices and the role of DFT within Dyfed Powys Police?

	Participant 1 – 44:38
Yeah. Again, that's just going to be working towards improving hash sets, working towards improved AI. We won't be doing that, but that's the direction that people are going. But also, I think that there's an element of online accounts form a large part of what we have to look at, and we see that we are having to look at more and more sort of cloud accounts and online datasets.
I think that to some degree, we as a law enforcement should be able to have maybe greater access to people's social media, their Google accounts etc. So that when you investigate someone you have that data readily available. The only problem with that, is of course, GDPR, or other data protection acts, probably don't always help with that. I know that within the Data Protection Act, there's a whole section for law enforcement and that's great, and we do have support from those companies, Google etc. But I think that when we start talking about the future direction of digital forensic practises, I think it's going to have to include at some point, the automatic inclusion of people's online data. 
Whether that will happen or not, I don't know. But if we had that, coupled with what we're looking at on the devices themselves within the role of triage. So, part of the triage would be that we can have an instant hit of a snapshot of their online account from in an easy, quick fashion. And if we had that as part of the triage as well, just to build up the picture of that person as a user. Then that would be highly advantageous. What we get from that, I don't know. I mean at the moment. Things seem to be closing down, like lots of things becoming more encrypted, more hidden away, less accessible, but then on the flip side, you see about the joined-up nature of big data in the background and companies such as Cambridge Analytica and others. Where we know that there's absolutely vast amounts of data about everybody out there, and I think that policing will be tapping into that in the future.



















[bookmark: _Toc184343983]Appendix C – Research Interview Questions and Answers – Participant 2

[image: ]
[image: ]
The effectiveness of Digital Forensic Triage (DFT) in reducing demand on Digital Forensics, whilst improving the efficiency and outcomes of criminal investigations. A critical analysis in Dyfed Powys Police.[image: ]
	14. Can you provide an overview of the digital forensic processes and procedures currently in place within Dyfed Powys Police for handling criminal investigations?

	Participant 2 - 1:21
Officers will seize digital devices as part of a criminal investigation, and then there's a submission process they need to follow in order to get those devices into the DFU.
One central location, one laboratory covering the whole of Dyfed Powys police. So, the officer will complete a submission form giving details of the crime and the exhibits seized and their relevance for the investigation. 
There is an element of gatekeeping then, performed by our central submissions team. Basic QA cheques, and then also looking at the proportionality and necessity of those devices coming into us.
And then from there the details get updated to. We've got a case management system then, which holds all the data of the cases coming into the unit.
It's scored in terms of priority, so we look at different elements of risk or time scales to give that case a score and that score then will dictate where it sits in the queue and then each day that a case isn't allocated, it will increment by two points. So essentially even your lower-level cases will eventually rise to the top of that queue.
So then once the case is allocated by myself, each Monday, the DFI will pick up that case and then the examination will begin.
Do you need any details?
On any more details on that process?
Researcher - 3:07
Just in terms of the matrix scoring or the risk scoring that you do.
Is that the same for every investigation?
Participant 2 - 3:17
Yeah. So, we've got a matrix that we've slightly modified it as a national risk matrix and we apply that then to every, every single case. There are certain criteria then which will invite extra additional points, such as a child under 10 or.
There's an element of safeguarding then that we need to increase those points quite drastically. But yeah, every case then is subject to this same priority matrix.
Researcher - 3:51
And just in terms of research that I've done so far has been mentioned of a matrix for drugs offences.
Can you tell me more about that?
Participant 2 - 4:03
Yeah. So in line with force priorities and obviously digital, there's a huge backlog due to the volume and the extent of the case work we receive, there's been a decision made around the drug offences that they would come under an additional gate keep keeping mechanism whereby certainly only PWITs drug offences are considered and they go through an additional scrutiny and thresholds to be able to be able to. To be submitted to the department.
And that's performed by a DS I think, or it might be a DCI.
And he gate keeps all those submissions.
Researcher - 4:49
Oh, brilliant. Thank you. So essentially that I take it that's to cut out non PWITs offences from being submitted into the unit, so possession only offences.
Participant 2 - 5:01
Yeah. Possession only and meeting certain thresholds for sentencing.
Researcher - 5:11
Thank you. And just one last question on that process and you talked about the demand, what is your sort of backlogs at the moment for your devices?
Participant 2 - 5:23
At present there is roughly 150 devices in the backlog, which is approximately 45 cases. It's come down drastically over the last, certainly the last nine months, from a bit of proactive work, really in a number of different areas.
One being the scrutiny over the gate keeping, like we mentioned that that drugs matrix certainly helped.
Upskilling our gatekeeper to understand what is indeed necessary and proportionate to the to the point of looking at exhibit level as well. So why are we seizing, for example, a laptop in a in a rape case? So just bringing in that level of scrutiny around what's coming in the department. Also, we've had some new technology. We've had some an uplift in. Well a renewal, then of equipment so that some of our processes in the office could be streamlined. We've had the addition of a technician (DFT) post, so we've had four technician posts and their core role is to undertake the non-child sexual cases.
The child's sexual cases tend to take a lot longer. They're performed by the investigators (DFIs) since they do the full job, they look at every image video, within, on a device. Whereas the technicians provide a service where they're extracting the information from a phone or computer and then providing it to the to the investigating officer to examine and put forward any evidence. So those four technician posts have really, kind of brought the backlog down certainly of those non child sexual cases allowing us to (a) the investigators to concentrate on those child sexual cases and (b) bring about a more timely service.
Researcher - 7:28
Oh brilliant. Thank you. And in terms of time scales at the moment where what, what do they look like?
Participant 2 - 7:35
The average is two months. But that's not really a showcase because you've got the child's sexual jobs in there, which do tend to take a lot longer because they have computers and mobile phone cases.
Some of the, for example, some of the drug’s jobs were turning around in six weeks. It really does vary on what score it receives on that scoring matrix.
What I can tell you is the longest case in the backlog at present is. 2 seconds I'll just bring up the information.
So, the longest, the case that has been in the backlog longest is 3.4 months. So going back to the start of the year, we were looking at six months. So, you can see that we've significantly brought down that time scale for the for the backlog.

	15. In your experience, what are the primary challenges and limitations of current digital forensic practices in Dyfed Powys Police?


	Participant 2 - 8:59
The volume of data and the number of exhibits and the complexities the cases means that there's a huge throughput of work. I guess staff, staffing is an issue. I could probably have twice a size team that I've got, but obviously we're in a financial situation where I'm I won't be. I won't be having any more staff for a significant time.
Staff turn around retention times in DFUs is notoriously, quite high fast-paced. I think, probably because of the nature of the job and the things that the staff have to look at, you don't tend to hold on to staff for too long and also not so much in Dyfed Powys because there's not much competition. But there are a lot of private industry roles of a similar nature, which staff are attracted to due to offering much more, much higher wage, so it's staff attention.
Equipment. We've recently been lucky enough to have an uplift in our infrastructure. However, before that we were working on archaic systems.
Technology, as you know, evolves very quickly, so it needs that financial backing to refresh things to keep things current and keep the unit moving as it should. So that's a big thing. Big thing for us.
And then the complexity. So more often than not phones, devices, computers are encrypted, they require password cracking, quite often sending off to external partners in order to, to pursue security bypassing and that all again is further work for the time on the unit.
Researcher - 10:57
Thank you. Is there, is there any challenge or limitations you face around sort of accreditation or scrutiny in terms of processes?
Participant 2 - 11:11
Yeah, that's another big one for us is obviously the ISO17025 standards, the forensic regulator now has a legal standing, so that we've got to comply to those standards to submit any evidence to court, which is a huge undertaking. I've got 2 senior members of staff working on that work full time.
It adds, I'd say probably about 20% of the time spent doing a forensic technique, just to comp just to comply with those standards. So, by us gaining accreditation, we're seeing probably 20 to 30% less work undertaken just to be able to meet those standards of quality and it's ever increasing. So, every year there are additional, additional regulations that are brought in, so we're having to then change our working practises. And all of this takes a great deal of time, money and effort.
And it also really, it reduces what we can do and what we can achieve, because everything has to first go through a change, an official kind of reporting, then, to be able to do anything outside of our day-to-day practise and it all impacts on the business and the service that we provide.
Researcher - 12:45
So, is the ISO accreditation only in lab or does it apply to at scene or outside of the lab essentially?
Participant 2 - 12:54
At present it's just within the laboratory, but we try and emulate everything we do, all those quality practises at scene, because eventually there will be, those will fall under ISO standards and also anything essentially, you're doing at scene is later going to come into the lab and examination undertaken in the laboratory, and it will become part of the scrutiny then, if it goes forward into the criminal justice system.
So, we want to apply those quality standards from the start so that we can assure the integrity of what all the processes that we've undertaken. So, although no, it's not at the moment, we're still having to, we're still having to comply with elements of that at scene.

	16. Can you describe any specific cases or instances where DFT was employed, and what were the outcomes in terms of efficiency and investigative results?

	Participant 2 – 14:02
OK. Well, on a number of occasions, DFTs have attended scenes and triaged a number of devices and were able then to not have to seize those devices, since they could be deemed negative, so this then significantly reduces demand coming into the unit.
Prior to triage, they would have all been seized and all come into the unit and that would have caused us a great deal more work. So, certainly, it's it does that on a regular occasion we've had instances where the triage has indicated first generation, and safeguarding issues, so that we are able to prioritise that examination and safeguard victims of child sexual abuse as a result of that triage process. Obviously, that's a that's a key thing for us.
And, again, just day-to-day, we're able to prioritise devices as a result of the triage. The DFTs/DFIs will undertake triage and they can clearly see then which device is the smoking gun, so to speak. So that we can prioritise that device above others and hopefully meet those thresholds of illegal images, and then we don't have to examine every single device. We can really kind of prioritise and focus our forensic strategy on those devices, which contain the evidence. So, I think those are three good examples there of where triage comes into its own.
Researcher - 15:55
And in those instances, was triage deployed by trained DFIs?
Participant 2 - 16:01
Yeah. Yes. So, we tend to only use triage, certainly, for Polit, the child sexual cases by the trained individuals of this department who have good skills set around digital evidence anyway, they can understand what an artefact is, where it comes from, what that tends to indicate, and are really proficient then in the use of those tools.
Researcher - 16:30
Brilliant. Thank you. And just one more slight question on that. 
Do you have any strategies in place around triage then?
Participant 2 - 16:41
No, not at present. So, cases which come into the laboratory, the main DFU, they undergo the gate keeping. They also get assigned a strategy in terms of the case type. So, for example the child sexual cases will take on the CSE/CSAM strategy, in which case the DFI undertakes the full job, they review all the images. There's quite a detailed, standard operating procedure around what that examination should encompass, and then it's slightly different then for your non CSAM cases. 
However, at scene it is down to the examiner. So, it's reliant on their experience and skill set to determine exactly what to do and what actions to take. So, there is an element there of risk, not only in the software because triage software notoriously only looks at certain areas and can only pick out, certain key artefacts, but also the risk in the skill set of the examiner and their approach to the examination.

	17. How do you perceive the impact of DFT on the demand for digital forensic resources and personnel within Dyfed Powys Police?

	Participant 2 - 18:04
So, I've talked about in terms of it, it helps us out in terms of demand coming into the office. But yeah, there is a there is a counter to that in that I lose two members of staff from the office at every Polit warrant. It tends to be a full day, an early start, the examiners will go out.
Yeah. So, in terms of resources, I do lose two members of staff in order to undertake the triage. But I feel that usually this pays off in terms of being able to negate devices coming back and being submitted at a later stage. So, yes, it does demand resource, but bang for the buck, usually, it pays off.
Is that what you mean by that? 
Researcher - 19:30
Yeah, that's fine. I mean, I was just going to ask further. So, in terms of the Polit warrants, it's fair to say the DFIs go then, and they triage a number of devices and then don't essentially seize them as a result, as so you only get coming into the lab what is necessary. Is that correct?
Participant 2 - 19:51
Yeah, yeah, that's right. When I refer back to the question previously, yeah. I think it's around 50% of devices are saved coming in by that triage element.

	18. Have you observed any differences in the speed of investigations and the overall quality of evidence with the implementation of DFT?

	Participant 2 - 20:33
OK, so, the triage, certainly it can pinpoint devices, so focus our examination on certain devices, but also down to where the artefacts are on a device, so again that can really speed up the full examination process because within the triage process there's examination notes where the DFI will record what was found at scene and therefore when an investigator picks up the case, they can review those notes and streamline their investigation with what's found to date.
And then the speed investigations well.
Researcher - 21:46
Sorry, you talked about speed, I think it was overall quality you were going to go to next.
Participant 2 - 21:50
I don't know. I talked about quality. Yeah, so, I guess it is quality as well.
I'm just trying to think how it improves quality, because ultimately, we do the examination, we do a full examination after.
Researcher - 22:09

It doesn't have to be an improvement; it could just be a difference in in the use of it. So that could be a negative, it could be a positive, whichever you feel that you've noticed at all. I mean, I take it you've seen an improvement in speed and efficiency on investigations, but it's whether that overall quality is impacted at all.
Participant 2 - 22:32
Well, I think. Because of the extent of digital information on a device, we have to accept the fact that triage may not provide the same quality that a full examination would.
It certainly plays a role in this office even. Even within the office we use an element of triage, and it cuts down the time spent on a case significantly.
Quality? I'm not so, I don't think I can comment that this going to improve quality, but it certainly improves the way that we examine casework.

	19. What tools and technologies are currently being used for DFT in Dyfed Powys Police, and how have they affected the overall workflow?

	Participant 2 - 23:51
OK, so we've got 2 main tools that we use within DFU.
Cellebrite for phones and Axiom for computers. Oh, you want to know about just triage. OK, so we use ADF triage.
We've done a test on a different triage software and have actually found that ADF serves. Well, it basically it showcases the best features that you'd expect from a piece of triage software. So, it covers things like keywords found within artefacts, live images, and live videos, whereas other pieces of triage software we found, certainly some of them missed any keyword elements which is quite important, because often, triage software does not touch the deleted space. So, where we are we are quite reliant on those textual artefacts to decide whether a device is positive or not. 
So, we use ADF and yeah, we found it a very effective tool in both at scene triage and also an element of triage in the office for the non-primary devices.
Researcher - 25:20
Thank you. You talked to about some limitations there. Is there any limitations on the types of devices ADF can be deployed against?
Participant 2 - 25:24
Yeah, that's quite key actually. So ADF really only triages computer devices.
There isn't really a tool out there which is effective at triaging mobile devices. So, we are quite limited in that respect.
Usually, we're having to do a full extraction at scene for mobile devices in some instances, so that that takes time.
We have scanned the current marketplace for triage tools for mobiles, but there doesn't seem to be anything out there at present, which would serve the purpose that we require.
Researcher - 26:19
And so, in terms of mobile phones or devices that aren't supported. Would utilise any manual examination of those devices at any point.
Participant 2 - 26:31
Yeah. And I think it's done at a risk-based approach. So, if we do feel that the device belongs to someone in the household, that isn't, we don't think is the suspect. Then due to the intel that will be manually reviewed. But any devices then, which we feel may contain some of that evidence, we will do the full extraction. So, it's all, it's all a risk-based approach.

	20. Are there any concerns or drawbacks associated with the adoption of DFT that you have encountered in your work?

	Participant 2 - 27:19
OK, so obviously I'm not a practitioner so I don't have that kind of insight in terms of the actual use and how the software works. Though, I guess there's always an element of risk associated with triage, but for me, that risk is minimal compared to not adopting triage, because ultimately, we'd have twice the amount of backlog, and the risk then will be sat with cases in the queue as opposed to maybe missing some images on one device.
And I think possibly digital forensics has changed over the years. It used to be, seize everything, look at everything. But due to the technological era that we're in and the vast amounts of data, it just isn't viable anymore. So, I think that that risk-based approach is really important.
And yeah, for me the concerns or drawbacks are minimal compared to the advantages that that that concept brings to the unit.

	21. Are there any specific training or skill requirements for personnel involved in DFT, and how has the organisation addressed these needs?


	Participant 2 - 28:51
New members of staff have to go through quite a rigorous training programme, an internal one that we've created. It's part of the ISO17025 standards, where and the quality management system that we train staff in the use of all the equipment and standard operating procedures.
There's a fairly robust sort of partner/buddying system. Whereby new staff certainly first watch the process and then they're expected to undertake the processes on test devices. And then from there on, their work gets quality assured quite rigorously, until we're at a point where we believe they are deemed competent and it's only then that they are released onto actual casework.
In terms of triage then, because that is predominantly undertaken by our trained DFIs and DFTs from the unit they naturally undertake that quite intensive training programme. We also send them on vendor specific training for the software that we use within the department.
Triage software again is subject to training in within the department. We don't go to ADF for external training for that.
But again, it is part of a training matrix where staff witness and then undertake the examinations themselves. They are witnessed and signed off then by our quality managers.
Researcher - 30:48
Just in relation to that training. Does that just apply to members of the digital forensic unit or does that apply to all staff across the organisation?
Participant 2 - 30:59
No, we try and keep it quite minimal. MOSAVO staff are trained. They recently received a technology bid from the Home Office I believe. So, they were able to purchase their own triage software, so they purchased ADF off the back of our recommendation, and we provided in house training then to those staff and officers on how to use the tool, and how to deploy on their registered sex offenders.
But again, we try and keep that quite minimal. We don't want to train the masses because, certainly, from the HMIC review, things like forensic kiosks and elements of forensic capability for mainstream officers becomes a bit of a Wild West. So, we want to try and give frontline officers the skills that they need, but kind of reign it in so that anything then potentially going into criminal justice system as a result of digital forensics is quite tightly managed in terms of training, competency and maintaining a standard of examination, which would come under scrutiny. So yeah, apart from DFIS within the office and MOSAVO, we tend to, we don't give that tool to anyone else.
Researcher - 32:43
When you talked about standards, I take it the training requirements for the personnel within the DFU would be come under ISO accreditation as well, I take it?
Participant 2 - 32:59
Yeah, yeah. So, all training undertaken for DFU staff come under that ISO accreditation, yeah.

	22. Can you share your thoughts on how DFT has influenced decision-making processes related to allocating digital forensic resources to different cases?

	Participant 2 - 33:50
OK. But then we don't triage anything that is non CSAM really.
Researcher - 34:11
So, it's fair to say that in terms of decision making around triage. You'd apply that to CSAM cases only?
Participant 2 - 34:21
Yeah.
Researcher - 34:22
And that and it's helped to influence those factors on decision making, because you've then been able to allocate depending on the number of devices etc. I think you mentioned it in a previous question.
Participant 2 - 34:34
Yeah.
Researcher - 34:36
But outside of that then, DFT isn't used for any other crime types really?
Participant 2 - 34:41
No. It's only used in CSAM cases, and like I mentioned in a previous question, it's really handy for those because we can focus our investigations on key devices and even in some instances you can understand from a triage process, that the person, the suspect then is quite technical, or perhaps has cryptocurrency.
And then in that case, then as the manager, I can earmark that case for someone that's one of the more senior digital forensic investigators, who would be able to tackle that case much easier than perhaps a junior investigator. So, it's really handy for that aspect as well. But in terms of non CSAM cases, we do not use, we don't really use triage.
Our triage tool is centred around looking at images and videos, which are predominantly formulate the CSAM cases and keywords around CSAM material. So yeah, as it stands, we just use triage. So, in terms of allocating different forensic resources, different cases. It doesn't really influence that it, but it does influence the exhibits and who perhaps I allocate the cases too.
Researcher - 36:26
Ok. Would that be for the same for on scene in investigations? So, say you had a non CSAM crime at scene, whether that's a murder or something like that.
Participant 2 - 36:46
Yeah. For a murder, I'm not sure that we would deploy triage software. I think for those sorts of cases they would just be submitted straight to the DFU lab, because I don't think triage would be necessarily very effective, and in such a sort of important case, then you would want everything done according to the ISO standards from the start. So, that is a limitation to the triage software in that it really only caters for CSAM cases as opposed to other crime types.

	23. Have you received any feedback from investigators or other stakeholders regarding their satisfaction with DFT in terms of its impact on their work?


	Participant 2 - 37:56
Well, certainly from triage for Polit cases. Some of the evidence has meant that they can interview the suspect at the first instance quite effectively. So, it enables them to have evidence to go into interview with images for example, that have been located on the device.
And that becomes then a very effective interview because it's prior to the suspect being able to speak to sometimes solicitors, to family members, etc, or come up with defences. It's a really, really effective if you've got that evidence straight away and then obviously guilty pleas off the back of that.
So again, that triage software or element rather allows for that effective first instance of interview process and guilty pleas.

	24. From your perspective, how could DFT be further optimised or improved to enhance its effectiveness in reducing demand on digital forensics while improving the efficiency and outcomes of criminal investigations?


	Participant 2 - 39:35
I think probably we need to look at a clear kind of strategy around the deployment of triage software so that everyone undertakes the same process. We're not so led by examiner experience and their decision making, but rather around standard operating procedures with tested methods, and clear strategies around how to deploy it, what artefacts we're looking for, thresholds of what we deem positive or what we deem negative.
Possibly a clear set training matrix around that then. So, once we've got that that operating procedure in place and that strategy in place, a training programme built around those elements.
And equipment. The better the equipment, the faster the triage; the more devices that potentially could be looked at scene, and then the less demand coming into the unit. So, I guess that investment, is a constant investment into digital units and it's really important for us to have the equipment that we need to provide the service we want to give.
And then with those processes in place, we could look at agreeing thresholds with potentially the CPS, so that if certain thresholds are met, there's a charge in decision on the day and we can pretty much finish the investigation there and then, and that will have even less impact on the DFU. 
So, if a certain number of images and surrounding artefacts are found on that day with triage software, CPS are content with that outcome, and we no longer have to do anything more. We can potentially put a forfeiture order on the rest of the exhibits and as long as there's no potential first gen or safeguarding elements to the case, then that would be a really effective outcome for those cases, but obviously there's a lot of standardisation and validation that needs to go on in the background before anything like that can happen.

	25. What are the key success factors or best practices that you believe contribute to the successful implementation of DFT in a law enforcement context?

	Participant 2 - 42:35
Again, I think it's going into what I've just said around standardisation, validated processes, case strategies, which take into account any limitations as well around the software. CPS will have to be certainly well briefed around what that triage software does. What it potentially can miss, so, they can take that risk-based approach on what we're presenting. 

	26. Can you provide any insights into the future direction of digital forensic practices and the role of DFT within Dyfed Powys Police?

	Participant 2 - 43:41
OK. So, as I mentioned, there has been an investment into the unit around technology.
There is an appetite for us to invest further in the department and create a centre of centre of excellence for digital forensics, so that we are providing a nationally recognised service; in terms of meeting our demand effectively, but also looking to potentially to provide a service to other forces who've got a backlog of work.
So, we're looking at a new office environment, new ways of working, making sure we have the right technology in place, possibly an uplift in staffing, but this is a couple of years down the line. There has to be a great deal of work in place, such as a project manager and a detailed business case to support all this.
But there is an ambition there to develop the unit further. Nationally I know that they're doing a lot of work around cloud and automation, so there's an ambition then for forces to be able to extract a device, send the image up to a cloud environment where there's an element of automation and then a repository then where officers, for example, can go in and look at their forensic reports and it's all been imaged and processed in that environment, so that there is standardised approach, and again to try and meet the volumes and the backlogs that all the forces are experiencing today, but a lot of these national projects do take a long time and the funding for them is usually very short lived. So, I wouldn't hold my breath on that.
And I think future direction for digital forensic practises and the role of DFT. So, again we're looking, I mentioned technology, looking at automation and using technology to its best effect. So, looking at a virtual environment, so that there's less data being moved around. Having automation, so that one piece of software runs automatically straight after another, so there's less human intervention, so we can streamline processes and get everything, get mechanisms in place then where we can meet the demand of the volume of data that we're receiving.
And of course, elements of that will include triage. So again, using that effectively.
Certainly, in cases with a large number of exhibits. Making sure that those are triage so that we can focus on those primary devices and again bring that backlog down. So, we are turning around cases in a super quick time and providing a level of service then to our customers, the officers and then in turn the victims and the public so that we can provide that level of service that is required.
Researcher - 47:25
Thank you for that. I get the sense that the biggest challenge is the growing volume of data from your answers today, and I just wondered, in terms of data size, does that really impact on how you work within DFU?
Participant 2 - 47:50
I think so. In terms of our server, we've had to increase. We've had to invest £1,000,000 into our server just to hold the data that we're extracting from devices.
So, it's a massive cost implication on the force and it's only going to grow. You've got things like cloud data to consider, and how that's going to impact us in the future, again, there could be huge, huge repositories of cloud coming in in the future.
And then in terms of volume. So, again, it's case by case. So, you could have a keen photographer who has a number of computers and devices, and they are absolutely full of high-resolution photos, images, videos and in those instances that's a real painstaking and long monotonous job to look through those devices.
So, in terms of volume, yes, volume in terms of terabytes is a big thing, but also what is the information held on those devices, has a big effect on how quickly cases can be completed and the impact on the department. So, I'd say data is a big concern to us in different ways, if that makes sense.
Interview concluded – 49:48




Digital Forensics Submissions and Backlog - Cases

Cases Backlog	44621	44652	44682	44713	44743	44774	44805	44835	44866	44896	44927	44958	44986	45017	45047	45078	45108	45139	45170	117	104	104	104	113	97	91	101	88	78	112	126	121	127	70	52	48	43	51	Cases Submitted	44621	44652	44682	44713	44743	44774	44805	44835	44866	44896	44927	44958	44986	45017	45047	45078	45108	45139	45170	72	53	82	58	57	49	59	52	48	47	69	54	42	41	36	36	39	23	56	
Monthly Values




Digital Forensics Submissions and Backlog - Devices

Devices  - Backlog	44621	44652	44682	44713	44743	44774	44805	44835	44866	44896	44927	44958	44986	45017	45047	45078	45108	45139	45170	375	283	283	283	235	330	351	322	362	350	377	402	399	430	315	214	188	176	187	Devices - Submissions	44621	44652	44682	44713	44743	44774	44805	44835	44866	44896	44927	44958	44986	45017	45047	45078	45108	45139	45170	188	127	171	147	119	105	247	141	88	171	204	110	92	102	95	64	60	31	105	
Monthly Values




Q1. Department




Total	
CID	Digital Forensic Unit	Digital Investigation Unit	MOSAVO	POLIT	PPT	15	7	4	9	3	5	

Q2. Job Role




Total	
Detective Constable	Digital Forensic Investigator	Digital Media Investigator	Inspector or equivalent police staff	Police Constable	Sergeant or equivalent police staff	20	5	4	2	3	9	

Q3. Years of Service




Total	
20 plus years	15 to 20 years	10 to 15 years	5 to 10 years	Less than 5 years	7	8	12	14	2	

Q4. Confidence in Conducting Digital Investigations




Total	
Extremely confident	Confident	Neutral	Not confident	4	21	12	6	

Q5. Confidence in Seizure




Total	
Extremely confident	Confident	Neutral	Not confident	7	26	6	4	

Q12. Satisfaction of DFU Examinations




Total	
Very satisfied	Satisfied	Neither satisfied nor dissatisfied	Disatisfied	Very disatisfied	4	4	9	15	11	
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Figure 1- Annual Size of the Global Datasphere
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Particpant Q1. What is your 

department?

Q2. What is your job 

role?

Q3. How many years 

of service do you 

have in Policing? 

Q4. How confident 

are you in conducting 

digital 

investigations? 

Q5. How confident 

are you at 

determining what 

digital devices to 

seize during an 

investigation?

Q6. Have you 

received any formal 

training to conduct 

examinations of 

digital devices? 

Q7. How competent 

do you feel you are at 

conducting 

examinations of 

digital devices? 

Q8. Have you ever 

examined digital 

devices prior to 

submission to the 

Digital Forensic Unit 

(DFU)? 

Q9. Do you utilise a 

strategy when 

examining digital 

devices? 

Q10. If you have examined digital devices prior to 

submission to the Digital Forensic Unit, please 

explain the circumstances in which you have 

conducted the examinations. 

Q11. How often do 

you submit digital 

devices to be 

examined to the 

Digital Forensic Unit 

(DFU)? 

Q12. How satisfied 

are you with the 

timeliness of digital 

forensic 

examinations in 

Dyfed Powys Police? 

Q13. Would the 

ability to conduct the 

Digital Forensic 

Triage (DFT) of digital 

devices prior to 

submission to the 

Digital Forensic Unit 

Q14. Please explain why you feel it would or would 

not benefit your investigations? 

Q15. How do you feel Dyfed Powys Police can improve or 

optimise the effectiveness of digital forensics for criminal 

investigations?  

SP1 CID Detective Constable 10 to 15 years Not confident Not confident No Not competent No Sometimes N/a Yearly Neither satisfied nor 

dissatisfied

Yes It would be beneficial to triage and therefore only 

having to submit the relevant items  

Regular/refersher training for relevant departments on 

digital forensics for investigations including update to date 

changes on seizing/Submissions 

SP2 POLIT Sergeant 

or equivalent police 

staff

15 to 20 years Extremely confident Extremely confident Yes Competent Yes Sometimes I am trained in the examination of WiFi router 

and conduct these examinations at scene. 



I also conduct the manual triage of devices during 

the execution of POLIT warrants in order to 

establish primarily if there is any offending 

material on a device, which would confirm a 

criminal offence and also to establish the 

ownership of a device and rule out any non 

relevant devices from being seized 

unnecessarily. 

Weekly Disatisfied Yes I feel it allows you to confirm ownership of a device 

and establish if there is likely to be any evidence on 

a device relevant to your investigation. It also assists 

in maximising digital opportunities during the early 

stages of an investigation, for example identifying 

cloud accounts owned by a suspect and providing 

account details in order to facilitate the securing of 

evidence that may be contained in these accounts.

I feel providing officers with sufficient formal training and 

tools to be able to conduct digital forensic triage in a suitable 

manner to secure and preserve evidence. This will improve 

officers ability to identify and seize the most relevant 

devices in investigations and only submit what is really 

necessary to the digital forensic unit. This will reduce delays 

in investigations caused by waiting for months for devices to 

be examined in the lab.  

SP3 CID Sergeant 

or equivalent police 

staff

15 to 20 years Confident Confident No Not very competent No Sometimes n/a Weekly Disatisfied Yes the triage gives us an indication of what we will find, 

can open up lines of investigation that could be dealt 

with early on in the investigation. It could also allow 

us to liaise with CPS early on as part of EA, with more 

of an idea around what we might find on devices, 

and have discussions around parameters.

Divisional staff that can undertake the triage and 

examination of devices and also be on hand then for any 

explanations/assistance when a product from examination is 

obtained. When most staff are HQ based, this means that 

OIC's often have to travel to HQ, and from some area's of the 

force, this means at least one shift taken up by this one task. 

The Polit team and the triage of devices at scene, submission 

of devices, is excellent.

SP4 CID Sergeant 

or equivalent police 

staff

5 to 10 years Confident Confident No Competent No Always N/A Monthly Disatisfied Yes would save time as we are waiting on a full 

download when sometimes we are just looking to 

see if one specific piece of information is on the 

phone.

Triaging devices prior to submission and timeliness of 

examinations.

SP5 Digital Forensic Unit Sergeant 

or equivalent police 

staff

10 to 15 years Confident Confident Yes Competent No Sometimes Not applicable  Never Satisfied No Introducing digital forensic triage would require 

alignment with the Forensic Science Regulator (FSR) 

codes of practice, which are now mandatory. 

Allowing more people to conduct a triage would 

increase the difficulty of controlling compliance and 

competence.



Clearly defined strategies, effective software which doesn't 

allow for deviation from the method and automation can 

help alleviate laborious tasks.



SP6 CID Detective Constable 15 to 20 years Confident Confident Yes Not sure No Never N/A Monthly Very disatisfied Yes In my previous force terminals for digital triage were 

set up in most stations for DC's to access devices 

prior to sending, for simple downloads or 

interrogations if it contained the sought material at 

all. This greatly reduced the time required to submit 

devices for formal analysis.

As above.

SP7 Digital Forensic Unit Digital Forensic 

Investigator

5 to 10 years Confident Extremely confident Yes Very competent Yes Always Joint visits with social services - Visited the 

property with Social services and CID to conduct 

an examination of a child's devices following 

intel for CSAM. Performed an examination of the 

mobile device. The device was positive for CSAM. 

Therefore, the mobile and the PC were seized 

and submitted to DFU. 

Never Satisfied Yes Not an OIC - However, this would help with the DFU 

backlog. It would also help officers investigations as 

there might not be the need to wait weeks/months 

for full examinations to be conducted. Therefore, 

they can progress investigations in a timely manner.

I feel like DPP have improved the effectiveness of Digital 

Forensics already this year with the implementation of DFT's. 

This means low level cases (Drugs, Burglary, Assault etc) are 

not in the backlog for an extensive amount of time. It has 

also meant the DFI's are able to concentrate on the CSE cases, 

meaning DFU are conducting high scoring cases in a timely 

manner. 

SP8 CID Sergeant 

or equivalent police 

staff

10 to 15 years Neutral Confident No Not competent Yes Sometimes Attendance at potential suicides as DS. 

Instruction from coroner to triage devices to 

establish whether there are any notes etc. 

Monthly Disatisfied Yes Will prevent delays as some investigations sit on 

filter for months on end awaiting device 

examination. Once they are completed, if negative, 

the investigation can be written off.

Triage devices- train select number of divisional staff to 

conduct triage if full rollout not possible. 
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SP9 POLIT Detective Constable 20 plus years Confident Extremely confident No Not competent Yes Always I have requested a DFI to examine a device on 

many occasions. Usually my thought process is to 

firstly examine a device that is either : 

1) A device already known and documented on 

the briefing as likely to contain the IIOC

2) A device that the suspect has indicated will be 

positive for IIOC

3) A device that we have identified in the search 

as being attributed to the suspect and likely to be 

important either because it is currently used by 

them or it has been deliberately concealed.

Weekly Disatisfied Yes My concerns regarding waiting for the full 

examination are : 

1) The suspect has a long period (prior to conviction) 

within which they can commit further offences. 

(Police utilise bail conditions, however, it is 

impossible to properly monitor a person's 

compliance).

2) If the person is of a suitability to be reformed etc 

then this process is also severely delayed.

3) It is very difficult for other family members during 

the interim because they need some 

closure/clarification as to whether or not the suspect 

is guilty of an offence and to what extent.

4) In some cases, particularly young persons who are 

unsure of the law in regards to animated material 

and unaware of the dangers of sharing/receiving bulk 

files over the internet, it is possible for a suspect to 

unknowingly put themselves into a bad situation.  

However, there can then be a long delay before the 

case is finalised, during which it is very difficult for 

them to continue socialising whilst complying with 

bail and keeping their situation secret from other 

young persons.

In regards to POLIT (within which I work) and DIU (where I 

can only comment as an as an observer), it appears that there 

is limited communication/feedback between them and DFU. 

It is often said that 'no one discusses' or 'seeks our input'. I 

would suggest that, rather than waiting to be consulted with, 

any supervisor/manager from either of those individual 

departments that feels there is lacking 2 way communication 

should organise regular meetings to discuss progress and 

agree any changes required for improvement.

SP10 Digital Investigation 

Unit

Digital Media 

Investigator

15 to 20 years Extremely confident Extremely confident Yes Very competent Yes Always As a DMI, I have identified at  scene when a 

laptop or computer Tower has been left on. as a 

result, a RAM capture was completed prior to it 

being switched off and seized. 

Monthly Very satisfied Unsure N/A Standardisation - 



Presently, police departments across the country are striving 

to obtain ISO1725 accreditation in order to establish a 

standardised framework for digital forensic techniques. 

However, this pursuit is characterised by its arduous and 

challenging nature, making it impractical and unsustainable 

in the long run.



To monitor compliance with this accreditation, an annual 

review is conducted with Dyfed Powys police, specifically 

focusing on the Digital Forensic Unit (DFU). This 

comprehensive evaluation spans a week, during which the 

DFIs and their operational procedures undergo rigorous 

scrutiny. This assessment significantly impacts the unit's 

operations, both during the evaluation week itself and in the 

preceding weeks as the unit diligently prepares for the 

review.



This needs to change a more suitable standardisation needs 

to be considered. 



Training - 



Insufficient training in the realm of digital technology is a 

persistent issue among staff within Dyfed police. 

Consequently, investigating officers often find themselves 

seizing electronic devices out of concern for missing 

SP11 PPT Police Constable 10 to 15 years Neutral Confident No Not competent Yes Never Checking phones we seize from drug dealers 

allows us to confirm they have messages on the 

devices relevant to dealing drugs. I have often 

checked a suspects phone when seizing it to see 

if there are any messages that will assist the 

investigation. I photograph it any evidence I find 

and it helps me to complete fast track actions in 

investigations where normally the device 

wouldn’t be examined for serval months or 

wouldn’t meet the criteria to be submitted for 

examination. 

Weekly Very disatisfied Yes If I had the correct training and equipment I could 

examine devices quicker and extract key evidence 

and intelligence to progress investigations quicker. 

There needs to be more frontline support and training to 

help determine what devices to seize, help capture evidence 

quicker and not slow down investigations while devices are 

waiting to be examined. Sometimes I just need a mobile 

number from a device to help open up the investigation 

enquiries. I would have to wait weeks by submitting it to the 

DFU when I could just check the number on the device and 

submit applications for communications data the same day I 

seize it. I worked in Pembs when they had a hub with and 

examiner in it. It was great to get advice or get devices 

examined quickly while suspects were in custody. 

SP12 CID Sergeant 

or equivalent police 

staff

5 to 10 years Confident Confident Yes Competent No Always N/A Monthly Disatisfied Yes This would speed up the turn around time for 

investigations, leading to swift justice. 

Speed of examinations delays investigations, it is an area of 

business that needs to improve in timeliness.  

SP13 CID Detective Constable 5 to 10 years Neutral Confident No Not sure No Never I have not examined any digital devices prior to 

being sent to DFU

Monthly Disatisfied Yes It can be seen early doors if there is anything of 

evidence on the device.  If not, and we reasonably 

believe there will be, it can be sent off.  If not, and 

we were on the fence about it, then it would be 

reasonable to refrain from sending for a full 

examination, as it is unlikely to achieve anything, 

and simply adds to workload.  I also think this would 

depend on the seriousness and nature of the crime.  

Most offences we could justify sending a device off 

these days, and I think that is where the backlog 

comes from.  Everything is digital.  Therefore, having 

an idea early doors could help minimise the load. 

Definitely a bit of training.  Especially with Henson.  If there 

was a way of having a SPOC in each station that could do a 

triage?  That might help things as well.  I'm not sure if I know 

enough about it to comment.  Also maybe training on other 

means of finding evidence, for example Open Source and 

CHARTER.  We use them, but not sure everyone knows the 

full extent of what can be done?  I certainly would benefit 

from some additional training around digital forensics and 

data request applications in general.   If that makes sense!!!  

SP14 Digital Forensic Unit Inspector or 

equivalent police 

staff

10 to 15 years Confident Confident Yes Not competent No Always N/a Never Very satisfied Yes Understand if the device is of evidential value  Quicker turnaround times. Front line capability. 

SP15 CID Detective Constable 5 to 10 years Neutral Neutral No Not sure Yes Never I have only examined devices when they are still 

powered on after seizure. I have done it in the 

past to see if there is any obvious evidence on 

the device such as messages or images that will 

indicate whether there is likely to be any 

evidence on the device. I can then escalate 

specific devices for examination if I see there is 

key evidence. Plus it has helped me to identify 

other lines of enquiry in the investigation and not 

be delayed while waiting for the full examination 

of the device. 

Weekly Disatisfied Yes It would provide officers the ability to capture 

evidence in a more timely manner and not have 

investigations delayed by the DCCU. It will also be 

beneficial to have a formal process or training to 

allow officers to examine devices with confidence.

They need to speed up there submissions. It takes far to long 

to submit devices for investigations. I have been waiting 6 

months for some of my cases. It makes it hard to manage 

investigations and victims when their investigation is on hold 

waiting for analysis. We also need more training and 

capability to review the data we get back. Out current IT is 

terrible and you can't open half the reports you are sent, 

adding to the frustrations in the investigation. 
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SP16 CID Detective Constable 20 plus years Confident Confident Yes Competent No Always NA Monthly Very disatisfied Yes We previously had a DFU member of staff based on 

division and the speed difference was extremely 

noticeable, much quicker.  I believe a DFT is long 

overdue and would mean officers could be trained in 

this and move forward investigations much more 

quickly rather than many months in a queue.

By having download hubs/kiosks on division

SP17 MOSAVO Detective Constable 10 to 15 years Not confident Not confident Yes Not very competent Yes Never We are trained to use ADF to check RSO devices 

for IIOC or breaches in their SHPOs. I have used 

ADF on multiple occasions to check a suspect's 

laptop or mobile phone. Sometimes I manually 

check their devices for evidence as the kit doesn't 

always work with some devices. I have had mixed 

success with the ADF kit. I don't always 

understand the results and there is a lot of false 

hits. Sometimes its easier to manually look 

through the device. 

Weekly Very disatisfied Yes Its really helpful to give an indication of what may be 

on a device. Especially if you need to see if an RSO is 

in breach of an order. It also allows us to make fast 

time enquiries and deal with any risk or safeguarding 

issues that may be identified. If we have no idea of 

what may be on a device it can be hard to mitigate 

that risk or address important safeguarding early. I do 

feel we need more training and understanding of the 

use of DFT, to improve my confidence and 

understanding of the available data and limitations. 

There needs to be more capability for frontline officers to be 

able to examine devices and capture evidence earlier in 

investigations. The timescales for DFU submissions is far too 

long, especially when managing bail and risk. It also 

frustrates investigations when you need data from a device 

to progress enquiries, and with the passage of time vital 

evidence can be lost due to the delay. 

SP18 MOSAVO Detective Constable 5 to 10 years Neutral Confident No Not competent Yes Not sure MOSOVO devices checks in line with SHPO Monthly Very disatisfied Yes To have a quicker and better understanding of what 

risk offenders pose so that safeguarding can be 

implemented effectively. For high /medium risk 

RSO's this is currently too slow, we are seizing due to 

suspicion however can wait 9 months to view the 

download, at this time the offender already has a 

new phone and could be offending again. 

As above.

SP19 POLIT Detective Constable 20 plus years Confident Confident No Competent No Not sure I have not examined digital device prior to 

submission to dfu

Weekly Neither satisfied nor 

dissatisfied

Yes To identify any contact offences and any missing 

passcodes/words.

The idea that a full download of a mobile phone that was 

going to be implemented last year but was stopped , was a 

mistake, several investigating officers would have been able 

to commence investigation much sooner that current 

timescales which would have improved safeguarding and 

better risk assessments along with possible remand 

applications made.

SP20 CID Inspector or 

equivalent police 

staff

10 to 15 years Not confident Neutral No Not very competent No Not sure n/a Monthly Very disatisfied Yes The timeliness of investigations is hampered 

significantly with delays - early triage would identify 

the need for full examination or not.

Divisional digital services.

SP21 Digital Investigation 

Unit

Digital Media 

Investigator

5 to 10 years Confident Extremely confident Yes Competent Yes Sometimes I have done this outside of DFU via the DFU/DMI 

hub and previously on response assisted victim / 

witnesses to find evidence on their device if they 

were not able to find the data I needed. Located 

what they were trying to find for them so that 

they could then provide this to police. 

Never Neither satisfied nor 

dissatisfied

Yes By the time devices are examined in the DFU off the 

network, the opportunities of obtaining further 

information from cloud based apps is long gone. 

Capturing data live on devices rather than 6-9 months later in 

the lab, so that any potential lines of enquiry for the 

investigation can be conducted when the evidence is 

available. 

SP22 Digital Forensic Unit Digital Forensic 

Investigator

5 to 10 years Confident Neutral Yes Competent Yes Always On Polit warrants. Never Satisfied Unsure N/A Divisional hubs set up to examine and triage devices. 

SP23 Digital Forensic Unit Digital Forensic 

Investigator

5 to 10 years Confident Confident Yes Competent Yes Always During POLIT warrants Never Neither satisfied nor 

dissatisfied

Unsure N/A - I am not the OIC for any investigations Extra staffing, funding and R&D

SP24 Digital Forensic Unit Digital Forensic 

Investigator

Less than 5 years Confident Neutral Yes Competent Yes Always POLIT Warrants Never Neither satisfied nor 

dissatisfied

Yes Would let us know which devices are actually 

positive, or what has actually been found. 

The amount of devices being submitted in one case, OIC's to 

actually understand the Digital Evidence we are providing 

SP25 CID Detective Constable Less than 5 years Neutral Confident No Not sure No Not sure N/A Monthly Disatisfied Yes At this time there is usually a lengthy wait for 

devices which is widely accepted due to the huge 

demand on the DFU department. An initial triage of 

the device would enable a better strategy moving 

forward as it could help streamline what needs to be 

sent off for a full examination and what is not 

relevant earlier in the investigation. This would in 

turn reduce demand on DFU and speed up processes. 

As described above, a system where an initial triage is 

conducted would benefit as it would allow a more fast pace 

investigation rather than months of waiting for something 

which may or may not produce any evidential material. 

SP26 CID Detective Constable 10 to 15 years Neutral Confident Yes Competent No Sometimes N.A Yearly Neither satisfied nor 

dissatisfied

Yes To ensure that I am asking for the correct download 

of the devices for the specific investigation, a quick 

conversation could save time when completing the 

MG21.

training with the officers on a regular basis to ensure that the 

officers understand what can be gained from the digital 

download. 

SP27 Digital Investigation 

Unit

Digital Media 

Investigator

20 plus years Confident Confident Yes Competent Yes Sometimes I have utilised the ADF tool to Triage Laptops and 

Tablets in order to establish if grounds exist to 

warrant a full DFU Forensic examination. 

Monthly Satisfied Yes The benefit of triage may reduce the timescale of an 

investigation, identify further lines of enquiry which 

may be expedited. Early Identification of devices 

which may require Sec 49 process to be started. 

Preliminary examination of devices submitted to DFU for 

early identification of pin locked devices and or damaged 

devices and acquisition of IMEI numbers and any  ICCID 

Numbers in order that Charter work may be progressed. 

SP28 CID Sergeant 

or equivalent police 

staff

15 to 20 years Confident Confident No Not competent Yes Never The only occasions have been at sudden deaths. 

One was an old nokia where the phone had been 

left on display on charge with a text clearly on 

screen - this was a suicide note which they could 

not send as they had no signal. Other occasions 

include unexplained deaths where there was no 

obvious suspicion and again an old nokia was 

checked to see if there was any activity and to 

find next of kin phone numbers. Neither of these 

devices were smartphones. 

Weekly Neither satisfied nor 

dissatisfied

Yes It would be particularly beneficial for custody cases 

where you may be searching for one specific video or 

message that can be retrieved without a long drive to 

Carmarthen. 

Timescales for examinations have improved but for certain 

cases are very lengthy. I understand the need for the ios 

accreditation  but if officers could be trained to do basic 

downloads on division it would be massively beneficial, 

especially where the geography dictates. This would be for 

non sexual cases. 
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SP29 MOSAVO Detective Constable 20 plus years Neutral Confident No Not sure Yes Sometimes Manual examination of devices during MOSAVO 

visits using physical examination and ADF 

software

Monthly Neither satisfied nor 

dissatisfied

Yes Due to managing High Risk sex offenders a triage 

would enable us to prioritise devices and prevent 

unnecessary submission of devices not relevant to 

investigation. This would reduce demand on DCCU 

which in turn should enable a faster turnover of 

devices for examination which will reduce time that 

suspects spend on bail etc.

Provide a quicker turnaround of submissions - I feel that this 

can only realistically be achieved by an increase in staffing at 

DCCU

SP30 MOSAVO Detective Constable 5 to 10 years Neutral Confident Yes Competent Yes Always As civilian MOSAVO Officer, I conduct meetings 

with offenders, where there is a suspicion of 

offending, I have utilised Triage software to 

analyse the devices - some devices have then 

been seized.

On occasion, routine examination of electronic 

devices has resulted in suspicion of offending 

and the devices have been seized.

Following seizure devices are submitted for 

Evidential Examination.

 

Q11 - Device seizure and submission 

approximately 6 monthly.

Monthly Neither satisfied nor 

dissatisfied

Yes The ability to conduct DFT reduces the need to 

submit devices 'on suspicion' - as the device has 

been triaged and found to contain suspicious or 

illegal material.

The timeliness of device examination and provision of 

Evidential reports is a BIG factor in cases being delayed going 

to court however, it is understood that this is due to 

workload at DIU.

Having the same DFI conduct device analysis and Chat 

analysis could provide continuity of thought and improved 

service and timeliness.

SP31 PPT Detective Constable 10 to 15 years Neutral Not confident No Not competent Yes Never Manually checked phones to see if there is 

evidence relevant to PWITS offences following 

drugs arrests. The PWITS matrix for the 

submission of devices means we can only submit 

devices to DFU if they are PWITS jobs. Checking 

devices helps to confirm whether a submission 

will be supported. In addition it allows us to 

identify relevant devices to submit and quick 

time actionable intelligence. 

Weekly Very disatisfied Yes It would allow us to identify relevant 

communications and identifiers on devices that 

support the investigation or provide onward 

intelligence in a more timely manner. DFU 

submissions can slow this down massively. 

Make the submission process quicker. It takes too long to 

examine devices and provide evidence. It is also often 

difficult to open the device reports, review them for our 

cases and understand the data.  More training around the 

analysis of the data and also tools to triage devices would 

greatly benefit the speed our investigations. 

SP32 PPT Police Constable 5 to 10 years Confident Confident No Not very competent Yes Never I have checked devices for evidence of drug 

dealing because the devices have not been 

authorised for DFU submission due to the PWITS 

matrix. Doing these checks I have identified that 

the suspects are in fact drug dealing and then 

able to submit to the DFU. This evidence would 

have been lost otherwise. 

Weekly Disatisfied Yes It would provide us the ability to progress 

investigations quicker providing quick time evidence 

and intelligence that helps us to identify and arrest 

further suspects linked to drug dealing rings or 

secure and preserve evidence. 

Introduce the forensic hubs on division again. When the Hub 

was running in Pembs we had quick time access to a DMI and 

examiner and we could progress our investigations quicker. 

We were able to get advice on what devices to seize and 

examine and even get devices examined while the suspect 

was in custody. 

SP33 PPT Sergeant 

or equivalent police 

staff

10 to 15 years Confident Confident No Competent Yes Sometimes To locate/identify a suspect Weekly Very disatisfied Yes To obtain sufficient evidence/intelligence to 

progress investigations in a timely manner, 

identifying additional offenders and evidential 

opportunities.

Reduce timescales, allow immediate review of devices upon 

arrest.

SP34 PPT Police Constable 10 to 15 years Neutral Confident No Not competent Yes Never In order to see if there is any evidence of drug 

dealing on a device in order to support the 

decision to seize the device or submit i to the 

digital forensic unit.

Weekly Disatisfied Yes It would allow for fast enquiries to be completed 

around phone examinations and also help with 

valuable intelligence development, which often cant 

be completed in a timely manner  due to delays in 

submissions. 

Digital hubs on division with the ability to examined devices 

whilst suspects are in custody. Also a place to get advice 

around digital lines of enquiry or how to understand the data 

from devices. This would greatly speed up my investigations.

SP35 MOSAVO Detective Constable 15 to 20 years Confident Confident Yes Not competent Yes Not sure I have examined RSO devices with ADF in order to 

identify if they have any IIOC or breached their 

SHPO. I have also manually checked devices that 

aren't supported by ADF. I have also examined 

routers to locate hidden devices on RSO's wifi. 

Monthly Disatisfied Unsure Its definitely benefits us using ADF when the device 

is supported. however we get a lot of false hits and i 

don't always understand the results and what they 

mean for the investigation.

Better training and kit for investigators will help us 

determine if there is any relevant evidence on devices 

before we submit them to DFU or obtain key devices details 

to progress other enquiries while we wait for full 

examinations by DFU. It takes too long to wait for 

examinations of devices. We should be able to have an 

earlier indication so we can direct our investigations better. 

Especially when we carry risk around safeguarding and the 

management of ROs.

SP36 CID Detective Constable 5 to 10 years Not confident Not confident No Not very competent Yes Never I have checked devices for high risk missing 

people or suicides to see if there is anything to 

assist with the circumstances surrounding their 

death or disappearance.

Weekly Very disatisfied Yes It would allow for quicker examinations of devices to 

give an indication of whether they may be relevant 

to the investigation or likely to contain evidence. It 

also provides a more formal process of checking 

devices for missing people or sudden deaths. 

Reduce the time frame of submissions by either getting 

more staff or providing investigators kiosk devices like my 

old force. also give us better training and software to review 

data from devices. Sometimes it takes ages to load the 

current software and I worry i miss vital evidence as there is 

so much data to review.

SP37 Digital Investigation 

Unit

Digital Media 

Investigator

15 to 20 years Extremely confident Extremely confident Yes Very competent No Always N/A Monthly Very satisfied Yes Performing a digital forensic triage on electronic 

devices could prove advantageous for an 

investigation, as it would help ascertain the 

relevance of examining them within the 

investigation. Nonetheless, the current capabilities 

are restricted to first-generation images and simple 

keyword searches, which remain rather constrained 

and cater mainly to specific types of criminal 

investigations.

Offer training to frontline officers to equip them with an 

understanding of digital forensic capabilities, including what 

data can potentially be retrieved and how this data can 

significantly enhance the advancement of their investigative 

efforts.

SP38 MOSAVO Detective Constable 20 plus years Neutral Confident Yes Not sure Yes Always As part of the role and in order to check for 

compliance with an offenders SHPO  I have to 

manually check their devices - sometimes this 

will lead to seizure of the device. 

Monthly Disatisfied Yes It would lead to quicker identification of offending 

and allow for better safeguarding and identifying 

victims. 

Provide the ability to review device extractions locally rather 

than having to travel to HQ.
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SP39 MOSAVO Detective Constable 20 plus years Not confident Neutral No Not competent No Sometimes N/A Monthly Disatisfied Unsure Unsure  To reduce the time from seizure to examination. Reduce the 

need to travel to HQ to review extractions. 

SP40 CID Detective Constable 5 to 10 years Extremely confident Extremely confident Yes Competent Yes Always In my prior force we were trained and 

encouraged to triage devices and maintain a log 

of what was accessed etc. However specifically in 

Dyfed Powys, I have conducted manual 

examination of a device at CPS request due to the 

short timescale information was required for 

court. The results of this examination resulted in 

a change of plea to guilty before trial based on 

the evidence obtained. 

Weekly Very disatisfied Yes DFT would enable a more streamlined assessment of 

which devices required examination and enable the 

amount of devices submitted to be reduced, it would 

also provide an early indication of results which can 

inform the direction of an investigation, assist in the 

application of bail/bail extensions and warrants and 

in the early consultation with CPS. This direction can 

allow for an investigation to continue moving 

throughout the digital forensic timescales rather 

than remaining stagnant awaiting results. 

Officers with PIP2 qualification or relevant training should be 

allowed and encouraged to use manual examinations or 

triage where appropriate and proportionate. Currently the 

default assumption is that officers are inherently incapable 

or dishonest, however proper training and recording of 

contemporary notes etc could lead to achieving better and 

more timely outcomes for investigative departments and the 

reduction of workload within DCCU

SP41 Digital Forensic Unit Digital Forensic 

Investigator

5 to 10 years Confident Confident Yes Competent Yes Always We regularly attend POLIT warrants and this 

requires the triaging of digital devices at scene 

prior to their submission to the Digital Forensics 

Unit.

Never Very satisfied Yes It would pinpoint the devices with evidence on and 

therefore, any other exhibits could be negated which 

would speed up the examination time.

Implement a level system whereby officers state the exact 

data required. Based on the level required, it would result in 

a triage examination, logical dataset or physical dataset. This 

way, the most comprehensive examination would not be 

conducted on every device.

SP42 MOSAVO Sergeant 

or equivalent police 

staff

10 to 15 years Confident Confident Yes Not sure No Always . Monthly Very disatisfied Unsure Invest in staffing for DFU due to the demand and increase in 

digitial / online crimes. Using a triage device or strategy in 

considering examination can be useful, however repeat 

offenders such as RSOs are complex and tend to require a full 

examination should a breach of civil order / further offences 

be identified. 

SP43 MOSAVO Detective Constable 15 to 20 years Not confident Neutral No Not competent Yes Always As a MOSOVO detective managing sex offenders 

and examining phone under the agreement of 

their sexual Harm prevention order

Monthly Disatisfied Yes It would allow for completion of investigation in a 

more timely manner. Would limit the frustrations 

from CPS as they are having to delay court hearings 

due to delays in downloading devices

Have the resources to allow digital investigations to 

conducted in a more timely manner. Training CID officers 

/MOSOVO officers to be able to use a triage system of 

devices as often a full download may not be required and 

simply need sufficient information to allow a remand for 

dangerous offenders. 
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