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	DRAFT RESEARCH TITLE QUESTION:

The dark web: discovering criminal actions and difficulties faced by the Police.

INTRODUCTION:

The web or surface web as it is commonly known and easily accessed by any person with internet access, is used on a daily basis and is where common websites can be found. However, there is also a deep web which sits underneath the surface web and contains content and websites which require logins. This includes sites such as online banking, social media and subscription services such as Netflix or Spotify. The dark web then sits below the deep web, which contains sites which are well hidden and can only be accessed by a specially designed browser software, which is capable of making its users anonymous to other people as well as the police. Using the dark web software isn’t illegal itself as it has legitimate and approved uses. Due to the software capability of making the users anonymous, it makes it difficult to identify if a crime is being committed and by who. (College of Policing, 2024).

A lot of the internet users conceal their identities by using nicknames from social media websites, however some users take more steps to conceal their identity by using more advanced software, which grants them with more protection of fining out who they are. The most favoured software used to conceal identities is The Onion Router known as ‘TOR’. It is roughly calculated that around 2.5 million people use the software worldwide. A lot of the TOR users, use it to go online anonymously to use the service web. TOR can be used for many different things such as bypassing the internet censorship or for file sharing. TOR also allows its users to post anonymously through “TOR Hidden Services” also known as ‘THS’. THS is commonly used by criminals as it allows them to sell drugs, weapons and even child pornography on websites which look and are laid out in a format much like eBay. (UK Parliament 2015).

To identify a suspect online it is necessary to trace and obtain their internet protocol address also known as IP address. However, this may not be possible if the suspect had accessed the dark web using the TOR website software. In the past the dark web was illustrated as out of reach for Police and other law enforcement agencies as the criminals were protected by a cover of technology which provided them with anonymity, but this is no longer the case. The Police all over the world and in the UK have come up with a range of processes to identify the criminals to arrest and convict drug dealers, weapon buyers, terrorists, child pornographers and other criminals. Some of the processes and techniques used by the Police are not known to the public, however one that the Police is known to use is Open-Source intelligence in all cyber investigations. Open-Source intelligence also known as OSINT is data that is collected legally from public sources. The information gathering is not required in covert or secret effort to get it and is gathered in a legal manner which also meets the copyright requirements. The Police are hunting and following the OSINT sources with bits of information which fit together like pieces of a puzzle. Once all or partial pieces of information are put together, they are analysed and with the information gathered may help in uncovering the true identities of the criminals. The pieces of information are usually left on open sources due to errors of the criminals. (The Journal of Criminal Law, 2020).






	SUMMARY OF RESEARCH OBJECTIVES: 

The aim of this research is to make it clear and advance the understanding of the issues the Police are faced with when it comes to the dark web and the difficulties of identifying the suspects of criminal activities online.
I have set out the following objectives:

Research 1: Analyse how cybercrime affects Policing.

Research 2: Compare the perception of what impact cybercrime has on Police officers.

Research 3: Examine how cybercrime affects the public.

Research 4: Develop guidance to address the cybercrime.
















	LITERATURE REVIEW:


In the Identifying Law Enforcement Needs for Conducting Criminal Investigations Involving Evidence on the Dark Web research from 2019, it is reported that there is a clear lack of knowledge of what the dark web is and how criminals use this to their advantage. (RAND, 2019). 
In the Policing the Dark Web: Ethical and Legal Issues by University of Warwick and TNO from (2020), it is discussed that Police involvement with the dark web is not always legal. The best way of getting any information on criminals is to go undercover to gain the knowledge about them and potentially arrest them. However, this might mean that the Police may have to engage in criminal activity themselves and what they can or can’t do is dependant on situation the Police is involved with. Each situation always needs a consideration on legal and ethical level.
The Police foundation (2018) explained that more than 75 billion devices will be connected to the internet by 2025. Due to this new data constantly being gathered by the devices, this information goes back to the manufactures of the devices, which is then sold for commercial advantage. There are also fears surrounding connection of medical devices to the internet. One example of this is an individual fitted with a pacemaker, which is then hacked by a criminal in order to gain access to the device and take control and then money would be demanded from the individual for the criminal to cease control. This situation could result in being life threatening to the individual fitted with the pacemaker.

This research will help in finding out the perception, views and knowledge of the serving Police officers to obtain the understanding around the dark web and how it is and can be policed to find potential suspects of criminal activity using the dark web and how to deal with the online criminality.






	SUMMARY OF RESEARCH –SURVEY METHOD: 

The research methods I will be using to collect information will be by questionnaires and surveys which I will provide to police officers and compare the questionnaires collected to analyse them which should give me an idea of how much understanding there is around dark web and powers Police use in dealing with online criminal activities.
I think that questionnaires and surveys will be best in obtaining the information for my research and think it will be the most accurate way in obtaining such information.
I will also use the South Wales Police intranet to utilise it to seek police officers willing in providing me with their responses.
I will also contact the cybercrime team to shed more light on dark web for this research.









	SUMMARY OF SAMPLING FRAMEWORK: 

The research methods I will be using to collect information will be by questionnaires and surveys which I will provide to police officers and compare the questionnaires collected to analyse them which should give me an idea of how much understanding there is around dark web and powers Police use in dealing with online criminal activities.
The aim of this research will be to achieve the views of serving police officers to gain better knowledge on how they feel about cybercrime and what knowledge they have. It will also be interesting to gain the perception of cybercrime from older serving police officers and how the role changed due to the internet and online crime.
I will also contact the cybercrime team to shed more light on dark web for this research. 
I am also open to my research options changing as I develop my research on the dark web and online criminality.




	ETHICAL ISSUES:

Like I discussed before in the literature review discussed that Police involvement with the dark web is not always legal. The best way of getting any information on criminals is to go undercover to gain the knowledge about them and potentially arrest them. However, this might mean that the Police may have to engage in criminal activity themselves and what they can or can’t do is dependent on situation the Police is involved with. Each situation always needs a consideration on legal and ethical level. I will ensure that all my research is ethical and legal. Should I come across which is not I am obliged to report it as soon as possible.
I will ensure that everyone who takes part in my research if fully aware of my research and study.
I will seek consent from everyone involved in my research and that they have a right to withdraw from my research at any point of time.
I will make sure that all persons taking part in my research are anonymous and male sure that I will meet any additional code of practice set out by the university.


	TIME SCALE:

I will make sure that I will stick to the timescales for this research set out by my university.
I will ensure that my proposal and application for ethical approval is submitted on 24th of February 2025.
I will ensure that my literature review is submitted on 5th of May 2025.
I will ensure that my methodology and planning is submitted on 16th of June 2025.
I will ensure that my analysis of results is submitted on 4th of August 2025.
I will ensure that my findings and conclusion is submitted on 8th of September 2025.
I will ensure that my final project is submitted on 6th of October 2025.
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