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Introduction  

The development of digital security and decentralised asset management is constantly changing, 

showing important weaknesses in current storage solutions. This report presents the development 

project for a “Dual-Node Hardware Vault,” an innovation designed to remove single points of failure 

by physically separating cryptographic secret keys from the main user interface. By applying the 

principles of creative thinking and value creation, this project aims to not only improve technical 

security but also enhance Human-Computer Interaction to provide real financial control for users in a 

decentralised economy. 

The objective of this document is to explain the strategic planning of the project, including its scope, 

development method, and market analysis using tools such as PEST and SWOT. By exploring areas of 

project management and business innovation, this report shows how a practical approach can turn a 

creative idea into a realistic and secure solution that meets the high standards of today’s technology 

industry. 

Task 1: Project Management 
 

Q1. Project Management & Planning: 

 

Project Scope and Proposed Solution 

The purpose of this project involves the end-to-end design and conceptualisation of the Dual-Node 

Hardware Vault. The proposed solution addresses the "single point of failure" in existing digital asset 

wallets by physically decoupling the cryptographic signing environment (The Secret Node) from the 

internet-facing user interface[1]. The project scope includes the architectural design of the air-gapped 

communication protocol, the selection of secure hardware components, and the integration of a 

capacitive touch-slider for enhanced Human-Computer Interaction. The final deliverable is a 

comprehensive technical blueprint and a non-functional physical prototype focused on security and 

usability. 

 

 

 

 



 

Technologies and Resources Required 

To build this hardware-focused solution, the following tools and technologies are needed: 

• Hardware Components: Dual microcontroller units such as the ESP32 or STM32 for separate 

node processing. 

• Communication Interface: A physical USB-C or Lightning interface for the temporary 

connection between the UI Node and the Secret Node, allowing for secure data transfer 

during the signing process (Air-gap technology).[2] 

•  Interaction Hardware: Capacitive touch sensors for the slider and haptic vibration motors for 

tactile confirmation.[3] 

• Software Tools: CAD software for the aluminium casing design and UML modelling tools for 

system architecture. 

• Security Libraries: Open-source cryptographic libraries for secret key generation. 

Project Constraints 

The project must navigate several critical constraints: 

• Technical Isolation: Ensuring zero electrical leakage between the UI node and the Secret 

node. 

• Usability vs Security: Maintaining a high level of security without making the transaction 

process too slow for the average user. 

• Material Costs: Keeping the prototype within a reasonable budget for a potential tech start-up. 

Development Methodology 

I have selected the Agile (Scrum) development method for this project. Unlike the traditional Waterfall 

model, Agile allows for iterative development, which is essential for a security-focused hardware 

project. By working in two-week sprints, I can continuously test the HCI elements (like the touch slider) 

and the physical USB connection reliability. This method provides the flexibility to pivot based on 

feedback from the Pilot Data Collection phase, ensuring the final product effectively meets user needs 

while maintaining strict security standards.[4] 

 

 

 

 



 

Project Timeline & Gantt Chart 

 

Figure 1: 12-Week Development Grantt Chart for the Dual-Node Hardware Vault. 

 

 

Q2. Project Design: 

To ensure both the technical viability and the market appeal of the Dual-Node Hardware Vault, I have 

developed two distinct design components. These designs bridge the gap between the aesthetic 

"Pragmatic" philosophy and the rigorous security requirements. 

Industrial Design & Product Aesthetics (Physical Render) 

The first piece of design work focuses on the physical form factor and user interface of the 

device. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
Figure 2: Physical Render 



• Design Description: The render illustrates a premium aluminium chassis, chosen for its 

durability and electromagnetic protection properties. The minimalist interface features a high-

contrast screen for displaying transaction QR codes and a dedicated physical area for haptic 

interactions. 

• HCI Integration: The ergonomic design is intended to inspire user trust. The placement of the 

internal sensors allows for intuitive handling, ensuring that the "Physical Slider" validation 

described in the scope is easily accessible for the user, reducing the risk of accidental input 

errors. 

 

Hardware Security Architecture & Data Flow (Diagram) 

The diagram illustrates the internal hardware architecture and secure data flow of the system. It 

highlights the physical air-gap isolation between the "Secret Node" (where private keys are stored) and 

the "UI Node" (the internet-connected interface). This design ensures that sensitive cryptographic 

signatures remain offline, protected from remote network attacks. 

 

 

Figure 3: Hardware Security Architecture (Diagram) 

 

 

 
 

 



UI Node (Main Device) – The Online Interface 

The right-hand section represents the UI Node, which serves as the primary gateway for user interaction 

and network synchronisation. 

• Connectivity: It features a dedicated Wi-Fi module for real-time connection to the Internet and 

Blockchain networks. 

• HCI Components: It houses the main display for transaction review and is encased in a premium 

aluminium chassis for physical protection. 

• Bridge: It includes a physical USB-C port, which remains inactive for data transfer until the 

Secret Node is inserted. 

2. Secret Node (Removable USB Key) – The Offline Vault 

The left-hand section documents the Secret Node, a self-contained environment designed to protect 

private keys from remote exploitation. 

• Air-Gap Integrity: This node is "Offline & disconnected by default," creating a physical airgap 

that prevents any wireless or remote access to the internal data. 

• Cryptographic Core: It contains the Secure Element (Chip), which processes cryptographic 

signatures locally. This ensures that sensitive signing operations never take place on the 

internet-facing UI Node. 

3. Data Flow and Interaction Logic 

The architecture defines a strict protocol for transaction signing to mitigate human and technical error: 

1. Unsigned Transaction: The UI Node prepares transaction data and requests a signature via the 

physical USB connection. 

2. Physical Insertion: The user must manually insert the USB key, providing a layer of physical 

consent. 

3. Local Signing: The signature is generated within the Secure Element. Only the resulting digital 

signature is sent back to the UI Node—the private keys never leave the Secret Node. 

4. Broadcast: Once the signed transaction is returned, the UI Node broadcasts it to the blockchain 

while the user removes the USB key, restoring the Air-Gap. 

 
 

 

 



Task 2: Enterprise  

 

Q1. PEST & SWOT Analysis 

This strategic analysis is conducted for Ledger, the global leader in hardware security and digital asset 

custody. To evaluate the market environment in which a new competitor like GenVault would operate, 

it is essential to first understand Ledger’s current position and the external factors affecting the industry 

in 2026. 

PEST Analysis 

• Political: Increasing government regulations on digital assets demand higher security 

standards for hardware storage providers.[5] 

• Economic: Despite market volatility, there is a rising demand for "Cold Storage" 

solutions as institutional investors seek professional-grade security.[6] 

• Social: A growing distrust in centralised exchanges is driving a massive shift toward 

personal financial sovereignty.[7] 

• Technological: The rise of quantum computing threats is forcing hardware companies 

to integrate post-quantum cryptographic standards into their roadmap.[8] 

SWOT Analysis 

• Strengths (Ledger): Huge market share, established trust, and the "Ledger Live" ecosystem. 

• Weaknesses (Ledger): Past data breaches (marketing database), and the controversy over their 

"Ledger Recover" firmware update which some users felt compromised the "Cold Storage" 

principle. 

• Opportunities: Growing institutional adoption and the integration of new blockchain networks. 

• Threats: New innovative competitors focusing on "Pure Air-Gap" security. 

Legal & Ethical Considerations 

From a legal standpoint, the company must comply with global data protection laws (GDPR) 

and obtain security certifications like EAL5+. Ethically, my project is committed to an "Open-

Source" philosophy for its non-critical firmware to allow community audits, ensuring 

transparency and proving the absence of backdoors.[9] 

 



Q2. Tech Start-up Profile: GenVault 

 

Start-up Name & Logo:  

The company is named GenVault, a brand dedicated to next-generation digital custody. The name 

represents the synergy between modern "Generational" tech and the reliability of a "Vault." The logo 

features a minimalist, premium design with a bold 'G' and a 'V' nested within its structure.  

Business Type:  

GenVault would be registered as a Private Limited Company (Ltd). This legal structure is chosen to 

provide limited liability protection, which is essential for a hardware-focused venture. Furthermore, a 

Ltd status is the most effective way to attract external investment and manage equity when scaling the 

business from a prototype to a commercial product. 

Business Strategy:  

Our strategy focuses on building a high-end, premium product. Unlike cheap plastic wallets, GenVault 

uses strong aluminium and real physical security. We will sell our products directly to customers (D2C) 

through our own website. This avoids middlemen and ensures that no one can tamper with or hack the 

device before it reaches the user. In short, we offer peace of mind through a robust physical object and 

a simple, manual USB connection. 

Funding Initiatives:  

To fund the initial production and R&D, GenVault will utilise: 

• Innovation Grants: Government funding for cybersecurity infrastructure. 

• Seed Investment: Capital from "Angel Investors" to transition the prototype into a production-

ready product. 

• Pre-orders: A crowdfunding campaign to validate market demand and fund industrial tooling. 

 

 

 

 

 

 

 

 

 

 

 

 



Task 3: Project reflection 

 

Skill Development and Personal Growth 

Developing the GenVault project has been a big turning point in my academic journey. This project 

forced me to dive into Hardware Engineering. One of the most rewarding skills I developed was learning 

to manage physical security at the circuit level. Understanding how to create "Technical Isolation" 

between two separate nodes taught me that security is not just about code, but about how data moves 

physically through a device. 

I used to see design as something purely aesthetic. Through the development of the GenVault touch-

slider and haptic feedback system, I now understand that design is a critical part of security. If a tool is 

too hard to use, people will not use it correctly[10]. Mastering the balance between a simple user 

experience and strict technical constraints is a professional skill that will be invaluable in my future 

career. The Enterprise task helped me develop a Business Mindset. Learning to think like a founder 

considering legal structures, branding, and funding has shown me that a great technical idea needs a 

solid business strategy to succeed. 

Positive Impact on Society 

We see news of major data breaches and exchange hacks almost every week. This has created a lack of 

trust in digital institutions. I believe GenVault can have a positive impact on society by promoting 

Digital Sovereignty. By giving individuals, the tools to own their own "keys" in a physical, air-gapped 

way, we move away from a world where people must trust massive, centralised corporations with their 

life savings.[11] 

This project contributes to a more secure and fair digital society. When people feel safe managing their 

own assets, they are more likely to participate in the digital economy. Beyond financial assets, the 

"Dual-Node" technology could be adapted to protect other sensitive areas. For example, it could be used 

to secure electronic voting systems or private medical records. By ensuring that the most sensitive data 

is never "online" unless the user physically authorises it, GenVault helps build a foundation of privacy 

that is essential for a modern society. 

 

 

 



Risks, Challenges, and Mitigation 

Building a hardware security product comes with unique risks that go beyond traditional software bugs. 

I have identified three major challenges: 

• The Risk of Physical Loss: Since the "Secret Node" is a small, removable USB device, a user 

could lose it or have it stolen. To mitigate this, I designed a "Double-Node" strategy. The 

GenVault ecosystem encourages a "Master and Backup" system. Users are advised to keep a 

second Secret Node in a separate, secure physical location, like a safe-deposit box. This ensures 

that assets remain recoverable even if the primary key is lost. 

 

• Supply Chain Attacks: A critical challenge is ensuring the device is not tampered with before 

it reaches the customer. If a hacker intercepts a device in the mail, they could modify the 

hardware. To remove this risk, I will implement Tamper-Evident Packaging that leaves physical 

marks if opened[12]. Additionally, I will develop a software protocol that checks the firmware 

upon the first connection to verify it is factory original. 

 

• Technological Obsolescence: Technology moves fast, and what is secure today might be broken 

by Quantum Computing tomorrow[13]. To prevent GenVault from becoming obsolete, I am 

committed to a "Crypto-Agile" approach. The hardware is designed so that we can push 

encrypted firmware updates. This allows us to upgrade to new security algorithms without the 

user needing to buy a new device every year. 

 

Conclusion  

This assignment has provided a comprehensive framework for developing GenVault from a technical 
concept into a viable business proposition. Through the design of the dual-node architecture, I have 

demonstrated that physical isolation remains the most robust defence against modern cyber threats. The 

strategic analysis conducted in Task 2 highlights a clear market opportunity for premium, high-security 

hardware, while the reflection in Task 3 outlines my commitment to continuous learning and ethical 

innovation. GenVault is more than just a hardware wallet, it is a response to the growing need for digital 

sovereignty in an increasingly volatile world. This project has not only allowed me to apply my 

computing skills to a real-world problem but has also prepared me for the challenges of the tech 

industry, where security, usability, and strategic planning must work in harmony. 
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