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Database triggers
A trigger defines an action which needs to be executed in the database at the occurrence of a specific event (insert, update, delete). Triggers are similar to procedures – they are both PL/SQL blocks. Because the triggers occur due to some events, they can be configured to appear right before or after these events.
The difference between procedures and triggers is that a procedure is explicitly executed from another block by a call which provides the parameters, while a trigger is executed by default every time the event for which it was defined (INSERT, UPDATE, DELETE) and it does not accept arguments.
[bookmark: _Toc49543605]Triggers functionality
	They are used to maintain complex integrity constraints or business rules, for auditing the information in a table by recording the changes, automatic activation of other programs that must run when making certain changes in the table, and for the collection and maintenance of statistical data.
	In the current situation, we choose to use it for auditing the information in a table by recording the changes. Created a table name PRGTreatmentAudit where all the information will be stored.
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Here, you can see all the columns of the tables that were created, the trigger will action and store the data. I decided to use a single table for all the triggers making it easier to check. The EventType column will tell which of the action was made, if it was an INSERT, UPDATE or a DELETE. LoginName is responsible for checking which user triggered the action. And the TransDate (Transaction date) will automatically get the date the trigger was enabled.
[bookmark: _Toc49543606]Data Description Language (DDL)
Data description language or DDL instructions are utilized to modify a database or a table structure. These statements deal with the design and storage of database objects. The DDL statements are commonly used in two cases: 
1. When creating your database tables for the first time.
2. When updating your database by adding, removing or modifying tables or columns.
The common DDL statements are CREATE, ALTER, DROP. 
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	Here is the table for the database audit. Here it will be stocked every DDL transaction made. The trigger will be responsible for saving all the information into the database. The admins can check this by using a simple query, “SELECT * FROM PRGDatabase Audit”. Or, if they want to see for a specific instruction, let us say create, it will be like this “SELECT * FROM PRGDatabase Audit WHERE EventType = CREATE”. Simple and efficient as well.
The trigger creation looks like this: 
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[bookmark: _Toc49543607]Data Manipulation Language (DML) 
Data Manipulation Language or DML instructions change the records of a table. They are basic operations which we use on data like selecting some records from a table, insertion of new records, deleting useless records and updating/modifying the existent records.
The common DML statements are SELECT, INSERT, UPDATE, DELETE. [image: A screenshot of a cell phone
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Here is the creation of the table “PRGTreatmentAudit which will stock all the recording from the DML instructions. Here you will find every INSERT, DELETE, or UPDATE action made by any user. It will all be recorded in a table so it will be easier to look for it. The instruction in the query will be almost the same as in the DDL Transactions, only the table will be changed: “SELECT * FROM PRGTreatmentAudit”, or for a specific instruction: “SELECT * FROM PRGTreatmentAudit WHERE EventType = DELETE”.
	The trigger was created for every insertion on the database: 
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	And for every delete on the treatment table: [image: A screenshot of a social media post
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[bookmark: _Toc49543608]Transaction and Concurrency
[bookmark: _Toc49543609](A) Transaction
A transaction is basically an action or a series of actions, executed by a user or a program, which can access or change the content of a database. It is a logical unit of database. A transaction needs to always keep the consistency of the database. It can end in two ways. If the transaction ended with success, then it is called “commit”. If not, then the transaction is interrupted, and the database needs to be bringed back to its consistency. A committed transaction cannot be interrupted, but an interrupted transaction can be resumed later, and it may end as a success.
	A Database Management System needs to have the possibility to define and handle transactions. 
[bookmark: _Toc49543610](b) Concurrency
	If every transaction work one at a time, the computer loses time waiting for an operation of entry/exit to finish, or in an interruption. On the other hand, if we let them work at once, each in the time left free by the one before, we can say we have concurrent transactions. The concurrency will increase the working time efficiency, but it needs to be controlled because otherwise it will lead to inconsistency.
[bookmark: _Toc49543611]ACID Properties of Transactions and Concurrency
	ACID – Atomicity, Consistency, Isolation, Durability.
1. [bookmark: _Toc49543612]Atomicity	
Atomicity is the property “everything or nothing”. By this, we mean that either the transaction takes place at once or does not happen at all. The string of changes made in a transaction is indivisible, so these changes behave as a single operation, which is either executed or canceled. It involves the following two operations: 
· Abort: If a transaction aborts, changes made to the database are not visible.
· Commit: If a transaction commits, changes made are visible
2. [bookmark: _Toc49543613]Consistency
This means that integrity constraints must be maintained so that the database is consistent before and after the transaction. 
3. [bookmark: _Toc49543614]Isolation
Each transaction is executed independently. The modification operations in one transaction cannot be interspersed with other operations to modify the same data in the database. As a consequence, changes made in one transaction do not depend on another transaction, so two transactions on the same data are executed in turn. 
4. [bookmark: _Toc49543615]Durability
After completing a transaction and keeping the changes, they become permanent, even if there is a crash of the system, the data server must recover these changes.
	The ACID properties, in totality provide a mechanism to ensure correctness and consistency of a database in a way such that each transaction is a group of operations that acts as a single unit, produces consistent results, acts in isolation from other operations and updates that it makes are durably stored. (Kaur, 2019)
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[bookmark: _Toc49543616]Anomalies in database
1. [bookmark: _Toc49543617]Dirty read
 	The easiest way to describe the dirty read is the state of reading uncommitted data. In this scenario, we are not sure about the consistency of the data that is read because we do not know the result of the open transaction or transactions. After reading the uncommitted data, the open transaction can be completed with rollback. On the other hand, the open transaction can complete its actions successfully. The data that is read in this ambiguous way is defined as dirty data. (Erkec, 2020)
	Example: 
	Suppose you have an online system where a user can purchase and view products at the same time. Considering a scenario where a user tries to purchase a product, there will be 2 transactions happening. First transaction will be to update the ItemsInStock. It was 12 before, so now it is 11. After updating the stock, the transaction will now communicate with an external billing gateway. If at this point, another transaction is reading the ItemsInStock for the same product, it will read 11. 
However, if the user behind the transaction 1 turns out to have insufficient funds in his account, then the transaction will be rolled back, and the value will be back at 12. But, by the time transaction 1 communicated with the external billing gateway to find out that the user has not sufficient funds to purchase, the transaction 2 already read the data wrong. This is dirty data and the problem is called dirty read.
[image: ][fig.1]

2. [bookmark: _Toc49543618]Unrepeatable Read
The unrepeatable read problem happens when one transaction read the same data twice, while another transaction updates that data in between the first and second read of the first transaction. 
Example:
	Two people are using a website to book tickets for a show. Only one ticket is left for that specific show. First person to see that only one ticket is left, finds it expensive and takes time to decide. Meanwhile, the other person saw that there is one ticket left and orders it instantly. The first person still sees that is only one ticket left, but when he decides to purchase it, finds out there are no tickets left. 

3. [bookmark: _Toc49543619]Lost update
The lost update problem occurs when two concurrent transactions try to read and update the same row within a database at the same time. Usually, one transaction updates a specific row, while another transaction that began very shortly afterward did not see this update before updating the same value itself. The result of the first transaction is then “lost”, because it is overwritten by the second transaction. 
Example: 
	Considering a scenario where a user arrives and initiates the process of buying an item from internet. This will initiate the first transaction. At the same time, another user logs in to the system and initiates a transaction of the same item. This will be the second transaction. 
	The first transaction reads the stock for that item and finds out it is 12. Shortly after, the second transaction reads the value, which is still 12 at this point of time. The second transaction occurs shortly before the first transaction selling 3 items, while the first one sells 2 items. The second transaction will finish first and update the stock to 9 items. The first transaction will commit without reading the updated stock after the second transaction sold, so it will update the stock from 12 to 10. There should be 12-3-2 which is 7 items. But now the stock says that are 10 items in stock.
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[bookmark: _Toc49543620]The two-phase locking protocol

	This locking protocol divides the execution phase of a transaction into two sections, or two phases, such as the name. The first one is the expanding phase, where all locks are acquired, but no lock is allowed to be released. The second one is the shrinking phase, where all locks are released, and no other lock can be further acquired.
	[image: ] 
	Demonstration:
	In the example given above, the second transaction could read the value before the first transaction ended. It ended only after communicating with the external gateway and rolled back to 12 items. With the two-phase locking protocol, the second transaction will not be able to read the stock before the first transaction ended. The two-phase locking prevents clients from accessing locked data. Which means, the second transaction will occur only after the first transaction is done, and will show the updated stock, which is 12 and not 11.
[bookmark: _Toc49543621]	Advantages taken by the solution
	First of all, the triggers do not need to be activated in any way, they were created, and they will function until someone who has control will disable them. They work individually and will record every information they are supposed to.
	The triggers will record every activity that happens in the database. Just with a simple query you can find out what happened in a specific date. It will record the login name so the management will have an easy time finding out if someone is doing something strange. 
	The fraudulent activity will be a problem of the history because the triggers will work all the time to record any activity.
Examples of queries
	SELECT * FROM PRGTreatmentAudit
	SELECT * FROM PRGTreatmentAudit	
	WHERE EventType = ‘DELETE’ / ‘INSERT’ / ‘UPDATE’
	SELECT * FROM PRGDatabaseAudit
	WHERE EventDate = 02/12/2015
	
	SELECT * FROM PrgDatabaseAudit
	WHERE EventType = ‘CREATE’ / ‘ALTER’ / ‘DROP’
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EICREATE TABLE PRGDatabaseAudit

(
Databasellame  NVARCHAR(25S) ,
Tableliane NVARCHAR (255)
EventType NVARCHAR (64) ,
Loginhame NVARCHAR (255) ,
SQLConmand NVARCHAR (255) ,

EventDate DATETIME NOT NULL DEFAULT CURRENT_TIMESTAMP
2l
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SICREATE TRIGGER DDLTrigger CADtable
O DATABASE
FOR CREATE_TABLE, ALTER_TABLE, DROP_TABLE
s
sBEGIN
SET NOCOUNT ON;
5 DEcLaRe
@EventData XL = EVENTDATA()

S INSERT INTO AuditDS.dbo.PRGDatabaseAudit
(
Databasetiane,
Tabletiane,
EventType.|
Logitiane,
SQLCommand
)

seLecT
DB_NAME(),
@ventData.value( " (/EVENT_INSTANCE/TableNane) [1] ', 'NVARCHAR(25S)"),
@ventData.value( " (/EVENT_INSTANCE/EventType) [1]', 'NVARCHAR(100)'),
SUSER_NAME(),

@ventData. value( " (/EVENT_INSTANCE/TSQLConmand) [1] ', "NVARCHAR(255)");
e
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FICREATE TRIGGER Trigger Visits
ON PetCare.dbo.Visits

AFTER INSERT
s
sBEGIN
SET NOCOUNT ON;
5 DEcLaRe
@EventData XL = EVENTDATA()

5 INSERT INTO PetCare.dbo.PRGTreatmentAudit(
Treatnent,
Transbate,
Loginiame,
EventType

)

seLecT
@ventData.value( " (/EVENT_INSTANCE/TreatmentCode) [1]', 'NVARCHAR(255) "),
GETDATE(),
SUSER_NAME(),
“INSERT®

el
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EICREATE TRIGGER DMLTrigger_TreatmentDel

ONl Petcare.dbo. Treatment

AFTER DELETE

s
sBEGIN

SET NOCOUNT ON;
5 DEcLaRe
@EventData XL = EVENTDATA()

5 INSERT INTO PetCare.dbo.PRGTreatmentAudit(
Treatnent,
Transbate,
Loginiame,
EventType
)

seLecT
@ventData.value( " (/EVENT_INSTANCE/TreatmentCode) [1]', 'NVARCHAR(255) "),
GETDATE(),
SUSER_NAME(),
“DELETE"
e
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