Review complex types of internet-dependent crimes
I will be reviewing the complex types of internet-dependant crimes and their impact on communities by discussing the investigative procedures for complex investigations with a digital element, along with discovering the specialist assistance offered to Police by way of obtaining digital information from a service provider, such as a mobile network operator or internet service provider (ISP). To assist in the review of these elements, I will be outlining the processes involved with each step, their technical abilities, and limitations. I will then outline my judgement on their effectiveness.
When discussing internet-dependant crimes, a coined term often used is cybercrime. Cybercrime at its core, is any type of crime that occurs with a use of a computer. Within the United Kingdom, cybercrime covers a large array of different offences, each punishable by UK legislation. This can relate to complex criminality online by use of hacking tools such as distributing malicious software, to more basic forms of internet-crime such as social media offences by way of trolling or online harassment. Cybercrime can affect two types of groups. Personal individuals and businesses. Personal cybercrime affects an individual’s accounts such as banking account, social media profiles and passwords while business cybercrime affects an entire organisation by way of disrupting its service. (Sandra Henshaw). 
According to the National Crime Agency (NCA), a UK law enforcement agency, there has been a significant growth in cyber criminality over the last year. (National Crime Agency). The type of cybercrime predominately being reported is in the form of high-profile ransomware that targets individuals and businesses, leaking personal data that can affect the livelihoods of many people. Ransomware is a form of malware, which is a type of software designed to cause disruption to a computer’s normal operability, that targets individuals or businesses files and data with threats to either destroy or withhold them, unless a payment is made. (“What Is Ransomware?”). 
A recent high-profile case of ransomware occurred whereby the National Health Service (NHS) was targeted by a piece of ransomware called ‘WannaCry’. In May 2017, the ransomware spread across 45 NHS organisations and 37 trusts within the health service, affecting standard operations within the service whereby thousands of appointments had to be cancelled and patients in 5 areas having to travel further to attend another accident and emergency department. In total, 34% of NHS Trusts in England has been disrupted. (National Audit Office). We can see that the effect of the ransomware had been significant in damaging the running of an organisation and its communities within the UK. ‘WannaCry’ was not unique to the United Kingdom, however. It was a global a disruption to multiple thousands of computers around the globe, and due to the scale of the attacks, investigations were primarily led by law enforcement agencies within the United States.
Local internet-dependant crimes can involve the use of social media websites, such as Facebook and Twitter, to commit a variety of offences online such as hate offences, online threats and grooming of children online, often resulting in offences being committed under the Computer Misuse Act 1990. Figures show that around 1.9 million computer misuse offences had been committed within the year ending September 2021 in England and Wales. (“Crime in England and Wales - Office for National Statistics”).
According to a study conducted by Jigsaw Research, commissioned by Ofcom, 83% of respondents expressed a concern of child sexual abuse material online. When asked about their concerns more generally surrounding the internet, 43% were concerned about their personal information being stolen, 42% were concerned about scams and frauds while 37% were concerned about their data being processed without their consent. (Jigsaw Research). 

However, when discussing these statistics, it is often difficult to understand the amount of online crime that should be reported. A report conducted by Bertie Vidgen, Helen Margetts and Alex Harris on behalf of The Alan Turing Institute, key findings evidenced that statistics showing abusive material online is fragmented, incomplete and inadequate. This is due to some technology corporations responsible for maintaining social media websites only sharing information surrounding how much abusive content they have removed but not how much of this abusive content they host on their site in total. (Vidgen et al.).
If we evaluate the Malicious Communications Act 1988, under UK legislation it is offense to send a letter, electronic communication, or any article of any description with intent to cause distress or anxiety. (“Malicious Communications Act 1988”). This legislation will often cover offences that have been committed online, such as Social Media whereby users would send messages to another user, with the purpose of causing them distress or anxiety. 
A Freedom of Information (FOI) request sent to West Midlands Police Service revealed that in 2020, 713 individuals had been arrested for alleged offences involved under the above act. Since 2015, a steady increase can be seen. (Malicious Communications (1205A/21)). With the rise of social media becoming increasingly affluential over the last decade, with 1.9billion users accessing Facebook’s platform alone (Dean), it is becoming apparent that more people are using social media as a form of communication and engagement. 
When sending a message from Facebook, using its messaging service such as “Facebook Messenger”, people often believe that they have the anonymity and ability to send messages to anyone, with harmful content without fear of reprimand or consequences. Particularly more apparent with online users being children, bullying often is the source of such harmful content. Around 1 in 5 children aged between 10 and 15 years old in England and Wales experienced at least one type of online bullying in the year ending March 2020. (Office for National Statistics). While there is no legal definition for bullying, often offences can be committed under the Malicious Communications Act 1988, thus providing a realistic prospect of conviction for users sending material to another, online. 
Law enforcement agencies, particularly the Police within the United Kingdom can combat offences under the act above. Investigative procedures involving any computer material will often include lines of enquiries regarding personal information such as telephone numbers if a standard text-message via mobile had been sent or Internet Service Provider (ISP) information if a personal computer (PC) or laptop were involved.
When handling more common matters involving offences committed online such as threatening messages received on social media, Police will often have any information they require, readily available as the subject generally will have their legal name and some other identifiable information on their online profile. Often, victim’s will know their subjects and can provide this information to Police to hand. If an anonymous message has been sent to a victim, from a mobile number they did not know, Police may have more complex methods to determine the owner of that mobile number, with assistance from a mobile provider. 
Obtaining information in relation to an ownership of a mobile phone number can be established by way of requesting the relevant information from a mobile service provider (MSP). These providers, with common ones in the UK being Three, Vodafone and EE, will have information about a number’s owner such as their name, billing address and any other contact information. Such information is key to establishing the subject, providing potential further lines of enquiry for police officers. 
Methods such as the above, regarding MSP’s, often will provide crucial for investigating online offences such as harassment. If officers are able to establish the owner of a particular mobile number, this gives a line of enquiry by way of questioning that owner and potentially seizing their mobile phone using legislative powers covered under the Police and Criminal Evidence Act 1986.
The same method can be used by way of obtaining information from an Internet Service Provider (ISP) to determine not only the physical personal computer’s location, but also any times and dates certain requests, such as internet searches, were made. 
Collecting date and personal information regarding both mobile phones and computer data is possible under Schedule 2 Part 1 Para. 2 or Para. 5 Data Protection Act 2018, or an Annex C Request. This gives Police services and other local authorities access to request such information providing that it allows for the prevention or detection of crime, the apprehension or prosecution of offenders and other relevant information regarding any potential offences. (“Police and Other Agencies Request for Personal Information - Bristol.gov.uk”). 
If an internet-dependant crime that has been committed online amounts to a more serious investigation, such any offences relating to sexual abuse (i.e child sexual exploitation), then seizures of any technological devices like mobile phones or computers are necessary. Often, such devices will consist of encrypted methods such as passwords or PINs (Personal Identity Numbers) to secure the device from any unauthorised access. This can become a hindrance with any investigation relating to criminal matters. 
Police officers can ask a subject for this information to unlock their device, however they are not obligated to provide it unless a court order is made under Section 49 of the Regulation of Investigatory Powers Act (RIPA). However, this does not guarantee a subject will disclose such information. RIPA merely provides an offence itself to fail to provide this requested information. (“Powers of the Police: When to Provide Your Mobile Phone PIN or Password”). 
When extracting information from a device, in particular the Police, they have to follow a set of rules of guidance to ensure that an investigation into personal data held on an electronic device is balanced between people’s right to privacy against the right to a fair trial. This guidance is published by the College of Policing Authorised Professional Practice (APP). (College of Policing). 
As we can see, there are many investigatory powers and regulations that governs the use of policing against internet-dependant crimes. These differ in terms of justification and appropriateness. For a low-level internet-dependant offence such as malicious communications by way of social media messages, a full seizure and data download of a device may not be appropriate or justified under the APP guidance. A simple request under the Data Protection Act to Mobile Service Providers would be the only requirement to determine ownership of a mobile number. Requests to seize a mobile device and examine its contents would not be appropriate if it is a low-level offence. 
Each method for an investigative purpose does have its limitations. For example, requesting information from a mobile service provider in relation to discovering an owner of a particular mobile number, often this will only provide a line of enquiry by way of questioning that owner. Typically, mobile service providers would only show who is responsible for paying for that bill that the mobile number occurs. In interview, this owner could simply say that they do not use the phone, but simply own the number and that another person uses it. It does not provide full evidence into an offence; it merely acts as a line of enquiry. 
Furthermore, limitations towards requesting an Internet Service Provider (ISP) to disclose information about a user’s particular search history, the onus would be on Police to identify who owns the piece of equipment, as again, an ISP does not have information as to who owns equipment that is used with their service.
In my belief, the effectiveness of all above proves instrumental in assisting police with additional lines of enquiry that can positively affect an investigations outcome. By providing vital pieces of information and intelligence, in a justified and appropriate manner, crime reduction rates for many internet-dependant crimes could be on the decrease with many investigations leading towards successful convictions of offenders. 
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Evaluate the disruption options available to target criminal activity on the road network. 
I will be evaluating the different disruption options available within a road’s policing context that can aid in targeting criminal activity by use of the road. To help with my evaluations, I will be using evaluation criteria to assess the impact and effectiveness of these options by discussing each of their strengths and weaknesses, costs and effectiveness. Once I have evaluated these options, I will conclude with my argument surrounding the effectiveness of the disruption options available to target criminal activity on the road network. 

The National Police Chiefs’ Council (NPCC) published a three-year road policing strategy which prioritised four areas. Reducing road casualties, disrupting criminality, countering terrorism and patrolling the roads. (National Police Chiefs’ Council). Their objectives include, but not limited to securing roads free from the threat of serious crime and terrorism. The focus in this report stems from the use of intelligence. The National Roads Policing Intelligence Forum (NRPIF) enables a joint working facility between UK Police services and other agencies responsible in reducing road casualties and disrupting criminality. The aim of this forum is to allow for intelligence sharing, joint planning and coordination and assuring the safety and security of the road network.  

According to a review from the Department for Transport in July 2020, they state that the road network has links to other criminality by facilitating the commissions of criminal activities such as smuggling, cargo theft, county lines exploitation and crimes of violence. (Department for Transport). An intelligence assessment provided by the National Crime Agency (NCA) published in January 2019 in relation to county lines drug supply stated that the national road network remains a key transportation method for offenders in transporting drugs, cash and weapons. 

Methods include hiring vehicles to transport drugs across county borders, along with using vulnerable adults to exploit them in using their private vehicle. An emerging trend surrounding the use of cloned number plates on private vehicles has been identified, which can cause challenges to the effectiveness of some disruption options, such as Automatic Number Plate Recognition (ANPR), which I will be discussing shortly. (National Crime Agency, County Lines Drug Supply, Vulnerability and Harm 2018). 

When evaluating the disruption options available, it is important to clarify that the enforcement of road traffic laws is handled primarily by the Police. However, some areas have been devolved and decriminalised allowing local authorities to take over responsibilities. Areas such as parking enforcement are a great example of this. The disruption options I will be evaluating will include areas that consist of a multi-agency approach, such as the Police and the Driver and Vehicle Licencing Agency (DVLA). 

The first disruption option I will be evaluating is the use of Automatic Number Plate Recognition (ANPR). The technology of this option is used to assist in the detecting, deterring and disruption of criminality on the roads at a local, force, regional and national level. The technology works by employing the use of either static cameras at fixed, strategic locations or the use of mobile cameras that are fitted to motor vehicles with the ability to move to different areas of interest. Each camera will record a vehicle’s registration number plate and store it in a database. This database is then checked against records to vehicles of interest. (NPCC). 

The use of ANPR has proven to be an important detection in aid of policing the roads. It enables Police officers to locate stolen vehicles and disrupt users driving on the road without insurance. However, it is also a great tool in helping an investigation into organised crime or terrorism. The system allows Police to monitor or re-visit a vehicle travelling history. This can be particularly useful in developing intelligence that can assist in discovering further crime. For example, if a vehicle is known to be distributing drugs and often visits one similar location, ANPR can provide this data allowing officers to investigate this location, potentially uncovering a drug cultivation property.  
According to Simon Byrne, who was the Assistant Commissioner at the Metropolitan Police Service and Association of Chief Police Officers (ACPO) lead for ANPR, he states “The prevention and detection of crimes such as burglary, drug offences, sexual assaults and murder can all be very significantly aided by ANPR. ANPR differs significantly from CCTV. Data is very easy to capture and quick to search and can rapidly identify locations of potential interest.”. (Byrne). 

The strengths of employing the use of ANPR is that it can produce an accurate geographic location data. This enables Police to accurately record vehicle’s movements which can include the time and date of travel and direction. This can assist in a large scope of investigations such as creating a detailed vehicle movement in accurately identifying a premises of interest related to organised crime. The technology also allows for it to be deployed quickly. ANPR can be installed within Police vehicles and carries the same function as a fixed camera, allowing fluid use of the system to cover more areas of interest without the need to permanently fix a camera on site.  

In terms of weaknesses surrounding the use of ANPR, these are limited. It can be said that the use of the technology, as according to North Yorkshire Police in their ANPR and Cross Border Criminality report, state that the use of the technology assisted in the arrest of 727 individuals in 2018 and helped safeguard 36 vulnerable people. Within the same report, from a public survey, 85.27% of respondents said that ANPR can help Police to prevent crime. (Willey). That said, there does appear to be some limitation and concerns.  

The use of the technology can reduce the importance of a police presence. ANPR can be operated without the need of a Police officer and as such, does not require for an officer to be visible within a public place, such as the road and according to a Brake and Direct Line survey of UK drivers in 2019, 73% of respondents believe that there should be more police cars patrolling the road. (Brake - Road Safety Charity). As previously mentioned within this essay, was that the use of cloned numbers of plates are on the rise on private vehicles. This presents a challenge to the technology as it not able to distinguish if a number plate is original. The technology will purely capture the data that is in front of it and report back. Should cloned plates be used, this will give incorrect information to investigators as the legitimate registered owner of the number plate likely was not involved within any crime. 
Regarding the cost of deploying the technology, there is no set price point or an easily identifiable figure in determining the proportionality of the expense. 

However, the Home Office has published guidance on an ANPR’s performance assessment and operation. In this guidance, considerations include the pre-purchase requirements of the technology, a survey of the location that the technology may be deployed at, installation of the technology along with any ongoing maintenance. When considering the installation of an ANPR camera, the following factors are included for consideration. An operational requirement to detail the outcomes required of the technology. Having the complete ANPR system considered, which would include the camera, back office and storage facilities along with relevant permissions to access power and equipment. (Home Office). With the above taken into consideration, compared to the statistics provided by North Yorkshire Police previously in this essay, comparisons can be made regarding the effectiveness of the technology in relation to disrupting criminal activity on the road. I believe the effectiveness and opportunities for this technology far outweigh the cost of deploying ANPR cameras. 

Having discussed the technology that ANPR offers, other forms of technological advances can also be used in disrupting the criminal activity on the road network. In addition to ANPR cameras, common closed-circuit television cameras (CCTV) are also instrumental in disrupting criminality on the roads. There are millions of CCTV equipment around the United Kingdom, with each being placed at locations such as shop fronts and more increasingly, on private resident homes. I conjunction with ANPR, CCTV footage can be helpful in tracing a vehicle on a road by using local CCTV in an area, to better identify a travelling footprint as generally, ANPR cameras do cover a large area within a local town.  

A further disruption option can include the use of road safety awareness schemes. These schemes will cater to specific outcomes, such as targeting unsafe vehicles, uninsured drivers or a drink and drug driving campaign.  

Between 2015 and 2018, an average 1,610 people lost their lives on UK roads with many more seriously injured. (HMICFRS 2020). South Wales Police as of 2022, are currently running 4 safety awareness schemes. These include Operation Tutelage, a national policing initiative to reduce uninsured driving, Operation Tramline, an operation dedicated to reducing the number of people killed or seriously injured on the roads, Community Speed-watch which is a national initiative where members of the community are provided with approved detection devices for determining the speed of drivers, used to combat speeding vehicles and Operation Close, which is designed to target motorists who ignore highway code rules on overtaking cyclists. (South Wales Police).  

According to the Motor’s Insurance Bureau (MIB), more than two million uninsured vehicles have been seized on UK roads. (Motor Insurers’ Bureau), while every 20 minutes, someone in the UK is injured by an uninsured or untraced driver, with many suffering injuries that can be life threatening. The aim of some of these road safety campaigns are used in order to detect potential criminal behaviour by way of stopping a travelling vehicle and performing document checks. Police officers are granted powers in relation to stopping and seizing vehicles on public roads, under the Road Traffic Act 1988.  

The strengths of having such campaigns present positive public perception. Operations such as Operation Tutelage provide a heavy police presence within the communities and often will show positive statistics in the reduction of criminality on the roads. The effectiveness of these operations can be attributed to the statistics that each local police service provides along with the scalability and re-use of the operations. For example, if a police service uses an operation multiple times throughout the years, this can suggest that the effectiveness of it can be justified against any potential cost issues.  

In conclusion of my evaluations towards different disruptions and their effectiveness, I believe that with an approach of different technological options such as ANPR and CCTV, along with multiple policing and multi-agency operations, combined these can greatly improve the effectiveness of detecting and disrupting criminal activity by using the road network. I do however take note of the existing limitations and concerns surrounding the use of these options, to which I believe need to be addressed.  

For example, the limitations and concerns surrounding the use of ANPR regarding the probability of not requiring a police officer visible on a road network can concern members of public with their perception and belief that there should be more police presence on the roads. To counteract this, I note the capability of having mobile ANPR cameras fitted to police vehicles, however with only 4% of officers being dedicated to roads policing (Brake - Road Safety Charity), I believe the proportionality of officers do not meet the optimum amount to ensure that the ANPR system is effectively used. 
In relation to the campaigns surrounding road safety, while public perception of having a large police presence as a result of this are positive, some concerns can be around the costs of this, particularly to run multiple operations throughout the year with many personnel from the police service and other agencies such as the DVLA, perception may be that the Police are more focussed on criminalising minor traffic offences such as not wearing a seatbelt, than looking to investigate and put resources into having more officers patrolling the beat on foot.  
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