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Rumen Chowdhury, Computer Networks, Module: N&DCM, Lecturer: Dr. Carlene Campbell
I. INTRODUCTION
T
HIS paper discusses the fundamental principles of networking and Data Centre management for an enterprise network. It will primarily focus on two aspects, these are the networking aspect and the Data Centre management. The author was instructed to direct the research and practical development towards an enterprise, this enterprise being the University of Wales Trinity Saint David (UWTSD). The purpose of this was to create and conceptualise how the enterprise can manage their IT operation and construct a securely manageable Data Centre. This will also allow the enterprise to create a stable communication with their partner networks such as its neighbor campuses, not just locally but also on a global scale.
A. Data Centre

As a Data Centre is constructed, there lies a central point to where the main communication all transmits to, the author was instructed to create the main Data Centre in the Swansea location, thus all communication could be sent to the central point. The author created a conceptual model using the simulation software called Packet Tracer.

 According to lecture 2 Data Centre Architecture, the concept of a Data Centre infrastructure network refers to “…an essential component of the infrastructure supporting the internet and the digital commerce and electronic communication sector. Continued growth of these sectors requires a reliable infrastructure because…interruptions in digital services can have significant economic consequences”[1]. 

 Data Centre also refers to the computing operation for sharing network and data resources in a central location. A Data Centre can contain electronic equipment, communication equipment and storage equipment which can transmit digital information[2]. While these can be shared on a global scale, the requirement for Wide Area Network comes in place. WAN is telecommunication network that covers a wide broad area that can provide regional and national boundaries[3]. As a global communication link is formed, remote locations would preferably communicate through an ISP. The networking aspect of the Data Centre architecture plays a significant role, as it aids to stabilise the availability of the Data Centre resources.
Physical security plays a huge role in Data Centre architecture. The site is usually blocked off physically, only certain authorised personnel can access it. It would have 24 hours CCTV systems for monitoring purposes. While there would also be security guards present if there the Data Centre happens to be large in scale with sensitive information.


The networking aspect of the Data Centre consists of a hierarchical model. This hierarchical network model demonstrates an embraced network design approach that could be used to show reliability, scalability, deployment of technologies and management of interconnected devices. A good network design contains the correct approach for creating an actual network from a small network to a large network. A hierarchal network model consists of three different layers, core, distribution and access layer. This can aid a network engineer to visualise the ideas of where they can implement the technologies such as the hardware and software into a specific layer. Each layer is provided the role specific to that network device. The core layer being at top, also known as the backbone, which ensures fast convergence, and quick transmission between its own layer and the distribution layer. Below the author has provided an image to illustrate the three hierarchical layers:
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Figure 1 - Hierarchal Network Model

According to lecture slide 1, network design, the distribution layer also known as the aggregation layer provides policy-based connectivity between its neighbor layers, the core and access[4]. Here the distribution layer can manage aggregated domains or areas and divide them into defining campuses as if it was an enterprise network, thus this can provide the resources for routing functions, such as Inter-VLAN routing, routing protocols and also security implementations. The last layer which performs at the bottom of the hierarchal model, provides connections to end devices, such as PC’s, servers and wireless devices to the network. Here the access switches are able to provide layer 2 and layer 3 switching mechanisms, which ensures packets are transmitted to the end users. In a small enterprise there may be a couple of access layer switches implemented, whereas in a medium to large enterprise there may be a large number of switches enabled to optimise performance. 

II. Solutions for Wireless Networks
A. Wireless Mesh
A mesh network is defined as local area network, wireless local area network or virtual area network that deploys one or two connections types: the first being a full mesh network and the other a partial mesh network. The difference between these types is the connectivity, in the full mesh network the nodes are connected altogether, whereas in a partial mesh network, some of the nodes are connected to a central point and the rest are connected to the other nodes. A wireless mesh network (WMN) for 4th generation wireless systems, providing flexible, high-capacity wireless backhaul over large geographic areas[5].
A wireless mesh network (WMN) consist of a mesh network utilising connections of access points which are deployed at a user’s location. In this topology each node within the network act as a provider, thus forwarding packets to the next node. This type of network structure is simple as it need only to transmit data to the next available node. WMN give advantage to people in rustic areas so they can utilise the full potential of network connectivity.
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Figure 2 - WMN Infrastructure

Below the author provided the benefits and drawbacks of WMN:

	Benefits 
	Drawbacks

	· Self-healing, if one fails another takes its place, the network grows as more nodes are added

· Convenient in location which don’t utilise Ethernet connections
· Useful when line of sight wireless signals is intermittently blocked

· LANS can run faster than other networks because local packets don’t need to run back to a central server.
	· Still under development

· New adoptions yet to be devised

· Wireless links are inherently unreliable -> gets worse with each hop as size of mesh is currently limited

· Not completely seamless -> moving nodes may not establish new connections easily -> when a network topology changes the transmission paths can be temporarily disrupted -> thus voice and video don’t work as well on mesh networks.


Table 1 - WMN Adv & Disadv
The security issues for WMN are similar to most security issues that wireless communication system face. One of which is availability, the certainty that the network survives even when it has been breached. The main concerns are confidentiality, integrity and safety certification[6]. Other issues could be signal interjection/jamming, denial of service attack (DoS) and battery exhaustion. WMN are vulnerable as a result of their dynamic change of infrastructure. 
A typical WMN require a variety of security proposals, these can be data validation, data privacy, data integrity, availability and non-repudiation[7]. Data validation, to ensure secure end to end connectivity from source to destination. Data privacy, to ensure secure end to end data transmission between authorised users. Data integrity, to ensure that the data transmitted has not been changed in any way. Non-repudiation, refers to the idea that assurance cannot be denied by the destination if sent from a node. 
One of the main solutions that could aid WMN’s is secure routing. There are two distinct types, proactive and reactive. Proactive refers implementing a routing table at each end node, thus periodic updates can be performed. Reactive protocol refers to flooding the RREQ (Route Request) messages[8].
B. MANET
A mobile ad-hoc network (MANET) establishes a connection by connectiong dynamically through the wireless medium without a centralised structure[9]. Each node in a MANET network are independently moving, thus the links are removed and connected to other devices within range, each node is essentially a router. It is flexible as a user can deploy MANET where there are mobile devices. It is also scalable to the ease of add more nodes to the network.
In MANET networks there are various types of implementations that can be used, these are in vehicular ad hoc networks (VANET), where there is communication between road vehicles and equipment. Another use is smart phone ad hoc network (SPAN), a peer-to-peer communication between smartphones which relies on Wi-Fi and Bluetooth and not cellular networks. MANET networks has also a use for military operations for tactical deployment, it can be utilise for the army, air force and the navy. 

Below the author has provided the benefits and drawbacks of MANET network:

	Benefits
	Drawbacks

	· Highly performing network

· No expensive infrastructure must be installed

· Use of unlicensed frequency spectrum
· Quick distribution of information around sender

· No single point of failure.
	· All network entities may be mobile -> very dynamic topology

· Network function must have high degree of adaptability, no central entities -> operation in completely distributed manner.
· Transmission errors, data may not be 100% received correctly, data can be lost.


C. WiMAX
A WiMAX (Worldwide Interoperability for Microwave Access) is a set of wireless communication standards belonging to the 802.16 standards which was devised by the IEEE organisation, it provides physical and mac layer options. WiMAX is a connection-orientated WAN network that can potentially provide broadband access remote places, its purpose to deliver ‘broadband seamless quality multimedia services to the end users’[10]. This type of wireless technology provides high speed internet access that has the capability to offer huge trust worthy coverage. This type of technology may replace Wi-Fi and the technologies of 3G and 4G.
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Figure 3 - WiMAX Network Architecture

Above the author has provided an example of what a WiMAX architecture looks like. The WiMAX architecture contains two distinct types of stations, these are; Subscriber station (SS) and Base station (BS). The SS provides the services towards a business or building and a BS provides the services for a public network. The two communication paths between these two are called uplink and downlink, the uplink which communicates from SS to BS, downlink which communicates from BS to SS[11]. 
WiMAX features as follows:

	Uses wireless link with microwave or millimeter waves

	Uses licensed spectrum

	Provides public network service to fee-paying customers

	Uses point-to-point architecture

	Uses simple stationary rooftop or tower-mounted antennas

	Provides broadband


Below the author provides the benefits and drawbacks of WiMAX network:

	Benefits
	Drawbacks

	· Provides wireless connectivity over large distances.

· Broadband levels are higher.

· Larger radius than WiFi.

· Flexible lines of connections such as cell phones towers to carry signals

· Secures each user with constant broadband access.
· Transfer user to another access point if current one becomes unavailable.

	· May become expensive paying for equipment such as towers and stations, including installation and operation.
·  Weather conditions may impact the services.
· Impacts of other wireless signal.

· Power consumption.

· Multiple frequencies.

· Data transmission rate of WiMAX is lower compared to other technologies such as Fiber.


There seems to be various security issues with wireless networks as mentioned earlier. The author implments wireless technology into the Data Centre design to demonstrate a WLAN. The problems the WLAN could face are rogue access points which could be installed by users with malicious intent. DoS attacks are another threat wireless devices face, this can be due to incorrectly unconfigured devices, no security, and configuration errors. Man in the middle attack could occur and act as a AP which users may not be able to discover. According to lecture 6, the use of authentication will help solve security issues, by implementing key mechanisms such as WEP, WPA or WPA2 [12]. An example of this the author provided was by implementing AES (Advanced Encryption Standard) and TKIP (Temporal Key Integrity Protocol) on the access point. Limiting the area of the wireless network also proves to be a little secure as it is not noticeable in range. Checking configurations on devices regularly. Implementing mechanisms to encrypt traffic across wireless medium such as IPSec. Securing the wireless access points and placing them in a more secure environment, they can choose to disable the network when not in use. 
III. Design & Implementation
In this section the author provides the practical development of the Data Centre they have created in Packet Tracer. The author was instructed to create a functional enterprise network that supports UWTSD’s IT services. Within the Data Centre model the aduthor including various services such server farms, this being Internet server, Intranet Server, internal to the main campus, Extranet server farm, external to the network. It would cover areas such remote access, networking devices and security implementation.
Conceptual blueprint:
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As shown above, the author has decided to create the network in geographic location to aid in visualisation. The viewer can clearly see the UK cluster happens to be the main connection as it is the UWTSD domain. The author made a decision to create two ISP’s/Server farm, Google server farm and Yahoo server farm. Also the Malaysia server which is located at the bottom right, this being UWTSD’s partner. 
The networking devices which the author has used are layer 3 and layer 2 switches alongside with routers as its main gateway to the outside network. The network design in which the author has implemented is the collapse core method. Below is an example of the collapse core method:

[image: image5.emf]
This method was used because the author decided it was the best option in terms of the size of the enterprise. This network design proves to be low in cost, according to the lecture 1, the collapse core can provide the same functionality in the network switches that can manage core and distribution services. Instead of using two switches, one switch can perform the task of two switches. The core layer then would connect into the access layer as seen in the image. Of course for now the network design will work, however as the size of the enterprise increases the network architecture may change.
The author also decided to add a firewall logically but not connected to the network as it was troublesome to configure the ASA firewall due to lack of knowledge for the ASA firewall. Following inside the network the author decided to implement Inter-VLAN routing, this allowed the network to be divided into different areas, or different VLANs in this case. The main connections to the Data Centre in Swansea coming from the other Data Centre’s were Fiber Optic connections. The reason for this was because they can provide high bandwidth over long distances, thus have high speed as well. The ease of installation was also a factor. Physically they are more flexible especially for future growth as they provde reliability.
Implementation of working servers:
Server – TFTP
[image: image6.png]¥ Coreswitch1 [Google] - o

Physial | Config O | Attrbutes
105 Command Line Interface

TTIRSCEANGE
o up

Trverface CigabicEvhernevi/o/i0, changed svate

SLINEPROTO-5-UDOWN: Line protocol on Interface
GigabicEchernes1/0/10, changed state o up

SLINK-5-CHANGED: Incerface GigabicEchernetl/O/11, changed state
o up

SLINEPROTO-5-UDOWN: Line protocol on Interface
GigabicEchernet1/0/11, changed state o up

User Accass Verificstion
Passvoza:

Coraswiceniven
Fassvozd:

Coreswitenlseopy run tftp:

Address or name of remote host [17 172.16.59.3
Descinavion filename [CorsSwitehl-confgl?

fiziting running-confis.
(0K - 2757 bytes]

2757 bytes copied in 3.012 sacs (520 byces/sec)
Coresizenis]





[image: image7.png]TFTP Server [Google]

- o
Physcl  Config  Seices | Destop | Programming  Atrbutes
SeRvICES
TP ™
oHce Service ®on Oor
DHCPYE
e
ons
svsi06
Iy
e
Sl |c1841-advipservicesk9-mz. 124-15.T1.bin
e
= 1841 ipbase . 123-14T7n
N 1841 ipbasek9mz. 124- 1260





Server – SysLog
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Server – Mail
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Two Accounts configured for email as shown above.
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Server – FTP
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Logging on the ftp server works as shown below. The example shown by the author displays ‘write’ permission as seen in the screenshot.
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Here is the screenshot showing the file that was put in the earlier screenshot.
Server – DHCP

[image: image17.png]B8 DHCP Server [Google] - o

Physcal | Config  Services | Desktop  Programming  Arbutes.

SeRvICES
TP
oHce Inerfoce GgsbiEthemeto ~| service ® on O o

DHCPYE pool

TFTP.
S Defauit Gateway. 17216991

svsloc

serverpool 0.000 0.000 17216990 25.255.255.. 15

0.000





[image: image18.png]¥ Userl@uwtsd.com

Physial | Config Deskiop  Programming _ Attrbutes

© static

172.16.99.10

Subnet Mask 255.255.255.240

Defaut Gateway.

DS Server

TPv6 Configuration
@© Hee O Auto Config O static
1PV Address

Lk Local Address:

1P Gateway
IPV6 DNS Server





Server – DNS & HTTP
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Detail = IP add of HTTP to access webpage.
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As shown above, the HTTP & DNS server works as user1 accessed the webpage.
IV. Conclusion & Discussion
To conclude, the author has provided the reader a thorough understanding of what a Data Centre is, and the networking technologies needed to control and optimise the Data Centre architecture. The author discussed the concept of Data Centre architecture and its usefulness towards an enterprise. The author chose to discuss the topic of security within wireless technologies, this can relate to the Data Centre as its main concern would be have secure services. Network devices such as firewall which can filter traffic, from the internal side and external side and allow/deny traffic towards a particular destination. A more deployable method would be an intrusion detection system, similar to a firewall, it will report any intrusion attempts from unauthorised users. 
A Data Centre architecture would have multiple Data Centre’s as a backup and disaster recovery. In terms on the Data Centre which the author created, the main Data Centre was located in Swansea, while there were other Data Centre’s located in other campuses in case one failed, the services would be available through other campuses as they are all connected. 

Security was given emphasis towards the Data Centre as it may contain sensitive information which would need to be protected from unauthorised users to maintain its integrity and confidentiality. The literature aspect which the student has discussed about the wireless network issues is essential because a Data Centre may utilise these wireless technologies (WiMAX, WMN, and MANET) for certain reasons such as cost and ease of use. As mentioned IDS (Intrusion Detection Systems) will need to be installed to monitor traffic. The enterprise need to monitor nearly all the data transmitted throughout the whole network and the outside network so observe how secure it is. To conclude Data Centre must be given emphasis on physical security, logical security, secure the servers and mainframe, check for vulnerabilities and exploits. 
References

[1]
K. Radhakrishnan, “Lecture 2 - Data Centre Arch.” .

[2]
A. Shehabi, S. Smith, D. Sartor, R. Brown, M. Herrlin, J. Koomey, E. Masanet, and W. Lintner, “United States Data Center Energy Usage Report,” no. June, 2016.

[3]
Y. Zhang, N. Ansari, M. Wu, and H. Yu, “On Wide Area Network Optimization,” IEEE Commun. Surv. Tutorials, vol. 14, no. 4, pp. 1090–1113, 2012.

[4]
K. Radhakrishnan, “Lecture - 1 Network Design.” .

[5]
M. Hassan, S. K. Das, P. Mohapatra, and C. E. Perkins, “Wireless mesh networks,” IEEE Commun. Mag., vol. 45, no. 11, pp. 62–63, 2007.

[6]
L. V Li, “Research on the Security Issues and Counter Measures of Wireless Mesh Network,” 2012.

[7]
S. Dalal, “Survey on Attacks Pertaining to Wireless Mesh Networks and Approach towards Counter Measures,” Int. J. Comput. Appl., vol. 149, no. 12, pp. 975–8887, 2016.

[8]
M. S. Bhanu, “A Survey of Secure Routing Protocols for Wireless Mesh Networks,” vol. 97, no. 6, pp. 1–8, 2014.

[9]
A. Hinds, M. Ngulube, S. Zhu, and H. Al-Aqrabi, “A Review of Routing Protocols for Mobile Ad-Hoc NETworks (MANET),” Int. J. Inf. Educ. Technol., vol. 3, no. 1, pp. 1–5, 2013.

[10]
A. Garhwal and P. P. Bhattacharya, “A review on WiMAX Technology,” Int. J. Adv. Comput. Inf. Technol., vol. 1, no. 2, pp. 167–173, 2012.

[11]
M. Seyedzadegan and M. Othman, “IEEE 802.16: WiMAX Overview, WiMAX Architecture,” Int. J. Comput. Theory Eng., vol. 5, no. 5, pp. 784–787, 2013.

[12]
K. Radhakrishnan, “Lec6-Managing wireless networks.” .








