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[bookmark: _Toc8129596]1.0 Introduction
This report will cover the authors development methods throughout designing the Shine Cymru Timetable ASP.net MVC (model, view, controller) web application. The report will cover how the application was implemented and discuss the techniques used. The report will also cover the concepts of vulnerabilities and software design patterns.
[bookmark: _Toc8129597]2.0 Application Development Concepts
[bookmark: _Toc8129598]2.1 application security vulnerabilities
When creating any application, the vulnerabilities of that application need to be considered. If the application has vulnerabilities, then it is subject to attack. OWASP (Open Web Application Security Project) have published a report entitled OWASP top 10 2017 this report covers the top 10 security vulnerabilities within web applications. The vulnerabilities are as follows:
1. Injection 
2. Broken Authentication
3. Sensitive Data Exposure
4. XML External Entities (XXE)
5. Broken Access control
6. Security Misconfiguration
7. Cross-site scripting (XSS)
8. Insecure Deserialization
9. Using Components with Known Vulnerabilities
10. Insufficient Logging and Monitoring							[1]
With this list the author can plan when making his web application to prevent any vulnerabilities from presenting themselves within the application. Countermeasures can be taken to prevent these risks. Below the author has compiled a table of the top 5 risks in his opinion mentioned in the OWASP top 10 with the counter measures which can be taken:












[bookmark: _Toc8129679]Table 1: Top 5 OWASP Risks
	Risk
	Description of risk
	Counter Measure

	Injection
	Injection is when a SQL command is injected into an input on a web application
	In asp.net an injection counter measure is to use a parametrized query. This will remove any SQL syntax from the input making it impossible for SQL injection to take place[2]

	Broken Authentication
	If the authentication isn’t setup correctly an attacker could exploit this and gain access to the system. For example, users being given access to modify records.
	The web developer needs to make sure that the authentication methods are setup correctly. Within the Shine Cymru timetable this is done within a method called IsAdminOrStaff. Where only staff and admin can modify records.

	Sensitive Data Exposure
	This is when data like card details or customer details is exposed through an error or can be seen in plain text. 
	To prevent sensitive data exposure, this data needs to be encrypted to prevent it from being accessed by attackers.

	Security Misconfiguration
	This is when the security settings aren’t configured properly attackers can then use known exploits to attack the application a lot easier than if the security was configured correctly.
	To prevent this the default settings of the application, need to be changed so that this cannot be used by attackers. The passwords need to be secure and unique.

	Using Components with known vulnerabilities
	If components in the application have known vulnerabilities this can be exploited by attackers.
	To prevent this risk, make sure that the components used within the application do not have any vulnerabilities.



[3]









[bookmark: _Toc8129599]2.1 What are software design patterns?
Software design patterns are a method to solve design issues. The design patterns help in all design of web applications. The patterns are reusable and can be used on multiple situations repeatedly [4]. Software design patterns can be used as a template to implement designs as code.
There are three different types of software design patterns these being:
· Creational Design patterns – these design patterns are about class instantiation. To design the software, you must first create the classes and objects.
· Structural Design patterns – these patterns are about class and object composition.
· Behavioural Design patterns – These patterns target the communication between objects.
[5]
The pattern this section of the report will discuss is a behavioural pattern known as chain of responsibility. The chain of responsibility pattern encapsulates processing by asking the clients to launch their requests these requests then go to the entrance of the program, the program then chains the items together to handle the request.[6]
The main advantage of this design pattern is that it’s a simple structure and easy to remember. With the pattern you don’t have to feed it the chain structure and keep the references direct to the members.
A disadvantage of this pattern is that its difficult to debug as you just pass the information to the top of the program then the chain of responsibilities deals with it, making the information hard to follow to see where things go wrong if your application contains errors.
This design pattern would be suitable for the Shine Cymru application as it’s simplistic and doesn’t require much thought. 












[bookmark: _Toc8129600]5.0 Requirements
What is the purpose of the Shine Cymru Timetable application? The purpose of the Shine Cymru Timetable application is for clients to be able to sign in and click on their name to view their lesson plan for each week. The requirements for the Shine Cymru Timetable are as follows:
· The client must be able to click on their name and their timetable will appear.
· Staff must be able to sign in to add records to the client timetables.
· The system must be easy to use.
· Clients cannot edit their own timetables.
· The list of clients must be sortable/searchable.
· The pages must be formatted with CSS (Cascading Style Sheets)

[bookmark: _Toc8129601]4.0 Design
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[bookmark: _Toc8129657]Figure 1: Client page design







This is the design of the client timetables page which is the main page for the web application. The page works by clicking on a client and it will show that client’s timetable. The page also has a search function.
 [image: ]
[bookmark: _Toc8129658]Figure 2: Timetable page design
This is the timetable page showing all the timetables for one of the clients. After clicking on the clients name the timetable page loads up with that clients’ timetable showing. In staff view the staff members can click on the timetable entries to edit them and create new entries.













[bookmark: _Toc8129602]5.0 Implementation
[bookmark: _Toc8129603]5.1 Views/View models
[bookmark: _Toc8129604]5.1.1 _Client view 
Within the _Client view the client name and pictures are shown within a bootstrap card model [7]. There is also an A link within this view which links to the client’s timetable. The code is as follows: 
[image: ]
[bookmark: _Toc8129659]Figure 3: _Client View Code
As seen from above the code uses a mixture of C# asp.net and html. These three languages are used throughout the project.

[bookmark: _Toc8129605]5.1.2 _Paging (clients) view
The _Paging view displays a page navigation at the bottom of the page this is used within the clients’ page and shows 10 clients per page with the option to increase this via a dropdown box.
[image: ]
[bookmark: _Toc8129660]Figure 4: _Paging(clients) view
This is the code for the _Paging view the code works by first checking the page size this is done within the sort filter options file. The page navigation at the bottom of the page will then show how many pages are there and allow them to change page or increase the number of items on one page.

[bookmark: _Toc8129606]5.1.3 _Search (clients) view
This view is on the top of the clients’ page it allows for the user to order the page by surname or first name in ascending order (A-Z). The search also allows for a search by either surname or first name.
[image: ]
[bookmark: _Toc8129661]Figure 5: _Search(clients) view
Above is the code for the search view it uses the sort filter options page to filter and order the page. 
[bookmark: _Toc8129607]5.1.4 _Timetable view
The timetable view is the view shown if not signed in to a admin or staff account. The view displays a bootstrap list content group with the client’s timetable. If the client hasn’t clicked on their name it will display an A element asking them to click on their name or picture. This A element will direct them back to the client page. [image: ]
[bookmark: _Toc8129662]Figure 6:_Timetable view
Above is the code for the _Timetable view it works by looping through a switch of days and then checks if the timetable entry is on that day and puts it into the relevant column.
[bookmark: _Toc8129608]5.1.5 _AdminStaffTimetable view 
The AdminStaffTimetable View works the same way as the _timetable view except instead of asking the client to click their name it will display all the client’s timetables. This is all the timetables unsorted in raw form.
[image: ]
[bookmark: _Toc8129663]Figure 7: _AdminStaffTimetable view
Above is the added line of code if there are no clients selected. It just removes the ID check and adds in all IDs.
[bookmark: _Toc8129609]5.2 Controllers 
[bookmark: _Toc8129610]5.2.1 Timetable Controller
The client controller holds all the posts and gets. It is what is called when the timetables are loaded into the page. 
[bookmark: _Toc8129611]5.2.4 Client controller
The client controller holds all the posts and gets. It is what is called when the timetables are loaded into the page.
[bookmark: _Toc8129612]6.0 Evaluation
The author believes that he has met all the aims and requirements for the Shine Cymru Timetable web application. The web application runs with no errors showing a list of the clients with the ability to click on the client to load their timetable.  The system is easy to use, and the staff are easily able to modify and add records while searching and sorting clients. The web application is adequately formatted using CSS. As all the aims and objectives have been met the author believes that the project was a success.
[bookmark: _Toc8129613]6.1 Future recommendations 
If the author was to do this project again, he would add sorting to the timetable page to be able to show certain date ranges.
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