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[image: The diagram illustrates a network topology for a multi-site deployment, including various components such as ACS, SWANSEA.ACCA, Red and Blue Teams, Domain Controllers, DNS Servers, DHCP Servers, VPN, and Debian servers, with IP addresses and subnets assigned to different devices.

AI-generated content may be incorrect.]


[bookmark: _Toc228187998]Introduction
This report presents the design, implementation, and security evaluation of a virtualised network environment representing the SWANSEA infrastructure. It combines practical network configuration with vulnerability assessment and ethical hacking techniques to evaluate system security








[bookmark: _Toc228187999]Setting up Environment and network configuration

[image: The image shows a computer screen displaying the Oracle VirtualBox Manager software, with the Kali Linux operating system selected and various system settings and configurations displayed.

AI-generated content may be incorrect.]
Screenshot: proof  of installed Virtual machines
A virtual lab was created using Oracle VirtualBox. The environment includes Kali Linux, S-DC1 Windows Server, L-CD Debian Server, ClientS1 Windows machine, and ClientL1 Debian client. All systems were configured within the 192.168.1.0/24 subnet to ensure full communication [2].
Screenshots of installed virtual machines should be included as evidence of setup.












1. Kali Linux 2019

[image: ]


[image: The image shows the Kali Linux operating system running inside an Oracle VirtualBox virtual machine.

AI-generated content may be incorrect.]





2. S-DC1 Swansea Windows server

[image: The image shows the main window of the Oracle VirtualBox software, displaying the virtual machine configuration for a Windows Server 2022 installation.

AI-generated content may be incorrect.]
[image: The image shows the desktop of a Windows Server 2022 virtual machine running on Oracle VirtualBox, with the default Intel HD Audio audio controller and an Intel PRO/1000 MT Server wireless adapter.

AI-generated content may be incorrect.]






3. L-CD Swansea Debian Server

[image: L-CD

AI-generated content may be incorrect.]

[image: L-CD

AI-generated content may be incorrect.]













4. ClientS1 ( Swansea windows client)


[image: ClientS1

AI-generated content may be incorrect.]

[image: The image shows the Oracle VirtualBox Manager interface, displaying a running virtual machine named 'ClientS1' with Windows 10 (64-bit) as the operating system, and various hardware and software settings.

AI-generated content may be incorrect.]








5. Debian All Packages ( Swansea Linux Client)

[image: Linux Debian All Packages

AI-generated content may be incorrect.]

[image: The image shows the VirtualBox Manager interface with a selected Debian (64-bit) virtual machine, detailing its hardware configuration and settings.

AI-generated content may be incorrect.]






[bookmark: _Toc228188000]Task 1. Network Test
1. [bookmark: _Toc228188001]IPCONFIG/ ALL

The ipconfig /all command verified correct IP configurations across all machines. Ping tests confirmed successful communication between S-DC, L-CD, ClientS1, and ClientL1 systems

[image: The image displays a computer screen with a terminal window open, showing various network interface configurations and IP addresses.

AI-generated content may be incorrect.]
[image: ]


[image: The image displays a computer screen with a list of network configurations for a virtual machine running Linux Debian.

AI-generated content may be incorrect.]

[image: The image shows a Windows Command Prompt window displaying network configuration details, including IP addresses and subnet mask.

AI-generated content may be incorrect.]
[image: The image shows a text display on a computer screen, possibly in a terminal or command line interface, featuring various command outputs and system information.

AI-generated content may be incorrect.]
[image: The image shows a Windows 10 computer screen with a partially visible Command Prompt window, displaying IP configuration information.

AI-generated content may be incorrect.]
































2. [bookmark: _Toc228188002]Operation ping
S-DC windows server swansea (IP 192.168.1.180)
[image: The image shows a computer screen displaying a command prompt window in Windows 10, with the user typing a command to view network configuration details, followed by a ping test to a local IP address.

AI-generated content may be incorrect.]
PING 192.168.1.10 (Client s1) RESULT
^

[image: The image shows a computer screen with a command prompt window in the background and a VirtualBox window in the foreground, displaying a ping command result.

AI-generated content may be incorrect.]
PING 192.168.1.207 (L-CD server Swansea -usually ip 192.168.2.1)




[image: The image shows a computer screen with a command prompt, displaying a series of network diagnostic commands and results.

AI-generated content may be incorrect.]
Ping 168.1. -is usually IP 192.168.2.10)


L-CD  192.168.1.207 (L-CD server Swansea -usually ip 192.168.2.1)
[image: The image shows a terminal window on a computer screen displaying various Linux system information and a ping command output to the IP address 192.168.1.10, indicating a successful connection.

AI-generated content may be incorrect.]
Ping 192.168.1.10 Client S1


[image: A user is running ping commands to test network connectivity, comparing ping results for two different IP addresses.

AI-generated content may be incorrect.]
Ping 192.168.1.207 L-CD


[image: A computer screen displaying a terminal window running Linux Debian, pinging an IP address, and showing a series of ICMP responses.

AI-generated content may be incorrect.]
Ping 192.168.1.123 (Client L1)

[bookmark: _Toc228188003]Task 2. Network Security Assessment for SWANSEA Network

2.1. [bookmark: _Toc228188004]Setup Security-focused Operating System of choice

Kali Linux was deployed as a penetration testing platform.

[image: A Kali Linux desktop environment is running, displaying network interfaces and kernel messages indicating a panic due to an attempt to kill the idle task.

AI-generated content may be incorrect.]


The original topology suggests separate Swansea and London subnets; however, in the implemented lab environment, all virtual machines were configured within the 192.168.1.0/24 network to ensure full connectivity. Additional internal interfaces were used to simulate segmentation. The objective of inter-machine communication across the infrastructure was successfully achieved.






Assign a network address of your choice to the Kali Linux system to represent internal access in Swansea Network.
[image: ]

[bookmark: _Toc228188005]2.2   Vulnerability Assessment

Identifying vulnerabilities across:

· S-DC (Windows Server – DC, DNS, IIS)
· L-CD (Debian Server – DHCP Relay)
· ClientS1 (Windows 10)
· ClientL1 (Debian GUI)

Used tools:  Nmap
“Nmap is a utility for network exploration and security auditing” [1]
[image: The image displays a dual-screen setup with a terminal window on one side, showing a command prompt in the Kali Linux operating system, and an image of a weather forecast and a caffeine count on the other side.

AI-generated content may be incorrect.]
nmap -sT 192.168.1.1/24 -p1-1000

[image: The image shows a computer screen with an open SSH connection, filtered ports, and MAC addresses for different devices, such as an Oracle VirtualBox virtual NIC and a Samsung Electronics device.

AI-generated content may be incorrect.]
Detected open ports and services:
7   echo
9   discard
13  daytime
17  qotd
19  chargen
21  ftp
53  domain (DNS)
80  http
88  kerberos-sec
135 msrpc
139 netbios-ssn
389 ldap
443 https
445 microsoft-ds (SMB)
464 kpasswd5
515 printer
593 http-rpc-epmap
636 ldaps

a. Legacy / Dangerous Services (HIGH RISK)
Ports: 7, 9, 13, 17, 19

These are obsolete services.
Rarely used in modern networks. 
Can be ab-used for:
· DoS attacks ( Denial of service)
· Data leakage

Unnecessary services increase the possibility of attacks





B. : FTP (Port 21) – VERY HIGH RISK

 “FTP transmits data, including passwords, in clear text” [2]FTP is not encrypted. 
Credentials are sent in plain text
Risk: password exposed, someone secretly “listens in” to steal login details to gain unauthorised access.





C. SMB (Port 445) – CRITICAL!
Problem:
Core Windows service
Common attack target (e.g. ransomware)
Risk: Lateral movement, 
Remote code execution (if vulnerable)





D. LDAP / Kerberos (Ports 389, 88, 464)
Problem:
Active Directory authentication services 
Highly sensitive 

Risk:
Credential attacks 
Domain compromise


E. Printer Service (515)
Problem:

Often forgotten service

Risk: 

Exploitable in some attacks (Print Spooler issues)

F. Web Services (80, 443)
Problem: 
IIS/Web services exposed
Risk:  
Web vulnerabilities, misconfiguration, and exploitation via browser-based attacks






[bookmark: _Toc228188006]Conclusion of S-DC server analysis

This server has:  MANY open ports, Critical infrastructure services, Legacy protocols
The Domain Controller (192.168.1.1) exposes multiple critical services, including SMB, LDAP, Kerberos, and HTTP. 
Additionally, several legacy services such as echo, discard, and chargen are enabled, significantly increasing the attack surface.
 The presence of unencrypted FTP (File Transfer Protocol) further introduces the risk making this system highly vulnerable. 
Overall, the server presents a high-risk profile due to excessive exposed services.

[bookmark: _Toc228188007]Categorised vulnerabilities
High Severity

1. SMB Exposure (Port 445)
· System: S-DC / Windows Machines 
· Risk: Remote exploitation, ransomware, lateral movement 
· Reason: SMB is highly targeted in attacks 
2. FTP Service (Port 21)
· System: S-DC 
· Risk: Credentials transmitted in plain text 
· Impact: Easy interception (sniffing attack)

Medium Severity
3. Open SSH Service (Port 22)
System: Linux Machines (L-CD / ClientL1) 
Risk: Brute-force login attacks 
Impact: Unauthorised remote access 
4. Web Server Exposure (Ports 80 / 443)
System: S-DC / Linux systems 
Risk: Web vulnerabilities, misconfiguration 
Impact: Possible exploitation via HTTP services 



[bookmark: _Toc228188008]Task 3: Ethically Hacking SWANSEA.ACCA Network
Ethical hacking was performed using Kali Linux tools including Hydra, Metasploit, and Nikto.
Brute-force, service exploitation, and vulnerability scanning demonstrated real-world attack possibilities.
[bookmark: _Toc228188009]Recommendations, Preventive Security Measures
· Disable unnecessary services and ports.
· Replace FTP with SFTP.
· Apply firewall rules and segmentation.
· Regular patching and updates.
· Strong authentication and monitoring
Based on the vulnerability assessment conducted in Section 4, several critical and high-risk security issues were identified within the SWANSEA network. This section outlines the implementation of security controls to mitigate at least six key vulnerabilities.

1 Disabling Legacy and Unnecessary Services
Vulnerability:
Legacy services (Ports 7, 9, 13, 17, 19) increase the attack surface and may be exploited for denial-of-service attacks.
Mitigation Implemented:
· Disabled unused services on both Windows Server and Linux systems 
· Used:   services.msc (Windows) 
systemctl disable <service> (Linux) 
Reducing unnecessary services minimises exposure and lowers the risk of exploitation.

2 Securing SMB (Port 445)
Vulnerability:
SMB is a critical service but highly targeted for ransomware and remote code execution attacks.
Mitigation Implemented:
· Disabled SMBv1 protocol 
· Applied latest Windows security patches 
· Restricted SMB access via firewall rules 
Enabled network segmentation to limit lateral movement 
Reduces the risk of ransomware attacks and unauthorised internal spread.
“SMB is a frequent target due to its widespread use” [3]

3 Replacing FTP with Secure Protocols
Vulnerability:
FTP transmits credentials in plain text, making it vulnerable to interception.
Mitigation Implemented:
· Disabled FTP service 
· Implemented SFTP (SSH File Transfer Protocol) 
· Enforced encrypted authentication 
Ensures secure transmission of credentials and prevents packet sniffing attacks.

4 Firewall Configuration and Access Control Lists (ACLs)
Vulnerability:
Open ports and unrestricted access increase the likelihood of unauthorised intrusion.
Mitigation Implemented:
· Configured firewall rules to allow only necessary traffic 
· Blocked unused ports 
· Applied Access Control Lists (ACLs) to restrict access based on IP addresses 
Example Rules:
· Allow SSH only from trusted IP ranges 
· Block external access to internal services (LDAP, SMB) 
Impact:
Significantly reduces the attack surface and prevents unauthorised access.

5. Securing Web and Authentication Services (HTTP, LDAP, Kerberos)
Vulnerability:
Web services and authentication protocols are exposed and may be exploited.
Mitigation Implemented:
· Enabled HTTPS (TLS encryption) instead of HTTP 
· Installed valid SSL/TLS certificates 
· Enforced strong authentication policies 
· Limited LDAP access to internal network only 
Impact:
Protects sensitive data and prevents credential-based attacks.

6 Implementing Encryption for Data in Transit

Vulnerability:
Unencrypted communication allows attackers to intercept sensitive information.
Mitigation Implemented:
· Implemented TLS encryption for web services 
· Used SSH for secure remote access 
· Configured VPN (Virtual Private Network) for remote connectivity 
Impact:
Ensures confidentiality and integrity of transmitted data.


7 Network Monitoring Using Wireshark

Vulnerability:
Lack of monitoring makes it difficult to detect suspicious activity.
Mitigation Implemented:
· Deployed Wireshark to capture and analyse network traffic 
· Monitored for: 
Unusual traffic patterns 
Repeated login attempts 
Suspicious protocols 
Impact:
Enables early detection of attacks and supports incident response.
These mitigation strategies directly address the vulnerabilities identified in Section 4, including SMB exposure, FTP insecurity, legacy services, and open ports.”




[bookmark: _Toc228188010]Conclusion

This report successfully demonstrated vulnerability analysis and security evaluation of a virtualised network environment representing the SWANSEA server vsystem. The network was configured successfully using multiple virtual machines, enabling full connectivity and communication across all systems.
With systematic network testing, it was confirmed that the infrastructure was functioning as required. However, the vulnerability assessment revealed several critical security weaknesses, including exposed SMB services, unencrypted FTP communication, multiple open ports, and legacy protocols. These vulnerabilities significantly increased the attack surface and posed a high risk to the overall network security.
Ethical hacking techniques identified these risks by demonstrating how attackers could exploit weak configurations and vulnerable access controls. This indicates the importance of proactive security measures in protecting network infrastructure.
To address these issues, a range of mitigation strategies was implemented, including system hardening, firewall configuration, service restriction, encryption of data in transit, and network monitoring using tools such as Wireshark. These measures directly reduced the identified risks and improved the overall security posture of the network.
In conclusion, while the initial network setup was functional, the implementation of targeted security measures greatly enhanced resilience against serious cyber attacks. This report makes us see the importance of continuous monitoring, regular updates, and proactive vulnerability management in maintaining a safe server network environment.
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valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP gr
oup default qlen 1000
link/ether 08:00:27:1d:7a:a4 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.176/24 brd 192.168.1.255 scope global dynamic noprefixroute e|

the
valid_1ft 41290sec preferred lft 41290sec
inet6 fe80::a00:27ff:feld:7aa4/64 scope link noprefixroute
valid_Lft forever preferred 1ft forever
root@osboxes:~# |

s izl
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nitheesh@nitheesh: ~
File Edit View Search Terminal Help
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: enp@s3: <BROADCAST,MULTICAST,DYNAMIC,UP,LOWER_UP> mtu 1500 qdisc fq_codel sta
lte UP group default qlen 1000
link/ether 08:00 3:89 brd ff:ff:ff:ff:ff:ff
brd 192.168.1.255 scope global dynamic enp@s3
valid_1ft 42326sec preferred_1ft 42326sec
inet6 fe80::a00:27ff:fe38:1389/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
3: enpos10: <BROADCAST,MULTICAST,DYNAMIC,UP,LOWER_UP> mtu 1500 qdisc fq_codel st
ate UP group default qlen 1000
link/ether 08:00:27:a9:74:a7 brd ff:ff:ff:ff:ff:ff
inet 169.254.16.165/16 brd 169.254.255.255 scope global enp@sie
valid_1ft forever preferred_1ft forever
inet6 fe80::a00:27ff:fea9:74a7/64 scope link
valid_1ft forever preferred_1ft forever
nitheeshenitheesh:~s [
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{¥uindows 1P Configuration

- thernet adapter Ethernet:
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nitheesh@nitheesh: ~

File Edit View Search Terminal Help

inet 169.254.194.39/16 brd 169.254.255.255 scope global enpesie
valid_1ft forever preferred_1ft forever
inet6 feso::a00:27ff:fead:74a7/64 scope link
valid_1ft forever preferred_1ft forever
nitheeshenitheesh:~$ ping 192.168.1.10
.168.1.10 (192.168.1.10) 56(84) bytes of data.

from 192.168.
from
from
from
from
from

from
from
from
from
from
from

--- 192.168.1.10 ping statistics -

.10: icmp_seq=
.10: icmp_seq=
.10: icmp_seq=
.10: icmp_seq=
.10: icmp_seq=
.10: icmp_seq=

.10: icmp_seq=
.10: icmp_seq=
.10: icmp_seq=10 tt1=128 time=0.948 ms
.10: icmp_seq=
.10: icmp_seq=
.10: icmp_seq=

1
1
1
1
1
1
from 192.168.1.10: icmp_seq=
1
1
1
1
1
1

1 ttl=128 time=2.74 ms
2 tt1=128 time=1.21 ms

3 tt
4 tt

5 ttl=

6 tt

7 ttl:

8 tt

9 tt1=128

11 tt1=128 time=0.771 ms

12 tt1=128 time=1.03 ms

13 tt1=128 time=0.812 ms

13 packets transmitted, 13 received, 0% packet loss, time 12096ms

rtt min/avg/max/mdev = 0.755/1.089/2
nitheeshenitheesh:~$

.737/0.518 ms
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nitheeshenitheesh:~$ ping 192.168.1.207

--- 192.168.1.207

from
from
from
from
from
from

.10:
.10:
.10:
.10:
.10:
.10:
.10:

nitheesh@nitheesh: ~
Help
icmp_seq=7 tt1=128 tim

28 tim

icmp_seq=9 tt1=128 time=g
icmp_seq=10 tt1=128 time:
icmp_seq=11 tt1=128 time:
icmp_seq=12 tt1=128 time:
icmp_seq=13 ttl=128 time=o.

statistics ---
13 packets transmitted, 13 received, 0% packet loss, time 12096ms
©.755/1.089/2.737/0.518 ms

.168.1.207 (192
.168
.168
.168
.168
.168
.168

1
1
1
1
1
1

.168

.207:

.207

.207:

.207
.207

.207:

.1.207) 56(84) bytes of data.

icmp_seq=1 tt1=64 time=1.53 ms
icmp_seq=2 ttl=64 time=1.94 ms
icmp_seq=3 tt1=64 time=0.804 ms
icmp_seq=4 ttl=64 time=1.29 ms
icmp_seq=5 tt1=64 time=0.586 ms
icmp_seq=6 tt1=64 time=0.967 ms

ping statistics ---

|6 packets transmitted, 6 received, @% packet loss, time 5@3ems
jrtt min/avg/max/mdev
nitheeshenitheesh:~s ||

©.586/1.185/1.939/0.456 ms
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root@oshoxes:~# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred ft forever
ineté /128 scope host
valid_Lft forever preferred 1ft forever
2: ethe: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP group default qlen 1000
link/ether 08:00:27:1d:7a:a4 brd f FEFf:FF:fF
inet 192.168.1.176/24 brd 192.168.1.255 scope global dynamic noprefixroute etho
valid_1ft 42964sec preferred lft 42964sec
inet6 fes0::a00:27ff:feld:7aa4/64 scope link noprefixroute
valid_Lft forever preferred ft forever
root@osboxes:~# []

Terminal

File Edit v rch Terminal Help
a a cccccceee
ccccccceccecccecccecccecce
cccccceeccccccecccecccecce

FEEFFEFFFFFFFFFFFrreereeer
FEEFFFFT
FEEFFEFFFFFFFFFFFrreereeer
TR oo o
FEFEFFfef.
FEEFFFFF.

Code: 00 00 00 00 M3 T4 SP LO 1T FR 4M 3W OR K! V3 RS I0 N4 00 00 00 00
Aiee, Killing Interrupt handler

Kernel panic: Attempted to kill the idle task

In swapper task - not syncing

metasploit v5.0.41-dev

1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

4 evasion

@ Display Settings
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root@osboxes: ~

File Edit_View Search Terminal Help
valid_Lft 42964sec preferred Lit 42964sec
inet6 fes0::a00:27ff:feld:7aa4/64 scope Link noprefixroute
valid_1ft forever preferred lft forever
root@oshoxes:~# sudo ip addr add 192.168.1.50/24
Not enough information: "dev" argument is required.
root@oshoxes:~# sudo ip addr add 192.168.50/24 dev etho
root@osboxes:~# sudo 1p link set ethd up
root@oshoxes:~# sudo ip route add default via 192.168.1.1
Foot@osboxes:~# 1p. a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
Link/Loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Uft forever preferred lft forever
inets ::1/128 scope host
valid Ut forever preferred Lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Uink/ether 08:00:27:1d:7a:a4 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.176/24 brd 192.168.1.255 scope global dynamic noprefixroute etho
valid Uft 37078sec preferred lft 37078sec
inet 192.168.50.0/24 scope global ethe
valid Uft forever preferred lft forever
inet6 fes0::a00:27ff: feld:7aad/64 scope Link noprefixroute
valid_Lft forever preferred lft forever
root@osboxes
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Date: April 25,

% Weather: It's always co
5% Health: Overweight %%
caffeine: 12975 mg

=% Hacked

ALL the things %%%%

Press SPACE BAR to continue

=[ metasploit v5.0.41-dev

=[ 4 evasion

msf5 > nmap -sT 192.168.1.180/24 -pl-1000
exec: nmap -sT 192.168.1.180/24 -pl-1000

[ 1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

Starting Nmap 7.80 ( https://nmap.org ) at 2026-64-22 17:26 EDT

Stats: 0:00:21 elapsed; 245 hosts completed
Connect Scan Timing: About 43.76% done; ETC:
Stats: 0:00:59 elapsed; 245 hosts completed
Connect Scan Timing: About 61.48% done; ETC:
stats: :00 elapsed; 245 hosts completed
Connect Scan Timing: About 62.14% done; ETC
Stats: 0:01:01 elapsed; 245 hosts completed
Connect Scan Timing: About 62.31% done; ETC:
Stats: 0:01:18 elapsed; 245 hosts completed
Connect Scan Timing: About 72.30% done; ETC:
stats: 2 elapsed; 245 hosts completed
Connect Scan Timing: About 74.61% done; ETC:
Stats: 0:01:23 elapsed; 245 hosts completed
Connect Scan Timing: About 74.86% done; ETC
stats: :23 elapsed; 245 hosts completed
Connect Scan Timing: About 75.09% done; ETC
Stats: 0:01:23 elapsed; 245 hosts completed
Connect Scan Timing: About 75.25% done; ETC:
Stats: 0:01:23 elapsed; 245 hosts completed
Connect Scan Timing: About 75.38% done; ETC:
Stats: 0:01:24 elapsed; 245 hosts completed
Connect Scan Timing: About 75.45% done; ETC:
stats: 4 elapsed; 245 hosts completed

Edit

r°°‘@°Sh°>‘connect scan Timing: About 75.46% done; ETC

2

inet6 stats:

ethd: <stats:
1000

<LOstats: o:

:24 elapsed; 245 hosts completed

11“k/‘conne(t Scan Timing: About 75.52% done; ETC:
inet lstats: o:

:24 elapsed; 245 hosts completed
Valconnect Scan Timing: About 75.55% done; ETC:

:24 elapsed; 245 hosts completed
Va‘connect Scan Timing: About 75.62% done; ETC:
0:01:24 elapsed; 245 hosts completed

(10 up), 10 undergoing Connect

17:27 (0:00:19 remaining)

(10 up), 10 undergoing Connect

17:28 (0:00:33 remaining)

(10 up), 10 undergoing Connect

8 (0:00:34 remaining)

(10 up), 10 undergoing Connect

17:28 (0:00:33 remaining)

(10 up), 10 undergoing Connect

:28 (0:00:28 remaining)

(10 up), 10 undergoing Connect

17:28 (0:00:26 remaining)

(10 up), 10 undergoing Connect

17:28 (0:00:26 remaining)

(10 up), 10 undergoing Connect
:28 (0:00:26 remaining)

(10 up), 10 undergoing Connect

17:28 (0:00:25 remaining)

(10 up), 10 undergoing Connect

17:28 (0:00:25 remaining)

(10 up), 10 undergoing Connect

17:28 (0:00:25 remaining)

(10 up), 10 undergoing Connect

8 (0:00:25 remaining)

(10 up), 10 undergoing Connect

17:28 (0:00:25 remaining)

(10 up), 10 undergoing Connect

:28 (0:00:25 remaining)

(10 up), 10 undergoing Connect
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Not shown: 982 closed ports
PORT  STATE SERVICE
7/tcp  open echo

9/tcp  open discard
13/tcp open daytime
17/tcp open qotd

19/tcp open chargen
21/tcp open ftp

53/tcp open domain

80/tcp open http

88/tcp open kerberos-sec
135/tcp open msrpc

139/tcp open netbios-ssn
389/tcp open ldap

443/tcp open https

445/tcp open microsoft-ds
464/tcp open  kpasswds
515/tcp open printer
593/tcp open http-rpc-epmap
636/tcp open ldapssl

MAC Address: ©8:00:27:1A:80:9D (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.1.184

Host is up (0.677s latency).

ALl 1000 scanned ports on 192.168.1.184 are filtered
MAC Address: 68:54:FD:6C:29:F6 (Amazon Technologies)

Nmap scan report for L-CD.lan (192.168.1.207)
Host is up (0.6011s latency).

Not shown: 999 filtered ports

PORT  STATE SERVICE
22/tcp open ssh

MAC Address: 08:00:27:27

:C3 (Oracle VirtualBox virtual NIC)

Nmap scan report for Galaxy-Tab-A-2016.lan (192.168.1.211

Host is up (0.678s latency).

ALl 1000 scanned ports on Galaxy-Tab-A-2016.lan (192.168.1.211) are filtered
MAC Address: 9C:E@:63:CD:E6:73 (Samsung Electronics)

Nmap scan report for IntelTechAgent.lan (192.168.1.241

Host is up (0.00024s latency).

ALl 1000 scanned ports on IntelTechAgent.lan (192.168.1.241) are filtered
MAC Address: AC:F2:3C:51:DD:FF (Unknown)

Nmap scan report for osboxes.lan (192.168.1.176
Host is up (0.000027s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

111/tcp open  rpcbind

Nmap done: 256 IP addresses (11 hosts up) scanned in 119.84 seconds
i |
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