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Abstract
In the report, the author discusses the benefits and drawbacks of various key areas of cloud computing, such as scalability, performance, and cost. Virtualisation is then discussed, along with containerisation and its benefits over traditional virtualisation. The author then reviews a development they carried out of a containerisation application using Docker, Node.js, and other open-source products and technologies often used to create this type of application. Finally, the author draws their conclusions regarding the development process and cloud computing in general.
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[bookmark: _Toc71122044]Introduction
The adoption of cloud computing has increased over the past few years, and is set to continue in the years ahead [1]. Cloud computing leverages technologies such as virtualisation and containerisation. This report discusses some of the key benefits and drawbacks of cloud computing. An overview of virtualisation is also given, including insight into containerisation and its increasing adoption. The author also evaluates the process of developing a containerised application using various popular open-source products for this type of development process. Finally, the author gives their conclusion on the subjects covered in the report.
[bookmark: _Toc71122045]Cloud computing
The term cloud computing refers to a pool of shared computing resources that is available remotely. These resources are configurable to the clients’ needs and can be rapidly deployed and scaled based on the clients’ demand, with minimal interaction from the service provider [2]. The cloud computing ‘stack’ is made up of three different types of services. The first is Infrastructure as a Service (IaaS), where infrastructure such as networking, storage and servers are provided to the client [3]. This allows the client to run the applications and operating systems of their choice on the infrastructure they are paying for. The next type of service is Platform as a Service (PaaS). In this case, the platform (i.e., the operating system and middleware) is provided, with there being no access to the supporting infrastructure below [4]. The final type of service is Software as a Service (SaaS), where software is provided in the cloud with no access to the supporting platform or infrastructure [5].
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Figure 1: An illustration of the scope of each type of cloud service. [5]

[bookmark: _Toc71122046]Benefits and drawbacks to cloud computing
Cloud computing offers numerous benefits over on-premises solutions, but there are also potential drawbacks that must be taken into consideration before implementation. This section of the report covers some of the key areas where these benefits and drawbacks should be considered.
[bookmark: _Toc71122047]Reliability and availability
Reliability and availability are important metrics for quantifying how resilient a system is to disruptions of service. Reliability refers to the probability that a system will attain a certain level of performance and return correct output for a set period of time, whilst availability is a measure of time that a system is operational under normal circumstances [6]. Reliability is often measured using the Mean Time Between Failures (MTBF) and Mean Time To Repair (MTTR) (equation in Figure 2). Availability is represented as a percentage (equation in Figure 3). 

[bookmark: _Ref69389196]Figure 2: Equation for calculating Mean Time Between Failures (MTBF) [6]

[bookmark: _Ref69389211]Figure 3: Equation for calculating availability [7]
Cloud providers guarantee certain levels of availability as part of their Service Level Agreements (SLAs) with clients. The popular cloud vendors SLAs provide availability over 99% [8]. Availability is sometimes discussed in the context of ‘how many nines there are’. For example, 99.999% would be described as ‘five nines’. Figure 4 shows how increasing the ‘number of nines’ can have a dramatic effect on how much downtime would be acceptable in terms of a SLA. Clients can increase availability by replicating resources across multiple availability zones, although this does result in increased charges [9][10]. Availability zones are physically separate, with distinct infrastructure so that issues in one availability zone do not affect another [10].
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[bookmark: _Ref69484978]Figure 4: Table demonstrating how the number of nines affects the downtime [11]
One advantage cloud services provide is the ability to maintain availability during maintenance as many updates and maintenance tasks are carried out transparently with no impact to the client [12][13][14]. Cloud services also offer greater flexibility, making it easier to add redundancy to the system, thereby increasing availability. 
An area of caution when choosing a public cloud provider is their history of availability. There are numerous examples of the major vendors having high-profile, large-scale outages. Recent examples include the Azure outage in March 2021 that caused authentication via Azure Active Directory to fail [15], and the AWS outage in November 2020 that affected several prominent apps, services and websites [16].
[bookmark: _Toc71122048]Recovery
A cloud-based infrastructure can provide simpler and more affordable disaster recovery (DR). On-site DR solutions require duplicate infrastructure on a different site to provide adequate redundancy [17]. In the cloud, clients can ensure their data is replicated to multiple regions to provide failover where there is an outage in the primary region [18]. There are also cloud vendors offering Disaster Recovery as a Service (DRaaS). Clients can maintain their existing on-site infrastructure and use DRaaS. The lack of physical limitations means DRaaS can be more easily scaled [19]. It can also reduce the amount of resource required for upkeep on the DR solution as much of it is carried out by the DRaaS vendor [17]. However, these services are reliant on a stable, high-bandwidth Wide Area Network (WAN) connection which may not be available for all clients [19].
[bookmark: _Toc71122049]Scalability
Scalability and elasticity are two key benefits of cloud computing. Scalability refers to a system’s ability to increase the workload with the existing hardware resources, whereas elasticity is the ability for a system to dynamically resize based on changes in workload [20]. Scalability allows for steady, pre-planned growth over a longer time period, while elasticity is reactive, responding to more immediate fluctuations in demand [20]. Scaling can be either vertical or horizontal. Vertical scaling is when resources (e.g., memory and processing power) on existing servers are increased or decreased [20][21]. Horizontal scaling involves adding or removing servers in order to spread the workload across multiple machines [20][21]. The advantage of horizontal scaling over vertical is that it does not require the downtime when scaling like vertical scaling does [22]. Vertical scaling is also limited by the capacity of the underlying hardware [22]. Horizontal scaling increases redundancy and resilience which can in turn improve reliability, but also increase complexity [22].
The major cloud providers (e.g., Microsoft, Amazon and Google) provide autoscaling functionality that automatically scales based on load and the client’s set rules [6][8][9]. This ensures performance is maintained as load increases, as well as reducing costs by removing idle instances. These features allow clients to find a suitable balance between performance and cost [8]. An example of where this can be used to good effect is for a video streaming service. Load on the system may change based on the time of day. Autoscaling rules can be used to pre-emptively scale based on the typical load for that time of day. There may also be periods where the load changes dramatically and unexpectedly, such as the recent lockdowns. Autoscaling can account for the change in load by scaling appropriately to ensure performance and reliability are not negatively impacted.
[bookmark: _Toc71122050]Cost
Switching to cloud computing from an on-premises infrastructure can result in cost savings. Not having infrastructure on-site can cause a reduction in energy bills [25]. It also means there is no longer a need for the procurement and deployment of as much hardware and software. This results not only in monetary cost savings, but also a reduction in the time and human resources necessary for deployment for the client [26]. Savings can also be made through improved elasticity, as resources in the cloud can be quickly provisioned and discarded based on load and usage. This means under-utilised resources can be removed to save money. In scenarios such as the previously discussed video streaming service, autoscaling can ensure the under-utilised resources are removed. Rules can also be set for the autoscaling to define a hard limit for how many VM instances are created, preventing services cost from spiralling out of control. Spending limits can be placed on resources for the same reason (see Figure 5). 
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[bookmark: _Ref69753482]Figure 5: An example of how a budget can be set on a resource in the Azure Portal
[bookmark: _Toc71122051]Privacy and security
Cloud vendors allow clients the choice of region or zone that they wish to store their data in. This allows the client to choose the regions so they can comply with their local data protection regulations such as the General Data Protection Regulations (GDPR) in the UK and EU [27][28]. Clients are reliant on cloud providers storing their data responsibly. This includes the vendors ensuring their infrastructure has the latest security patches, uses secure authentication measures with appropriate authorisation for managing access, and implements strong encryption for the storage and transport of data. There is also evidence that some vendors have demonstrated behaviour that may be construed as ethically questionable. As an example, a Google employee disclosed in 2019 that data in the Google Workspace domain was not end-to-end encrypted, meaning Google, and potentially law enforcement agencies, were able to read client data [29]. 
[bookmark: _Toc71122052]Performance
The ease of scaling possible in the cloud allows performance to be maintained regardless of workload. Load balancing can be used to ensure the active resources are used to their full potential [30]. Services can be replicated across multiple regions, meaning users can connect to the instance of the services nearest to them, resulting in lower latency [31]. 
However, cloud services still have performance deficiencies in certain areas compared to on-premises solutions [32]. For this reason, performance-sensitive applications such as gaming services which require low latency, or large data warehouse applications that require high throughput may be more performant on dedicated servers. 
[bookmark: _Toc71122053]Virtualisation in the cloud
Virtualisation involves using virtual machines (VMs) in place of ‘bare metal’ machines. ‘Bare metal’ refers to a computer that runs on, and directly interacts with, physical hardware. This only allows for single tenant as the resources are dedicated to that one machine. The benefits are better performance, stability and predictability [32]. In contrast, multiple VMs can be run on the same physical hardware (i.e., the host). The physical resources of the host are shared between the VMs by a hypervisor. This provides a cost benefit, as less hardware is required to run the same number of machines compared to the ‘bare metal’ approach [32]. It also makes better use of the hardware, as the resources of a ‘bare metal’ machine may be under-utilised.
The hypervisor provides other benefits regarding reliability and flexibility. It can take ‘snapshots’ of the states of the virtual machines which can be used to roll them back to a previous state in the event of an issue [33]. VMs can also be migrated between hosts should the need arise, such as for disaster recovery [32]. The resources allocated to a VM can be altered based on use cases (i.e., vertically scaled). In a similar vein, new VMs can be quickly provisioned and removed based on workloads (i.e., horizontally scaled) [32].
There are two types of hypervisor: Type 1 and Type 2. Type 1 hypervisors, often referred to as bare metal hypervisors, run directly on the physical hardware. Type 2 hypervisors run inside an operating system, with calls for hardware resources being passed through to the host OS by the hypervisor [34]. 
Containerisation has emerged as an alternative or companion to virtualisation. Software code and its dependencies are packaged into a ‘container’. Containers are abstracted away from the host operating system (OS) they run on, sharing the kernel of the host OS through a runtime engine installed on the host OS [35]. This makes containers lightweight in comparison to VMs as each instance does not require its own OS to run, allowing many more containers to run on the same hardware (see Figure 6). This creates efficiencies in terms of cost and speed, with reduced licensing and hardware required, and improved start times for containers [35]. Figure 7 shows an example of the reduction in cost. Both the Container Instance and Virtual Machine were configured for 730 hours of usage. The memory and number of vCPUs are lower for the Container Instance due to the lower overhead of containers. Based on these settings, the Container Instance was less than half the cost of the Virtual Machine. 
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[bookmark: _Ref69839721]Figure 6: Diagram showing the system layers for containerisation (left) and virtual machines (right) [36]
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[bookmark: _Ref70666674]Figure 7: A comparison of costs between a Container Instance and a Virtual Machine on Microsoft Azure platform price calculator. Both were configured for 730 hours usage. The memory and vCPUs were kept at the default levels.
Containers’ independence from the host OS makes them portable, meaning they run in the same manner across multiple platforms. Containers are also isolated from one another. This improves security and fault isolation, as compromised containers do not affect others [35]. The number of containers can also be scaled depending on demand on the system. Because they start so quickly, the scaling itself can be carried out with greater speed [37]. Container orchestration tools, such as Kubernetes and Docker Swarm, can be used to automate scaling, as well as other management tasks like load balancing and resource allocation [38]. The major cloud providers all offer container orchestration services, with Kubernetes being a popular choice [39].
Docker was launched in 2013. It is an open-source Linux-based container technology [36]. It has seen wide spread adoption in the industry, with multiple cloud providers offering services for hosting containers [40]. Compared to previous container approaches, Docker made it easier and safer to deploy its containers. A key component of Docker is libcontainer, which is used for creating and maintaining containers [41]. Other companies in the container space, such as Google and Red Hat, were involved in the development process of libcontainer, thereby standardising the approach for containers [42].
[bookmark: _Toc71122054]Evaluation of developing a containerised application
The author carried out a guided development of a simple web service and server. Node.js was used as the JavaScript runtime environment, with npm as the package manager. Numerous packages were installed and used, including Express, CORS, PostgreSQL, EJS and TypeScript. The Docker Desktop application was installed to provide the runtime engine for running the container. Some of these technologies are discussed below.
Node.js is available on multiple platforms. It uses Google’s V8 JavaScript engine which is considered to be very performant [43]. It also makes use of asynchronous request handling, meaning requests do not block threads whilst waiting for responses, thereby allowing other requests to continue to be made [43]. It is often used for creating microservices due to its lightweight nature [43].
JavaScript is a loosely typed language. While this makes it very flexible, it means type mismatches may not be identified until runtime. TypeScript was released by Microsoft in 2012 and builds on JavaScript by adding static type definitions. TypeScript and JavaScript code can be mixed, and the resulting code is eventually compiled to JavaScript based on the options set in the compiler. Developers can configure the compiler to target different versions of JavaScript based on what level of support is required (e.g., to account for older browsers). 
An advantage of using a package manager such as npm is its extensibility. npm is an open-source software registry where developers can submit JavaScript packages for other developers to use. As a demonstration of how many packages are available, in April 2020 there were more than 1.3 million packages on platform [44]. These packages can be easily imported into a project to speed up development and increase functionality. 
One of the packages the author utilised was EJS. EJS allows for templating. A template is created using HTML, with JavaScript code embedded into the HTML within scriptlet tags (see Figure 8). When the client requests a page that uses the template, the data to be included and the template are passed to the template engine. The template engine renders the template as plain HTML with the inline JavaScript variables converted to their actual values. Template engines can be used as part of the MVC (Model, View and Controller) design pattern [45], where a controller (accessed via a route) handles the users request and passes data from the model to the view (i.e., the template) to be displayed. This allows the code to be organised into operationally separate layers [45]. Additionally, because template engines return plain HTML, it obscures any logic for retrieving data that would ordinarily be visible in JavaScript files. 
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[bookmark: _Ref70149820]Figure 8: A snippet of code in an EJS template file. This code outputs the items in 'students' object in a HTML list, with links to view the student's details or delete the student. The JavaScript code is between the <% and %> tags.
Another popular tool that can be integrated into the development process is the Git source control system. Like the previously mentioned tools, Git is open source. It can be used to maintain a repository either locally or remotely on a service such as Github. Source control can be used to track any changes made to the software. This is particularly useful for a team of developers collaborating on a project as it can be stored centrally and worked on in unison, with an audit of what has been committed to the repository. It can also be used to revert files to previous versions if recovery is necessary.
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[bookmark: _Ref70440187]Figure 9: Code snippet from the 'docker-compose.yml' file. Each red box surrounds a containerised application in the container.
Docker was used as the containerisation technology. The applications to be included in the container were defined in the ‘docker-compose.yml’ file. Figure 9 shows a snippet of this file. The applications that were set up were a PostgreSQL database, Adminer (a tool for database management), a webservice for surfacing the data via routes, and a webserver for running a website to access the data. 
Containers can be started by running the ‘docker-compose up’ command in a terminal window set to the directory containing the application files. This command builds, creates or recreates, attaches to, and starts the container. Any changes made to the code within a container trigger it to be recreated when the command is used. When the command ‘attaches’ to the containers, it collates the output from all the containerised applications and returns their output to the terminal window. The output from each application is automatically labelled and colour-coded to make it easier to identify which application it belongs to. An example of this can be seen in Figure 10.
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[bookmark: _Ref70442102]Figure 10: A screenshot of the output returned by the 'docker-compose up' command.
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The author found the process of developing a containerised application to be very interesting. The approach of using Docker made it very quick and simple to start and restart the container during the development process. This speed made making quick changes to the code very straightforward. The author appreciated the strongly typed nature of TypeScript compared to JavaScript, as errors were caught during compilation rather than at runtime, and the error reporting was sufficient to identify the issue in a timely fashion. The author also liked the use of a package manager as it makes it much simpler to import new libraries to extend the functionality of the application being created. The author has previously carried out some other developments using an MVC design pattern and could see how a templating engine like EJS could be used for the ‘view’ element of an MVC development. The author has also used other source control systems (Azure Repos and Mercurial), but both are operated with a GUI. The author found it interesting using Git as they had not used it before despite it being a very popular source control system. The author found using a command line interface (CLI) for Git was a help rather than a hindrance as there is already quite a lot of interaction via a CLI during the development process, and it is beneficial to have a consistent interface. 
Regarding cloud computing, the author believes cloud computing will become the standard approach in the future, but that there will be many organisations taking a hybrid approach with a mix of on-premises and cloud resources. The author does not think cost reductions become realistic until most of an organisation’s infrastructure is cloud-based and applications are redeveloped in a way that leverages the advantages of cloud computing, such as containerisation. Once this happens, it is clear the other properties of cloud computing, like scalability and availability, can greatly improve the performance, reliability and flexibility of the services being offered.


[bookmark: _Toc71122056]Glossary
	Acronym
	Term

	CLI
	Command Line Interface

	DR
	Disaster Recovery

	DRaaS
	Disaster Recovery as a Service

	GDPR
	General Data Protection Regulation

	GUI
	Graphical User Interface

	HTML
	Hyper Text Markup Language

	IaaS
	Infrastructure as a Service

	MTBF
	Mean Time Between Failures

	MTTR
	Mean Time To Repair

	MVC
	Model, View and Controller

	OS
	Operating System

	PaaS
	Platform as a Service

	SaaS
	Software as a Service

	SLA
	Service Level Agreement

	vCPU
	Virtual Central Processing 

	VM
	Virtual Machine

	WAN
	Wide Area Network
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The Nines of Availability
Availability percentages vs service downtime
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© Create a budget. Set alerts

Create 2 budget and set alerts to help you monitor your costs.

Budget scoping

The budget you create will be assigned to the selected scope. Use additional filtrs like resource groups
to have your budget monitar with more granularity as needed.

Scope () patrick-Bot-Test-VSE
Change scope

Filters o add fiter

Budget Det

Give your budget a unique name. Select the time window it 2nalyzes during each evaluation period, its
expiration date and the amount.

* Name [ ‘enter a unique name
* Reset period @ [Tsiting month v
*Expiration date @ 2023 v [ warch v [ ~

Budget Amount
Give your budget amount threshold

Amount (£) * [o

(@ suggested budget: £57 based on forecast.
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Containerized Applications
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v Container Instances ® 1 Container group(s) x 2,628,000 second(s), Linux O... "/ Upfront: £0.00 Monthly: £30.56

v Virtual Machines ® 1 D2 v3 (2 vCPUs, 8 GB RAM) x 730 Hours; Linux - C... [ Upfront: £0.00 Monthly: £63.15
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<ul id="students-ul">
<% students.forEach((student) => { %>
<li>
<%= student.Name %>

<a href="readstudentdetails/<%= student.Id %>">More...</a>
<a href: id="delete-a<%= student.Id %>" class="delete-a">Delete</a>
</1i>
<% 15 %>

</ul>
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version
services:

3.6

webserver:
build:

Dockerfile
target: webserver
inage: node-a-webserver
restart: always
ports
- "81:80"
networks:
- dbnetuork
volumes:
-_./nodewebserver: /var/um/node

webservice:
build:

context: .

dockerfile: Dockerfile

target: webservice
image: node-a-webservice

restart: aluays
ports:

- "1330:1339"
netuorks:

- dbnetuork
volunes:

- .\\nodewebservice:

'var /usm/node
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> nodenebservice@l.0.0 build /var/ww/node
> tsc -p . /tsconfig.service. json

> nodenebserver@1.0.0 build-server /var/ww/node
> tsc -p . /tsconfig.server. json

> nodenebservice@1.0.0 run /var/ww/node
> node . /dist/service.is

> nodenebserver@1.0.0 build-client /var/ww/node
> tsc -p ./tsconfig.client. json
Example web service listening at http://localhost:1339

> nodenebserver@1.0.0 run /var/www/node
> node . /dist/server.js

Example web server listening at http://localhost:80
Reading all the students details
Read 5 records
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