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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security. 

Features of IPv6

Abstract
The following paper will explore the history of the internet protocols and in specific the latest iteration of IPv6 and its benefits over the previous versions. The paper will explore the advanced functionality provided by IPv6 and also the limitations of the most widely adopted version used currently in IPv4.

What is IPv6
History
IPv6 was first designed and introduced in 1998 by the Internet engineering task force which saw that the limitations of IPv4 were going to cause a number of issues as more and more devices were connecting to the internet and required the ability to address each other. It was thought of in order to overcome the inherit problems of IPv4 and allow for a more future proof design [1].
Previous Versions
There have been a number of previous versions to internet protocol, the most prevalent version of this is IPv4 which is currently the standard across the industry to access the internet. The protocol is designed to allow for the identification of an individual device across many networks.
The current version is based on a 32-bit address which allows for 4.3 billion addresses to be allocated, whilst this was more than enough addresses in the early years of the internet current demands have meant new standards developing.
Current Adoption
Although IPv6 has been available since 1998 it is still not widely adopted with only some key providers such as large organisations adopting v6 as the protocol of choice. Google reports that in 2018 just over 25% of connected networks advertise IPv6 connectivity [2].
Some of the larger proponents of the use of IPv6 have been mobile network carriers, an example of this can be seen in the USA
Verizon Wireless – 84%
Sprint – 70%
T-Mobile USA – 93%
AT&T – 57%
This has also meant that IPv6 has moved in to the Early Majority phase of deployment [2].

Structure of IPv6
Address Structure
an IPv6 address is made up of 128 bits divided into eight blocks each containing 16 bits. These blocks of bits are then converted from a binary value into a hexadecimal value in order to uniquely identify the devices IP address. The hexadecimal numbering system uses 0-9 and the characters A-F to represent values up to 15 [3]. As the address can still be fairly long due to being 128 bits there are some formatting rules that can be applied, this include dropping any preceding zero’s to shorten the overall length of the address.
Header Layout
The layout of an IPv6 header also differs significantly from that of an IPv4 header as it allocates a larger number of bits to the source and destination address and uses less bits for the determination of traffic destination and type.
 
The above image [4] shows the layout of the IPv6 header information. The number of bits assigned to each area of the header can be described as below
1.	Version – 4 bit information of IP being used (in this instance 6)
2.	Traffic Class – 8 bit traffic class to allow for traffic shaping on networks
3.	Flow Label – 20 bit flow label information, this allows for requests to be made on the frame is handled by the receiving router.
4.	Payload Length – 16 bit unsigned integer which informs the length of the packet in octets that will follow the header information.
5.	Next header – 8 bit selector which determines what type of header (if any) follow the IPv6 header, the same values for IPv4 can be used here.
6.	Hop Limit – 8 bit value which determines the number of hops a frame can take before being dropped, this limit is reduced by 1 for each node that handles the packet.
7.	Source Address – 128 bit value which shows the IPv6 address of the host machine
8.	Destination Address – 128 bit value which shows the IPv6 address of the intended recipient, this may not be the ultimate destination if a routing header is present. [4]
Security
When looking to introduce IPv6 into an organisation there are additional security concerns to be aware of on top of those present within IPv4 addressing. Carlos E. Caicedo et al state [5] a number of concerns one of which is the ability for hackers to identify key network components of a network based on the multicast address structure available within IPv6, although the risk of this can be reduced using IPSec it is still noteworthy as IPSec has not been widely adopted within organisations due to the management required to maintain this.
Another security consideration to make is the use of denial of service attacks on multi cast addresses by flooding the node with a significant amount of traffic, this is possible as IPv6 eliminates the use of a broadcast address and instead relies heavily on multicast messaging [5].
Advanced functionality
With the introduction of IPv6 it brings with it a host of new functionality, possibly the most important of which is the significantly increased size of the addressable pool. This change in bit length of the protocol means that there would be a maximum of 3.4x10^38 which equates to 1564 addresses per square meter [6]. 
Another benefit that IPv6 has over its predecessor is the ability to have end to end connectivity of all devices connected to the internet as all addresses will be globally unique. This does have the limitation of firewall, organisation restrictions or security purposes. [6]
There are also a number of benefits in terms of networking gained from moving to an IPv6 network. Network Computing Editors [7] lists the below as benefits of IPv6;
1. More efficient routing due to a hierarchy design which allows for smaller routing tables
2. More efficient packet processing due to the lack of check sum required by each router hop.
3. The ability to auto assign a IPv6 address by using the host MAC address and converting it into a EUI and adding the local link prefix.
[bookmark: _GoBack]
In conclusion while the are significant benefits from moving to a network completely comprised of IPv6 addresses there has been a slow adoption of this standard and some concerns are present on security. There is a need to adopt this as a standard as we move to more connected devices and connectivity becomes paramount.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	Subnet B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	Subnet D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	Subnet F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	Subnet E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	Subnet A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	Subnet C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1 to R2
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2 to R3
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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