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[bookmark: _Toc180413530]1. Introduction
This project aims to highlight the importance of integrating new and upcoming technologies into preexisting technologies and networks. Its focus is on using AI within networks to enhance security and how this can be achieved by using general-use AI to assist non-specialist individuals. 
I would like to undertake this project because with all the new technologies being developed in recent years, people read about them and get scared by their potential. I would like to be able to alleviate some of this fear by trying to teach simple ways these technologies can be used to help keep individuals secure and also show them that it is not all bad.
I believe safety online is now more important than ever as there a new ways being constantly developed to breach systems so I would like to show people how simple it can be to take steps to keep themselves safe and I think there is a gap for this in research as it describes to people what the technologies are and what their potential is but it does not detail effective countermeasures and how technologies can also be used to great benefits even at an entry-level for non-specialist individuals.
At the end of this project, I would like to make a small handbook on how individuals can keep themselves secure online based on the research and experiments I will conduct throughout the duration of this personal project.
[bookmark: _Toc180413531]2. Background to the Proposed Research
Looking through previously conducted research AI is an upcoming technology in the networking sector although it is not yet fully implemented it does still have its uses however [1] found that most of them are too intricate and erratic for human cognition they also state that this lack of interpretation hinders the commercial success of AI-based solutions in practical practice they also state to work around this challenge AI researchers are exploring more explainable AI techniques what they have labeled as (XAI) these models are more interpretable, manageable and trustworthy. Although these AI have their uses these findings may prove challenging if believed to be true if the AI is not interpretable my participants will struggle with the experiment as they would not understand the AI.
Software-defined networking represents a huge networking architecture that combines management and programmability. [2] Finds that recently the research community has benefited greatly from advancements in the AI field to provide learning abilities and better decision-making and development in SDN. This would be excellent for my experiment if this is to be believed this means that the AI may be able to learn how the network is structured and provide suggestions on how to enhance the security of the network.
Based on these two findings alone I believe there is a gap in research for my project although [1] talks about developing more interpretable AI it leaves out how that AI will be used and taught to its users or the general public which is what my project aims to achieve and based on [2,3] finding it could potentially be a very powerful tool to use when using it in a networking environment.
[5,6] Finds that AI programs generally work by analyzing massive amounts of data generated by network traffic, and host processes and users to detect suspicious activities using algorithms however due to the huge data processing causes slow training and testing processes which can result in low detection rates. These findings prove although AI is a useful tool it is yet far from perfect and still requires human interaction however as it can still assist in these processes it is still a valid tool to use in a networking environment which I why even a general-purpose AI can be used to enhance security even if it's to a small degree I aim to test these capabilities and apply them to the network environment and use them to assist in the security enhancement to educate users on the potential they have and that is where I think my research will fit perfectly in the gaps.

[bookmark: _Toc180413532]3. Research Problem statement 
My project aims to tackle the fear of developing technologies by using AI to enhance the security of a small network. This should be achievable by individuals who have no experience in a security field as this project is intended for general public use. The project should mirror a small home network to simulate the intended environment.

[bookmark: _Toc180413533]4. Research Aim & Objectives
The aim of the project is to educate untrained individuals on how to enhance the security of a small network by using AI software to educate/assist in the effort to correct security faults within the network.
· Develop/simulate a pre-existing network to conduct penetration testing within said network.
· Research capabilities of both general and specialist use AI applications
· Apply an AI to assist with fixing issues that arise during the penetration testing phase
· Record my findings and how the AI-assisted the patches
· Create a simple step-by-step instruction handbook on how general use AI can help assist in enhancing the security of small-scale networks (E.g. Home networks)

[bookmark: _Toc180413534]5. Methodology
[bookmark: _Toc180413535]5.1 Methods 
[bookmark: _Toc180413536]5.1.1 Research philosophy
For this project I will be undertaking the interpretivism research philosophy as I believe it fits most with my project as I am testing human-software interaction which fits the model perfectly I believe that following this philosophy will serve me the best throughout the course of my project.
[bookmark: _Toc180413537]5.1.2 Research methods
For this project I will be using qualitative sources for my data collection I believe this fits most in line with the topic of my project as I will be using specialist equipment there are reliable sources that provide guides and manuals on how to operate and manipulate said machinery whether that be the manufacturer of the equipment itself or professionals in the fields of the equipment I believe by using information from these sources will provide me with the most useful and accurate information I will be able to find. And due to the project not using a how lot of numerical data a qualitative approach seems more fitting for the project.
[bookmark: _Toc180413538]5.1.3 Research Strategy 
My research strategy for this project is going to be experimental as I am testing the relationship between humans and the use of artificial intelligence.
Hypothesis:
Can general use AI be used to enhance the security of networks?
My independent variable is going to be the network system when the alterations are made from AI assistance and my dependent variable is going to be the participants of the experiment I want to measure if the AI can educate the participant to make alterations to the security of the network to test for any weaknesses.
[bookmark: _Toc180413539]5.1.4 Analysis and Evaluation Methods
Upon conducting my experiments and gathering my data I will analyze and cross-examine my research with research I found in my literature review and others and highlight the gaps that my research would fill and how it can help individuals at an entry-level I will also ask my participants to fill in feedback forms to see if what they learned helped and what they would improve about the process or experiment this will help me refine my project for a final review and highlight any problem areas that happened during the experiment.

[bookmark: _Toc180413540]5.2 Materials  
[bookmark: _Toc180413541]5.2.1 Details of Research Data: 
I will be gathering my research data from journals and articles in the area of AI software and their applications I will use this research to further my own understanding before conducting the experiment I will be under obligation to reference and cite these sources as I would need to credit the material as it is not research I would just be basing my research off of said sources.
[bookmark: _Toc180413542]5.2.2 Sources
-UWTSD library
-Google Scholar
I will be using these two as my sources as they both provide a vast library of research journals and articles related to my topic of study and will be the best place to find said sources.
	
[bookmark: _Toc180413543]5.2.3 Hardware:
· Desktop PC’s
· Cisco routers
· Cisco switches

[bookmark: _Toc180413544]5.2.4 Software:
· Cisco packet tracer
· Wireshark
· ChatGPT
· Open AI

[bookmark: _Toc180413545]6 Project Plan
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