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1. [bookmark: _Toc171538064]Introduction
[bookmark: _Toc171538065]1.1	Background
This report will be presented in two parts. The first will be a six-side Risk Assessment (RA) and the second will be a 1500-word ALARP (As Low As Reasonably Practicable) justification based on one selected individual risk. 
The example munition assigned to the Author’s group is Brimstone 2. Brimstone 2 can be either air or surface launched, and is designed to attack a variety of targets. It is guided by a dual-mode seeker that utilises both semi-active laser homing and millimetre-wave radar technology. 
This report will only utilise open-source information pertaining to the Brimstone 2 munition, and general industry knowledge of guided weapons. As such, information contained within should not be taken to be authoritative and may not be entirely technically accurate with respect to the Brimstone 2 munition, any of its relevant subcomponents, and the firing platform itself.  
It should also be noted that as the risk assessment is limited to six pages, it is a very narrow snapshot of what would be a much longer risk assessment covering the entire MTDS (or even the operational use) of the munition. It is not in any way exhaustive. 
2. [bookmark: _Toc171538066]Risk Assessment
[bookmark: _Toc171538067]2.1	Scope
2

2

The chosen area of focus for the RA is the operational use of the munition. This covers hazards posed by the munition in loading, unloading, carriage, release, and any necessary EOD operations. It explicitly does not cover risks in the storage, transport, and manual handling areas.
[bookmark: _Toc171538068]2.2	Risk Matrix
	
RISK MATRIX

	SEVERITY
		             SEVERITY
	                                LIKELIHOOD                        Info

	
	Health/Safety
	Environmental
	
	Health/Safety
	Environmental

	C
	Catastrophic Multiple fatalities.
	Severe damage, recovery time in years, permanent widespread damage.
	F
	Frequent Likely to be continually experienced.
	Not surprised by activity, will occur several times a year or daily event.

	Cr
	Critical Single fatality, multiple severe injuries and/or reportable occupational illness.
	Significant but less severe impact, recovery time less than one year, long term widespread damage.
	P
	Probable Likely to occur more than once throughout the activity.
	Occurs repeatedly, an incident/task to be expected. 

	Se
	Serious Single severe injury / illness, multiple minor injuries or cases of occupational illness (reportable). 
	Adverse impact with the effects limited to the local area, short term widespread damage.  
	O
	Occasional Unlikely but may occur once throughout the activity.
	Occurs sometimes or is a 6 monthly/annual event.

	M
	Minor: Minor (first aid only) injury or short term absence (non-reportable). 
	Minor impact with effects limited to the immediate area, minimal clean up required, long term local damage.
	R
	Remote Extremely unlikely but may exceptionally occur (e.g. one occurrence every few years).
	Unlikely though conceivable, may occur every few years. 

	N
	Negligible: Trivial consequence, no measurable effects; non-first aid (non-reportable).
	Very little or no impact on the environment, short term local damage.
	I
	Improbable Theoretically could happen but probably never will.
	Theoretically could happen but probably never will.

	           RISK RATING                                                                           

	VERY HIGH
	Work must not commence, or facility shall not be used until management action has been taken to reduce the final overall risk rating. Approvals** required before proceeding.

	HIGH
	Reduce risk through additional controls include e.g. Safe Method of Work, Permit to Work, etc. 
Approvals** required before proceeding.

	MEDIUM
	Reduce risk through additional controls if practicable. Requires written safe system of work, training or competence needs documented.  Approvals required before proceeding**.

	LOW
	This work which may be of a routine nature will be accompanied by simple work instructions.

	TRIVIAL
	Risk is adequately controlled, additional controls required only if the benefits justify the effort.
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[bookmark: _Toc171538069]2.3	Risk Assessment
	Document Reference Number
	DOC/TSD123
	Risk Assessor’s
(print name)
	Max Fisher, Natalie Coplin, Luke Malcolm, Gareth James, Stephen McAngus. 
	Signature
	LWM

	Title
	Brimstone 2 – Operational Use
	Division
	Munition Development Wing
	Date of Issue
	12/06/2024	Group
	Air Munitions Evaluation group	Overall Residual Risk 
	Medium
	Location
(Site, building, etc.)
	Air Base 	Review Date
	12/06/2025	Type of Assessment
	Specialist





	No
	Hazard Description 
	How could harm occur (causes)? 
	Who/what  could be harmed 
	Initial Risk Rating
	Control Measures
	Residual Risk Rating

	
	
	
	
	L
	S
	R
	
	L
	S
	R

	1

	Unintended initiation of rocket motor whilst being handled or loaded/unloaded
	ESD (Electrostatic Discharge) – direct into energetic or into firing lines/components
	Ground crew, Bystanders, Individuals in vicinity
	O
	C
	H
	Munition suitably grounded to the platform by both rail and umbilical lead
Platform to be grounded prior to loading operations
Personnel to be grounded to platform while loading, wearing adequate antistatic & flame-retardant PPE
Personnel trained to be aware of ESD hazards and how to avoid them
Platform to be pointed in safe direction while loading
Platform not to be loaded with thunderstorm risk HIGH
Weapon to be inspected pre- and post-flight by SQEP
Platform to be pointed in safe direction while loading
Shorting plug on missile umbilical to be employed
	R
	C
	M

	
	
	RF (Radio Frequency) – induced current into firing circuits/components
	Ground crew, Bystanders, Individuals in vicinity
	O
	C
	H
	System is adequately RF shielded against all emitters it is expected to be exposed to in its service life 
Personnel trained to be aware of RF hazards and how to avoid them
System is fitted with initiators / firing circuitry that are not susceptible to expected levels of induced current
Platform to be pointed in safe direction while loading
Weapon not to be loaded onto platform while platform radar is active
ATC/tracking radar not to be directed at the loading/dispersal area
Shorting plug employed on umbilical connector

	I
	C
	L

	
	
	Mechanical Initiation - Shock to Detonation Transition, or initiation by Friction
	Ground crew, Bystanders, Individuals in vicinity
	R
	C
	M
	Appropriate specialist tools and handling equipment (e.g. trolleys, lifting equipment) used in handling
Platform to be pointed in safe direction while loading
Appropriate environmental/S3 testing to be passed
	I
	C
	L

	
	
	Fire – cook-off of fill

	Ground crew, Bystanders, Individuals in vicinity
	R
	C
	M
	IM-compliant steel strip laminate motor utilised
Fire crews on standby while loading operations are undertaken
Aircraft not to be loaded & fuelled concurrently
Appropriate S3 testing to be passed on both new and stressed munition
	I
	C
	L





	2
	Unintended initiation of Warhead whilst being handled or loaded
	ESD (Electrostatic Discharge) – direct into energetic or into firing lines/components
	Operators, Crew, Bystanders
	O
	C
	H
	Munition suitably grounded to the platform by both rail and umbilical lead
Personnel trained to be aware of ESD hazards and how to avoid them
Platform to be grounded prior to loading operations
Platform not to be loaded with thunderstorm risk HIGH
Personnel to be grounded to platform while loading, wearing adequate antistatic & flame-retardant PPE
Platform to be pointed in safe direction while loading
Weapon to be inspected pre- and post-flight by SQEP 
Platform to be pointed in safe direction while loading
	R
	C
	M

	
	
	RF (Radio Frequency) – induced current into firing circuits/components
	Operators, Crew, Bystanders
	O
	C
	H
	System is adequately RF shielded against all emitters it is expected to be exposed to in its service life 
Personnel trained to be aware of RF hazards and how to avoid them
System is fitted with initiators / firing circuitry that are not susceptible to expected levels of induced current
Weapon not to be loaded onto platform while platform radar is active
ATC/tracking radar not to be directed at the loading/dispersal area
	R
	C
	M

	
	
	Mechanical Initiation - Shock to Detonation Transition, or initiation by Friction
	Operators, Crew, Bystanders
	R
	C
	M
	Appropriate specialist tools and handling equipment (e.g. trolleys, lifting equipment) to be used
Appropriate S3 testing (inc. through-life) to be conducted on the munition

	I
	C
	L

	
	
	Fire
	Operators, Crew, Bystanders
	R
	C
	M
	IM-compliant warhead main fill utilised
Fire crews on standby while loading operations are undertaken
Appropriate S3 testing passed on both new and stressed munition
Aircraft not to be loaded & fuelled concurrently
	I
	C
	L

	3
	Unintentional firing of rocket motor whilst being carried (flown)
	Human factors
	Aircrew 
	O
	Se
	M
	Established system of initial & refresher training to be undertaken by crew & operators/.  
	R
	Se
	L

	
	
	ESD (Electrostatic Discharge) – direct into energetic or into firing lines/components
	Aircrew
	O
	Se
	M
	Munition suitably grounded to the platform by both launch rail and umbilical lead

	R
	Se
	L

	
	
	Thermal Battery Fire
	Aircrew
	R
	Se
	L
	Thermal protection/ insulation surrounding battery
	I
	Se
	T

	
	
	Mechanical Initiation - Shock to Detonation Transition, or initiation by Friction
	Aircrew
	O
	Se
	M
	Appropriate S3 testing (inc. through-life) to be conducted on the munition
Munition air carriage hours to be monitored
Munition to be inspected pre- and post-flight by SQEP
	I
	Se
	T

	4
	Initiation of warhead while being carried (flown). 
	SAU malfunction
	Aircrew
	O
	C
	H
	Appropriate S3 testing (inc. through-life) to be conducted on the munition
Munition air carriage hours to be monitored and munition to be demilled at end of life
SAU to be fitted with umbilical disconnect stimulus
SAU not to finally arm until missile is far enough from platform – 2 of 3 diversely-implemented accelerometers to “agree” on missile position before final arming stimulus is given
	I
	C
	L

	
	
	Mechanical stimulation of energetic – Shock to Detonation Transition, or initiation by Friction
	Aircrew
	R
	C
	M
	Appropriate S3 testing (inc. through-life) to be conducted on the munition
Munition air carriage hours to be monitored
Munition to be inspected pre- and post-flight by SQEP
Low-sensitivity / IM fill employed
IM testing conducted on both new and stressed munition
	I
	C
	L

	
	
	RF (Radio Frequency) – induced current into firing circuits/components
	Aircrew
	O
	C
	H
	System is adequately RF shielded against all emitters it is expected to be exposed to in its service life 
System is fitted with initiators / firing circuitry that are not susceptible to expected levels of induced current
	R
	Se
	L

	
	
	ESD (Electrostatic Discharge) – direct into energetic or into firing lines/components
	Aircrew
	O
	C
	H
	Munition suitably grounded to the platform by both launch rail and umbilical lead

	R
	Se
	L

	5
	Detonation of warhead on firing / proximity to launch aircraft
	Malfunction
	Aircrew
	I
	C
	L
	SAU to be fitted with umbilical disconnect stimulus
SAU not to finally arm until missile is far enough from platform – 2 of 3 “voting” accelerometers
	I
	C
	L

	6
	Impact off-target
	Human factors
	Blue forces
	O
	C
	H
	Designator unit to be user-friendly
Operators to undergo appropriate training
	I
	C
	L

	
	
	Seeker failure
	Blue forces
	R
	C
	M
	If lase or target signature is lost and not quickly regained, SAU to disallow warhead firing
	I
	C
	L

	7
	Detonation of warhead on firing / proximity to launch aircraft
	Deliberate jamming
	Blue forces
	R
	C
	M
	Seeker to be compliant with STANAG 3733

	I
	C
	L

	8
	Initiation during EOD operations
	Mechanical failure
	EOD operator
	O
	Cr
	H
	Weapon designed to “fail safe” – appropriate provisions made in the SAU so as not to allow a charged firing circuit to be maintained longer than necessary
	R
	Cr
	M

	
	
	Human factors
	EOD Operator
	O
	Cr
	H
	Markings on warhead & rocket motor showing where to place demolition charges
Disposal pamphlet to be produced, describing inner workings of missile and guide to component identification should the missile be heavily damaged
	R
	Cr
	M










3. [bookmark: _Toc171538070]ALARP Justification

The chosen risk for the ALARP justification is the unintended detonation of the warhead while being carried (in-flight) on the platform. 
Ultimately, a target effect is required – and, as such, the missile must have some way of delivering that target effect. Brimstone is primarily an anti-armour munition. The commonly accepted ways of defeating armour are either through directed explosive energy (shaped charge) or pure kinetic energy (long-rod penetrator). Long-rod penetrators, while completely inert - so ideal from a safety standpoint - must be travelling at velocities over 1,000m/s (ideally 1,500-1,800m/s) to be effective [1]. Brimstone travels at 450m/s [2], and as such, fitting it with a long-rod penetrator is not possible and instead the traditional shaped charge warhead must be employed. 
The unintended detonation of the warhead may occur due to mechanical stimulation of the energetic in flight, or due to a malfunction of the Safe / Arm Unit (SAU) and firing system. Initiation due to an aircraft fire (e.g. wing tank fire) will not be discussed. 
The missile is fitted with a SAU – which is its primary safety mechanism. There is a balance to be struck between a simple, reliable device, and a complex one that is difficult to understand. Confidence in the SAU can be gained in both the design and test stages. The balance of “reasonably practical” with regards to SAU design is an interesting one – the sky is the limit when it comes to software, but how far is too far? How should software and mechanical devices be combined, so as to augment the straightforwardness of a mechanical device, with the varied capability and maintenance-free attributes of embedded software? The author proposes the following:
1. When the missile is on the rail and running on platform power, only the seeker is powered. Both SAU and rocket motor igniter shall be on an entirely different circuit, connected only to the thermal battery. 
2. Command to “fire” ignites thermal battery (powering SAU) and rocket motor
3. Missile leaves rail, disconnecting itself from the platform umbilical cable in the process – subsequent circuit break is the first arming stimulus
a. Missile umbilical connector fitted with a “remove before flight” connector, housing a shorting plug for the thermal battery
4. Missile is fitted with three diversely-implemented (both from a physical and software standpoint) accelerometers. The missile software shall double-integrate the acceleration recorded by these accelerometers to estimate its position in relation to the aircraft. Two of these three accelerometers must “agree” that the missile is far enough from the platform before the second and final in-flight arming stimulus is supplied. 
The key to this approach lies in the diverse physical (mechanical) and virtual (software) integration of these three accelerometers. This configuration must be certified at design level prior to missile production. The “agreement” of two of the three accelerometers balances redundancy and resilience with safety – to require them all to agree is not necessarily reasonable as it does not permit any sort of failure or malfunction whatsoever, whereas with two of the three in agreement, the munition can still function as intended, safely. 
The end result of this approach to SAU design is that the missile is guaranteed not to arm until it has left the rail and is a safe distance away from the launch platform, but still permits reliable function and a reasonable degree of functional simplicity. 
Adequate Safety and Suitability for Service (S3) testing must be performed on the munition to allow it to be carried on the platform with a high level of confidence that it will survive and function as intended in its operational environment. Avoiding initiation, when initiation is not intended, is paramount. S3 testing shall cover the full life cycle of the munition, in all environments/climates it is expected to be employed in, and on all platforms it is expected to be integrated into – as part of the Sequential Environmental Test, per DEF STAN 00-035. Where there is doubt pertaining to a potential over-test or under-test, consideration is to be given to over-testing. No degree of under-testing whatsoever is permissible, as this wholly undermines a safety case and ALARP justification. 
While S3 testing aims to simulate service life as well as possible, real-life conditions will always be different. The use of an In-Service Surveillance (ISS) strategy allows this to be monitored, thus ensuring adequate measures can be taken to constrain the use of a munition and reassess the safety case if data shows degradation in excess of what the initial S3 tests showed. The simplest way to do this is to is to remove munitions from the “service pool” at set intervals throughout their service life (preferably, individual units that have seen extremes of service deployment in both hot and cold climates). These munitions are carefully inspected, using specialist techniques including radiography, then disassembled and samples of the energetic taken. Then, relevant EMTAP tests are undertaken on the aged energetics (and compared to baseline values) to ensure that the munition has not become more sensitive throughout its service life. Functional tests on all-up components (for example, high-speed video of a section of internal non-disruptive det cord and its output pellet) will also be undertaken. The use of an ISS strategy also allows a straightforward continuation of a munition ALARP justification into the future. 
 This in-service surveillance strategy must be employed at least once in the projected service life of the munition (assuming nothing of concern is found), and then much more frequently should the decision be made to extend the life of the munition.
The suite of S3 testing shall be performed on the all-up munition, which gives confidence in rocket motor, SAU, and warhead fill. The warhead fill is insensitive, specifically selected for shock insensitivity. IM testing to AOP-39/STANAG 4439 will be conducted on both new and environmentally stressed munitions – this gives a high degree of confidence in the fill characteristics. It would not be practicable to also conduct IM tests on the munitions undergoing through-life surveillance, to do so would incur grossly disproportionate costs for very little (if any) additional information at all. 
Several non-sequential safety tests are also performed in addition to standard IM tests, these include certain more severe drop/shock tests to ensure there is no reaction from the munition (the munition must remain safe, though not necessarily serviceable) – these should also be repeated on munitions selected for in-service surveillance. 
As part of the S3 test series, an assessment of ESD and RF vulnerability must be conducted – this is as simple as bombarding a missile with a wide spectrum of RF signals that it may be exposed to in service and subjecting it to ESD shocks in areas considered to be vulnerable. This only needs to be conducted on new munitions, munition vulnerability to ESD and RF is due to the design of the initiators and internal circuitry, and not because of any characteristics (chemical or mechanical) that will change during its life as it ages. These tests will give confidence in the missile’s ability to resist ESD and RF stimuli across a variety of situations. A straightforward way to make these tests cheaper (minimal WDA requirements, no potential equipment damage) is to use missiles with live initiators but no main fill. 
Following the initial S3 tests, the munition is cleared for a certain number of air carriage hours (which will be platform-specific) and a certain storage life. It is likely that air carriage is the most stressful environment the munition will experience at any point in its life – however, it is not practicable for a new munition to be used for every single flight due to cost and production effort. Instead, air carriage hours are to be precisely monitored, and once a munition has reached its limit, it is to be sent for disposal. This is very much practicable because airframes have flight hours accurately logged for aircraft maintenance and pilot experience, so applying this to a munition and arranging for demil at the end of its flight life is not difficult.  
Munitions should also be visually inspected pre- and post-flight, but any deeper inspection – for example, disassembly & internal inspection, or radiography for cracks in the fill, require deeply specialist knowledge and costly equipment to effectively perform – for a “bulk use” missile like Brimstone, which may be flown from poorly-equipped forward airfields, this is not at all practicable – it is important that the S3 programme gives such a degree of certainty about the safety of the munition throughout its life that only visual inspections are required throughout its service life. 
It should be noted that rather than traditional controls (for example, “antistatic clothing to be worn when handling…”), the justification as to why the chance of the warhead detonating while the munition is still being carried by the aircraft is low - and resulting confidence in the safety and performance of the munition - is supplied by robust, high-quality design certification, and by valid test results. These test results form the mainstay of a subsequent safety case and ALARP justification, as they clearly demonstrate what you have done, why you have done it, why “nothing more” was done, and how the munition responded. 
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