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1. Malware
2.1 What is malware.
2.2 Classes of malware:
2.2.1. Ransomware.
2.2.2. Worms.
2.2.3. Trojans.
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[bookmark: _Toc531034842]1. Introduction
These days “Internet and Networks” is the terminology that almost everyone is familiar with. We all use it on day to day basis…to watch a film, play a game, socialize, send an e-mail or even send a payment via internet banking account. It’s being used world widely and at any time of a day or night. It can be used by absolutely anyone, whether is an ordinary user, a school, a hospital, a bank, small or large organization. It seems like there is no boundaries to where, when and even what information to access… But it is not only the amazing things that people can do with internet, there is the dark side to it too. There are many threats in this cyber world that can be catastrophic to many people that operates on networks. One of those dangerous threats is ransomware. According to Malwarebytes Annual State of Malware Report [1] in 2017 ransomware attacks increased 10 times comparing to 2016 and it was the most popular choice of crime for hackers. It is one of the largest sources of income for cybercriminals and indefinite danger for any computer user.

[bookmark: _Toc531034843]2. Malware
[bookmark: _Toc531034844]2.1 What is malware
Malware describes a wide range of “malicious software”. It is software or code, that can-do serious damage to the computer… delete files, infect data with their code, contribute to stealing information from the computer. Generally, any unauthorized and illegitimate activity on the network users computer. The software is most often installed without any knowledge of the computer’s owner, by violating the weak points of the system or simply by clicking on the link attached to the e-mail, but also links from untrusted sources. May also infect computer by visiting Illegal pages, which contain malicious scripts.

[bookmark: _Toc531034845]2.2 Classes of malware
There is a variety of malware that may threaten the precious data:
· Ransomware- encrypts all user’s important files, 
· Viruses- “infection” of other user’s programs by adding a virus code to them,
· Worms- it uses network resources, e-mail or other information resources to spread in very fast pace,
· Trojans- impersonates interesting to the user applications, at the same time it installs spyware programs, delete or steal data, may also cause system inactivity,
· Bots- "Bot" is derived from the word "robot" and is an automated process that interacts with other network services. Bots often automate tasks and provide information or services that would otherwise be conducted by a human being [2].
[bookmark: _Toc531034846]3. Malicious ransomware
[bookmark: _Toc531034847]3.1 What is known about ransomware.
What is Ransomware? Do computer users should fear this type of malware? How does it work and why has it got such bad reputation? Answers to them questions should be known to everybody who uses any stationary or mobile device with network access. Ransomware is one of the most dangerous programs nowadays, not only for an ordinary user and organizations but it’s a threat to everybody within a cyberspace. This browser parasite’s purpose is to block user’s workstation or his device’s resources, it can do so much worse…encrypt user’s hard disc so he can not have any access to any data. To encrypt that data Cybercriminals are sending infected files through simple e-mail or fake files to download. To get the key to decrypt files computer users are being held hostage until they make a ransom payment via cryptocurrency usually bitcoins.        

[bookmark: _Toc531034848]3.1 First big attack of ransomware                                  
Back in 1980s, that’s when the earliest variants of ransomware were developed [3]  Juliana De Groot from Digital Guardian wrote that the first attack targeted healthcare industry [4]. It was performed by Joseph Popp, PhD, an AIDS researcher who distributed 20000 infected discs to AIDS researchers from around 90 countries demanding a payment of $189 and another $378 for a software lease [4] .


[bookmark: _Toc531034849]4. CryptoWall-evolution of ransomware
[bookmark: _Toc531034850]4.1 What is CryptoWall and when has it first appeared.
In the ransomware category CryptoWall is being known as quite a nasty software. First appeared in the cyberworld in 2014 and since then it became very popular and favourite instrument for hackers. Its advanced technology making it very hard to remove it. It is spreading very quickly targeting data through all versions of Windows. As soon as the CryptoWall Ransomware infects a computer, the CryptoWall Ransomware uses the RSA2048 encryption algorithm to encrypt crucial files [5] such as documents, videos, pictures and any other information. 
[bookmark: _Toc531034851]4.2 How CryptoWall can infect user’s computer
In most of the cases the malware is being propagated via malicious attachments such as links in spam emails. Hackers also often uses all sorts of advertisement on common pages. They infect them and distribute through victim’s browsers in javascript. 
[bookmark: _Toc531034852]4.3 What files are accessible for CryptoWall
The following list is the list of all file extensions that can be encrypted by CryptoWall: xls, wpd, wb2, txt, tex, swf, sql, rtf, RAW, ppt, png, pem, pdf, pdb, PAS, odt, obj, msg, mpg, mp3, lua, key, jpg, hpp, gif, eps, DTD, doc, der, crt, cpp, cer, bmp, bay, avi, ava, ass, asp, js, py, pl, db, c, h, ps, cs, m, rm [6].
[bookmark: _Toc531034853]4.4 What CryptoWall really wants
Immediately after CryptoWall encrypts all vulnerable data it shows a large message in notepad window with all the instruction how to regain the access to user’s files. To receive the decryption key virus asks the user to install the Tor environment, run it and then visit a specific page to pay a ransom usually in crypto currency. 


[image: ]
Figure 1- Notepad window with a demand for ransom [7].


[bookmark: _Toc531034854]4.5 Is there any method to remove CryptoWall
The owner of infected device is left with no other option but pay the ransom, but even if he pays, there is no 100% guarantee that he will get his files back. Of course, he can try to remove the threat manually, through special tools, but it’s a long and complicated process that requires advanced computer skills. It is always best to prevent at the first place.






[bookmark: _Toc531034855]5. How to protect against CryptoWall
To avoid and reduce the risk of being affected by CryptoWall ransomware [8] the best practices are: prevent and be cautious, taking care of “immune system” of the device.
· Regular bulletins should be sent from the compliance officer, or IT department, warning staff of current risks and reminding employees of the ways hackers gain access to networks and how malware is installed [8].
· Up to date antivirus and routine scan should be completed.
· Use of Firewall to prevent any types of ransomware to connect with the system.
· Regular backups should be executed for extra peace of mind and security.
· Use of maximum encryption while browsing, making sure web browser is up to date and ads are switched off.
· High levels of attention, when clicking mistrustful e-mails or links to download.
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Figure 2- Tips to prevent potential ransomware attacks [9].





[bookmark: _Toc531034856]6. Conclusion
[bookmark: _GoBack]Internet is amazing there is no doubt, it gives people unrestricted access to information, allows to perform day to day tasks on the go. However, it also opens new ways for crime to operate, people need to be on constant watchout to not become a victim of new cybercrime.
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What happened to your files?
Al of your les were protected by  strang encryption with RSA2048 using CryptoWall 30.
More nformation about the encryplion RSA-2048 can b found here: hitofen wiipedia rgfwik/RSA (ryposyster)

What does this mean?.
This means that the siructure and data witin your fles have baen irevocably changed, you wil nat be abla to werk
with then, read ther or ses them, it s the same thing as losing them fore

. but with our help, you can restore them.

How did this happen?

Especially for you, on our sener was generated the secret key pair RSA2048 - pubiic and private

Al your fles were encrypted with the public key, which has been transferred to your computer via the Inernet

Decrypting of YOUR FILES s only possible with the help of the private key and decrypt program, which is on our SECRET

SERVERI

What do | do? =
Alas, if you do not taks the necessary measures forthe specified tims then the conditons for sbtaning the prvats key willbe

changed.

Ifyou really nesd your data, then we suggest you do not waste valusble ime searching for other solutions because they do not

exist

For more specifc instructions, please isit your personal home page, there are a few diferent addresses pointing 1o your page
below.

sans the addresses are not avaiable, fallow thess sieps

1. Download and install tovbrowser: bt i torproject orglrojectsotbrowser himlen
2. After a successful instalation, run the browser and wat for nialization.

3. Type inthe address bar. djdkducpézkzdnzx.
4. Followthe instructions on the sit.

4 Mo kowneren
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TIPS TO PREVENT POTENTIAL
RANSOMWARE ATTACKS

Keep your

~—— and up to date.

2 Use an anti-virus
scanner.

__TF@ 3 Use a firewall.

/,
7 @ 1 computer patched

% 4 Don’t click the links.

...@

Practice safe
browsing habits.

Y,
% 6 Back up your files.
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