LAB ONE (1) ATTACK AND DEFENCE

[bookmark: _Hlk53006358] Task one (1) Research on High profile Cyberattacks
1) The Stuxnet virus. 
The Stuxnet virus is a malicious computer worm which was first discovered in 2010. This malware attacks Supervisory Control and Data Acquisition (SCADA) systems. This warm particularly attacks the programable logic controllers (PLCs) that permits the automation of the electromechanical processes. Both USA and Israel are believed to be the builder of this worm even though the countries did admit. The Stuxnet operates by targeting devices using the Microsoft Windows operating system and networks. 
It is also comprised of three modules: a worm that is responsible for executing all the routines associated to main payload of attack: a link file that executed the propagated copies  of the worm and finally rootkit which are the components responsible for hiding the worm file. 
The Stuxnet warm has reportedly causes a substantial damage to the Iran by compromising their PLCs and gathering information about their industrial systems and making spinning centrifuges to break themselves apart. 
2) [bookmark: _Hlk52999720]Marriott data breach 
The Marriott data breaches is a data breach that was discovered in 2018 during the meeting of the company. According to the report around 339 million of personal data of individual guest was exposed. The treat was performed by an unauthorised actor who manages to access in to the Starwood network. 
The data breach at hotels owned by Marriott has been traced to Chines hackers who works for the Ministry of State Security (MoSS).
The hackers who obtained the login credentials of two Marriott employees was able to access the guest details.
3) Microsoft customer support database breach
This breach refers to the incidence that happened on December 2019, where five servers that was storing the customers support analytics were accidently exposed online without proper protection.  The server was containing around 250 million entries including information such as email address, IP address, geographical locations, agent emails, internal notes that has been noted as confidential as well as support case details.
The cause of this exposure was also believed to be due to Misconfigured security rules. The misconfigured Azure security rules it deployed was believed the cause of this exposer.
Internet of things (IoT) vulnerabilities 
Vulnerabilities are security drawbacks that exist in a system or in its design lets the hacker to enter unauthorized information or data, execute commands and or perform an attack. 
The IoT ecosystem which involves sharing of important and sensitive information or data are subjected to several security vulnerabilities. According to the study conducted in 2018 by the Open Web Application Security Project (OWASP) the top ten IoT vulnerabilities are.
1. Weak passwords that which are easy to guess                                
2. Weak network services
3.  Ecosystem interfaces with no security
4. Insecure update mechanism
5.  Components with inherited security vulnerability or outdated 
.
IoT threats 
A threat can be stated as the act of exploiting the security vulnerability of a system and cause a harm or distortion to it.
There are various types of treats and attacks which can compromise, interrupt the IoT security system. By exploiting the security vulnerability in the IoT infrastructure, attackers can steal the credential and confidential data from individuals and enterprises. threats some of these are:
Botnets: is a type of cyber-attack in which, a hacker produces a network of systems by infecting large number of IoT devices with a malware and directs them to broadcast thousands of requests within a second to take control, disrupt or bring the desired system down. for example, a Mirai bot attack in 2016.
Man- In- The- Middle Attack (MITM): is a type of Eavesdropping attack that happens when, a malicious intruder enters into a network to intercept and breach the live conversion (communication session) between the two systems or individuals.
Password Cracking attack: is type of an attack which is performed to gain access to the system or individual confidential data recovering their authentication password. against sessions, login or any kind of authentication method. While the offline attack is performed through hashed passwords at various places without directly interacting with the user.
Social Engineering: is the act of deceiving people in order to gain credential information about the target system or themselves. Most of the time hackers seek valuable information to access into system’s devices so that they can inject their malicious software and gain control over the devices.
Task two Analysis of a cyber attack 
For this section the analysis on Stuxnet virus will be conducted during which the questions below will be answered. 
1) Who were the victims of the attacks?
The Iranian, particularly their nuclear program.
2) What technologies and tools were used in the attack?
Using the computer worm known as Stuxnet malicious computer worm.
3) When did the attack happen within the network?
This attack took place on 2010 though it is believed to under development since 2005.
4)  What systems were targeted?
This warm particularly attacks the programable logic controllers (PLCs) that permits the automation of the electromechanical processes.
5) What was the motivation of the attackers in this case? What did they hope to achieve?
The main motivation of this attack is to causes a substantial damage to the Iranian nuclear program by compromising their PLCs and gathering information about their industrial systems and making spinning centrifuges to break themselves apart. 
6) What was the outcome of the attack? (stolen data, ransom, system damage, etc.)
 The result was substantial damage and financial cost to their system. The s has infected around 200,000 computer devices and cause damage to many machines to physically degrade.
7) What is the vulnerability and who might exploit it? Explain.
The main vulnerabilities were infected USB flash drives. The infected drive get access to the system and allows the worm to propagate across the network and it scans the Siemens step seven software on the PCs controlling a PLC.
8) Why does the vulnerability exist?
The infected USB flash drives that has been used on the computers where not properly scanned against any malicious software. 
9) What could be done to limit the vulnerability?
· The avoiding infected USB flash drives.
· Installing Intrusion detection Systems on the computers (IDS).
· Installing a firewall system on the most the servers.
· Raise the awareness of the employee.
Part 2 
1)  Use your favourite search engine to conduct a search for the most popular cybersecurity-related certifications. List them below with the organization that provides the certification.
CEH, CompTIA, CEHF and CYBER OPS.
2) What industry certifications are required by these employers?
CEH with at least two-year experience.
3) How many new job listings were posted within the last two weeks?
I was able see around 46 jobs on job prosepective.
