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· A data flow diagram showing the implementation of your BYOT management architecture is required.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.

· User Policy 	Comment by Carlene Campbell: 
no referencing in this section

This User policy applies to all employees of Hyper-fort Ltd who have access to the company’s networks and use its resources, employees are permitted to use Hyper-fort Ltd resources strictly for work related activities and are not permitted for personal use. use of the resources under this policy are but not limited to

· Job related actives that include research and education tasks that would benefit the employee in their job role
· All information and data gathered from employees are owned by Hyper-Fort Ltd therefor any information disclosed by an employee would have to be for legal reasons.
· Hyper-Fort Ltd has all rights to monitor user activity of but not limited to internet traffic, devices on the network or devices accessing any of Hyper-Fort Ltd recourses any time they are used, or any information send or receive over its network.
· Emails/Electronic messages sent over the Hyper-fort ltd.’s network should not contain content that is deemed inappropriate langue or images (vulgar or insulting or harmful language/images) 
· Any content or anything downloaded accessed or download may be monitored or blocked at anytime if it is deemed a security risk.
· Any software made for entertainment such as video streaming services or game applications/services/clients are strictly prohibited and should not be used while in the work place.  
· Employees should also not share personal view and try to represent those view as companies

· Device Management Policy

Devices used on the Hyper-Fort Ltd network for employees to work should be managed and maintain by the user so that they are in working order and employees should maintain their software including operation system so that they are able to work over the for see able future  and it is the role of the employee that it is so.
The employee should understand how to use any software that they have chosen to use to process work; Hyper-Fort ltd will provide a list of software that is acceptable for employees to use for work purposes this list is not limited and may expand in the future.
In the case that an employee does not have a device to use Hyper-Fort ltd might provide a device for employees to use for a limited amount of time so that a new worker has time to get their own device.
Employees of Hyper-Fort ltd should make sure that their device is not a security risk to the network and should have an anti-virus software/program/service installed on their device so that harmful and malicious software like ransomware does not spread across the network, in the event that an employee’s device is found to be a security risk they will be removed from the network and that employee will not allowed to return to the network until any issues will be resolved.

· Security Policy

Employees and user of the Hyper-Fort ltd.’s network should understand that they it is unacceptable to use the network to steal content form Hyper-Fort ltd or of its other employees, it is also unacceptable for employees to download, copy or pirated software or any other content using the Hyper-Fort ltd network, comprise to steal or harm another employee or Hyper-fort ltd is a breach of this policy,  hacking the Hyper-Fort ltd is also inacceptable as well as trying to introduce software that could be malicious or harmful to other employees or Hyper-fort ltd is also a breach   

Breaking any of these policies will see the employee removed from the network or company for a limited or permanently. 
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Here is my flow diagram I made using free software I found online, showing how the Hyper-fort ltd enterprise network would work for its employees and well as the connection that it has and the resources that they could use on the network.
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The way the system will work is like this, am employee would have to set-up a device on the network by connection to a wireless access point where they would have to enter their information to prove that they are in fact a employee with Hyper-fort ltd where then they would be approved by the system if they were and their device would be link to them and it would be stored in a employee database so they wouldn’t have to enter that information every time they wanted to join and non-workers would be removed and told to join a guessed connection so they wouldn’t be able to use or access things that would be strictly made for the employees.

Hyper-Fort ltd may want to limit the amount of device an employee may be able to join to the network for reasons like trying to keep bandwidth down across its workforce, using this system it could be set up to allow a custom amount of devices attach to a worker using the database of employee devices this could prove useful in other scenarios too 

After an employee had set-up their device they could then access the network freely to use the internet or the employee resources witch would be things such as file and information that has been gathered by other workers of Hyper-Fort ltd, other devices on the network like printers, faxes and maybe even projectors if needed this should help the employees with their work.

Employees would also have their own storage system on the network so that they wouldn’t have a place to store important document related to work that they didn’t want to lose, this is also helpful because if something happened to their device their work wouldn’t be affected by it, each employee would have a reserved amount for themselves maybe based on their work role as it may differ based on their role at the company.

The last thing on the network would be a backup server where it would copy information on a weekly bases of everything on the employee storage server and all of their resources this is an important part of the system because if anything happened to those resources or the employee storage system Hyper-Fort ltd would be set back for a long time and would have to try and remake or regather all of this important information that is used by its workforce on a daily bases.

All the workforce and even guesses will be allowed access to use the internet with in the guilds of the user policy, the internet would be a key part of this system as it allows employees to search the internet and build new useful recourses for everyone of them to use in the workplace at Hyper-Fort ltd.

[bookmark: _Toc534863661]Demonstration of the configuration for Hyper-fort Ltd network



The device management software that I have pick is software called “ManageEngine: Mobile Device Manger Plus” and the reasons I have picked this software is because how the multiple useful components that the software has to manage a network of users on different operation system and software’s that they might use as well has actively maintain this network, it also has security features that could prove useful here are a list of the components with more features.  

Device Management 

Device management it one of the most important things that Hyper-fort Ltd would need to manage its workforce the main reason I picked this software was because of its ability to do this for devices on different operation systems such as operation systems like window, IOS and android it will handle all new versions and old versions of these operation systems as well and it has good support for upcoming ones.

Application Management 

It’s application management lets you ensure devices are compliant with the policies that are in place in the workplace quickly bring the new devices undermanagement so enrolling for workers is easy as just connection to the network, the devices can be remotely controlled if troubleshooting issues happened and the administrators will have access to dashboard with an easy to use interface.

Security Management 

The management engine software comes with a handful of tools to protect the network form all types of threat safeguarding the network using permissions and customizable access to corporate account it also has software that can search the network for threats such as root kits in devices and jail-broken devices this is important because it makes it harder for user to get around this security.

Email Management 

This software as has enterprise email protection it does things such as restrict access to only enterprise approved apps and accounts and supports provisions for office 365 and azure and it will search though emails attachments for threats.

Content Management

The content management part of the software allows for easy safe sharing of important work documents or securely view documents on other devices, automatic document updates once they have been distributed to other devices, so they get automatic updates this software supports multiple popular file formats. 

Containerization

Management engine also prevents threats from accessing corporate resources on the devices keeping data is stored and encrypted containers, it also can be used to give selected accounts to email and Wi-Fi based on employee needs and can be used to choose to ban or allow what commercial apps witch company premises by employees.
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There are multiple advantages of BYOT for both the works and the company, so I’ll break them down into 2 groups for the workers and company.

· Workers

There are many advantages for the works if the company makes BYOT the standard the most obvious advantage is that if the worker bring their own device to do work on most likely a laptop it will boost their work ethics and production because they’ll be able to move around and work anywhere they can sit down, another advantage because of this the workers would easily be able to take their work home and work from there, an example of this would be if a worker count come in to work then they’ll be able to send an email in reporting they wouldn’t be able to come in then still work from home because they have all their work with them and the device they would normally work from ready to do.
Because the workers would bring their own devices and pick their own they’ll be able to formalizer themselves with the technology that they’ll have to use for work everyday this will also boost their work flow because they’ll feel less or no discomfort while doing work leading them to then work for maybe longer and they’ll be able to work better wherever they chose to do the work if its at home or in the place of work.
The overall flexibility of BYOT gives workers a good chance to get work done where ever is possible making the company’s and workers work flow improve.
Having the chose to bring your own device also lets the workers pick what software that they would like to use for example maybe a user is happier and more comfortable using Google docs over Microsoft Word, if they use their own device would could use whatever service or software, they would like without it being a problem.

· Company

The company also have advantages for the workers bringing their own devices the most obvious is that they won’t need to pay for the works devices witch would be a big cut down in cost, if a department of the company had 25 people working their and they all needed dedicated devices and a device each cost 600 pounds then that’s £15,000 gone just on the devices not even on the software or service licenses that the workers would need to use then the price would only go up, so cutting down the cost by letting the users get their own devices would be beneficial, instead of paying out right for the devices the company could always set guild lines for the workers to help them pick what hardware the should get this would help the workers now what devices would be suitable for their job if they didn’t have a good idea of what they would need 
Normally when a company pays out for technology, they will only replace that hardware when it because obsolete after 5-10 years if the workers are responsible for their devices, they can choose themselves if they would like to upgrade that hardware keeping the workers happy and the company will get the work done that it asks.
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The disadvantages of BYOT mostly come down to security as outside of the work place workers could be very reckless and could easily go to website that are not safe and download viruses that are made to spread over a network, this would come a problem when that device is then connected to the work environments network and it spreads to other workers devices or at the worse to devices owned by the business this would either slow down production of other works or stop them from working out right if there no security in place to stop this.

The other potential problem with BYOT is that if the workers are the owns of the devices that they work on and can freely install software on their device then they could install software that could be a distraction from their work or they might install software that is for work but doesn’t meet the requirement for the work they need. The most obvious disadvantage is that maybe the worker might not have or have the money to do out to get their own device this might stop them from working all together, all these things would stop the workers from working at their full potential.   

There is the chance that a worker could lose their device and will has it be stolen in the workplace in which case they wouldn’t be able to continue with their work and if it is stolen in the workplace Hyper-fort ltd might be entitled to replace that stole technology if they’re deemed liable by the law.

The workforce would have to carry around their technology everywhere they went around the building which might be a pain for employees that have to access multiple rooms all around the building as well as making sure they don’t misplace it while doing the moving.

Because the employees bring their own technology it more than likely that they would bring a laptop because a full desktop is too much to carry everywhere this might become an issue because all most all of these device will use Wi-Fi to connect to the network which might make the network slow down if the wireless access point isn’t able to handle this large amounts of wireless connectivity this would mean that Hyper-Fort ltd would have to invest a lot into expensive networking gear that would hand this volume of wireless data at one time.  
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL][bookmark: _GoBack]No referencing except a few websites listing at the end.  You should reference from journals/conference proceedings as this would add more credibility to your work.  You can access many journals from the online library - https://www.uwtsd.ac.uk/library/online-library/, IEEE and ACM are the main ones for computing. (Grade mark: 33.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge of the concepts and principles but as mentioned above, no referencing was done. (Grade mark: 46.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed and presented well your written content. (Grade mark: 67.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]27

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A very simplistic packet tracer design implementation but no countermeasures considered on the devices. (Grade mark: 50.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]10

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]You have written and formatted your report very well. (Grade mark: 80.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]57%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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