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[bookmark: _Toc223358751]Task 1 - Research
[bookmark: _Toc223358752]Research on IP addressing  
Internet Protocol (IP) addressing is a method for identifying computers uniquely on both a local and global basis. IP addressing is crucial for allowing the communication of multiple machines across a network. 
Data is sent across networks in the form of packets. Information is broken down into smaller amounts for individual transmission utilising TCP/IP (Transmission Control Protocol / Internet Protocol), then reassembled once the device receives the sent packet. Each packet contains a header which includes both the source and the destination IP addresses.  
Routers and switches direct network traffic to the correct destination. Switches focus on working at local area network (LAN) level to connect individual devices, identifying them by MAC (Media Access Control) addresses. Routers work a layer above Switches, connecting networks together, allowing for the transmission of data cross individual networks.  
There are 2 main forms of IP protocols in active use – IPV4 and IPV6, they are not interchangeable. IPv4 addresses are running out, which has necessitated the implementation of IPv6[1].
IPv4 is an older protocol working from a 32-bit address, structured as 4 octets of 8 bits, with each octet ranging from 0-255. An address is created by a network address followed by the host. A subnet mask identifies how the network is structured. IPV4 addresses are split into classes A-D. 
[image: The image depicts a subnetting scheme for a network, showing various subnets, hosts, and the number of hosts per subnet within a given IP range.

AI-generated content may be incorrect.]
Fig 1 – Subnetting explained 
[image: The diagram illustrates a network structure with layers for IP address, subnetting, network identifier, and host identifier, showcasing the organization of network components.

AI-generated content may be incorrect.]
Figure 2 – Subnetting structure
[image: The image is a table listing various IP address ranges and their associated subnet masks, with different classes and special designations.

AI-generated content may be incorrect.]
Figure 3 – Subnetting address classes 

IPv6 is the intended replacement for IPv4 – based on a 128-bit address, written in hexdecimal. IPv6 uses address types instead of the class system. IPv6 uses multicast addresses for broadcast and a new type of address called anycast. IPv6 provides simplified packet header to allow more efficient routing, improves support for devices such as phones and IOT ready devices and enforces increased mandatory data security through IPSec.
[image: The diagram illustrates various IP addressing types and their respective ranges, including Unicast, Multicast, Anycast, and different classes like Global, Local, and Unspecified, with specific addresses for IPv4 and IPv6.

AI-generated content may be incorrect.]
Figure 4 – IPv6 Address types 



[bookmark: _Toc223358753]Research on Hypervisor types
A hypervisor is software which creates and manages virtual machines (VM’s) by allocating resources (CPU, RAM, storage and network resource) [1]. Hypervisors are split into 2 main types: type-1 and type-2.  
Type-1, known as “bare metal”, runs directly on physical hardware [2], without the requirement of a host operating system. Type-1 hypervisors have direct access to hardware resource; as a result, they are more efficient, offer higher performance, security and scalability. Type-1 hypervisors are aimed at server grade hardware. Due to the increased costs associated with a type-1 hypervisor – both in initial hardware cost and running costs, and increased complexity, their use is generally at enterprise level. 
A type-2 hypervisor runs on top of a host OS, relying on the host for access to hardware [3]. Type-2 hypervisors tend to be lower performance and depending on the OS used, less secure. Due to the lower cost point and less complexity involved, type-2 hypervisor use is generally personal, small enterprise and testing. Whilst not a rule, type-2 hypervisors are not as scalable, which is dependent on the resources of the machine running the software, servers will generally have more cores and RAM available. 
Whilst both hypervisor types would work, for the enhanced topology a type-1 hypervisor would be more appropriate. Type-1 provides additional security benefits for the SWANSEA.ACCA domain. A Windows domain controller run on a type 2 hypervisor leaves it vulnerable to attack, with the host machine becoming a single point of compromise. Once the host machine is compromised malware can access VM’s. If the host machine crashes the entire domain is unreachable – a type-1 mitigates these risks at the expense of initial outlay and running costs.

[bookmark: _Toc223358754]Research on Routing
Routing protocols are the rules, regulations and algorithms routers use to exchange information. Routers initially will only discover the networks they are directly connected to. Routing protocols allow for the exchange of routing tables, allowing the router to learn the full network topology. 
Routing is split into 2 main categories – Dynamic and static routing. 
Static routing uses manually assigned routes - the route data takes is previously assigned, and the network will not change from this assigned route, until it is manually updated. Static routing uses less resource – CPU and RAM, and less bandwidth as no address tables are exchanged. It has the potential to be more secure than dynamic routing [5]. 
Dynamic routing is the method by which routers automatically learn, update and choose the best paths through a network based on real time conditions. Dynamic routing lets a network adapt when links fail, congestion increases or new networks appear. Routers running Dynamic routing protocols continuously exchange information about which networks they can reach, the quality of network paths and any changes in topology. The information is stored within a routing table. There are three types of dynamic routing protocols – Distance Vector protocols, featuring Router Information Protocol (RIP) and Enhanced Interior Gateway Routing Protocol, Link State protocols featuring Open Shortest Path First (OSPF) and Intermediate System to Intermediate System (ISIS) and Path Vector protocols, e.g. Border Gateway Protocol (BGP) [6]. 
Whilst dynamic routing would work for the topology specified, it doesn’t offer any benefits in this instance, and so minor gains can be made by simply using static routing. Were the network to scale then this choice may need to be revisited depending on how much it expands or changes.

[bookmark: _Toc223358755]Research on Network Services
Virtual Private Networks (VPN) provide secure, private and authenticated connection across public networks [7]. VPN’s function by creating a point-to-point encrypted tunnel between a client and VPN server. The tunnel masks a user’s IP address and protects traffic from interception [8]. VPN’s come in several different categories – Remote access, providing secure access to a private network for users from a separate location. Site-to-Site VPN’s provide connections between multiple remote sites to form one network. Cloud VPN’s allow users to connect securely to cloud infrastructure. Personal / Consumer VPN’s provide privacy for internet actions. Users can mask their IP and evade geo-restrictions by forwarding traffic through remote severs to appear to be in a different location. 
Dynamic Host Configuration Protocol (DHCP) is a service which provides devices with the network configuration required to communicate automatically. It removes the need to manually assign IP addresses to each individual device before they are able to communicate.  
Active Directory Domain Services (ADDS) are core identity services in a windows environment [9]. ADDS provides foundational services which define how a windows domain works, such as identity management, Authentication, Authorisation, Policy enforcement and directory organisation. Best practices for ADDS have 3 areas: Security hardening, identity and access hygiene and operational resilience. 
Certificate Authorities (CA) are an essential network service providing identity validation and secure communication across networks. A CA is a trusted entity which verifies identities and issues digital certificates. Certificates bind a public key to a verified identity allowing secure authenticated communication [10]. CA best practices focus on protecting the trust anchor, ensuring certificate lifecycle integrity and maintaining a resilient Public Key Infrastructure (PKI) architecture.

[bookmark: _Toc223358756]Task 2: Report
[bookmark: _Toc223358757]2.1 Chose hypervisor
A Type 2 hypervisor was chosen for its ease of access, usability, and minimal hardware requirements. While a Type 1 hypervisor would provide superior performance and stronger isolation, it typically requires dedicated hardware and a more complex setup, which introduces additional cost and management overhead. For a small‑scale testing environment, these benefits do not outweigh the practical constraints. A Type 2 hypervisor is therefore sufficient and appropriate for the topology specified.

[bookmark: _Toc223358758]2.2 Download and setup 
A copy of Linux Debian (Server and client) was downloaded from www.debian.org/distrib/
A copy of windows server 2022 and client were downloaded from the Microsoft evaluation centre https://www.microsoft.com/en-us/evalcenter/download-windows-server-2022  
[image: The image displays a computer system's settings, showing various hardware and software options, including memory, storage, network, and system preferences.

AI-generated content may be incorrect.]
Figure 1 – Linux Client resource 
[image: The image shows a system settings window with various options for hardware configurations, including memory, storage, and peripherals.

AI-generated content may be incorrect.]
Figure 2 – Linux / Debian server resource & naming convention
[image: The image is a Windows 10 system settings interface, showing various options for configuring system components like Processor, Memory, Storage, and Input devices.

AI-generated content may be incorrect.]
Figure 3 – Windows Client resource
[image: The image shows the system settings of a computer, detailing various hardware components and their configurations.

AI-generated content may be incorrect.]
Figure 4 – Windows server resource

[image: The image shows a Microsoft Server Manager interface with various options for local server management, including settings for network, updates, security, and events.

AI-generated content may be incorrect.]
Figure 5 – Server name following naming convention 

[bookmark: _Toc223358759]2.3 Configure IP addressing 
[image: The image shows a computer screen displaying network information, including IP configurations for two Ethernet adapters and ping statistics for a network address.

AI-generated content may be incorrect.]
Figure 6 – IPCONFIG windows client - Configuration as per topology
[image: The image shows a Windows Command Prompt window displaying IP configuration details for two Ethernet adapters, including their IPv4 and IPv6 addresses, subnet masks, and default gateways, as well as various warning and error events logged in the system's Event Log.

AI-generated content may be incorrect.]
Figure 7 – IPCONFIG windows server – Configuration as per topology

[image: The image shows a computer screen displaying a Linux command line interface, specifically an LCD Debian Server running inside a virtual machine, with network configuration and IP addresses being displayed.

AI-generated content may be incorrect.]
Figure 8 - Debian Server IP configuration
[image: A text display on a virtual machine's desktop showing network interface configurations and statuses.

AI-generated content may be incorrect.]
Figure 9 - Debian Server IntExt (server to server connection) network adaptor working

[bookmark: _Toc223358760]2.4 Test and trouble shoot 
Initial tests by pinging from client to server and server to client resulted in no connectivity. Simply turning off windows firewall allowed for connectivity between server and client and vice versa. 
[image: The image displays the Windows Defender Firewall settings in the Windows 11 Enterprise Evaluation, allowing users to customize network configurations and control incoming connections.

AI-generated content may be incorrect.]
Figure 10 – Firewall Windows Client now turned off
[image: The image displays a Windows Security interface, specifically the Microsoft Defender Firewall, with a warning message about the potential risks of resetting the firewall settings to default, which could affect certain apps.

AI-generated content may be incorrect.]
Figure 11 – Windows server firewall now turned off 

[image: The image displays a command prompt window in Microsoft Windows 10, with the user typing and executing a ping command to test the connection to the IP address 192.168.1.1, showing a successful connection.

AI-generated content may be incorrect.]
Figure 12 – Windows client Ping to Windows Server 
[image: A Windows Command Prompt session displaying successful ping to IP 192.168.1.10, with no packet loss and an average round trip time of 0ms.

AI-generated content may be incorrect.]
Figure 13 – Windows Server ping to Windows client 
[image: The image shows a terminal window displaying network interface information and a ping test result.

AI-generated content may be incorrect.]
Figure 14 - Debian Client ping to Debian Server



[image: The image shows a computer screen displaying a command-line interface, specifically the LCD Debian Server running inside an Oracle VM VirtualBox. It shows various network configurations and a command being typed in the terminal.

AI-generated content may be incorrect.]
Figure 15 - Debian Server ping to Debian Client
[image: A terminal window displaying various network configuration and status information, including IP addresses, network interfaces, and system services.

AI-generated content may be incorrect.]
Figure 16 - Debian Server ping to Windows Server




[bookmark: _Toc223358761]Task 3: Reflection 
When configuring the IP addresses between the windows server and windows client a test was made to ping from one machine to another to check for connectivity. Pinging from both machines timed out meaning there was no connectivity. An internet search suggested that windows firewall will block this connectivity. Once the windows firewall was disabled on both machines the same test was successful. 
When setting up the network I followed the IP addressing system as stated in the topology. As such, I didn’t experience any addressing conflicts. I was not previously aware of a /30 subnet and so needed to research what the appropriate subnet mask would be for this type of address. I was unable to get connectivity with the Debian installs until I realised each network adaptor needs to enabled individually and can disable the previous adaptor.
I personally found the windows set up significantly easier than the Linux Debian machines but was surprised and impressed by the simplicity of the command line interface and small number of commands required to set up and get connectivity. The system is not intuitive but once you are aware of the commands it is apparent how easily the system can be managed. 
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A 126.12'2350.'205?255 255.0.0.0
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3: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 gdisc fo_codel state UP group default glen 1008
Link/ether brd
altname enx08002777bafe
inet /24 brd scope global enpass
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
adanelcd: /etcmetuorks ping 192.168.2.10
PING 192.168.2.10 (192.168.2.10) 56(84) bytes
64 bytes from 192.168.2.10: icmp_se
64 bytes from 192.168.2.10: icmp_seq=2 ttl=64
64 bytes from 192.168.2.10: icmp_seq=3 ttl=64
64 butes from 192.168.2.10
64 butes from 192.168.2.10
64 butes from 192.168.2.10
e
--- 192.168.2.10 ping statistics ---
6 packets transmitted, 6 received, 6% packet loss, time 503ems
rtt min/avg/max/mdev = 0.534/1.283/1.776/0.403 ms
adan@ led:/eto/netuorks

Auto capture ke

11°C Mostly sunny





image20.jpeg
il LCD (LCD Debian Server) [Running] - Oracle VM VirtualBox

- o x
Fie Machne View Input Devices _Help
: &
64 s Mouse ntegration [ Teken

C1ft

24/02/2026 16:06 (2 hours ago)
mtu 1500 4 2

Auto capture keyboard

1000

alen 1000

1000

Link proto kernel_11

t/ete/m
20.0.0.1 (20.9.0.1) 56
from 2

2508 |

1807

pe here to search B D) NG 0




image1.png




image2.png
simering

subnetng




