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to the bank and then sent their own email to the bank via the boss of the businesses email account to say the problem was solved. (Lawrence Systems , 2016). 
The power of cyber attacks should not be under estimated, if we take a trip down memory lane and revisit the NHS ‘wanna cry’ cyber attack in 2017, it will echo this. According to the National Audit Office, it was a relatively un-spohiticated attack and could have been prevented if the NHS had taken heed of the warnings to follow the basic IT security best practice, which advised by themselves. (National Audit Office, 2017). The unsupported Windows operating systems left organisations very much susceptible to the ransomware which is one of the most common types of cyber attack which encrypts data on infected computers and demands a ransom to be paid to allow users to regain access. The NHS state they did not pay Any ranson money over but are not sure how much money the disruption actually costed them. Many patients had to be diverted to other Accident and Emergency’s to be seen to and thousands of








https://www.herjavecgroup.com/the-2019-official-annual-cybercrime-report/
predicts that a business will fall victim to a ransomware attack every 14 seconds in 2019, and every 11 seconds by 202

Its clear to see that the threat of cyber attacks are not going anywhere, anytime soon. 
According to the Ofxord Dictionary, Cyber attackers seek to damage or destroy comuter networks or systems. (Oxford Dictionary, 2019).They target businesses and individuals and sometimes target the individuals who use the service of a business which inevitably is targetting the business. It is not just big businesses though, small businesses are also under increasing threat to this form of attack and the loss can more often be greater as they more than likely wouldn’t have the financial security that larger organisations are protected by. Like, for instance, one of Lawrence Systems clients who had £20,000 taken from their account, the attackers hacked their email system and pretty much reverse engineered their system and pretended to be the boss of the company and authorised the bank to transfer funds. The attackers were one step ahead and monitoring the complaints filed
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on. This type of attack can also be carried out over the phone or via text message. To avoid this happening, appropriate staff awareness training is recommeded. 
2) Ransonware
This is where the attacker will deny access to files and data until a ransom is paid. 
3) DDOS Attack
Distributed Denial of Service Attack attempts to take a site offline by giving it more access requests than it is equipped to handle at any one time. The main two reasons for this are either as a revenge attack or so as to distract an organisation enough to truly break in to the system. 
4) Computer Viruses
These viruses are designed to spread from one computer to another, without the users knowledge to alter the way the system operates. Users caan be infected in several ways 
Life. For every person with the abilitity and the desire to breach an organisations online security to cause damage, there is another person with the abilitity to stop the attacker in their tracks or prevent them from gaining unrestricted access in the first place which is a cost worth having ecspecially considering an attack could be carried out anywhere in the world and do not even have to be in the same country and the victim organisation. 
Lets take a look at IT Governances version of the 5 most common types of Cyber Attacks of 2019;
1) Phishing- is a socially engineered design that attempts to get a person to fall for their trick. Online a link or download being clicked on by the victim allows the attack to gain access to sensitive or confidential informati-
 
appointments and operations were cancelled. It seems almost sadistic to want to damage or destroy the NHS’ computer system knowing that it could potentially be life or death for some people. 
Cyber attacks are thought to be the biggest threat to all companie in the world.(Morgan, 2019). 
The damage costs have risen and this shows just how unprepared we all are. 
As a business, damge costs would be the last type of cost you need or want but if your customers are following the rules and regulations and still manage to fall under attack,  who is liable? This is why organisations have to be trained to recognise these threats and to be able to see them coming, have measures in place to stop any form of cyber attacks is vital. 
Cyber attacks do not have to be ‘innevitable to an organsations

 


This Photo by Unknown Author is licensed under CC BY-ND

[image: C:\Documents and Settings\tamic\Desktop\TC999D\TC9990301D-PB\TC9990301-IMG04.jpg][image: C:\Documents and Settings\tamic\Desktop\TC999D\TC9990301D-PB\TC9990301-IMG04.jpg]This Photo by Unknown Author is licensed under CC BY-NC-ND



Technology Solutions for Non-Profits

[bookmark: _GoBack]References
(2016). Retrieved from Lawrence Systems : https://www.youtube.com/watch?v=Lc1lvmaFh5w
(2017, October 27th). Retrieved from National Audit Office: https://www.nao.org.uk/report/investigation-wannacry-cyber-attack-and-the-nhs/
(2019). In Oxford Dictionary. 
(2019). Retrieved from it governance: https://www.itgovernance.co.uk/blog/different-types-of-cyber-attacks
Graham, A. (2019, May 9th). Retrieved from it governance: https://www.itgovernance.co.uk/blog/different-types-of-cyber-attacks
Morgan, S. (2019). Official Annual Cyber Crime Report. Herjavec Group.


With any fom of attack, you would want to be able to defend yourself or assets. After all 88% of data breaches are caused by human error according to Kroll. (it governance, 2019).  
So, fear not aslong as you are guarded and you can count on your people to protect  your organisation with the correct training you have provided them with. 


Such as; opening infected emails or websites or plugging in infected USB sticks. 
5) Attack Vectors
There are four main types of vectors. All of which are used to gain access to organisation computers and networks and infect them with malware or to harvest their data.
So what if your employees are the saving grace you need in the event of a potential cyber attack, all you have to do is invest in their knowledge.
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