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Proposal for Enhancing Information Systems at Maldiva Ltd.
Boosting Business Performance via an Integrated Enterprise Information System

Introduction
In the contemporary digital economy, information systems are fundamental tools that enable organisations to sustain their competitive advantage. Modern enterprises depend on interconnected technologies to streamline daily operations, raise customer satisfaction levels, support informed decision-making, and ensure adherence to relevant legal and regulatory standards. However, as businesses scale, legacy or fragmented systems often act as constraints, reducing operational efficiency and limiting the organisation's capacity to adapt quickly to changing market and customer requirements.
Maldiva Ltd. is a fast-growing retailer specializing in consumer electronics, operating a network of 30 physical stores alongside an online sales channel. Although the company has achieved strong revenue growth over the last twelve months, its existing information infrastructure has not developed in line with this expansion. At present, the firm relies heavily on manual procedures, isolated databases, and spreadsheet-based reporting. This approach creates operational bottlenecks that negatively impact both internal workflows and customer experience.
An analysis of current operations highlights five core challenges. First, inventory is tracked using manual methods, leading to inconsistencies between stock levels recorded in stores and those displayed on the e-commerce platform. This discrepancy frequently results in customers ordering items that are out of stock, which leads to order cancellations, refund requests, lower customer satisfaction, and potential damage to the company’s reputation.
Second, customer data is stored across multiple unconnected platforms. Without a unified Customer Relationship Management (CRM) system, the business cannot build a complete view of customer preferences and purchasing patterns. This limits its ability to deliver targeted marketing initiatives and provide consistent, efficient support services.
Third, the process of producing management reports is inefficient. Sales data is compiled manually in spreadsheets, which is labour-intensive, carries a high risk of human error, and does not support real-time analysis. This reduces the accuracy of sales forecasts and slows management responses to shifts in market conditions.
Fourth, there are notable gaps in information security. Current systems lack robust user access controls and do not fully meet the requirements of the General Data Protection Regulation (GDPR). This exposes the company to potential data breaches, regulatory fines, and further damage to its standing in the market.
Finally, disconnected systems have created functional silos across the organization. Departments including sales, inventory management, finance, and customer service use separate software packages that do not share data automatically. As a result, staff spend significant time entering and transferring data manually, which raises operational costs and lowers overall productivity.
This document assesses the weaknesses of Maldiva Ltd.’s current information systems and proposes the adoption of an integrated Enterprise Resource Planning (ERP) platform, supported by dedicated CRM functionality and Business Intelligence (BI) reporting tools. It also sets out a structured implementation plan designed to secure the maximum benefits from the new system while minimizing disruption to day-to-day business activities.
The Proposed Integrated Enterprise Architecture
Enterprise Resource Planning (ERP)
An ERP system consolidates core business operations into a unified, relational database management system (RDBMS), eliminating data fragmentation (Stair and Reynolds, 2021). For Maldiva Ltd., the ERP system will host modular components encompassing inventory management, sales, purchasing, core finance, order fulfillment, and supply chain management.
Prominent market leaders offer viable options for Maldiva Ltd.:
· SAP S/4HANA: Best suited for massive multinational corporations, though it carries substantial capital expenditure and complex deployment structures (SAP, 2024).
· Oracle NetSuite: A native cloud-based solution highly optimized for mid-to-large enterprises undergoing rapid expansion (Oracle, 2024).
· Microsoft Dynamics 365: Highly modular, offering seamless integration with pre-existing Microsoft applications, balancing scalability and usability (Microsoft, 2024).
Given Maldiva Ltd.'s mid-market scale and rapid 30-store growth, Oracle NetSuite or Microsoft Dynamics 365 represent the most viable strategic matches due to their lower total cost of ownership (TCO) and rapid deployment timelines.
Operational Benefits of the ERP Module:
· Real-Time Inventory Control: In legacy environments, inventory is managed via manual batch updates. A cloud-based ERP integrates all point-of-sale (POS) systems and e-commerce portals. Every transaction triggers a physical and logical inventory update, preventing stock-outs and online order cancellations.
· Optimized Supply Chain Management: ERP systems utilize Material Requirements Planning (MRP) algorithms to evaluate historical sales trends, lead times, and seasonal demand. When stock levels dip below safety parameters, the system triggers automated purchase requisitions, minimizing carrying costs (Turban, Pollard and Wood, 2021).
· Cross-Departmental Synergy: Financial ledgers are automatically updated when sales or purchases occur. Instead of manually cross-referencing paper invoices, the accounting department benefits from instant transaction-to-ledger postings, accelerating the financial close.
Customer Relationship Management (CRM)
To complement the ERP, a Customer Relationship Management (CRM) system (such as Salesforce, Microsoft Dynamics CRM, or HubSpot) is required to manage customer touchpoints and engagement lifecycles (Chaffey and Ellis-Chadwick, 2019).
Strategic Value of the CRM Module:
· Personalized Marketing: By aggregating data on transactional histories and browsing behaviors, the marketing department can segment the customer database. Targeted, personalized promotional offers boost conversion rates and customer lifetime value (CLV).
· Omnichannel Customer Support: Legacy support environments suffer from information asymmetry. The CRM consolidates past correspondence, warranty status, and return history into a single interface, allowing support agents to resolve issues quickly.
· Customer Retention: In the highly competitive consumer electronics market, acquisition is costlier than retention. A centralized CRM tracks satisfaction metrics and flags accounts displaying "churn indicators"—such as a drop-off in purchase frequency—allowing proactive retention campaigns.
Business Intelligence (BI) and Advanced Analytics
With transactional data flowing from the ERP and customer data managed by the CRM, Maldiva Ltd. will generate vast volumes of raw data. Business Intelligence (BI) platforms, such as Microsoft Power BI or Tableau, act as the analytical layer, transforming unstructured and structured enterprise data into interactive visualizations (Sharda, Delen and Turban, 2020).
By leveraging an Extract, Transform, Load (ETL) pipeline, raw data from the ERP and CRM databases is consolidated into a centralized data warehouse. The BI tool reads from this repository to generate dynamic, real-time dashboards for executives. Instead of relying on static spreadsheet reports, managers can analyze sales, regional margins, and inventory turns on demand, enabling agile strategic forecasting.
Information Security, Governance, and GDPR Compliance
Operating across 30 physical locations and a digital storefront exposes Maldiva Ltd. to cybersecurity risks. Furthermore, processing consumer data subjects the business to strict legal standards, notably the General Data Protection Regulation (GDPR) (European Union, 2016). Implementing a cloud-based enterprise solution strengthens the organization's compliance and risk posture:
	Security Feature
	Technical Mechanism
	Strategic Relevance to Maldiva Ltd.

	Multi-Factor Authentication (MFA)
	Requires a password and a dynamic cryptographic token (e.g., authenticator apps).
	Mitigates up to 99.9% of automated credential-stuffing cyberattacks.

	Role-Based Access Control (RBAC)
	Restricts system access based on job roles (e.g., cashiers cannot view financial ledgers).
	Enforces the principle of least privilege, preventing internal data leaks.

	Advanced Data Encryption
	Employs AES-256 for data-at-rest and TLS 1.3 for data-in-transit.
	Ensures customer payment and personal identity details remain unreadable if intercepted.

	Automated Backups & DR
	Real-time cloud replication across geographically distributed data centers.
	Minimizes recovery time objectives (RTO) in ransom or outage scenarios.

	Immutable Audit Logs
	Cryptographically logs every system transaction and user login.
	Provides forensic documentation required for GDPR compliance reviews.


Under GDPR, organizations must prove "privacy by design and default" (European Union, 2016). The proposed CRM/ERP architecture enforces compliance by structuring data fields to respect data subject rights, such as the "Right to be Forgotten" (Article 17). Automated data retention policies can purge customer records once their retention period expires, shielding Maldiva Ltd. from regulatory fines.
Implementation Methodology and Phased Rollout
To minimize disruption and manage project risks, a phased implementation plan is proposed (O'Brien and Marakas, 2019).
Phase 1: Requirements Analysis
A dedicated, cross-functional steering committee must be established, comprising the CIO, financial controllers, logistics managers, and external IT consultants. This phase focuses on mapping current "as-is" workflows and designing desired "to-be" workflows to define functional software requirements.
Phase 2: System Selection
The steering committee evaluates competing software vendors against a weighted selection matrix. Key criteria include:
· Functional fit to requirements (35%)
· Total cost of ownership, including licensing, implementation, and maintenance (25%)
· Security architectures and compliance features (20%)
· Integration capabilities and user experience (20%)
Phase 3: System Design & Configuration
This stage translates requirements into system configurations. Cloud environments are provisioned, chart of accounts structures are aligned with financial standards, database schemas are defined, and user access groups are established. Crucially, legacy data structures are reviewed to identify data cleanup opportunities.
Phase 4: Data Cleansing and Migration
"Garbage in, garbage out" (GIGO) is a primary reason ERP implementations fail (Stair and Reynolds, 2021). Before transferring legacy records into the new database, the data must undergo an extensive ETL process. Duplicate customer records, obsolete SKU entries, and incorrect billing histories are scrubbed, ensuring clean datasets.
Phase 5: Comprehensive Staff Training
According to the Technology Acceptance Model (TAM), perceived usefulness and perceived ease of use are the primary drivers of technology adoption (Davis, 1989). A comprehensive training program is essential. Training should be tailored to specific user cohorts (e.g., cashiers, warehouse operators) and reinforced with clear user manuals, reference guides, and sandbox practice environments.
Phase 6: System and Security Testing
Rigorous testing protocols must be executed prior to launch:
· User Acceptance Testing (UAT): Verifies that business users can successfully complete daily tasks.
· Integration Testing: Ensures data flows smoothly between the ERP, CRM, and BI systems without loss.
· Vulnerability Assessments: Confirms security controls are robust under attack scenarios.
Phase 7: Go-Live and Pilot Rollout
To mitigate operational risk, a pilot implementation strategy is recommended over a "big bang" approach. The system will initially go live in only three physical stores and the digital storefront. This allows the implementation team to isolate and resolve unexpected bugs before deploying the system to the remaining 27 physical locations.
Phase 8: Continuous Monitoring & Optimization
Post-implementation, the IT steering committee transitions to continuous monitoring. Systems performance metrics (e.g., API response times) and user satisfaction surveys are evaluated regularly. Software patches and security configurations are updated dynamically to counter evolving cyber threats.
Managing Implementation Challenges and Change Management
ERP implementations represent massive socio-technical shifts that often meet with organizational inertia. According to Lewin’s Three-Step Change Model, successful change management requires unfreezing the current state, moving to the new state, and refreezing the change to prevent employees from reverting to legacy habits (Lewin, 1951).
Employee Resistance
The shift from informal, spreadsheet-based processes to structured, auditable ERP workflows can cause anxiety among employees. To address this, leadership must clearly communicate the benefits of the new system—such as the elimination of repetitive manual entry—while providing robust support channels and identifying "Change Champions" within each department to foster peer-to-peer training.
Data Migration Integrity
Migrating disjointed data into a structured system carries operational risk. If inventory balances or customer records are mapped incorrectly, it can disrupt sales. To manage this risk, Maldiva Ltd. must execute multiple dry-run migrations in testing environments to validate data mapping rules before the final cutover.
Minimizing Operational Disruption
Deploying a new system can temporarily slow down transaction times and order fulfillment. By adopting the phased rollout strategy outlined in Phase 7, Maldiva Ltd. isolates these disruptions to a small subset of the business, protecting overall revenue during the transition.
Justification and Strategic Return on Investment (ROI)
While the capital cost of implementing an integrated ERP, CRM, and BI system is substantial, the strategic and operational returns justify the investment.
The unified cloud architecture eliminates the direct and indirect costs of manual data entry, incorrect inventory records, and missed sales opportunities. Over a 3-to-5-year horizon, the reduction in labor costs, optimized warehouse carrying capacity, increased customer retention, and mitigation of compliance risks will deliver a substantial, quantifiable return on investment. Furthermore, the scalable, cloud-based infrastructure provides a modern technological foundation that allows Maldiva Ltd. to rapidly onboard new retail locations and easily adapt to shifting market demands.
Conclusion
Maldiva Ltd. stands at a critical juncture where its legacy IT infrastructure can no longer support its growth. Continuing to rely on fragmented spreadsheets, manual stock counts, and siloed customer databases will lead to inventory errors, customer churn, and increased regulatory risks under GDPR.
Implementing an integrated, cloud-based ERP system, backed by CRM software and BI analytics, offers a proven, scalable solution. By automating workflows, centralizing transactional data, and offering real-time visibility, this architecture will eliminate operational inefficiencies and improve strategic decision-making. Managed through a careful, phased implementation methodology and structured change management practices, this digital transformation will secure a strong competitive advantage for Maldiva Ltd. and support its future expansion in the consumer electronics market.
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