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1. Introduction
This task involves writing a research paper on the importance of how modern organizations need to make a secured system to be able to detect, react and safeguard applications within their IT infrastructure that is present within their company
By analysing and evaluating several types of technology/methodology that can be deployed to keep a company safe and protected from security threats. Deciding to investigate and research into physical security and security technologies (firewalls, antivirus, VPNs, etc).
The reason for choosing these areas to research is that these are important fundamentals to the security of an organisation and feel these area’s all offer important aspect of keeping a business safe all of which need to be considered to prevent any breaches to integrity of the companies IT systems.
1.1. Investigation
Using literature research using a variety of different mediums including peer reviewed articles, credible books, internet resources such as articles and websites for this research to get a good variation of information to give me a better perspective and balanced opinion when approaching each different area of my research paper.
Data security has is becoming more important than ever has time goes on as cybercrimes are on the up effecting anyone from just an individual person to largest top-end corporations from credit card frauds to hacking of accounts to leaking of database information.
1.2. Cyber-Crime Statics

As reported by the City of London police there had been an increase of from 27,187 to 31,322 which is an increase of 4135 just over a two-year period around a 15% increase. The top three crime types including hacking of social media/email, computer viruses (Malware, spyware, etc.) and hacking personal. They found that the most impactful malware is ransomware as well. [1] [image: Graphical user interface
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large-scale acts cyber-crime and terrorism are becoming more common such as WannaCry which was used on public services around the world and would affect computing systems within the banking and health sectors. The Ransomware attack was deployed in May 2017. [3]
It uses encryption to hold the victims’ data ransom and causes world-wide catastrophe. Ransomware attacks continue to target out-of-date systems as the recent WannaCry ransomware [4].
The ransomware took advantage of services that were still using Windows XP and other older generations of Windows Operating systems due the support being ended by Microsoft in 2014. This allowed for an exploit within the outdated windows operating systems to allow a back door for the WannaCry ransomware to be deployed. [5]
It is estimated that this large-scale attack that was heavily covered by the media at the time was not only finically devasting to the companies that were affected it could have put potential people at risk for not having access to medical appointments such as cancer treatments, etc.
This changed the perspective for a lot of people in the mainstream that would not necessarily be too knowledgeable on tech going into the future that this type of cybercrime can affect everyone’s lives and not just corporations or businesses.
2. Legal
In Data Protection act overview fact sheet the government stated the following: Allows the Commissioner to levy higher fines on data controllers/processors for serious data breaches, up to £17 million or 4% of global turnover for the most serious breaches. (6).
These fines are in comparison to the 1998 data protection act having up a maximum penalty of £500,000 for harshest of data breaches. (7)
Though this law was dropped in favour of the more up to date version post Brexit in 2018 which more closely resembled the General Data Protection Regulation (GDPR) laws with similar fining amounts and heavier penalties (8).
There has been inflation which you have to account for in the increases of the fining amounts for data breaches, but the amount has hugely increased between these two laws’ showing that government are taking cybercrime more seriously and at international level as well with the GDPR law.
2.1. Sony Case Study
After Sony reported its data breach during 2011 when hacking group anonymous took advantage of an unforeseen exploit in the network which caused most Sony’s online features to be inaccessible during this period there was an outage of 23 days to their services during this point.
It was believed to have cost the company almost 200 million in publics relations fees as well as leaking out login information for the company and other confidential information such as credit card information effecting appropriately 12 million users. (9)
This ends up causing massive distrust within the user base for Sony’s service during this time and resulted in massive coverage from media and news outlets from mainstream media like the BBC all the way down to Technology publications.
2.2. Ashley Madison Study
Another noteworthy security breach was Ashley Madison, a dating site which allowed those that were married to date other’s that were married obvious with such a taboo security for a website like this is paramount to make sure that client’s do not have their details leaked as it could have an adverse effect on their lives.
A leak occurred in which 2500 clients had been doxed with hackers being able to release more details and this hack was made due to the hackers making a discovery that they the website had been holding onto customers details after having their accounts deleted which it’s self is breach of data protection as companies should not hold onto customers details for any longer then need to especially when a customer has requested for their information to be removed. (10)

3. Physical Security
Physical security involves the protection of personnel, hardware, software, networks, and data from real measures resulting in loss and/or damage to an institution. This includes protection such as fire, natural disasters, theft, vandalism, and terrorism. (11)
Physical security is important as it encompasses all physical aspects of a company. It can be as simple as making sure that any paperwork is kept physical secured for instance in a file system that can be locked to employees not leaving notes with writing on for their passwords to making sure that servers are kept secure via locking systems e.g., a keypad locking system. Making sure that employees are using key cards to access the building this can help to prevent unauthorised personal from having easy access to a building.
companies will make corrective measures to protect their facilities that are obvious without the need to conduct an SVA, for example, for physical security: inventory control, personnel screening, security awareness, information control, physical barriers, surveillance systems, and access controls; and for cyber security: personnel screening, firewalling control systems, air gapping safety instrumented systems, eliminating or controlling/securing modems, managing portable computer storage media, etc.  (12)
An important part of is making sure that staff are appropriately trained in security process so that the potential breaches can be reduced. The first part would be making sure that equipment locked to the desk during the working day. The use of Kennington locks this can be used with laptops equipped with a locking fitting for the locking system to be attached meaning that if the laptop vacant on the desk which will help to prevent the theft of a laptop in its absence. A physical metal wire which is attached to the lock is mounted around a desk or an object that cannot be moved. It works in similar way to a bike lock for instance.
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Figure 2 (An example of a Kennington lock attached to a computer).
 Source: https://commons.wikimedia.org/wiki/File:Laptop_Kensington_lock.jpg



The use of CCTV (closed-circuit television) is an essential for the security of the building. One issue with CCTV is that it is not a proactive security system is mainly there for details to be seen after crime has been committed in the workplace. It is the only way you might be able to identify any information on the aslant that is committing said crime though security staff that are onsite can be proactive with the use of CCTV while a crime is being committed on site.
In the following report it was stated that CCTV had a considerable impact in areas such as car parks, but this could be attributed to other factors such as better lighting, etc and found that in other area’s it did not have such a large effect on crime even seeing an increase in town or city centre area’s where many businesses could be located.
Five of the car park schemes displayed sizeable reductions of crime. That crime was reduced 15 by approximately 37% in treatment areas compared to control areas. (13)
From the previous review, the number of evaluations measuring the effect of CCTV in city and town centres increased by 45% (14)
This may be useful when considering the implementation of CCTV with a variety of other technology and methodology. There is also a cost factor to consider with CCTV as well and depending on the quality of the footage and the security of storage facilities for said CCTV footage it may not be useable as evidence at court for instance if the video quality is not clear or the audio is not defined.
Security staff will be required have to go through a vetting process to make sure that not only are they qualified for said job but they can be trusted with the job this may not be as much as issue for smaller firms that might not be as likely as to be targeted due there not being as much value within said company or firm but larger businesses are at more risk due to having a larger finical and likely having more quality information or a higher quantity of information.
There for having a well experienced and a large quantity of security guards. Poorly paid security or security that does not have the most experience could be more liable to a breach or bribes from those that are looking to be invasive to the business.
The use of a visitor sign in book can be useful as well it allows you to monitor any guests that are coming to the building by obtaining basic information such as name, contact numbers, etc. This makes it so that any business that does experience a breach can check their books to see who was in the building during that day and if there were any suspects. They may also take copies of ID and it is normally mandatory for employees to have go through the guest sign in if they have forgotten their ID on a given day.
4. Security Technologies
In the wake of the rise of cybercrime and anxieties about security it is becoming more common for more people to be aware of different security technologies that are made available to them. There is more advertising now for VPN (Virtual Private Network) solutions on platforms like YouTube where it is stated that you can be at risk of being hacked while using a public connection playing on this insecurity that is every growing in the public’s mind.
4.1. VPNs
VPNs are just one of many different technologies that can be used in combination for a strengthened security solution within a company’s IT infrastructure especially for employees that choose to work out of the office at home or on the go
It is becoming more practiced that workers can work from home especially in the wake of COVID-19 with most workplaces making employees work from home when their job or field of work could facilitate this. This can bring a whole range of new security vulnerabilities that would not necessarily be present in an office due to being connected to a secure network infrastructure
Office for National Statistics (ONS), showed 25.9% - or 8.4 million people - were working at their place of residence at some point in the week they were spoken to. The figure compares with 12.4% in 2019 (15)
Not all workers will follow general security practices to make their home environment safer for working home this when IT comes into place with use of technologies to help safeguard workers while they are on the go or at home.
4.2. BitLocker

A popular technology implemented on all workplace computers whether portable or a desktop should be BitLocker. That was created by Microsoft it allows the full volume encryption of a machines hard drive or other storage mediums. It allows the user to setup a pin of their own choice though this can be managed via group policy on company’s network to make sure that users are encouraged to have better password practices to make their pin’s harder to guess.
The encryption is enabled by a trusted platform module, this is an international standard for a secure crypto-processor. It is a dedicated microcontroller that comes equip on all modern motherboards which enables encryption process during the boot sequence rather than being retaliate on the operating systems.
BitLocker encrypts the drive with a 256-bit encryption key, this is high level of encryption and impossible to brute force due to the potential combinations.

5. Conclusion
In conclusion, of the analysis of different literature resources and the authors findings discovering that it is important when considering security for any aspect whenever it be personal, small businesses all the way to corporate size companies that using a multitude of security is important to help protect different assets.
This became especially apparent when looking at the impact of CCTV in my physical security section in my report as it was shown with multitude of different factors to enhance security helped to prevent crime and this is important aspect to take forth.
Making sure that a company is secure as possible is important with rises in cybercrime year after year it is important to be able to keep customers and company members information safe. The importance of this is to be brought into consideration with the government enforcing harsher finical penalties on companies that break data protect law’s and even after a hefty fine with the risk of legal action the company’s reputation can be at risk especially if there is media coverage or the data breach is one of serious impact or put those at serious risks.
To finalise the conclusion, not following procedures such as the data protection laws and not maintain a high level of security for company not only can receive strong finical penalties these leaks also have profound on personal lives of customers.
Having strong security measures and respect for customers data is not something that should be taken for granted.




























Task 2 – Research in Data Security and Compliance
6. Introduction
FlowTech is an expanding intelligence and consultancy company which makes use of its online presence to sell its services. The company aims to combat security threats and protect companies from cyber-attacks. Another service that companies offers is providing tools and framework solutions to help compliance, business continuity, data recovery and risk management which include cloud services as well.
Making sure that your company is protected is serious factor when comes to safeguarding your customers, workers, and assets. In a Cyber Security Breaches Survey 2021 completed by the UK government stated the following: Four in ten businesses (39%) and a quarter of charities (26%) experience breaches or attacks within the last 12 month. Like previous years the most effect business types are as follows, medium businesses (65%), large businesses (64%) and high-income charities (51%) [16].
Off the back of these statics, it should be important for any company to have a well developed and maintained solution to reduce to potential risk of cyber security attacks within the company as this can have finical repercussions for the company in the way of fines and legal fees/actions.
FlowTech will be setting up a new information security unit. Using the above knowledge as well as using the information that I have gained during my research in task 1 and content covered in lectures I shall be designing and discussing my own approach to meet the requirements for the company’s new information unit.	Comment by Carlene Campbell: Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person
I will be considering the area’s below when writing this report as make sure that large area is covered to considering different aspects of the company:
· Organisation structure/chart
· Polices
· Compliance (Laws and Ethics)
· Governance and Strategic Planning for Security
· Risk Management
· Contingencies Planning
· Protection Mechanisms

7. Organisation Structure/chart
In every organisation there will be a structure of workers. This can very on scale though as organizations structure can very from a large international company with thousands or workers to a small start up or low staff business.
Having balanced approach to organisation structure is important to make sure that several areas are covered to leave less vulnerable areas of a company to be exploited.
There are fundamentals to an organizations structure which will be discussed in further detail below:
Top-Level leadership – Will be comprised of members of executive teams that have the authority to make decisions on behalf of the business. They also have control over budgeting for the company.
Chief Information Security Officer (CISO) – This individual will be in control of the security program within the company though this can vary from organizations as some may have this individual hold multiple roles within the security of the company. This may be something to consider if budgets are more limited for security personal.
Information Risk Council (IRC) – This covers a large area of the security for the organisation and will cover areas such as information security (IS), information technology (IT), human resources (HR), engineering, and operations.

Below there is an example of organisation structure for the company. This can be modified as more roles need as the requirements of the business grows.
	Comment by Carlene Campbell: Name and number all diagrams/figures


8. Policies
Policies help define important procedures and protocols for organizations to follow to help not only safeguard their Information Technology assets but can be used to help as a counter measure if there has been a breach of security to minimize potential damages to a company.
Detailing below each of the policies and their importance:
8.1. Remote Access
Remote access is becoming more of a standardised practice within business allowing employees to work away from the office, allowing more flexibility in the way a company allows its employees to work.
The issue being that most employees are not as security conscious as the system that can be put in place of being on a secure network in an office.
Setting up controlling factors can be used to allow employees to work more securely. e.g., creating policies so that users can only access the network remotely when they connect using a secure connection via a VPN which will help mask employees’ connections especially if they are working off a public wi-fi connection.
Another policy that can be implemented is having the machines managed by Active Directory, there any many cloud solutions available such as Azure which allows for more flexibility when it comes to this in case of a lost or stolen device on the employee reporting this the device can then be disabled making the machine essentially unusable for accessing company data.
8.2. Passwords
making use of complex passwords is a must for companies. This can be forced for user accounts using a group policy rule in active directory. This will force employees to use a strong password in the hopes that their account is less likely to be compromised.
People tend to choose minimalistic passwords like their own names, phone numbers, birthdays, etc., due to the limitation of human memory. These passwords can be easily cracked in a short period of time. There are many methods to encourage users with their password selection such as user education, computer generated passwords, proactive passwords, and reactive passwords [17].
Training the employees making sure that they do not use a common phrase or knowledge such as a birthday or name of their son or daughter, etc. A random combination of letters, numbers, and symbols to form the strongest passwords the issue comes with employees making notes of their password on physical mediums like paper, sticky notes, etc which could lead to a data breach.
A policy can be implemented so that passwords must be minimum length of 8 characters in total, containing at least One Uppercase letter, one lower case letter, Number, and symbol to be accepted.
8.3. Login Methods
Another policy worth considering would be that of different login mediums. You can make so that employees are always required to use PKI cards to login into the system. This introduces some issues with the company having to budget for each employee to have PKI reader available or to purchase laptops that have PKI readers built in.
A PKI digital certificate offers protection that extends past the limitations of traditional passwords. It is cryptographically secure, allowing organisations to authenticate it and verify that it in fact originated from their company or a trusted resource such as the certificate authority (CA) that issued it. [18]
The use of two factor authentication is also useful for any accounts that the user may login into after completing their authentication process. This can be standardised for Microsoft email accounts and can be made mandatory so every time a user attempts to access their account they have to login.
8.4. Portable Media
– Blocking access to Universal Serial Bus (USB) drivers from being recognised can be beneficial to stop USB drives from being accessible on a device. This can help to prevent malicious code from being executed on a device. It’s one of the easiest ways to be able to infect a computer.
Systems controls such as disabling autorun features and policies to block access will provide additional layers of security. [19]
Another risk is the use of USB sticks internally, it should be advised that unless necessary for business requirements then a USB stick should not be used and if it does encryption should be applied to the USB stick.
Access controls should include authentication options such as passwords, biometrics, and encryption [20].
It is easy for USB sticks to be lost/stolen due to their small size so this can potentially result in a data leak
The small size and capacity of Transient Storage Devices (TSDs) make data loss/leakage easy to execute. Trusted users who are authorized to access sensitive data can copy data to a TSD. Outsiders carrying out insider attacks can also access and transfer data to a TSD. The small size of the TSD makes it easy to conceal and remove data. Cases where there are security measures in place to mitigate transfer of data from the premises, the TSD may not be flagged as a threat. Due to the innocuous nature of the TSD, such as an iPod, may not cause alarm [21].

9. Compliance (Law’s and Ethics)
The importance of making sure that Law’s and ethics are upheld in a company is important to make sure that the company does not become legally responsible for breaking a law such as data protection via a leak or data breach. This can result in the company being fined and can affect finical status of a company with risks to finical assets like drops in stock valve to lawsuits.
9.1. Data Protection Act 2018
The Data Protection Act 2018 follows defined data protection principles which applies to all organisations:
· used fairly, lawfully, and transparently
· used for specified, explicit purposes
· used in a way that is adequate, relevant, and limited to only what is necessary
· accurate and, where necessary, kept up to date
· kept for no longer than is necessary
· handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction, or damage [22]
Stronger legal protection is provided for the following information below:
· race
· ethnic background
· political opinions
· religious beliefs
· trade union membership
· genetics
· biometrics (where used for identification)
· health
· sex life or orientation [23]

Considering all the above it is important to make sure that any information that is retained by the company such as personal information for customers, transaction histories, etc are kept safe and secure from any potential mishandling that may occur through incorrect disposal of documentation, electronics to data breaches.
Failure to comply with the then your company is liable for legal fines and potential legal action [24]
It is the data controller’s responsibility within an organisation to make sure that this and other laws that will be mentioned later like General Data Protection Regulation (GDPR) when it comes to data being processed in a lawful and ethical manner. [25]
If an information Commissioner office (ICO) finds that Information controller is not compliant with Data protection laws, then they will be made to pay a data protection fee. [26]
As detailed in my first task the consequences that can be faced by a company are impactful either for smaller breaches e.g. Sony that feel victim to a cyber attack which resulted in information such as customers personal details being leaked which resulted in the company paying $200 million in public relations fines and the other example I included
9.2. Paper Waste Disposal
Making sure that disposal is handled correctly is an important process to guarantee compliancy within an organization.
Any paper waste that does not contain any confidential information can be disposed of by normal means like via recycling or a general waste bin if you are unable to recycle.
Paper waste that does contain any confidential information should be shredded either onsite before being disposed of via recycling or via a specialist waste company that will come and shred the documentation onsite or will dispose of the documentation at a secure facility.
598 data security incidents were recorded between July and September 2016 by the UK’s data protection regulator, the Information Commissioner’s Office (ICO): 14% were due to loss/theft of paperwork, a further 19% were posted/faxed incorrectly and a further 4% was due to documentation being left in unsafe locations. Another 3% were due to the insecure disposal of paper. That makes up for 40% of data breaches being down to incorrect handling of paper information. [27]
9.3. WEEE
The process of electronic equipment disposal is a different matter however to guarantee that the Waste from Electrical and Electronic Equipment (WEEE) is handled correctly to stop and incorrect disposal of materials for instance a monitor is classed as hazardous material so this would need to be handled by a recycling and waste disposal specialist. [28]
The fines are limited to up to £5000 at magistrates’ courts but if the case is big enough to go crown court, then you can potentially face an unlimited fine. [29]
Another factor to consider with electronic waste disposal is data security as well as if any electronics are left accessible then information could be potentially accessible leading to a data breach.
Having a process of deleting wiping devices before they have been taken disposal is necessary step and then providing the equipment to be handled correctly by WEEE specialist to make sure that any hazards materials are handled correctly and that any electronical devices are disposed of safely to ensure inaccessibility of data breaches.

10. Conclusion
In conclusion making sure that a company is complaint with security regulations is of great importance as you can face substantial fines and legal consequences as mentioned in the legal section above.
Not abiding by these laws and making sure that you have robust security policies in place can leave an organisation vulnerable to exploits. Having processes policies and procedures in place can help reduce to the possibilities of security breaches within an organisation.
Having an appropriate organisation structure in place is important to make sure that all aspects of your organisation have the appropriate security roles assigned and that all aspects of your company have been properly covered.
Not having sufficient security coverage can lead to certain aspects of the organisation not having the correct amount of security which could be potentially exploited.
To finalise not having your organisation fitted with the appropriate amount of security can lead to data breaches which are on the rise which was discussed in part 1 of my assignment not taking your security solutions seriously can have serious consequences for any organisation that takes this for granted.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your work has demonstrated that you have done your own research which supported with relevant and appropriate sources. The recommended referencing techniques used.  You have used a wide range of references, but more updated credible sources could be used. (Grade mark: 90.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]18

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have appraised your research work demonstrating excellent knowledge of the well-established concepts and principles.  (Grade mark: 80.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]8

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed both task criteria given.   Task 2 was more of a research paper, written in a general sense and not really discussing how it relates and impact the case study company. Your conclusion should summarize your key areas of the report, you should not introduce any new discussion within it.   (Grade mark: 68.00%)
	[bookmark: totalANA]25
	[bookmark: markANA]17

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Organisation chart provided which needs to be maned and labelled.  Other relevant diagrams/chart/table could have been used in areas discussed. (Grade mark: 60.00%)
	[bookmark: totalPAD]25
	[bookmark: markPAD]15

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work was written and flow excellently. Few minor errors and grammatical errors; avoid 1st person tense in academic work. You have not used the IEEE report format.   (Grade mark: 75.00%)
	[bookmark: totalSPP]20
	[bookmark: markSPP]15

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]73%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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