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Abstract 
The shift to hybrid work has broken traditional security perimeters like VPNs and centralized firewalls. This paper uses the case study of a distributed estate agency to explore how organizations can secure their data using a Zero Trust architecture. It examines how Zero Trust Network Access (ZTNA) and SASE protect remote workers by continuously verifying their identity from the cloud. To anticipate and automatically respond to threats, the research highlights the use of User Behaviour Analytics (UEBA) to spot anomalies, and Data Loss Prevention (DLP) systems to block unauthorized file transfers. Finally, it discusses micro-segmentation to stop attackers from moving laterally inside the network. While noting practical challenges like high implementation costs and false positives, the paper concludes that Zero Trust is the most effective framework to secure modern business data outside the traditional corporate office. 

I. Introduction
In recent years, the shift towards hybrid and remote working has become the new normal for many modern organisations. This flexible approach brings several positive impacts, including a better work-life balance for employees and noticeable environmental benefits due to a massive reduction in daily commuting. However, while the hybrid model is beneficial for people and the planet, it introduces severe challenges for IT security and data protection.
In the past, companies protected their digital assets by building a security "perimeter" around their physical offices using firewalls, much like a castle wall. Today, that perimeter no longer exists. Employees are frequently accessing highly sensitive corporate data from outside this safe zone, often connecting through unsecured public Wi-Fi networks in coffee shops or using their own personal devices (BYOD). By doing so, they unintentionally expose the business to severe cyber threats, as hackers can easily intercept data outside the corporate network.
To survive in this new era, businesses can no longer rely on traditional, outdated security methods. They need dynamic systems that protect the data wherever the employee is located. Therefore, this paper will critically evaluate how organisations can secure the hybrid workforce by implementing Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), and Data Loss Prevention (DLP). Specifically, this report will analyse how these modern architectures allow companies to create a robust environment that successfully anticipates vulnerabilities, protects sensitive data, detects malicious activities, and automatically responds to threats in real-time.
II. The Contemporary Challenge: The Death of the Perimeter.
Historically, IT security was built on a "castle-and-moat" model. Organisations invested heavily in physical firewalls and secure on-premises servers. In this model, anyone inside the corporate network was implicitly trusted, and anyone outside was considered a potential threat. However, the rapid adoption of cloud services and the shift to hybrid work have effectively destroyed this traditional perimeter. Today, corporate data no longer resides solely within the physical office building; it is constantly accessed from living rooms, airports, and local coffee shops.
This decentralisation has created a massive expansion of the organisation's "attack surface." To allow employees to work remotely, many companies relied on traditional Virtual Private Networks (VPNs). While VPNs create an encrypted tunnel for remote workers, they rely on a dangerous concept: implicit trust. Once an employee logs into the VPN, they are often granted broad access to the entire corporate network. If a hacker steals an employee's password through an unsecured public Wi-Fi network, or if a worker uses a compromised personal computer (a practice known as Bring Your Own Device, or BYOD), the attacker can use the VPN to enter the network and move freely across the company’s systems.
Traditional security models are blind in this hybrid environment. Because they rely on defending a perimeter that no longer exists, they cannot effectively detect when a trusted user’s account has been compromised, nor can they anticipate threats originating from unmanaged home networks. Therefore, defending the modern organisation requires a complete shift in strategy: moving security controls away from the office building and attaching them directly to the user and the data.
III. Protecting the environment: ZTNA and SASE.
To replace the obsolete perimeter model, modern organizations must adopt Zero Trust Network Access (ZTNA). The fundamental principle of this approach is "never trust, always verify". [1], Instead of granting broad, unrestricted access to the entire corporate network once a user logs in, ZTNA continuously authenticates the user's identity and checks the security posture of their device before granting access to specific, individual applications.
However, applying ZTNA to a highly mobile workforce requires a scalable and flexible architecture. This is achieved through Secure Access Service Edge (SASE), which moves security controls away from the traditional on-premises data centre and delivers them directly from the cloud. SASE combines multiple network security services into a single cloud platform, ensuring that security policies follow the user wherever they go. [2]
For a distributed estate agency, this combination is highly effective. If an agent is sitting in a local coffee shop using public Wi-Fi or showing a property to a client using mobile data, they still need to securely access the company's Customer Relationship Management (CRM) system. SASE ensures their connection is filtered and protected against web-based threats regardless of their physical location. Furthermore, ZTNA ensures that the agent only has access to the CRM application; they cannot "see" or access the agency's financial servers or HR databases. This strict limitation prevents the risk of lateral movement, ensuring that even if an agent's account is compromised, the attacker cannot navigate freely through the rest of the company's network.
IV. ANTICIPATING THREATS: BEHAVIORAL ANALYTICS (UEBA)
While ZTNA focuses on protecting the network perimeter, a modern security environment must also be able to anticipate threats before they cause damage. This is where User and Entity Behaviour Analytics (UEBA) becomes a vital component of the Zero Trust architecture. Instead of just looking for known malware, UEBA uses machine learning to understand what "normal" looks like for every employee.
In the context of the estate agency, the system creates a baseline of standard behaviour for each agent. For example, it learns that a specific agent usually logs in from London between 9:00 AM and 6:00 PM, accesses property listings, and occasionally downloads tenancy agreements.
If a hacker steals this agent's password and tries to log in from a different country at 3:00 AM to download the entire client database, a traditional password system would simply let them in. However, UEBA anticipates the threat. It recognizes that this behaviour is highly unusual compared to the agent's normal routine. By spotting this anomaly early, the system can anticipate a potential breach and automatically demand an extra layer of verification, such as a biometric scan on the agent's phone, before granting access to the files. This predictive approach is essential for stopping attacks involving stolen credentials in a hybrid workforce
V. DETECTING AND AUTOMATICALLY RESPONDING: DATA LOSS PREVENTION (DLP)
While ZTNA and SASE help prevent unauthorized access to the network, an organization also needs to monitor what happens to the data itself. Data Loss Prevention (DLP) is a tool used to detect and stop sensitive data from leaving the company without permission. In a hybrid work environment, monitoring data is essential because employees are accessing files from different locations.
For example, in a distributed estate agency, a remote worker might try to upload sensitive client information—such as scanned passports or financial records—to a personal cloud storage account like Dropbox instead of the official company server. A DLP system scans outgoing traffic using Deep Packet Inspection (DPI) to identify these sensitive files based on pre-defined security rules.
The most important feature of DLP in this scenario is how it handles the threat. When the system detects this rule violation, it does not just send a warning to an administrator; it automatically responds. The DLP software blocks the file upload immediately and sends an alert to the IT department. This automatic response is crucial for stopping data breaches as they happen, helping the agency protect its clients and comply with privacy laws like the UK GDPR.
To make these automated decisions quickly and accurately, DLP systems heavily rely on cryptographic Hashing. Instead of reading every single word of every document being uploaded, the estate agency can generate a unique digital fingerprint (a Hash) for its most highly classified legal contracts. If an agent attempts to upload a file to an unauthorized cloud service, the DLP system instantly calculates the hash of that outgoing file. If the calculated hash matches the fingerprint of the confidential contract, the system knows with absolute certainty that it is the restricted document—even if the employee maliciously changed the file name to avoid detection. By using these integrity checks, the system detects the exact threat and automatically blocks the transfer.
VI. CRITICAL EVALUATION AND CHALLENGES
While the transition to a Zero Trust architecture, including SASE and DLP, provides strong security for the hybrid workforce, it introduces significant practical and operational challenges. First, the financial cost and technical complexity are high. Moving away from a traditional perimeter model requires an investment in new cloud infrastructure and specialized IT staff to configure the policies correctly.

Second, there is a constant tension between strict security and user productivity. A core rule of Zero Trust is to verify users continuously, which often leads to frequent Multi-Factor Authentication (MFA) prompts. For an estate agent trying to quickly arrange a property viewing or communicate with a client, these constant security hurdles can be frustrating and slow down business operations.
Finally, the issue of "false positives" remains a critical weakness in many automated detection systems. As demonstrated by the base-rate fallacy, even highly accurate intrusion detection or DLP systems can generate thousands of false alarms if the actual number of attacks is very low compared to the massive volume of normal daily traffic. For example, an overly strict DLP policy might incorrectly flag and block a legitimate, urgent contract being sent to a client. This not only disrupts the agency's work but also causes "alert fatigue" for the IT team, who might eventually start ignoring warnings, leaving the system vulnerable.
VII. Preventing lateral movement: MICRO-SEGMENTATION.
The final pillar of a robust Zero Trust architecture for the estate agency is micro-segmentation. In a traditional network model, once a user passes the initial security check at the perimeter, they often have "lateral" access to many different servers and databases. This is a significant risk; if a single employee's device is compromised, a hacker can easily move through the network to find the most valuable data. Micro-segmentation solves this by dividing the corporate network into small, isolated zones, each requiring its own independent authentication.
For example, the agency's network can be segmented so that the sales team's applications are completely separated from the finance department's accounting software. Even though both teams are part of the same company and use the same cloud infrastructure, there is no direct path between their systems. If a remote agent’s credentials are stolen and used to access the property database, the attacker is effectively "trapped" within that specific segment. They cannot move laterally to access sensitive payroll information, bank details, or confidential legal contracts located in other parts of the network.
This granular approach is what makes Zero Trust so effective in a hybrid work environment. Instead of relying on one big wall at the entrance, the agency now has hundreds of small internal walls protecting every individual asset. By implementing micro-segmentation, the organization significantly reduces its "blast radius"—the total amount of damage a single security breach can cause. This ensures that a small incident in one department does not escalate into a catastrophic, company-wide data leak.
To make these micro-segments work in the real world, the Zero Trust architecture relies heavily on basic cryptographic principles. The logical "walls" between the estate agency's departments are built using strong mathematical locks. For example, when a remote agent's laptop communicates with the CRM, the data is scrambled using standard encryption (such as AES). This ensures that even if a hacker is already inside the network spying on the traffic, they will only see unreadable text.
Additionally, crossing from one segment into another requires strict identity and integrity checks. Before granting access to a sensitive database, the system verifies the device's Digital Signature to prove exactly who is making the request. It also uses digital fingerprints, known as Hashes. If a malicious actor intercepts an access request and tries to alter it—for example, changing a command from "view file" to "download all files"—the hash will instantly change. The Zero Trust system will notice that the fingerprints do not match, realize the request was tampered with, and automatically block the connection. [3]

Conclusion 
The shift towards a hybrid workforce has fundamentally broken the traditional perimeter-based security model. As demonstrated by the operational needs of a modern estate agency, attempting to secure remote users with legacy VPNs and centralized firewalls leaves organizations highly vulnerable to credential theft and lateral movement. To survive in this environment, organizations must pivot to a Zero Trust architecture, adopting the core philosophy of "never trust, always verify."

By integrating Zero Trust Network Access (ZTNA) and Secure Access Service Edge (SASE), companies can enforce strict access controls directly from the cloud, protecting users regardless of their physical location. Furthermore, incorporating User and Entity Behavior Analytics (UEBA) allows the system to proactively anticipate threats based on behavioral anomalies, while Data Loss Prevention (DLP) systems—powered by cryptographic hashing—ensure automated detection and response to data exfiltration attempts. Finally, micro-segmentation acts as the ultimate fail-safe, containing breaches and minimizing the blast radius through strong encryption and digital signatures.
While implementing this architecture presents significant challenges, including high costs and the risk of alert fatigue from false positives, the alternative is unacceptable. In a fragmented world where the corporate perimeter no longer exists, Zero Trust is not merely an IT upgrade; it is an operational necessity.

TASK 2: MEDITRUST ANALYTICS SECURITY PROGRAMME.
Overview of the Security Design
Following the research conducted in Task 1, traditional security perimeters are no longer effective for a modern HealthTech company like MediTrust. Because our staff work remotely and we rely on multi-cloud providers, we cannot simply trust a user just because they are on the network. This security programme is designed to move MediTrust towards a "Zero Trust" model. Our strategic approach focuses on protecting the most sensitive clinical data and AI training models while ensuring we meet all EU legal requirements. By following the NIST 2.0 framework, we are not just installing software; we are building a culture of security where every access request is verified, and every potential risk is identified before it can cause damage to our patients or our reputation.








Organisation Structure

	Role 
	Key responsibilities 
	ZTJ

	Cloud Security Architect
	Designs the multi-cloud infrastructure and manages Identity and Access Management (IAM) policies.
	Ensures that access to patient records is strictly segmented and verified across all cloud platforms.

	DevSecOps Lead
	Integrates security into the software development lifecycle (SDLC) and audits third-party dependencies.
	Guarantees that AI models and applications are tested for vulnerabilities before they are deployed.

	Data Protection Officer (DPO)
	Oversees compliance with GDPR, NIS2, and DORA regulations.
	Acts as the link between technical security and legal privacy requirements for medical data




Policies and Procedures 
To put Zero Trust principles into practice, MediTrust will implement the following three core policies:
A. AI Usage Policy
Mandatory Anonymization: Before any clinical data or IoT telemetry is used to train AI models, it must go through an automated anonymization process to protect patient privacy.
Approved Environments: Employees are prohibited from using public AI tools (like ChatGPT) with corporate data. Developers must only use private, internally hosted "sandboxes" approved by the DevSecOps Lead.

B. Secure SaaS Configuration Policy
Principle of Least Privilege (PoLP): Access to Software-as-a-Service platforms will be granted based strictly on the user’s role. For example, third-party researchers will only see the specific datasets required for their project.
Continuous Monitoring: MediTrust will use automated tools to scan cloud configurations regularly. This prevents clinical databases from being accidentally exposed to the public internet.

C. Bring Your Own Device (BYOD) Policy

Encrypted Containerization: The company will use Mobile Application Management (MAM) to create an encrypted "work container" on personal devices. This keeps medical data isolated from the employee’s personal apps.
Device Health Checks: Before connecting to the network, the system will automatically check if the personal device has the latest OS updates and an active antivirus. If the device is not secure, access will be denied.

 Compliance: DORA and NIS2.
Because MediTrust is expanding into the EU, the new security unit must follow strict European laws to avoid heavy fines and keep patient data safe.
DORA (Operational Resilience): The main goal of DORA is to ensure that tech companies can survive a cyber-attack without going offline.[5]   To meet these operational resilience requirements, MediTrust will run regular tests on its cloud backups to prove the systems can recover quickly. Furthermore, since MediTrust uses third-party software, the security team will regularly audit these external suppliers to ensure their mistakes do not cause our clinical AI to crash. 

NIS2 (Incident Reporting): This directive treats healthcare as critical infrastructure, placing a heavy focus on strict reporting obligations.[6] If MediTrust suffers a data breach or a ransomware attack, they cannot hide it. To comply, our security tools will be configured to automatically alert the Data Protection Officer (DPO) the moment a major threat is detected. This ensures the DPO has enough time to send the mandatory early warning report to the EU authorities within 24 hours, exactly as the law requires. 

Governance and Strategy (NIST CSF 2.0).
For MediTrust to succeed, cybersecurity cannot just be an IT problem; it must be a core business strategy. To achieve this, the company will adopt the updated NIST Cybersecurity Framework (CSF) 2.0. [4] This framework is ideal because its newly added central pillar, Govern, forces the organisation to link security decisions directly to its main business goals: expanding safely into the EU market and maintaining the trust of clinical partners.
Under this governance model, the security strategy is broken down as follows:
Govern: The executive board, alongside the Data Protection Officer (DPO), will oversee the cybersecurity programme. They will ensure that the budget for security tools directly supports EU compliance (like DORA and NIS2) and protects the company's intellectual property.
Identify and Protect: The DevSecOps Lead and Cloud Security Architect will map out where the most sensitive patient data and AI training models are stored. They will then apply Zero Trust principles (like micro-segmentation) to shield these critical assets.
Detect, Respond, and Recover: To minimise disruption to the hospital’s diagnostic services, automated tools will monitor the network 24/7. If a threat is detected, the system will respond immediately to isolate the infected area, allowing the business to continue operating smoothly.
By using NIST 2.0, MediTrust ensures that every pound spent on cybersecurity directly helps the company build a secure, resilient, and legally compliant product for its international clients.
Justification for the NIST Approach
The choice of NIST CSF 2.0 is specifically justified by MediTrust’s need to balance innovation with safety. Unlike older frameworks, NIST 2.0 emphasises that security must support the business goals. For a hospital software provider, the main goal is "Patient Trust." If our AI makes a mistake because it was hacked, we lose that trust. By using the 'Govern' and 'Identify' functions, we can create a clear map of our data flow. This allows the executive board to see exactly where the risks are. This strategic alignment ensures that our security budget is spent on the areas that matter most, such as protecting clinical records and ensuring our cloud platforms are always resilient and available for doctors who need real-time data.

Risk Management

To protect its clinical systems, MediTrust needs a straightforward plan to identify and fix its biggest vulnerabilities. Our assessment highlights three main risks that we must control:
A. Poisoned AI Models: Because MediTrust works with outside researchers, there is a risk that someone could feed "bad" or manipulated data into our AI. If the AI learns from fake data, it could give doctors the wrong medical advice.
Mitigation: We will set strict rules for data checking. The system will automatically inspect all external files to ensure they have not been tampered with before the AI is allowed to learn from them.
B. Vulnerable Third-Party Code: Our developers often use free, external code libraries to build software faster. The risk is that this external code might contain hidden viruses or weak spots.
Mitigation: Before using any outside code, the DevSecOps team will use automated scanners to check it for known bugs. If the code is not 100% safe, the system will block it from being added to our clinical platforms.
C. Cloud Misconfigurations: When working with multiple cloud providers, it is very easy for a developer to make a human error, like accidentally leaving a folder full of medical images open to the public.

Mitigation: The Cloud Architect will use automated monitoring tools that constantly watch our cloud settings. If an employee accidentally makes a private database public, the system will notice the mistake and lock the folder automatically.

Contingency Planning: Ransomware Disaster Recovery.

Even with the best defences, MediTrust must be prepared for a worst-case scenario. If a ransomware attack successfully encrypts the company’s AI training data and source code repositories, the IT team will follow a strict, four-step Disaster Recovery (DR) plan to restore operations without paying the hackers.
Phase 1: Containment. The absolute first step is to stop the virus from spreading. The moment the ransomware is detected, the infected cloud segments and the remote developers' laptops will be immediately disconnected from the main network. This protects the highly sensitive patient databases from being encrypted as well.
Phase 2: Notification (NIS2 Compliance). Once the threat is contained, the security team will instantly notify the Data Protection Officer (DPO). To comply with the NIS2 directive, the DPO will report the major cyber-attack to the relevant EU authorities within 24 hours.
Phase 3: Recovery via Backups. MediTrust's policy is to never pay a ransom. Instead, the IT department will completely wipe the infected servers. They will then restore the AI models and source code using secure, offline backups. These backups are updated daily and kept physically separated from the main network, meaning the ransomware cannot reach them.
Phase 4: Post-Incident Review. After the systems are fully restored and running smoothly, the DevSecOps team will investigate exactly how the ransomware entered the system (for example, through a phishing email) to fix the weak spot and prevent future attacks.

Protection Mechanisms.

To actively enforce the Zero Trust policies and protect MediTrust’s sensitive clinical data, the security unit will deploy the following modern technical controls:
Phishing-Resistant MFA: Passwords alone are no longer enough. Every employee, especially remote developers, must use Multi-Factor Authentication (MFA) that resists phishing, such as hardware security keys (e.g., YubiKeys) or strict authenticator apps, before accessing the cloud.
EDR with Automated Response: Traditional antivirus software is outdated. We will install Endpoint Detection and Response (EDR) agents on all company laptops. If the EDR detects unusual behaviour—like a script trying to encrypt files—it will automatically isolate the device from the network before human intervention is even needed.
SIEM and CSPM Integration: To give the security team a clear view of the entire network, we will use a Security Information and Event Management (SIEM) system. This central "brain" will collect logs from all devices and combine them with our Cloud Security Posture Management (CSPM) tools. If a cloud server is misconfigured or a login seems suspicious, the SIEM will instantly alert the team.
It is important to recognise that these protection mechanisms do not work in isolation. For example, our Phishing-Resistant MFA is the first line of defence, but if a hacker somehow manages to bypass it, our EDR system acts as the second layer to stop them. This "layered" approach is a direct application of the Zero Trust principles discussed in Task 1. By integrating SIEM and CSPM, we create a central "security brain" that monitors everything at once. This reduces the risk of "alert fatigue" for our small security unit, as the system only alerts the DevSecOps Lead when a real, high-priority threat is detected. This integrated setup allows MediTrust to maintain a strong security posture without slowing down the development of our AI tools or making the system too difficult for our remote employees to use.

Conclusion: MediTrust Security Programme.

Expanding into the European Union is a massive step for MediTrust, but it brings serious responsibilities. Because our software handles highly sensitive clinical data and AI diagnostics, we are a prime target for cyber-attacks. Furthermore, with a hybrid team of remote developers and external researchers using multiple cloud platforms, the traditional idea of a safe corporate office is completely gone.
To survive in this modern landscape, this security programme embraces the Zero Trust philosophy: never trust, always verify. By implementing strict rules like the AI Usage Policy and deploying modern tools like automated EDR and Phishing-Resistant MFA, we ensure that every user and device is double-checked before they even see a single patient's record. We have also planned for the worst-case scenarios. If a ransomware attack happens, our Disaster Recovery plan guarantees that we can isolate the threat and restore our systems from offline backups without ever paying the hackers.
Finally, by building this strategy around the NIST 2.0 framework, we have aligned our technical defences directly with our business goals. Following strict EU directives like DORA and NIS2 is not just a legal checklist to avoid fines; it is a way to prove our reliability to our clients. In the end, this programme ensures that MediTrust remains a resilient organisation that can safely innovate with AI, protect its intellectual property, and above all, keep the absolute trust of the hospitals and patients who rely on our software every day.
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