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A hypervisor is a specialised system software that’s designed to run multiple virtual machines, whilst minimising overheads by efficiently allocating and managing system resources [1]. They are classified by their architecture into two main types: Type 1 (bare metal) hypervisors, which run directly on the hardware and Type 2 (hosted), which operate on top of an existing operating system [1]. 
Type 1 hypervisors are generally considered to be more efficient and secure in comparison to Type 2 as they don’t rely on an underlying operating system. The increase in efficiency is because of the direct connection between the hypervisor and the hardware, which reduces overhead and allows for better resource allocation [2]. Since the hypervisor manages guest operations, a single virtual machine cannot affect the hypervisor it runs on. If a VM crashes, it only impacts itself, while other VMs and the hypervisor continue running without any issues [2].
However, Type 1 hypervisors require dedicated hardware to operate on, which makes them more suitable for environments that require large-scale virtualisation i.e. not for personal use or testing environments. 
In contrast, as Type 2 sits on top of the operating system, they don’t require specific hardware to run, therefore, are more suitable for smaller scale environments and personal use due to their ease of installation and lower system requirements [3]. They can support a wide range of hardware, as they inherit compatibility from the host operating system [2]. Additionally, much of the hardware configuration, such as networking and storage, is already managed by the OS [2], therefore the set up and the management of the hypervisor is a lot easier, in comparison to Type 1. 
Given the above information, the type of Hypervisor you’d choose would be based on your specific needs. If efficiency and security are the main priorities, then a Type 1 hypervisor would be the better option. On the other hand, if ease of setup and hardware compatibility are more important, then a Type 2 would be better. Whichever option is chosen, there are several solutions available in the market. For Type 1 hypervisors, popular options include VMware ESX, Citrix Xen and Microsoft Hyper-V among others. They all provide efficient performance and robust security. For Type 2 hypervisors, there are several solutions, such as, VMWare Workstation and Oracle VirtualBox. 
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The TCP/IP protocol governs how data travels between computers on the internet, using a layered divide & conquer approach, where each layer handles a specific aspect of communication [4]. For data to move successfully, each device must have a unique identifier, known as an IP address, which enables accurate data transmission. Every data packet that’s sent over the internet will contain a source IP address and a destination IP address, both of which are encompassed in the header of the packet [5]. A router will use these addresses to determine the best path to send the payload across the internet. It will do so by checking its routing table. If a known route is available, the router will send the payload accordingly. If not, it will use a shortest path algorithm to determine the next best hop towards its destination [6]. 
Routers direct data between local area networks (LAN) and wider area networks (WAN), while switches operate within the LAN, forwarding packets based on MAC addresses. Unlike routers, switches use MAC address tables and, if the destination is unknown, broadcast data until the correct device responds.
IPv4 is the most common IP addressing system used today. Its structure consists of four 8-bit sections. The address is divided into the Network ID and the Host ID. A subnet mask is used to determine which bits of the address belong to the network and which belong to the host [5]. IPv4 uses NAT (Network Address Translation) to allow multiple devices on a private network to use a single public IP address when accessing the internet, which in turn, helps conserve IP addresses. Despite IPv4 being an effective and widely used addressing system, Dr Padore et al. argues that the need to adopt NAT to overcome the 32-bit limitation highlights IPv4’s limitations in terms of scalability and efficiency [7]. While NAT can help conserve address space by allowing multiple devices within a private network to share a single public IP address, it can cause IP address conflicts between peer-to-peer communication.   
IPv6 was developed to overcome IPv4’s constraints, using a 128-bit format that eliminates the need for NAT. It also introduces automatic address configuration [8] and security upgrades including IPsec encryption and authentication [9]. Despite IPv6 offering these improvements, Bakon argues that the adoption of IPv6 has been slow due to compatibility issues with legacy IPv4 systems, high-cost upgrades, and reluctance from organisations to transition [10].
While IPv6 solves IPv4’s scalability and security issues, both addressing systems must remain due to the slow adoption of IPv6. Until full IPv6 adoption is practical, IPv4 remains essential in modern networks.

Image depicting data flow through a network (figure1)[image: ]
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Routing protocols operate at the network layer of the TCP/IP model. Their fundamental role is to determine how data packets move between networks. They enable routers to dynamically exchange information, helping determine the most efficient path for data transmission [11]. 
Routing can be categorised into static or dynamic routing. Although not a routing protocol, a static route performs a similar role to a dynamic routing protocol by directing packets along a predefined path [12]. The key difference is that static routes are manually configured and updated by a network administrator [13]. This makes them suitable for small networks where routes rarely require changing, such as, a home or an office which has a limited number of devices. Dynamic routing on the other hand, allows routers to learn and adjust routes based on network conditions [14]. This is essential for larger networks where failures and congestion are common. Whenever network topology changes, the routing table updates automatically to reflect the optimal path [11].
Dynamic routing can be split into distance-vector protocols and link-state protocols [11]. Distance-vector protocols rely on routers sharing routing tables with neighbours to determine the best path based on hop count. They use shortest-path algorithms, such as the Bellman-Ford algorithm, to dynamically calculate and update these routes. An example of a distance-vector protocol is the Routing Information Protocol (RIP), where the best network path is determined by the number of hops [11]. The RIP protocol would typically be used in smaller networks, due to its ease of configuration. Despite the ease of configuration, RIP’s 15 limit hop count makes it unsuitable for larger scale networks. Distance vector routing tends to focus strictly on the number of hops between routers, and neglects factors such as latency and bandwidth [11] which can lead to delays within the network due to the traffic these routes with the lower hop count might experience. 
In contrast, link-state protocols take a different approach to routing by maintaining a map of the network topology [11]. They take into consideration the link state information from all routers within the network, which would include information such as bandwidth and congestion levels. An example of a link-state protocol is the Open Shortest Path First (OSPF), which uses Dijkstra’s shortest path algorithm to determine the best path through a network [15]. Consequently, link-state protocols are better suited to larger and more complex networks due to their adaptability. 
The choice of which protocol to choose is reliant on the network itself. For smaller more stable networks, RIP may be preferred due to its ease of configuration. However, for larger, high traffic networks, OSPF would be a more robust solution. 
[bookmark: _Toc191821217]Network Services 
A Virtual Private Network (VPN) enables the creation of a private network over a public network, such as the internet, using virtual connections [16]. Despite not having a physical presence, these connections securely transmit data through routed packets across various machines. The communication between the devices and networks are encrypted, which makes the exchange of information secure and private [16]. VPNs communicate by enclosing data in a secure layer, keeping it private whilst it moves through untrusted networks. To ensure optimal VPN implementation, best practices include using strong encryption protocols such as AES-256 to protect data [17], setting up 2 factor authentication protocols so that users must provide an additional verification step beyond just a password [18] and regularly updating VPN software. 
DHCP is a network management protocol, situated on the application layer of the TCP/IP model, which is responsible for automatically assigning IP addresses and network configurations to devices on a network [19]. The protocol essentially acts as an automated network administrator, as it dynamically applies IP addresses, subnet masks, default gateways etc. This automation eliminates the need for manual IP configuration. To ensure best practise, DHCP should have well-set lease times which help manage IP address allocation, reserved IPs for important devices, and security features like DHCP snooping to block unauthorised access [19].
Active Directory Domain services, such as, access controls and user authentication allow organisations to centrally manage their users and devices. Instead of having to individually configure each device, administrators can apply policies and permissions across the entire network, making it easier to manage large groups of devices and users. 
Certificate authorities tie into the above by providing the authentication and encryption methods necessary to secure user identities and network communications [20].
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Ping C-Client from C-Server (image below)
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Ping S-Server from C-Server (image below)
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IP addresses for C-Client (image below)
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Ipconfig for S-Server (image below)
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Ping C-Server from S-Server (image below)
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S-Server firewall disabled to enable Ping. Same was done with S-client (image below)
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root@c-server:™¥ date
Sun 2 Mar 14:35:16 GMT 2025
rootc-server:™¥ ip a
1: lo: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loopback g0:e: 00:00:00 hrd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
2: ens33: (BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fo_codel state UP group default glen 1000
Link/ether 00:0c:23:c1:dd:2e brd ffiff:ff:ffiffff
altname enpzsi
inet 210.103.5.2/30 brd 210.103.5.3 scope global ens3d
valid_Lft forever preferred_lft forever
inete fe0::20c:29ff:feclidd2e/64 scope link
valid_Lft forever preferred_lft forever
3: ens37: (BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fo_codel state UP group default glen 1000
Link/ether 00:0c:23:c1:04:38 brd ffiff:ff:ffiffff
altname enpzss
inet 10.1.1.1/24 brd 10.1.1.255 scope glabal ens3?
valid_Lft forever preferred_lft forever
inete fe0::20c:29ff:fecl:dd3a/64 scope link
valid_Lft forever preferred_lft forever
root@c-server: ¥
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root@c-server:™# date

Sun 2 Mar 14:37:28 GMT 2025

rootc-server:™# cat /etc/systend/netuwork/ensa7.netuork
[Hatch]

Name=ens37

[Netuork]
Address=10.1.1.1/24
rootac-server: ¥
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root@c-server: # date

Sun 2 Mar 14:38:40 GMT 2025

rootec-server:“# cat /etc/systend/netuork/ens3s.netuork
[Hatch]

Name=ens33

[Netuork]
Address=210.103.5.2/30
Gateway=210.103.5.1
rootac-server: ¥
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root@c-server:™# ping 10.1.1.2
PING 10.1.1.2 (10.1.1.2) 56(84) bytes of data.

64 bytes from 10.1.1.2: icmp_seg=1 ti .443 ms
64 bytes from 10.1.1.2: icmp_seq=2 ti .451 ms
64 bytes from 10.1.1.2: icmp_seq=3 ttl=64 .623 ms
64 bytes from 10.1.1.2: icmp_sen=4 ti .540 ms
64 bytes from 10.1.1.2: icmp_seq=5 ti .519 ms
64 bytes from 10.1.1.2: icmp_sen=6 ti 656 ms
64 bytes from 10.1.1.2: icmp_seq=7 ttl=64 .530 ms

t

--- 16.1.1.2 ping statistics ---

7 packets transmitted, 7 received, 0% packet loss, time 6016ms
rtt min/avg/max/miev = .443/0.537/0.656/0.073 ms
root@c-server: ¥
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root@c-server:™# ping 210.103.5.1

PING 210.103.5.1 (210.103.5.1) 56(84) butes of data
64 bytes from 210.103.5.1: icmp_sen=1
64 bytes from 218.103. icmp_seg=2
64 bytes from 218.103. icmp_ses=3
64 bytes from 218.103. icmp_seq=4
64 bytes from 218.103. icmp_sed=5 ttl=128 time=1.78 ms

t

--- 210.103.5.1 ping statistics ---

5 packets transmitted, 5 received, 8% packet loss, time 4033ms
rtt min/avg/max/mdev = 6.597/2.577/7.638/2.654 ns
root@c-server: ¥
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andrewec-client:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen
1000
1link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group defa
ult qlen 1000
link/ether 00:0c:29:be:21:85 brd ff:ff:ff:ff:ff:ff
altname enp2s1
inet 10.1.1.2/24 brd 10.1.1.255 scope global noprefixroute ens33
valid_1ft forever preferred 1ft forever
inet6 fesd::663c:983:51d3:ca37/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
andrewec-client:~$
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Activities £ Terminal 2Mar 14:46
andrew@C-Client: ~

inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever

2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group defa

ult qlen 1000
link/ether 00:0c:29:be:21:85 brd ff:ff:ff:ff:ff:ff
altname enp2s1
inet 10.1.1.2/24 brd 10.1.1.255 scope global noprefixroute ens33
valid_1ft forever preferred 1ft forever
inet6 fesd::663c:983:51d3:ca37/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
andrewec-Client:~$ ping 10.1.1.1

PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data
bytes from 10 icmp_seq=
bytes from 10 icmp_se
bytes from 10 icmp_se
bytes from 10 icmp_seq
bytes from 10 icmp_seq=5 ttl=64 time=0

--- 10.1.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4@79ms
rtt min/avg/max/mdev = ©.492/0.505/0.533/0.014 ms
andrew@C-Client:~$ date

Sun 2 Mar 14:45:45 GMT 2025

andrewec-client:~s |
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Default Gateway .

C: \Users\admin>ping 216.163.5.2

Pinging 216.163.5.2 with 32 bytes of data
Reply from 216.103.5.2: bytes=32 time=ims TT
Reply from 216.103.5.2: bytes-32 time=12ms TTL=64
Reply from 216.163.5.2: bytes=32 time=ims TTL-64
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ping statistics for 210.103.5.2
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Reply from 172.16.1.10: bytes=32 time<ims
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C: \Users\s-client>ipconfig

indows TP Configuration

Ethernet adapter Vinet2

Connection-specific DNS Suffix .

Link-local IPv6 Address . . . . . : fe86::9185:4943:864C:893C%13
TPva Address. . . . . . .. ...:172.16.1.16

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway . . . . . . . . .: 172.16.1.254

C: \Users\s-client>date
The current date is: 02/03/2025
Enter the new date: (dd-mm-yy) -
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