




Contents
Introduction	2
Task 1: Practical Development / Implementation	2
Q1: Initial Feedback	2
Q2: Implementation	3
Figure 1: Project folder containing the Python script and JSON configuration file.	3
Figure 2: JSON configuration file containing simulated insecure system settings.	4
Figure 3: Python rule engine used to check configuration values against security rules.	5
Figure 4: Security misconfiguration report generated by the prototype.	8
Task 2: Enterprise	9
Q1: Tech Start-up Proposal	9
Figure 5: Proposed logo design for ConfigGuard Security Ltd.	9
Q2: PEST Analysis	10
Task 3: Project Feedback and Reflection	11
Q1: Practical Feedback	11
Q2: Project Progress Diary	11
Q3: Skills	11
Q4: Positive Social Impact	11
Conclusion	12
References	12
Appendix A: Weekly Project Progress Sheets	13
Week 1 — 11/03/2026	13
Week 2 — 18/03/2026	13
Week 3 — 25/03/2026	13
Week 4 — 01/04/2026	13
Week 5 — 22/04/2026	14
Week 6 — 29/04/2026	14
Appendix B: Stakeholder Feedback Questionnaire	14
Appendix C: Final Prototype Feedback Questions	14


[bookmark: _Toc229031894]Introduction
This report documents the development of an Automated Security Misconfiguration Detection Tool for Configuration Baseline Analysis. The project continues from the original proposal, where the aim was to create a Python prototype that checks configuration data against security baseline rules and reports insecure settings. This is relevant because misconfiguration is a common cybersecurity weakness, especially where default accounts, weak password settings, disabled firewalls, or unnecessary services expose systems to avoidable risk [1], [2]. The report covers stakeholder feedback, practical implementation, enterprise analysis, reflection, and positive social impact.
[bookmark: _Toc229031895]Task 1: Practical Development / Implementation
[bookmark: _Toc229031896]Q1: Initial Feedback
The project aim was to create a Python-based tool that checks configuration data against simple security baseline rules and reports insecure settings. The prototype uses a JSON configuration file, Python rule logic, severity ratings, explanations, and recommendations.
A short structured questionnaire was used to collect feedback from three participants: a business owner, an NHS data analyst, and a detective. This was appropriate because the assignment guidance recommends gathering feedback from approximately 3–5 relevant people. The participants were identified by role only to protect anonymity and keep the feedback professionally presented. This also reflected basic research ethics principles such as informed participation, confidentiality, and respectful use of feedback [12].
The business owner understood the purpose of the tool and felt it could help small businesses that do not have dedicated cybersecurity staff. However, they suggested that the output should avoid overly technical language. As a result, the report output was updated to include clearer plain-English explanations and practical recommendations.
The NHS data analyst stated that organisations handling data need clear security controls and that risk levels would help users prioritise findings. As a result, severity ratings were added so issues could be marked as High or Medium risk.
The detective focused on traceability and clarity. They suggested that the report should show what was checked, what failed, and what action should be taken. As a result, the output was improved to show the affected setting, current value, expected secure value, issue, severity, explanation, and recommendation.
Overall, the feedback confirmed that the project was understandable, relevant, and useful. The main improvements were clearer language, better prioritisation, and more transparent reporting. These changes made the prototype more suitable for students, beginner IT users, and small organisations.
[bookmark: _Toc229031897]Q2: Implementation
The practical implementation involved developing a Python-based prototype that analyses configuration data, compares it against baseline rules, classifies risks by severity, and produces a structured report. This reflects NIST guidance on security-focused configuration management and CIS guidance on secure configuration of enterprise assets [2], [3].
The prototype was implemented using two main files: config.json and config_checker.py. The config.json file stores simulated system configuration values, while the Python script loads the file, checks each value, and generates a report.
[bookmark: _Toc229031898]Figure 1: Project folder containing the Python script and JSON configuration file.
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The JSON file contains five test values: password_min_length, firewall_enabled, admin_account_enabled, remote_desktop_enabled, and guest_account_enabled. These settings were selected because they represent common areas where poor configuration can weaken security. OWASP identifies security misconfiguration as a major risk, especially where systems use default accounts, unnecessary features, or insecure settings [1].
[bookmark: _Toc229031899]Figure 2: JSON configuration file containing simulated insecure system settings.
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The Python script uses load_config() to load the JSON data and check_config() as the rule engine. If a value fails a rule, the program creates a finding containing the issue, checked setting, current value, expected secure value, severity, explanation, and recommendation.









[bookmark: _Toc229031900]Figure 3: Python rule engine used to check configuration values against security rules.
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[image: ][image: ]The first rule checks whether the minimum password length is below eight characters. This is marked as High because short passwords are easier to guess or brute-force. The second rule checks whether the firewall is disabled, also marked High because it increases network exposure. The remaining checks identify whether the administrator account, remote desktop, and guest account are enabled. These are marked Medium because they increase risk if unnecessary or poorly secured.


	



[bookmark: _Toc229031901]Figure 4: Security misconfiguration report generated by the prototype.
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The final output detected five misconfigurations and explained how each could be fixed. Troubleshooting was also considered. FileNotFoundError handles a missing config.json file, while json.JSONDecodeError handles invalid JSON formatting. For example, JSON requires lowercase true and false, not Python-style True and False.
Overall, the prototype proves the core concept. Its main limitation is that it uses simulated data rather than live Windows or Linux configuration data. Future development should therefore include more rules, report exporting, real system checks, and a graphical interface.
[bookmark: _Toc229031902]Task 2: Enterprise
[bookmark: _Toc229031903]Q1: Tech Start-up Proposal
The proposed start-up name is ConfigGuard Security Ltd. The name reflects the purpose of the product: helping users guard against insecure configuration settings.
Logo concept: The logo would use a shield, tick mark, and code brackets. The shield represents protection, the tick represents successful checking, and the brackets represent software security.
[bookmark: _Toc229031904]Figure 5: Proposed logo design for ConfigGuard Security Ltd.
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The most suitable legal classification is a private company limited by shares. This is appropriate because an Ltd company is a separate legal entity and shareholder liability is normally limited to the amount invested [6]. The company would need to register with Companies House and meet legal duties around directors, shareholders, tax, and reporting [7].
The business strategy would begin with a minimum viable product aimed at students, small businesses, and beginner IT administrators. The first version would be a free or low-cost desktop tool for checking exported or simulated configuration files. Later, a paid version could include PDF reports, more security rules, Windows/Linux support, and compliance-style summaries. A freemium model would allow the company to attract users while charging for advanced features.
Funding could come from Business Wales grants, UK Start Up Loans, UWTSD enterprise support, or innovation funding [8], [9]. These routes could support development, testing, marketing, and legal preparation before commercial release.
[bookmark: _Toc229031905]Q2: PEST Analysis
ChatGPT was used to support the structure of this PEST analysis. The AI output was then checked and developed using sources including GOV.UK, the NCSC, Business Wales, and ICO guidance [8], [10], [11], [13].
Political: Cybersecurity is a UK priority because cyber attacks affect businesses, charities, education, and public services. Government-backed guidance such as the NCSC Small Business Guide supports the need for accessible cybersecurity advice [10].
Economic: Cyber incidents can cause downtime, recovery costs, reputational damage, and lost productivity. Small organisations may not afford enterprise-level security platforms, creating demand for lower-cost tools that explain basic risks clearly.
Social: Society increasingly relies on digital services, so users expect organisations to protect systems and data. ConfigGuard could help non-specialist users understand security weaknesses without needing advanced cybersecurity knowledge.
Technological: Cloud services, remote working, connected devices, and complex software environments increase configuration risk. Automated checking tools can help review common weaknesses more consistently.
Legally, ConfigGuard would need to follow UK data protection principles if it stores customer reports or configuration data. ICO guidance highlights principles such as lawfulness, fairness, transparency, data minimisation, storage limitation, and security [11]. Ethically, the tool must not imply that passing its checks means a system is fully secure. It should explain its limitations, require authorised use, and support human judgement rather than replacing professional security review.

[bookmark: _Toc229031906]Task 3: Project Feedback and Reflection
[bookmark: _Toc229031907]Q1: Practical Feedback
After implementation, feedback was collected again from the same three participants. They were shown the final prototype output and asked whether the results were understandable, useful, and clear enough to act on.
The business owner said the plain-English explanations made the report easier for non-technical users. The NHS data analyst said the severity ratings helped prioritise the most important issues. The detective said showing the setting, current value, and expected secure value made the report clearer and more traceable. Based on this feedback, future improvements would include PDF export, more configuration checks, and a simple graphical interface.
[bookmark: _Toc229031908]Q2: Project Progress Diary
The weekly progress sheets helped manage the project by breaking the work into smaller stages. The project moved from planning, to feedback collection, to Python implementation, testing, screenshots, and final report writing. This made the workload easier to control and helped show evidence of progress.
The main limitation was that feedback and testing evidence were collected late, which reduced the strength of the development record. If repeated, I would record feedback, screenshots, and individual rule tests weekly so the final report showed clearer evidence of decision-making and improvement.
[bookmark: _Toc229031909]Q3: Skills
This module developed both technical and transferable skills. Technically, I improved my use of Python functions, JSON file handling, rule-based logic, exception handling, and structured output. I also applied cybersecurity knowledge by linking misconfiguration risks to baseline-style security checks [2], [4], [5].
Professionally, I improved project planning, feedback collection, ethical awareness, report writing, and communication with non-technical users. These skills are valuable because cybersecurity work often requires explaining technical risks clearly to people who are not specialists.
[bookmark: _Toc229031910]Q4: Positive Social Impact
The project could have a positive social impact because many small organisations lack dedicated cybersecurity staff. A simple tool that explains insecure settings could help users identify basic risks before they become serious incidents.
However, the tool should not be treated as a complete security assessment. Its value is educational and preventative: it helps users recognise weak settings, default accounts, and unnecessary services, while still requiring human judgement and further professional review for real systems.
[bookmark: _Toc229031911]Conclusion
This assignment developed a working Python prototype for detecting security misconfigurations. The tool checks simulated configuration data, applies rule-based logic, assigns severity levels, and produces a structured report. Feedback improved the design by making the output clearer, more explanatory, and more useful. The enterprise analysis showed that the idea could develop into a realistic cybersecurity start-up if legal, ethical, and commercial risks are managed carefully. Overall, the project improved my technical ability, project management, research, and communication skills.
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Appendix A: Weekly Project Progress Sheets
Name: Skyler Schenke — 2405518
Programme: BSc Cyber Security & Computer Networks
Project Aim: To design and implement a Python-based automated security misconfiguration detection tool.
Project Objectives:
1. Develop a JSON configuration file. 
2. Implement Python rule checks. 
3. Generate a structured security report. 
[bookmark: _Toc229031914]Week 1 — 11/03/2026
Progress: Reviewed Assignment 2 Task 1 and planned a short questionnaire for feedback on the idea, design, and initial implementation.
Actions: Prepare questions, collect feedback, continue prototype.
Next review date: 18/03/2026
[bookmark: _Toc229031915]Week 2 — 18/03/2026
Progress: Reviewed research ethics, including informed consent, anonymity, confidentiality, and secure feedback handling.
Actions: Keep participants anonymous, summarise feedback professionally, use feedback to improve output.
Next review date: 25/03/2026
[bookmark: _Toc229031916]Week 3 — 25/03/2026
Progress: Created config.json and config_checker.py. Added initial checks for password length, firewall status, and administrator account status.
Actions: Test prototype, improve report output, add extra checks.
Next review date: 01/04/2026
[bookmark: _Toc229031917]Week 4 — 01/04/2026
Progress: Updated the prototype based on feedback. Added current values, expected values, explanations, recommendations, remote desktop, and guest account checks.
Actions: Run final test, confirm five findings, take screenshots.
Next review date: 22/04/2026
[bookmark: _Toc229031918]Week 5 — 22/04/2026
Progress: Reviewed Task 3 requirements and collected practical feedback on the final prototype output.
Actions: Write reflection, add improvements, finalise screenshots.
Next review date: 29/04/2026
[bookmark: _Toc229031919]Week 6 — 29/04/2026
Progress: Reviewed appendix and CPD requirements. Completed report structure, references, screenshots, progress sheets, reflection, and PSI section.
Actions: Proofread, add CPD evidence if available, export for Turnitin.
Next review date: Final submission date.
[bookmark: _Toc229031920]Appendix B: Stakeholder Feedback Questionnaire
	Question asked
	Why this question was used

	Do you understand the purpose of the tool?
	To check whether the project idea was clear.

	Would this tool be useful for students, small businesses, or non-technical users?
	To check the value of the idea.

	Is the output easy to understand?
	To check whether the language was too technical.

	Would severity ratings help users prioritise problems?
	To check whether High/Medium risk labels were useful.

	Is it clear what was checked, what failed, and what action should be taken?
	To check traceability and usefulness.



[bookmark: _Toc229031921]Appendix C: Final Prototype Feedback Questions
	Question asked
	Why this question was used

	Is the final report output understandable?
	Checks whether users can understand the prototype results.

	Are the recommendations clear enough to act on?
	Checks whether the tool gives useful guidance.

	Do the severity ratings help you prioritise the findings?
	Checks whether High/Medium risk labels are helpful.

	Does showing the setting, current value, and expected secure value make the findings clearer?
	Checks traceability and transparency.

	What feature should be added next?
	Identifies future improvements.
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{} configjson %@ config_checker.py *

1 inport json

4 def load_config(filename: str) -> dict: 1usage

5 "**Load configuration data from a JSON file.™"*

6 with open(filename, *r*, encoding="utf-8") as file:
return json.load(file)

10 def add_finding( 5usages
n findings: ist,

n issve: str,

13 setting: str,

14 current_value,

15 expected_value,

16 severity: str,

7 explanation: str,

18 reconmendation: str
19 ) -> None:

"**Add a structured security finding to the findings list.""*
Findings.append({

“issve': issve,

“setting": setting,

“current_value®: current_value,
“expected_value®: expected_value,

“severity®: severity,

“explanation”: explanation,
2 “recommendation®: recommendation

H

def check_config(config: dict) -> list: 1usage
*"“Check configuration values against simple security baseline rules.**
findings = []

36 if config.get( key: “password_min_length®, |default 0) < 8:
add_finding(
findings,
Issue:. "Password minimum length is too short®,
setting: *password_nin_length®,
config.get(*password_min_tength®),
expected value: "8 or higher®,
severity: "HIGH",
explanation: *Short passwords are easier for attackers to guess or brute-force.®,
fecommendation: *Set password_min_length to at least 8 characters.®

if config.get(*firewall enabled*) is False:

add_finding(
50 findings,
51 fssue: *Firewall is disabled”,

setting: *firewall_enabled”,
config.get(* Firewall_enabled"),
expected_value: *true
55 severity: "HIGH",

s6 explanation: *A disabled firewall can expose the system to unnecessary network-based

threats. ",
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{} config.json config_checker.py *

32 def check_config(config: dict) -> list: 1usage

a

@ if config.get(*firewall_enabled”) is False:

w© add_finding(

50 findings,

51 fssue: *Firewall is disabled”,

52 setting: *firewall_enabled”,

55 config.get(* Firewall_enabled"),

s expected value: "true”,

55 severity: "HIGH",

s6 explanation: *A disabled Firewall can expose the system to unnecessary network-based threats.”,
57 fecommendation:  *Enable the Firewall to reduce network exposure.*

58 )

59

60 if config.get(*admin_account_enabled) is True:

61 add_finding(

62 findings,

5 fssue: *Default admin account is enabled,

64 setting: *admin_account_enabled® ,

65 config.get(*adnin_account_enabled"),

66 expected value: *false”,

o7 severity: *MEDIUM®,

68 explanation: *Default administrator accounts are predictable targets for attackers.®,
69 recommendation:  *Disable or rename the default admin account where possible.
70 )

n

7 if config.get( remote_desktop_enabled) is True:

7 add_finding(

7% findings,

75 fssue: *Remote desktop is enabled”,

13 setting: *remote_desktop_enabled” ,

7 config.get(*renote_desktop_enabled”),

78 expected value: “false unless required”,

7 severity: *MEDIUM®,

80 explanation: *Remote access services can increase attack exposure if not properly secured.”,
81 fecommendation:  *Disable remote desktop if it is not required, or restrict it using strong access controls.*
82 )

5

84 if config.get("guest account enabled®) is True:

85 add_finding(

8 findings,

87 fssue: "Guest account is enabled”,

a8 setting: *guest_account_enabled®,

89 config.get(*guest_account_enabled"),

% expected value: *false”,

91 severity: *MEDIUM®,

%2 explanation: *Guest accounts can allow unnecessary access to a system.”,

5 fecommendation:  *Disable the guest account to reduce unauthorised access risk."
9% )

95

9% return findings

o7

I

%9 def print_report(findings: list) -> None: 1usage

100 “**Print a clear security misconfiguration report.

101 print(*=== Security Misconfiguration Report ===\n")
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def print_report(findings: list) -> None: 1usage
“**Print a clear security misconfiguration report.®*"
Security Misconfiguration Report ===\n")

print(

if not findings:
print(*No misconfigurations detected.")

return
106
print(f*Total findings detected: {len(findings)}\n")

for index, finding in enumerate(findings, start=1):

110 print(f*Finding {index}")

m print(f*Issve: {finding['issue']}")

12 print(f*Setting checked: {finding['setting'1}*)

13 print(f*Current valve: {finding['current_value'l}")

114 print(f*Expected secure value: {finding['expected_value']}")
15 print(f*Severity: {finding['severity'1}*)

116 print(f*Explanation: {finding['explanation']}")

17 print(f*Recommendation: {finding['recommendation']}")

18 print(*-* * 50)

def main() -> None: 1usage
config_file = “config.json*

try:
config = load_config(config_file)
findings = check_config(config)
print_report(findings)
except FileNotFoundError:
print(f*Error: '{config_file}' was not found.")
except json.JSONDecodeError:
print(f*Error: '{config_file}' contains invalid JSON.*)

if __name.

main()
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C:\Users\schen\PycharmProjects\PythonProject\.venv\Scripts\python.exe C:\Users\schen\PycharmProjects\PythonProject\config_checker.py
=== Security Misconfiguration Report =:

- Total findings detected: 5

=

& Finding 1

o} Issue: Password minimum length is too short

Setting checked: password_min_length

Current value: 6

Expected secure value: 8 or higher

Severity: HIGH

Explanation: Short passwords are easier for attackers to guess or brute-force.
Recommendation: Set password_min_length to at least 8 characters.

Finding 2

Issue: Firewall is disabled

Setting checked: firewall_enabled

Current value: False

Expected secure value: true

Severity: HIGH

Explanation: A disabled firewall can expose the system to unnecessary network-based threats.
Recommendation: Enable the firewall to reduce network exposure.

Finding 3

Issue: Default admin account is enabled

Setting checked: admin_account_enabled

Current value: True

Expected secure value: false

Severity: MEDIUM

Explanation: Default administrator accounts are predictable targets for attackers.
Recommendation: Disable or rename the default admin account where possible.

Finding 4

Issue: Remote desktop is enabled

Setting checked: remote_desktop_enabled
Current value: True

Expected secure value: false unless required
Severity: MEDIUM
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Finding 4

Issue: Remote desktop is enabled

Setting checked: remote_desktop_enabled

Current value: True

Expected secure value: false unless required

Severity: MEDIUM

Explanation: Remote access services can increase attack exposure if not properly secured.
Recommendation: Disable remote desktop if it is not required, or restrict it using strong access controls.
Finding 5

Issue: Guest account is enabled

Setting checked: guest_account_enabled

Current value: True

Expected secure value: false

Severity: MEDIUM

Explanation: Guest accounts can allow unnecessary access to a system.

Recommendation: Disable the guest account to reduce unauthorised access risk.

Process finished with exit code @
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