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I. [bookmark: _Toc7599621]Introduction

This project will aim to analyse the current state of, and therefore improve network security, specifically in a home environment. While often overlooked by users, seeing as the huge majority of a person’s data will at some point go through their home network, leaving it relatively unsecured runs the risk of 3rd parties accessing said person’s personal data, amongst other types of data. This project will look into what makes the difference between an insecure and secure network, what can be done to improve upon an unsecure home network, and how these implementations will help mitigate 3rd parties and their attacks/attempts. 
Network security itself is “the protection of information and its critical elements, including the systems and hardware that use, store, and transmit that information”[1], or in simpler terms; the protection of data in storage and transit as well as the hardware used. Although this definition is over twenty years old, the main point has not changed at all, the objective has stayed the same, only the tools, equipment and methods change over time.
One of the later first instances of computer networking and its associated security came about around the time of World War II, whereby there was a greater need than ever to secure not only the physical hardware and digital hardware of the mainframes most often used in codebreaking, that being said, said machines were built at around the end of world war I, and to most would not count as a computer, only by definition. The types of security implementations in this case were more akin to the restricting those who could access sections of military facilities “by means of badges, keys, and the facial recognition of authorized personnel by security guards.”[2] Of course, like all security techniques it was not infallible, as we know that the enigma code was eventually broken by the allies using “the “Bomba” cryptanalytic machine”[3], which to put into modern terms would be like using a quantum computer to crack passwords, of which to those who do not understand, the encryption became trivial to crack. As a passing remark, luckily quantum computers as of right now are extremely rare, and the majority if not all quantum computers working now, are by definition, quantum computers, they are more akin to pseudo-quantum computers.
In terms of networking history, while there are a significant number of events that would later form together to create the internet and networking technology we know today, the more known of them would be; Internet Protocol, Wi-fi and Ethernet. 
IP or Internet Protocol, is the addressing method used by pretty much every network-connected computer system on earth, give or take a few thousand using the older methods that were subsequently beaten by IP, such as the Open Systems Interconnection, AppleTalk, Xerox Network Systems, etc. The Internet Protocol’s first instance was via the  Advanced Research Projects Agency Network, or ARPAnet, a system that will be explained in further detail later in this report, At this time this protocol was being used to replace the already existing NetCat Protocol in 1983.[4] During this time it was proven that IP could be a viable protocol in large networks as well as internetworks. The ARPAnet itself was copied around the world in later years meaning only more and more systems would be using the IP protocol.
Wi-fi or Wireless Fidelity, as we know it today; the concept was created in 1997, but its earliest wireless predecessor was the WaveLan system that was released in 1988. Wi-fi would’ve been released earlier but due to signal complications that came with having so few safe wireless ranges, the technology to overcome said complications would not be invented until 1996, by accident. Wi-fi today as most people know it is the 802.11g or 802.11n, depending on the device and is under the control of the IEEE organisation. The different lettering in the end simply signifies the version.[5]
Statistically, in the United Kingdom in 2017, roughly 81% of households in the UK have some sort of broadband connection.[6] With this many people having a broadband connection, the knowledge on how to deter 3rd parties should become that much more apparent on why it is so vitally needed in this day and age. That much more so when you also look at the fact that roughly 19% of UK charities and 43% of businesses have reported a cyber-attack or breach in 2018.[7] Compared to 2017 whereby it were 37%[8], giving a 6% increase, which while 6% may look small, this is all businesses in the UK, meaning a 6% increase can be an increase of thousands of businesses. Important distinction is that these statistics record whether or not a business has been attacked or breached that has been identified, whether or not they were successful or not. Of course, this does leave out those that went by undetected or unreported leaving a small percentage actual variable. These statistics can be sued to show while the UK government did publish a guide on how to better prepare their network security, while it will reduce the number of cyber stacks that are successful, the amount of cyber-attacks will only increase as times go on, that much more so if said network stores personal information, of which all home networks do to some extent. Therefore, it’s good practice to always assume your personal data on the home network is at risk, and take precautions against those risks, of which this project will hopefully assist with.
The need for increased security within a home network environment within the past few years is likely due to the security to value balance of home networks. Companies are often targets of cyber-attacks but are often have a number of security methods in place to stop and deter attackers. As they store personal data, said companies would have a legal need to protect that data from unauthorised parties. Home networks, while not so valuable in terms of how much personal data they store have the disadvantage of lesser-network-security and usually more personal data, so to speak. More often than not, most households will simply leave their network router in a default configuration, leaving it vulnerable to 3rd parties who could, relatively speaking, quite easily access said network and either gain control of the network, or attack the network and it’s hosts with a plethora of different attacks and for quite some time, remain undetected.

In total, the aim of this project is to
“To secure a home network at a variety of levels of security, knowledge and convenience that are descriptive of a home network.”
The objectives that will be achieved to complete the aim are as follows;
· Analyse of current security implementations most commonly used on home gateways, such as default variables across a number of UK based ISP’s.
· To further establish an understanding of features, protocols and methods that are and are not available to personal-grade gateways as well as the most common threats to said gateways.
· Implementation and evaluation of previously researched features and protocols in a live scenario.
· Evaluation/Testing of implemented features and protocols by using a number of evaluation tools and methods.
· Creation of a report/advisory-document detailing the steps that can be taken to improve home security and what effects they bring, at a number of levels of understanding/comprehension


II. [bookmark: _Toc7599622]Literature Review

This section of the report will act as a background, giving us a basis of which to situate this report, and to act as evidence to why this resulting report/document is necessary given the situation.

I. [bookmark: _Toc7599623]Home Networks

To better understand the situation, we must first start with the basics, what is network security? Network security itself encompasses a large area of networking as a whole, but can be narrowed down into four sections; 
· Control of physical accessibility
· Prevention of data compromisation
· Prevention or detection of internal security breaches
· Prevention or detection of external security breaches
By definition, network security is not the complete protection of data, as that is nearly impossible, instead it is “The level to which a program or device is safe from unauthorized use”[9]. So, while you cannot completely protect your data, you can make it difficult enough to all apart from the most determined attackers. Realistically the best way to secure data is to keep it unplugged from any sort of network, powered off, in a safe. That is where the balance comes into play, while the overall goal is to secure data to an extent, there must be a balance between security and accessibility. Even the most secure network-connected data must be accessible to some extent otherwise it is near useless and might as well not be connected to the network. The same could be said for the opposite, personal data should not be too accessible otherwise you might as well shout it to the world, at which point it might as well not be personal data.
Then there remains the question, why should I secure my data? While it may seem like an absurd question to some, it is a surprising common sentiment among people who believe they do not do anything they really need to hide. Even the UK government proposing to ban applications with a means of end-to-end encryption, which of course was highly criticised by computer experts alike. Never the less, any data, especially personal data should require no justification for a right to security, similar to how you would not want someone who has never met you to know everything about you, or at the worst-case scenarios, impersonating you online, both of which are likely scenarios should there be a large personal data breach. Although not in a home-network scenario, the more recent examples of cloud leaks, whereby terabytes of cloud-storage were accessed unlawfully allowing for them to access whatever was stored on said cloud storage. These stories are only becoming more and more common, despite companies doing their best to prevent it.[10]
Now that we have a better understanding of the means behind network security, we can scope into home network and what is a home network? A home network is a Localised Area Network (LAN) that incorporates a home/household and can be referred to as a Home Area Network (HAN). In upwards of 99% of cases, each of these HAN’s are connected to a Wide Area Network (WAN) of which is maintained and controlled by the appropriate Internet Service Provider.
A modern HAN will normally consist of these components;
· A Modem to act as an adapter between the infrastructure the WAN is built on and the HAN, most often in the form of an ethernet cable.
· A Router to control the routing and Network Address Translation (NAT) between the HAN and the residing WAN.
· A Switch to provide a means by which the hosts on the network can communicate, as well as the router.
· A Wireless Access Point, a wireless medium which allows wireless devices to connect to the HAN.
While there are more possible devices, these are the most common, mainly because in the majority of modern HANs they are an all in one box, usually provided by the ISP. Many will simply refer to said box as a router, but they do contain all of the previously mentioned devices more often than not. For most households this ‘box’ will suffice, giving them internet access, but while they do come with a number of security methods, by default some of the more efficient methods will be disabled by default favouring the accessibility it provides when disabled. Depending on the Internet Service Provider, you can get a 3rd party router of which will be vastly superior if a bit expensive but bear in mind some ISPs will lock you to the router they provide, Virgin Media for example. This locking of which equipment you can use is very-likely the same reason we would suggest doing so on a home network, to reduce/prevent malicious intrusions to the WAN in this case.

Moving onto the problems of modern home networks, these problems largely stem from one of its strengths and the default configurations. What is meant by the ‘strengths are their weaknesses’ in this case, is that while home networks, by design, are convenient and highly accessible, this also true for unauthorised users, making for easier targets for hackers and such. Moving onto the configuration, by default, most home routers will have a password on both the wireless access point and the admin panel. The Wireless Access Point (WAP) default password in recent years has become more convoluted to deter unauthorised users, although that being said the password can still be broken by a wordlist attack or brute force attack, the more complex the password, the longer it will take to crack. The same cannot be said for the admin-panel unfortunately, should a user can access to the network the admin panel would be the ‘last line of defence’ form the user gaining complete control of the network. Again, unfortunately for accessibility for the intended user, the homeowner, by default the admin panel login details will consist of “Admin” and “changeme”, or something else depending on ISP, but most hackers who would access networks in such a way will have a list of sorts with different default login details, and even if they do not, they are publicly accessible quite easily found on forums after a quick google search. Of course, there are other ways to stop said unauthorised user gaining access to the network in the first place such as disabling the Dynamic Host Configuration Protocol and Media Access Control filtering, both of which are not in the default configuration. As a last note, although mentioned previously that default passwords are getting better in recent years, it is still advisable toc change the password from the default as soon as possible to a, preferably, stronger password.[11]
 There is also the problem is remote management, gaining access to the admin panel while not connected to the network itself, connecting to it over the internet. While this has its uses, it is in no way a good idea at all, the convivence of it is in no way worth the huge security flaw it creates. A good train of thought with computer network security is to assume that if you can access it, so can someone else and this is the case with remote management. In most cases it is not even secured by a password, instead directing to the admin login page to act as the credential checker. Luckily some ISPs have started to disable remote management by default, but it is worth addressing due to those who still have older routers that have not been updated with this update.
The previously mentioned DHCP and MAC filtering are two protocols available on a basic router, both of which assist in the connectivity to a network. For example, DHCP is enabled by default and when a device successfully connects to the network, but before it is fully connected, it must ‘ask’ the DHCP server, of which is built into the router, for an IP so that it can communicate properly, this IP is given to the MAC address. In a secure network, it is advisable to disable DHCP and go with static routing, the manual assigning of IP addresses, as to why most people do not do this; on one hand it requires knowledge on IP addressing schemes, of which can look daunting to the unknowing, even if the addressing needed in this scenario is entry level. Secondly, and more likely is that its inconvenient to do so every time a new device connects to the network. MAC address filtering is the method of only allowing those who’s MAC addresses are on the list within the router to access the network, otherwise it is blocked. A MAC address is a unique identifier given to network-enabled devices that allow them to communicate. While it adds even more inconvenience to the adding of new devices to a network, it’s also more inconvenient for those unauthorised users. This MAC filtering with static routing and disabled DHCP, while a minor pain for the intended user, can become a huge pain for unauthorised users, but it’s not infallible as MAC addresses and such can be spoofed, just with little difficulty after probing the network, but it does deter the lesser motivated hackers.[12], [13] Think of MAC address filtering as a security-related hurdle rather than a security measure in and of itself.
While the routers required within a HAN are given by the ISP, it is highly advisable to get a 3rd party option if available. This is due to a problem/weakness with ISP-routers in the pushing of firmware, these firmware updates are less common than a 3rd party manufacturer. This means that getting a decent 3rd party router would result in a more up-to-date base for the rest of your network security, not to mention that it would not be laden with remote-access configurations that ISPs build into their routers for easier access, even if it is a secure line by security standards, it is still another port of entry that can pose a security risk.

Of course, there are means available to help prevent/mitigate attacks on the network and the connected host devices, all with varying degrees of difficulty to implement. There is the previously mentioned MAC filtering and static routing, while this is certainly effective, but seeing as it has already been covered, it would not need further explanation. There is also the implementation of a ‘Guest Network’, of which is way of sectioning off devices away from the rest of the network, allowing them to connect to the router and therefore the internet, but not to each other and/or other devices on the HAN. By creating this guest network, anyone who you allow on the network such as friends and family still gain access to the internet but cannot cause damage to the rest of the network be it unintentionally or not. To expand upon that last point, there are many types of attack that will ‘piggyback’ off of a device in order to gain access to a bigger target, in the sense that gaining access to an entire HAN is much more valuable a target than a singular phone, or even an infected device can cause much harm is not properly dealt with. In addition to segmenting, this segment of the network can, on some routers, be given additional rules. For example you can limit what websites guests can access, reducing the threat of a device becoming infected by accessing a less than safe websites.[14] While a guest network is segmented away from the main network, it is still important to add security features to its accessing such as authentication in the sense of a password and proper encryption such as, the Wireless Protected Access 2, or WPA2 that comes as standard in most router wireless connections. 
There is also the management of ports of the router, and in this sense, it is virtual ports rather than physical ports we’ll be discussing. These ports are ones in which makes communication by different protocols possible, for example the time protocol that provides “a site-independent, machine readable date and time”[15] is port 37 by default or DHCP of which is on ports 67 and 68 for sending and receiving DHCP-messages respectively[16].  All such standard port designations are designated as such by the Internet Engineering Taskforce (IETF) and as such are global standards [17]. While this can patch up a lot of gaps in the network security it is one of the more intensive methods as it requires a knowledge of what ports do what, the appropriate software to find said gaps and the knowhow on how to close them. Fortunately, there are hundreds of guides online detailing how to do so, give or take a few ports due to differences in systems.

II. [bookmark: _Toc7599624]Threats

This next section will aim to detail the different types of attacks, but due to the sheer amount of them, will limit them to the six most common, as well as rising threats in recent years. While some of these attacks are more common in commercial environments, trends in cybersecurity result in the same trend in home networks, even if to a lesser extent.
[bookmark: _Toc7599625]
I.	Viruses

Starting with the most common, or at the very least the most well-known; the virus. A virus “is self-replicating program containing code that explicitly copies itself and that can infects other program by modifying then or their environment. Harmful program code refers to any part of programme code which adds any sort of functionality against the specification. A virus is a program which is able to replicate with little or no user intervention, and the replicated program(s) are able to replicate further.”[18] A computer virus will lay dormant for a time and execute itself after a trigger, be it a timer or system value, altering the system it’s located in, and replicating itself, making it that much more difficult to locate and destroy, and should it use the device connection to gain access to the associated network then even more so.[19] The most common way to stop computer virus is by the use of an antivirus, as is the namesake, but an antivirus is by no means infallible, far from it in fact. While the are some very thorough antiviruses, some will be a bit too thorough, attacking legitimate programs and such. The second easiest and most effective way to stop viruses is to be knowledgeable on what not to do online, such as accessing dodgy websites, downloading over an unchecked P2P connection, executing unknown executables and so on. Of course, having an antivirus in place as well as the knowing what not to do is the most effective prevention method[20]. 
The second threat to discuss would be the Trojan, named after the story of the Trojan Horse, of which is a “harmful piece of software that looks legitimate”[21], as is its namesake. While technically a trojan is unharmful, its payload is much less so. The danger of a trojan is that the payload can be any sort of malware be it a virus, ransomware, etc. This versatility to hide most sorts of malware means that unless the trojan has been previously identified and, countered by an anti-virus beforehand, it will remain undetected.[22] A trojan is generally different than most malware in that it will attempt to get the user’s permission to run by pretending to be a legitimate program. These are most often the case with program installers, as more often than not to install a program, admin access is needed, and should admin access be given to a malicious software, then it can run rampant with impunity, some even re-writing admin controls to lock the actual admin out, so they are not to be underestimated. Not to mention that there are some trojans that will simply do what they can without said previously mentioned permissions, which to be frank is still quite a lot, enough to warrant wiping the infected drive if you’re lucky enough to find the source before it ‘escapes’ the drive. The best way to defend against such a threat would be the exact same way as the previously mentioned virus, simply not downloading from unknown sources, using an antivirus or anti-malware software (some anti-malwares are better at detecting trojans than anti-viruses) and being cautious of everything. Even some applications on a trusted source like apple’s app store are infected with malware nowadays. 
II. [bookmark: _Toc7599626]Phishing

The next attack to detail is a phishing attack. A Phishing attack is “a type of malware or a term for where someone sends out a spoofed email to random victims to try to get personal information about them. More specifically in computing, phishing is a criminal activity using social engineering techniques to fraudulently acquire sensitive information such as usernames and passwords.”[23] When it comes to this attack there are two types, a phishing and a spear phishing attack; a general and targeted attack respectively, the latter being targeted towards either a single person, or the more likely scenario a group of people.[24] These types of attack have become more advanced in recent years as to upgrade with the times, becoming more and more difficult to discern from the real thing, luckily there are machine methods that will automatically filter out some types of phishing attacks as they are sent in bulk, so it is able to find a pattern, so to speak. This type of attack, while looking at it from a case study perspective, should not be that effective, but that cannot be further from the truth. A phishing attack is a form of social-engineering-attack that will aim to find a way through the weakest part of a computer system/network; the user. No matter how secure a system is, the users and their human element will be the weakest part. A phishing attack also works well in tandem with other attacks, such as malware, this example being that should a person  be able to insert a phishing script into a website they have managed to gain access to, they can use a legitimate website, and ‘skim’ the required information from users, acting more akin to a parasite on the website or server. While on the topic, the gathering of sensitive information is not the only use of a phishing attack, some fishing attacks aim to get the recipient to download malware, willingly or not. These types of attacks more often than not come in the form of an attachment, whether it be affixed to an email or text message. This attachment is most commonly in the form of a zip file or Microsoft office file type containing malicious code but can come in a variety of different file types. These types of malware attachments are dangerous especially so, as the malicious code or program can sometime activate without actually opening the file, but by it simply being downloaded onto a system, at the very least, on windows, this is due to the fact that a file being downloaded in stored within the cache, before moving onto the download storage folder.
Although it seems like this is being repeated way too often, the best way to deal with such an attack is caution, caution to not automatically click a link, to copy the link address and see where it leads without actually accessing it, giving a better insight to whether it is trustworthy or not. If a link asks you to log in or present any personal details it is advisable to navigate to the website not using said link and inserting any details onto a website that you know is the website, and not a copy/spoofing attempt. A useful tip is to never click links using link/URL shorteners, a common one being “bit.ly”, as they will hide the address, and to be perfectly honest very few companies or people in particular will ever use such a method to send a link due to the untrustworthiness that comes with it. It is worth being cautious against any type of email asking about personal or sensitive information, as well as those with spelling or grammar errors, strangely enough.[25]
III. [bookmark: _Toc7599627]Ransomware

Next on this list is a rather relatively new contender to cyber security threats; Ransomware. To clarify ransomware itself is not new, but in recent years has seen a huge surge in use and variety, a 46% percent increase in variety to be exact between 2016 and 2017 alone[26]. Ransomware is simply, put a form of cyber extortion, in theory. “There are two basic types of ransomware in circulation. The most common type today is crypto ransomware, which aims to encrypt personal data and files. The other, known as locker ransomware, is designed to lock the computer, preventing victims from using it.”[27] In more recent years though, ransomware has been used in decoy attacks, using the ransomware to distract a target while aiming for something else. Ransomware when on an infected PC will lock certain files, depending on the type of ransomware used; some will lock personal files but not system files, that way the user can pay for their files to be unencrypted. The encryption used in most ransomware is very difficult to remove without specialist tool and assistance. This form of ransomware is most common as it allows the hacker or group behind it to generate revenue, of which in recent years has been in the form of cryptocurrency such as bitcoin due to its ability to be sent over the internet, and its un-traceability. The otherer form will encrypt the entire pc including system files, and usually come with a higher cost to get the information back, which again will need expert assistance to remove without paying, which ironically may actually cost more than the ransom to begin with, but experts tend to be a bit more trustworthy than the people who infected the PC in the first place, who have no incentive once they have the money to actually unlock the files. The third form is technically ransomware but not in the traditional sense, as it will encrypt the pc and then wipe the drives, not asking for ransom, aiming to destroy or make the computer unusable, this is not often used as there is no monetary incentive, but in recent years it has become more and more popular with those aiming at companies or those who simply want to do malicious acts. A rather dangerous development in the dark web is due to the rising popularity of ransomware, a lot more were created, as mentioned previously with the variety comment, this increase in ransomware supplied oversaturated the market, so to speak. This meant that to be sellable, the more dangerous/effective formats became cheaper, resulting in an overall decrease in cost for ransomware, at increased levels of effectiveness.
One of the best ways to avoid ransomware is to keep software, especially the Operating System (OS) up to date, as that is what caused the WannaCry Situation in 2017 that infected the UK NHS and other high-level companies in around the world.[28] By exploiting a flaw in old Windows OS’s, which ironically was found to be a backdoor implemented by the NSA, gaining access to thousands of PC’s, remaining dormant until being activated. Luckily Microsoft issues a quick fix, but by then millions in damages had been done. Another method is the similar to the advice given for avoiding phishing attacks, being cautious with email URL’s and attachments, as emails tend to be the most common way of distributing ransomware, and malware in general. Ransomware may also be present in devices, lying dormant, and for that reason, using the methods mentioned previously, restrict and lock down your home network to reduce the likelihood of such a device gaining access and infecting other devices. Even if a friend or family member, if you are unsure of the security of their device, give them access to the guest network, limiting and mitigating the damage potential. An Anti-virus/malware software will also work wonders, detecting potential dangers, some even quarantining downloads and such in a virtual environment to be scanned before being allowed access to the drive. While this may seem a tad paranoid to some, it is a good mindset to have when dealing with security of any sort, especially when a threat can come from anywhere is the world in this case.
IV. [bookmark: _Toc7599628]Man in the Middle Attacks

Moving on, the next type of attack is a MITM, or Man in The Middle attack. As suggested by the name, this is an attack which will acts as a middleman for wireless networks between the target device(s), intercepting any and nearly all forms of communication that would be made via the network. The danger associated with this type of attacks, barring the obvious interception of private data, is that for the most part it is largely undetectable or at the very least without certain methods and equipment such as certificate checking. For example, when using public wi-fi, there is very likely a login page, of which a user must access to gain further access, a MITM device can spoof this login, pretending to be the legitimate site, gaining the login details in the process, or in the case of those that require registration, even more personal data. Now, how does this type of attack work? When accessing a network, the devices will send a “packet” of information to the access point, this packet contains the MAC addresses of both the recipient and the sender, aka the connecting device, and the access point replies, creating a ‘handshake’ that allows for communication between the two devices. During this exchange both the client device and the AP exchange public keys, keys used to encrypt and decrypt the data during transmission so that it cannot be intercepted, but should a device gain these keys in the first place, then it can just as easily decrypt them as if it were the device itself. Now by intercepting the initial message, the MITM device can them forward the message, but only after editing it to come back from the access point through itself, gaining both sets of keys used by both devices thereby basically eliminating the encryption between the two,[29] for the MITM device for the very least. Now that a connection has been intercepted, the possibilities for what the attacker can do range far and wide, if the attack is indirect, meaning the device is intercepting automatically, it will simply act as a data collector so to speak, on the other hand the attacker can now inject code into the device, infecting it with any sort of malware, or again simply spy for personal details, bank details likely being the most valuable.
One form of prevention, is the use of HyperText Transfer Protocol Secure, as opposed to HTTP. Nearly all websites use either of the two, but HTTPS is the secure/encrypted version of the two, and in the case of the man in the middle attacks it means that the attacker in question only gets encrypted data, which due to how difficult it is to crack via brute force methods might as well be useless, especially so as the attacker cannot differentiate what encrypted data is valuable and what is not beforehand, making the time and effort required to access it all become much too high of a cost. The usage of HTTPS as opposed to HTTP is normally signified by the padlock symbol on the left-hand side of the URL in the browser. Of course, there are ways to get around HTTPS that often works in tandem with MITM attacks, but this writer must digress[30]. Bear in mind while this is a sort of prevention, it is not completely secure against such attacks, as there are some MITM attacks for HTTPS as well, this measure reduces the amount of successful attacks rather than stopping them completely. Another form of prevention is via the use of a Virtual Private Network, whereby “using encryption and other security mechanisms to confirm that only authorized users can access the system and the data”[31], in layman’s; terms using a tunnel to secure the data against unauthorised persons. This VPN helps stop MITM attacks in the majority of locations amongst it’s transit. While MITM attacks can be done in any scenario that involves wireless networking, the most common place for them is public hotspots, largely due to the sheer amount of them available, and the amount of trust people place in them. This trust in the name behind the networking makes people using them believe they must be secure, of which is relatively true, but alas the MITM attack is situated before the device connects to the network, basically avoiding most of the security measures present on the network. Add to the fact that a large amount of people access said network, allowing for a much wider catchment audience, additionally the increasing popularity of online shopping and banking from your mobile device only increases the value of wireless device data and thus you can start to see why public hotspots are so often targeted.
V. [bookmark: _Toc7599629]DDOS attacks

The last type of attack to be detailed here is a Distributed Denial Of Service attack, this “attack is the bombardment of simultaneous data requests to a central server.”[32], or target depending on the attack. What this bombardment of data requests does is essentially to slow down or destroy/damage, in extreme circumstances, a network by flooding it with resource-using packets, whether or not said packets actually do anything is a different problem entirely. Now, these types of attacks are not common on the majority of home networks, but are very popular against companies, to bring down the associated systems. An important distinction to make is the different between a DOS and DDOS attack, a DOS attack will very likely only consist of a singular PC with a singular internet connection to a singular target, whereas a DDOS attack will be many PCs over many internet connections to a singular target. Of course, a DDOS is quite significantly more effective as it has a much target group to attack with and is why it is the more commonly used example against commercial servers, therefore the type of attack to be seen on the news. A DOS is more likely to be used against home networks as it the target is smaller, and a botnet-DDOS attack would be overkill for most home networks[33]. A botnet, as mentioned previously, is a result of malicious attacks, often done by malware. These infected PC’s are then used in other attacks, such as DDOS attacks in this instance, usually done without the owner of the PC knowing.  This is how hackers get the hundreds to thousands of PCs and internet connections required to overload commercial grade servers that are designed to handle such large volumes of traffic. Add to the fact that botnets are spread out and not in one location, making them very difficult to track. Now even should a member of the botnet get tracked to a location, more often than not, the user has no idea what their computer was used to do and are only an unfortunate 3rd party or victim in most cases. So, what a botnet allows for is essentially a vast number of proxy computers of which can perform multiple or singular coordinated attacks, with minimal risk of tracing back to the source commander, which as you can guess, is a nightmare for security experts and law enforcement alike.

III. [bookmark: _Toc7599630]Related Works

When it comes to the topic of home network security, this document is far from the first and far from the last to surface, over the twenty or so years home networks have been mainstream, due to being an integral part of daily life for most modern homes, there have been a number of reports, documents and articles all of which aim to give the average user a better insight into what makes a secure home network and how to do so. This section will aim to look at five different sources, all on the same subject as this document, and to evaluate them, giving a better understanding of what this document should aim to do to separate it from the thousands like it.
The first document is the “Best Practices for Keeping Your Home Network Secure”[34], a report issued by the US Department of Defence and US National Service Agency in May 2014. This document seems to be more of a broad-spectrum approach to the topic, covering many areas in enough detail to give advice, without giving enough for the user understand what it is they’re doing, at least unless the user has a certain level of knowledge to begin with. Having said that, this type of documentation does understand that a network is only as strong as the devices connected to it, meaning should an infected device gain access to the main network, then odds are that it will spread and depending on the network and the payload/type of the infection, will be no end of trouble. So, in this sense it is true to the title of keeping the home network secure, just not the accessing devices that it technically encompasses which can be seen as quite a huge flaw.
The second related document is “Security Tip (ST15-002) Home Network Security”[35], a report created by the Cyber Infrastructure Service Agency or CISA, originally created in 2015 but revised lastly in 2018. This report, of the documentation so far covers a larger selection of topics related to security and is more concise and to the point. It does this without leaving out information, giving reasoning for the approaches it provides unlike quite a lot of such reports of which give answers without reasoning, making it more understanding to the reader. A large positive point to this document is that it starts off giving reasonings on why the average home user should care about home network security, a point that most articles tend to gloss over, which while excusable seeing as only those interested in such a document already know the reason you should care, it in none-the-less helpful to those who have an interest, just not necessary the knowledge. Also worth noting is that it does not limit itself to the physical implementation of security methods, it also mentions the methods the user can take in general alertness on the topic at hand via different means. Not to mention the fact that is a very good article on the subject that talks about the majority of the home security points that are either flawed or can be improved via methods accessible to the user. While this page may be short, the information it gives is concise and to the point, and while it does not provide hyperlinks to associated pages to further expand on the topic, at the very least it points the user in the rig direction by giving examples of what to search should they want to read more into the point, which is a step above similar articles and such on the topic.
The next document will be “Millions using 123456 as password, security study finds”[36], an article published by the BBC showing statistics on password sourced from a NCSC report. While this article is more to show the statistics of the situation, it does a good job of showing just how dire people’s attitude when it comes to security. While the article shows a few statistics on the situation, it is little more than that, understandably it is a news article but even so, it does not even give the reader and form of reasons to improve password security. Even if the article was only meant to be a short one, you can sum up the important points in improving password security in a few hundred words or so, a little bit of advice is certainly more valuable than none. In addition, the article constantly refers to an NCSC study, but never mentions any specifics about it apart from the fact that it was done this year, making it that much more difficult to find should the reader want to find it themselves, essentially poor referencing. On one hand poor referencing could be excused if this article were published in newspaper, but it was published digitally meaning that hyperlinking was possible or some sort of indication on where to find the study with little to no hardship. In conclusion while the article is good for very few select statistics, that is all it is, no mention of how the situation could be improved, why it is a problem, nothing. If anything, while it is meant to be a small article on a large piece, if anything it might as well be simply quoting the survey report in layman’s terms, which admittedly makes it easier to read or even know about the report to the average internet user, but that’s it, the article achieves nothing else.
The last document to review is “How to secure your router and home network”[37] published on the website PC World, not to be confused with PCWorld the UK shop, they are separate entities. Starting off, the article does an adequate job in the first section detailing the importance of a home router in securing your other devices, as well as the current problem in that they are usually kept at their default configuration and the fact that manufacturer firmware is not completely secure and is prone to problems itself. The next section is levelled at basic and suggests items such as changing passwords at network and admin level, buying a 3rd party router, removing remote management, updating firmware and disabling WPS, all of which is well and good, and these are standard practices for securing a home network. An interesting but often forgotten method would be the use of HTTPS when accessing your home router interface, while it can be said that not all home routers support but is a useful piece of information for those that do, so that your information is not intercepted during setup.
The next section focuses on advanced settings, those that are not available to the majority of consumer routers and involve a bit more knowledge if you want to know what it is exactly you are setting up, such as network segmentation (VLANs),  MAC address filtering, Port Forwarding, IP filtering and the installing of custom firmware. While Mac filtering, Port forwarding and IP filtering are available on most routers, custom firmware and vlanning are not so much, usually only being available on upper-mid to high end routers, although having said that there is custom firmware available for lower-end routers only that they are not the greatest due to the resource limitations from low end routers and such. So, all in all this article does provide a good summary on a number of way to secure a home network, it does not go too deep into the topic, such as securing the network-connected devices such as this writer mentioned previously as they are usually the most at-risk sections of a network, but seeing as this is an article and not a report, it can be excused to an extent.


IV. [bookmark: _Toc7599631]Research Methodology

In terms of research, this project so far has taken more of an investigative approach as you have seen via the research, but for the main section of this document onwards it will be taking an experiment view into research, seeing how we can use the previous research to improve security within a home network environment, and then using that implementation we can perform experiments against the newly secured network to test how different attacks effect it.
For these experiments in terms of hardware and software we will be using physical equipment to give a more realistic idea of home networks and software from the Kali Linux suite, a more detailed explanation of these equipment and tools can be found in the “Testing” section of this documentation. By using the physical equipment rather than a virtualisation of the experiment we can both increase the validity and reliability of the results of the experiment as they would be from a real-time experimentation. The main effect that may affect the validity is the equipment used, the router to be used will be a high-end router on a custom firmware, which while it may good results, those results may not be indicative of the general scope of the average home network. While on the point, this custom firmware to be used will be limited to the uses of an average home network, not taking advantage of the additional security measures provided by it to better give a more general idea of the performance and security of an average home router. This experimental approach while it will give results, in terms of how general these results are vary greatly depending on the tools used and the equipment used. For example, should the tests run on a greater machine that during this testing, obviously said machine may give a much greater result than testing during this documentation. Also worth noting that these tests will be run on a disconnected network environment and as such the results may not be indicative of a daily-use, internet connected home network, but should suffice on giving an idea of the security and performance upper benchmarks of one. 
In terms of reliability, these tests to be performed can be run again and again with little variation in the result, assuming no variables are changed, this is largely due to the fact that they are being run in a test environment, a separate network environment, of which has no outside interference, and little to no interference from inside the network itself.
While this type of testing could quite easily be performed via virtualisation, seeing as this writer has the equipment to perform such a test on hand, it seems a given that the real-time physical testing would give a more accurate and true-to-life results than the virtual alternative, although the reliability could be effected, the equipment would be separate from any other network to minimise this risk. As such, the physical testing was using as opposed to the virtual approach.
The experimentation itself was performed via implementing the security methods and tools within the network environment, and then performing three attacks on said more-secure network to see how well they do. These three attacks were a Wordlist attack, a Man in the Middle attack, and a Denial of Service attack, each resulting in different amounts of effectiveness, the results of which can be seen later in the documentation within their associated chapters. Using the results of these testing, we can then get a better idea of the weak points in the network and secure them further, which of course is the general idea when it comes to network penetration tools.

V. [bookmark: _Toc7599632]Design and Implementation

I. [bookmark: _Toc7599633]Introduction

This section of the documentation will act as a precursor and setup to the tests that will be performed on the afterwards more-secure home network environment. By clarifying what steps will be taken to secure the home network, the user can get a better understanding of what has been done to the home router as to better secure it against the threats, previously mentioned within this documentation as well those not mentioned. In terms of network design, while not exactly complicated it will need to change according to the test being run, as to minimise the factors affecting the environment.

II. [bookmark: _Toc7599634]Design

When it comes to the design of a home network environment, it is quite simplistic at least in comparison to network designs as the majority of normally dedicated devices are all housed with a single device combination that will act as the centre of this design. As this is an environment that will be used for testing, it will change according to the needs of the test that is currently being run. Within the following testing of the documents, the network diagrams for the Wordlist attack, MITM attack and the DOS attack can be seen in figure 1,2 and 3 respectively. While it would be very easy to combine each diagram together and perform each attack within the same diagram, this writer wanted to eliminate any excess devices or connections that may disturb the tests in any way, as is often the case with wireless devices causing congestion within the wireless channels. In terms of internet, it was only connected when needed due to the previous reasoning, as well as the fact that connecting internet to an unsecure/default router opens up the router from internet-based attacks, while it would be extremely rare for an attack to occur in the time testing would take, no risks are being taken.

III. [bookmark: _Toc7599635]Implementation

This section of this documentation will further detail the methods and tools to implement within a home network to further secure it against attacks, and at a later section, will put these methods to use against three types of attacks within a test environment to better show how these attacks work. Worth noting early on, following these steps only makes the network more secure, not one hundred percent secure, which realistically, no network is 100% secure, never mind that the fact that home networks are quite limited in their abilities. 
The first step to securing a home network router would be the Service Set Identifier (SSID), the identifier/hostname for the router. The SSID is the name of the router users would see when connecting to it via wireless connections, wired connections tend to favour ethernet1, depending on the networking card used. As default the SSID is set to broadcast, meaning any and all compatible devices will be able to see the network and therefore connect to it. To better secure the network, the broadcasting should be turned off, meaning that should a device want to connect to the network, the SSID would have to be inputted manually. Depending on the router, the admin aka the home owner will have to disable the broadcasting method for each band of both 2.4GHz and 5GHz, the specifics of which will be described later. While an SSID may need to be manually inputted, there are tools such as the large majority of wireless-penetration-testing tools that allow for the pen-tester to find the previously hidden SSID.
The second step would be the creation of a guest network, or in some cases it will be called a network with an auto-isolation feature. A guest network is imperative to maintain good security, as it allows for a user to connect to the router and therefore the internet, without giving it access to the rest of the devices connected to the router. Of course, in some cases you would want a device to connect to another, that of which is what the main network will be reserved for. This feature will allow you to give access to the internet to guests and miscellaneous devices without the threat of them performing select attacks. It is important to note that while a guest network may segment a device away from the rest of the network, reducing the risk of said device being able to access or attack other devices, it does not completely eliminate the risk, specially as the guest network device can still access the router itself. Should the router become compromised due to weak security methods such as weak passwords or firmware-related bugs, the rest of the connected devices may come to risk. On some of the higher-grade guest networks there are features to allow a device to connect to the network for a certain amount of time before having to reconnect, making the guest network even more secure. Add to the fact that with the feature you may add exceptions to the timer such as personal devices, meaning you may increase security without inconveniencing yourself.
The next step in security, and one of the most important; passwords. Passwords are pretty much the make or break of home networks, no matter how secure a network is technically, if it includes weak passwords or weak security methods, then it will fall like all the others. Default passwords included with home routers in recent years, have certainly improved security-wise, but it is a mistake to blindly believe it is secure enough as it was given by an ISP, as many do. As mentioned previously in this document, ISP’s will prioritise convenience over security, not that they throw out security, just it is not as valuable as convenience. This largely stems from the fact that the majority of home users are not exactly very security conscious when it comes to computer networks or computing in general. To get back on track, using Virgin Media as an example on this writer’s ISP provided router the password is “Hw6ospxvpgwi”, obviously changed for security’s sake, but keeping the same character set. Using this as a basis we can see that it is technically quite a decent password, contains uppercase and lowercase letters, numbers, is 12 characters long and contains no words. Of course, the password could certainly be improved, but for the purposes of a default password that is recommended to be changed upon setup, it is perfectly sufficient for the time being. Moving onto what a password should be;
· The recommended length of a password is 8-15 characters, assuming the password is in ASCII, in rare cases some will allow for Unicode passwords, but due to their rarity, they are most often overlooked when recommending passwords.
· Of these 8-15 characters, for an optimum password, there should be an uppercase letter, a number, a symbol, and a lack of words. For example, this would be the difference between “Password1” and “P@5sw0Rd1”, by swapping out standard letters to uppercase or symbols/numbers resembling them, the password becomes more complex, and therefore more secure, just make sure you can remember the changes.
· Do not use a any sort of link to yourself, such as adding birthdate numbers or surnames. These types of passwords are common for those who do not want to remember a complex password, but should someone gain information on you, these types of passwords will be the first ones tried.[38]
· Avoid using words in passwords or at the very least break the word up with a number or symbol, such as the example in point two, by doing this the password becomes less susceptible to wordlist attacks, of which will be described more so at a later point.
· Do not use the same password repeatedly for multiple accounts, everyone does it, even this writer, but should a singular account become compromised, the rest may fall like dominoes. This is especially so for the wireless password and the admin password on your router.
Now, admittedly this is a long list of points for something as simple as a password but seeing as they are the be and end all of any type of computer related security, their importance cannot be understated. If too many complex passwords are a chore to remember, a password manager is recommended, while there are security concerns of storing all passwords in one place, as long as the master password is sufficiently secure, it is a better alternative than having multiple weak passwords.[39]
Next on the list would be remote access control. In recent years to give the user better accessibility to their routers, manufacturers have added remote access options such as mobile applications or the ability to connect to your router from anywhere in the world as long as you have internet access. This ability to access your router from elsewhere may sound like a good idea, but with any sort of connection, if you can use it, so can someone else, making it a large security vulnerability. To remedy this, in the routers admin panel there should be settings for remote settings, either it will be for all remote settings or multiple different checkboxes, either way all of them should be disabled. Luckily this will not stop connections to the router from inside the network, as long as the device is authorised. For the most part, the average user will not notice a difference with these disabled, as few people actually use them. 
Moving on, the next step would be securing the wireless section of the router. Of course, a large margin of this is the use of a sufficient password but seeing as we have already covered that we’ll skip to the other relevant information. Apart from the password, the next biggest affecter of wireless security would be the protocol. A wireless protocol is, “the set of media access control and physical layer protocols for implementing wireless local area network Wi-Fi computer communication in various frequencies”, or in a simpler way of saying it, the standards and means by which a wireless LAN communicates over a range of frequencies. Anyway, the wireless protocol we will be aiming for is WPA2, which luckily is default for a large number of routers, but some may still be using the older and less secure WEP. This step should be rather easy, simply go into wireless settings, and there should be a dropdown list, and choose WPA2, or in some cases WPA2-Personal. While on the subject, once this has been done, make sure to update your firmware, depending on the firmware currently installed, the WPA2 standard may have a vulnerability that is fixed in more recent firmware updates, and it’s a good idea to periodically check for firmware updates anyway.
The next weakness to cover is WPS. WPS is a means by which a wireless device may connect to the router using an 8-digit pin number, similar to a password, and the connecting device connected via this will get full privileges as if the password were entered, so it is not as if it is a guest way of accessing. Now, while WPS is designed to be a more convenient method for adding a device to the network, in reality it is a large security risk. All the while very people use it to add devices, and will leave it be, as it is not standard practice for adding devices. Now, the problem with WPS largely stems from its pin code, an 8-digit number, in comparison to a similar length character passcode is much weaker simply due to the lesser amount of possibilities, in fact it’s 72 quadrillion possibilities down to 100 million. Now, if that were all it would be bad enough, but it gets worse; this 8-digit code is split into two 4-digit codes, reducing the it down to 2 separate 10,000 possibilities instances. It gets even worse, the second 4-digit code is a 3-digit code, with the last digit being a checksum. This results in this comparison of an 8-character password to WPS going from 72 quadrillion possibilities down to 11,000. These figures show that not only is WPS a terribly weak method, it also means that it is very easily brute-forced, at least in comparison to a similar WPA2 password, therefore it is best to simply turn it off. This can be done via either wireless settings in the admin panel or advanced settings, some older router models may not give the option to turn off WPS, in this case it is highly advised to buy a more modern third-party router, even one worth £20 will allow for most of these changes both WPS and those mentioned previously.
While not technically a point of security, it is one that should be addressed none the less, the 2.4GHz and 5GHz settings. Both of these are frequencies of which the network operates and as they cannot be used on the same network, they are separate, two technically wireless networks connecting to a singular router. Both the 2.4GHz and 5GHz ranges are used by different wireless standards, 802.11B and G both work via 2.4GHz, 802.11A works at 5GHz and 802.11N works via both. Now what does this actually mean for the home user; the 2.4GHz band is “band is heavily used and very crowded”[40], this is largely due it being the older of the two and so a more devices were created with it in mind, this results in a larger amount of interference which can largely impact wireless communications and connectivity. On the other hand, as it is a lower frequency it has a high grade of penetration meaning it can pass through more solid objects at the cost of slower speeds.
The 5GHz frequency is the newer of the two, has faster speeds, lesser amounts interference due to high usage but this comes at the cost of only certain newer devices supporting it, lesser range and object penetration. While most modern routers are dual band, meaning it can support both simultaneously, it does pose the question of whether both are needed, for example if you live in a small apartment with all devices being capable of using 5GHz, then the 2.4GHz is not needed. While technically a small solution, by reducing the range of the network and number of points of entry, you may reduce the amount of people that may gain access to the network from outside the premises. 
Now that we have secured those who can gain access, now we can do so again via MAC filtering. Any network-capable device has a unique address assigned to the network card/device, in the format XX:XX:XX:XX:XX:XX, while there is more in-depth formatting for a MAC address, seeing as it is not needed for a MAC filter, we will leave it out. By adding this filter, although a device may be able to access the network via the password, if it’s MAC address is not on the filtered it will be denied access to the network. It is important to think of this as a second line of security, but it is not absolute meaning MAC addresses can be spoofed onto devices if an intrusive person is persistent in their efforts, this filter will act as more of a hurdle. Depending on the type of router the MAC filtering is present on, the filter can be applied network-wide or virtual-network-wide, aka different filter lists for the different band wireless and guest networks, or a single list for all of the previously mentioned networks. 
Now that MAC filtering has been addressed, we can move on to addressing. By default most routers will use DHCP, of which assigns an IP address to a MAC address from a pool, usually from 192.168.0.1- 192.168.0.254, it varies depending on the router. This means that any device connecting to the router will be automatically assigned an IP address. While this is a very convenient service, it does mean you sacrifice a bit of security for it, alternatively you can statically assign an IP address, most routers only allowing for you to change the last section of it, allowing for 1-255. Assuming that there is no overlap or conflicts from statically assigning, then the network will work as normal. To enable Static routing, most routers will start using static addressing once the DHCP service has been disabled, once it has been disabled you may start manually assigning IP addresses, just make sure to have the MAC addresses of the devices on hand. This coupled with MAC filtering adds yet another hurdle against those trying to gain access to the network.
While all of those previously mentioned implementations are technically optional, this next implementation is a bit more so; Virtual Private Networks. VPNs are a way to, “using public network infrastructure… to connect remote users or regional offices to company’s private network”[31], in the sense of most home networks, it is a way of securing your network to an extent across the internet. VPNs are becoming more and more commonplace as people become more and more security conscious. The reasoning behind this option being more optional than the rest is that it involves paying a premium, usually a monthly payment, and while there are free options, it is highly advisable to not use them on the premise that nothing is free, and it would be quite likely that they either track or sell your information.

VI. [bookmark: _Toc7599636]Testing
For the testing portion of this documentation, we will be testing three different attacks commonly used against home and commercial networks. In this case these attacks will be; A wi-fi wordlist attack, a man-in-the-middle attack and a DOS attack.
The equipment to be used can be seen in figure 1 and consists of;
· A Linksys WRT1900ACS Router with DD-WRT Custom Firmware
· Alfa Network AWUS036NHA Adapter
· SanDisk Ultra 64 GB USB Flash Drive
· Lenovo Yoga 700 Series Laptop
· A mobile wireless device (Not Pictured)
As for what this equipment will be used for; the router will be used as the network router in testing, the Alfa Adapter will be used as a wireless adapter for the laptop and the laptop will be used to run the operating system installed on the 64GB USB stick. The USB stick itself has a bootable copy of the Kali Linux operating system installed on it, of which contains all the software needed for these experiments. In regard to software needed for these tests, they are all included within the default Kali Linux suite. The reason for this choice in software is that a large misconception about these types of attacks is that you need professional and/or specialised software, which of course is true, but the majority of people think this means this software is difficult to get or costs a lot. Therefore by using this free, and easy to get software package, it will act as evidence against this common misconception. The mobile device on the other hand is to authenticate and to connect to the network, as some of these attacks we will be using need a device to be connected to function properly. What this writer is hoping to prove here is that these attacks can be done and can be defended against with the appropriate tools and/or methods.

I. [bookmark: _Toc7599637]Wi-fi Wordlist Attack

The first test will be a Wordlist attack done via “Fern Wi-fi Cracker”, a software present in the Kali Linux default suite. To better give an understanding of this attack; A wordlist attack, at least in this instance, is a type of attack that intercepts authentication communication/packets between a router or access point and the connecting device. This intercepted packet of information will be encrypted, and therefore will need the password to access it. As opposed to simply trying to access the network via the same method, of which has multiple seconds long time delays, this intercepted packet has no such delays. This means that the rate of which the password can be guessed is much, much higher. Once a password from the wordlist matches, it will output which password matched, allowing the user to use said password. Now, onto what a wordlist is; a wordlist is simply a text file of which can contain from hundreds to millions of different passwords in an attempt to guess it and can range size-wise from <1GB to >300GB. Wordlists are also largely situational and adaptable, for example there are wordlists available online of which are made for certain types of routers, for example Virgin Media routers. In retrospect these wordlists are around 150GB in size and the equation for randomly creating passwords can be changed, so some may choose to take the risk of brute-forcing it instead. On the other hand, there are wordlists which are full of common passwords, it is this type of which we will be using in this testing.[41]
For this test, a network was created on the router by the name of “dd-wrt_vap”, the default SSID given to new networks created on the DDWRT firmware. Although it is advised to change the SSID and disable the broadcast, those steps were omitted as this network would only exist for the purpose of testing. As the purpose of this test is to show the results of a weakly-secure network, a password of “Password1” was assigned to this testing network. Now, a weakly-secured network present on the router does pose a security problem, luckily the router used in testing has the option to reduce signal strength, and so the only people able to reach this network were limited to a singular room.
While not damaging to the tests, it is a noteworthy oversight worth addressing, both the dedicated and discrete wireless adapters present in the adapter and laptop respectively do indeed support 2.4GHz and 5GHz networks, unfortunately they do not support the 5GHz band whilst in monitoring mode. This oversight was mitigated by having the “dd-wrt_vap” network setup as a 2.4GHz network. For a better description of the network design within this test please see figure 1.

Luckily, for this testing the software used “Fern Wi-fi Cracker” has a user-friendly UI, making this process easier. To start with, you must choose the interface, in this case we will be using “wlan0mon”, this is the name of the Alfa adapter once it has been placed in monitor mode, a prerequisite for this type of attack, luckily this software will turn the interface into monitor mode automatically. Once the interface has been chosen, you may scan for access points, and they will be separated into WEP and WPA, as which can be seen in figure 2. Once the protocol has been chosen, it will show all available hosts that may be attacked, As you can see in figure 3, while it does say there are thirteen detected, only a select few show up, this is due to the previously mentioned oversight that does not allow for monitoring mode against 5GHz networks, so it can detect them, but not attack them. Either way, as you can see, the network we are aiming to attack has indeed showed up, from there we can select it, and then select the wordlist we will use, in this case it is called “BIG-WPA-LIST-2.txt”, a wordlist found online containing the more common passwords used. Once we click the “Wi-fi Attack” button the attack will begin. This type of attack will first of all probe the selected network, looking for devices that are communicating with it as it is this communication that will allow us to intercept the packet in question. The mobile device we will be using was connected to the network beforehand, and as such the packet we need, the authentication packet’s time window has passed. As such, once the software has probed the device and now has a target, it will issue a deauthentication packet, disconnecting the device from the network but as the device has the password, it will automatically reconnect. From the user’s point of view, this disconnection and subsequent reconnecting will be nothing more than a blip lasting a second or two, and odds are most people will just count this as the wi-fi messing up for a few seconds, and not take any particular interest in it. From this reconnecting, the software can intercept and capture a copy of the authentication packet, of which is encrypted by the password we are attempting to crack.
From this, the second and longest part of the attack begins; putting every password in the wordlist against the password on the encryption and seeing if it matches. The rate of which this happens depends on a multitude of factors, most notably the speed of the CPU or GPU, depending on the software used. Seeing as this testing is performed on a laptop with no dedicated GPU, as well as the fact that Fern Wi-fi Cracker prefers CPU processing, we can guess which type we’re using here. Either way, it does go through the wordlist at a reasonable rate, worth noting is that this wordlist, like many others, is in alphabetical order, not popularity order, meaning that while the password used in this test is relatively simple, it will still take a significant chunk of time to reach the point in the wordlist.
In this test, as you can see in figure 4 the password was successfully found, not pictured is that this wordlist attack took roughly two hours in total. In retrospect this result was expected, seeing as a common password was used only the timing was unknown in this regard, seeing as most wordlists are done alphabetically as opposed to popularity, it could certainly be quicker with a smaller wordlist or longer with a larger wordlist, the timing such an attack takes will vary greatly depending on the wordlist used.
In review, whilst this type of attack is largely situational and takes a long time, there are other ways of performing this type of attack using different software. For example, using an application such as Aircrack-ng, also present in Kali Linux, a person can perform the first section of this test, capturing only the encrypted file from a multitude of networks due to this section taking less than a minute to perform, then crack them using a dedicated machine. What this writer is trying to say is that for this type of attack to succeed, someone does not need to stand outside your home for hours, they can just take the testing sample packet and crack it elsewhere, and this method is quite common. On the other hand, the best method against this type of attack is a strong password, using the guide in the implementation section of this document on passwords will make the password much more secure, doubly so for wordlists which depend on the user using either a common password or one based off of a formula.
To put it in perspective how long different passwords would take, a password of “P@s5W0rd1” was also tested in the same environment using hashing as opposed to wordlist attacking, whereby the computer tries every perceivable combination. As you may guess, it takes significantly longer to crack. Using the same testing environment, the hashing took six days, whereby the computer froze, and was deemed a failure. In all likelihood, such a password would take weeks or months to crack using hashing, this is why wordlist attacks are the more likely option against home networks. In conclusion, by following the password section of the Implementation part of this document, these types of attack are very unlikely to succeed in a respectable timeframe.



II. [bookmark: _Toc7599638]Man in the Middle Attack

The next type of attack is a Man in the Middle attack, of which intercepts the initial connection establishment, and then puts itself as the middleman between the device and the original access point, only neither affected device knows this, if done right. For a more detailed approach to this attack please refer back to the Man in the Middle Threat section of this documentation. In terms of diagram, this test has two types, a physical and a virtual, the physical being the same as in the password cracking test, but virtually it is more akin to the diagram in figure 2, whereby the targeted device’s traffic is rerouted via the attacking device;
Now, during this testing and last the adapter used was previously in monitor mode, but for MITM attacks monitoring mode is not needed and was therefore reverted back, that being said, as this is a non-persistent instance of Kali Linux it was a simple reboot. For this test we will be using two software; Websploit and Nmap. By default Websploit is not installed on Kali Linux, and as so can be installed by using the “apt-get install Websploit”, in some cases “sudo” would have to be put beforehand, but unless changed otherwise the default user has root access so the previous command should work as is. Once this command is input, assuming you have an internet connection, the application will download and install, if it’s been installed previously it will check for a more recent version. Nmap is installed by default so no further work needs to be done on that front.
It should be mentioned is that unlike the previous test, this one does require connection to a network-of-sorts, in this case we will be using a standard home network, using the password we received from the first test. A significant prerequisite to launching a MITM attack is that we need to know the IP addresses of the devices on the network, and as such is why we will be using Nmap; using the command “nmap -sn 192.168.1.0/24” we can scan the network for all hosts within the 192.168.1.0 subnet. Admittedly here we are skipping a few steps, in instances where you do not anything about the network you may increase the search ratio. Either way, you can see the results in figure 5 of the section we will need, three IP’s of; the router the target wireless device, and the attacking device respectively.
Now, using this information we can start using Websploit, by typing “Websploit” in the terminal, it is launched, following that using the “show modules” command we can see the variety of attacks it is capable of, as can be seen in figure 6. As we are aiming for a MITM attack, using the command “use network/MITM”, it brings us to the next section of which we can see in figure 7, along with the results of the “show options” command.
During this section we set the parameters for the attack, those in figure 7 being the defaults, these can be changes via the command “set x y” whereby x is the option and y is the value. Those we will be using are listed below, the rest will stay as default;
· Interface = wlan0
· Router= 192.168.1.1
· Target= 192.168.1.104
· Sniffer= driftnet (Image Interception)
Once these have been inputted, using the run command will start the process. In this case, what the driftnet sniffer means is that it will capture and show any unsecured images the target devices have visited. The website that was used for this is https://www.httpvshttps.com/, a website that shows both HTTP and HTTPS images, of which can be seen in figure 8, the secured images, the HTTPS are not shown as they are secured to an extent against such attacks. Now that the attack is complete, you can cancel it via Ctrl+C.

Now, these types of attacks can be avoided via two main ways, the first of which is to use HTTPS websites only, the vast majority of which are HTTPS supported. A good indication of whether a website is secure is to look for the green lock icon on the right-hand side of the address bar. The second way is via use of VPN, in this sense a client side would be preferable, when using a VPN all data is secured, at the very least until it reaches the VPN tunnel exit, of which is far outside the scope of a MITM attack. Router situated VPNs will not work as this type of attack used in testing, as it takes place within the network, so there is no need to go outside the network, where the router-side VPN is technically situated.

III. [bookmark: _Toc7599639]DOS Attack

The third type of attack to be tested is a DOS attack, while not the most used against home networks, it is a type of attack that  a lot of people know of or at the very least they know of a DDOS attack, as that is the most common type of attack to reach the news. For more information between the two attacks, please refer back to the “Threat/DDOS attacks” section of this documentation. For this attack, for a more accurate representation of the abilities of a DOS attack, the testing network will be provided an internet connection, and a desktop has been added to the network to be the targeted device. An internet connection is required as to ping an outside source both before and during the attack, as to gauge the result of the attack, for this we will be using (8.8.8.8), a Google public DNS server. The software we will be using for this attack is the Metasploit Framework .The physical diagram for this attack can be seen below;

To start this attack we need the IP of the target computer, which is 192.168.1.109, found using the same nmap command in Figure 5. Once Metasploit is started, to get to the DOS exploit we will be using, you must use the “use auxiliary/dos/TCCP/synflood” command. This type of DOS attack, a synflood, “is a type of denial-of-service (DDoS) attack which aims to make a server unavailable to legitimate traffic by consuming all available server resources”[42], in this case rather than server resources it will be a singular desktop computer resources, such as bandwidth. Now, a DOS attack using this software there are a few parameters we must enter that can be seen using the “show options” command pictured in figure 9, most of these can stay as default, but the two we need are RPORT and RHOST, and are the target machine’s target port and IP address. The IP was mentioned previously, but for the port we will be using port 135, as it is open on the target PC, found using a nmap scan, and is a common vulnerability in many editions of windows due to it being used for Microsoft Message Queueing[43]. The usage of wlan0 is make sure the right interface is being used, and using the run command, the attack begins.
The results of this test attack can be seen in figures 10,11 and 12 as you can see while the attack was successful as seen in figure 12 due to the thousands of flooding packets. On the other hand, as can be seen in figures 10 and 11, whilst the attack was successful it was not very effective, if anything becoming more of a nuisance than a threat. To double check these results ports 25, 53, 80 and 443 were also tested as they are often used and yielded the same result.
This result was partially expected though, seeing as a wireless device such as the attacking device is very unlikely to be able to generate enough packets to bring down a wired device, it’s a simple issue of bandwidth, the router supporting a max of 250mb/s wirelessly, the attacking laptop a theoretical max of 150mb/s and the desktop supporting up to 1gb/s wired, it would a larger number of simultaneous DOS attacks to truly “bring down” the target. Now, DOS attacks are not exactly common against the majority of home networks, they’re a lesser value target, but it is good to have an idea of how to defend against them. The first way to defend against these is to use a high-grade consumer router or a low-grade commercial router, specifically with DOS or DDOS protection, often these types of router are advertises as specialised gaming routers, at least on the consumer-grade side. The second, and more common way of defending is via the use of a firewall whether it be router-side or a dedicated firewall router, these firewall devices not only stop unauthorised users from gaining access to your network, but some can act as a bottleneck in the event of an attack, as well as closing off unused but often unsecured attacks, making the network it is defending more resistant to attacks.[44] The next and easiest option is via the use of a VPN, a DOS attack requires a target IP address, of which a VPN hides via an encrypted tunnel. Even if someone were to DOS your VPN IP, it is likely you would not even notice due both the protection systems VPN companies have in place and the huge bandwidth scale present. Worth noting, while this attack was performed within a singular network, DOS attacks can be done over the internet, the conditions during testing were to maximise the effect of the attack.


VII. [bookmark: _Toc7599640]Conclusions and Recommendations

I. [bookmark: _Toc7599641]Summary

In this documentation we have discusses what is a home network, the problems that ail different configurations of home networking, the current main threats against home networks as well as the steps and/or methods we can use to secure home networks against not only the main common threats mentioned previously, but others not mentioned as well. Following this, tests were performed within a test environment as to show an example of how well attacks work on a network and its associated devices. From the research into home networks we found not only the definition, but why most home networks are at a certain amount of risk due to the default configuration, and how said configuration is putting the network at risk. In terms of threats we discussed what the biggest and/or most common threats to networking were and how they work, to a certain extent. Next was the implementation of the enhancements to the network to secure it against the previously mentioned attacks and those that would be tested later in the documentation. During the testing, while the implementation was done, weaker methods of the implementation were used to show what can happen in a weak implementation, as well as show just how easily these attack can be perpetrated against target networks, and just how effective they are with tools that were both free and easily accessed.

II. [bookmark: _Toc7599642]Conclusion

In conclusion, while there are a significant number of problems plaguing the average default home network, there are a significant number of ways to defend against said problems be they passive or active problems via different tools and/or methods. For the most part these tools and methods can vary greatly in both effectiveness and compatibility, some being restricted to certain systems and manufacturers, but available nonetheless. The biggest factor on whether or not these security measures will work is whether or not they are actually implemented, as the trend seems to be that most people prefer to take a responsive approach to security, only increasing it after becoming victim to an attack, rather than a pre-emptive approach. This thought process, while common, is one of the biggest threats to non-commercial security in general and is a significant threat to both commercial and industrial networking.

III. [bookmark: _Toc7599643]Future Work

In terms of what can be done further on within this topic, this writer would suggest moving from how to simply secure a home network, but rather what are the possibilities of a home network? In this document a large focus of it was aimed at the average home router and user, but there are a lot of methods and improvements to home routers that the average home user does not know about or have access to. The reasoning for this largely stems from the custom firmware used by the writer during testing, the DD-WRT firmware. Even as someone who has a larger understanding of networking compared with the average person, the sheer amount of customisation features, tools and methods available within the firmware are so large in number this writer does not even know what half of them mean or do, not to mention the fact that the firmware allows for custom scripting and the installing of packages, allowing for even more possibilities. Essentially, there is a lot more to be discussed on the topic, including the additional security needed for IoT devices connected to the network, advanced topics such as wi-fi channels, vlanning, DNS server config, WLAN configuration, port-security, quality of service, NAS security, etc. So far these are only those that this writer currently knows of or has learnt while completing the research section of this documentation, no doubt there are many more methods and such, whether or not they can be implemented alongside each other is a whole different problem that can be challenged in the future. Also worth mentioning is that should during future work on this topic, this writer believes that it would be worth more to use more professional/premium tools against the home network to show what can be done with more powerful tools and equipment.

VIII. [bookmark: _Toc7599644]Reflection

When it comes to the reflection on this documentation, there are two problems that come to mind; the wi-fi antennae used during testing and the computer used. While the antennae were an avoidable problem it was one none the less, one that could have been avoided had this writer known about the lack of support for 5GHz monitoring mode. In terms of the computer used, for example during the DOS attack, in hindsight it would have shown the dangers of a DOS attack better had the desktop PC attack the laptop, this was largely done to keep the attacking device consistent across all three tests, and also because the desktop would refuse to boot to Kali Linux due to a problem with the USB boot drive and the Asus UEFI BIOS. Now, thinking back said problem could have been solved by installing Kali Linux on a SATA hard drive and booting from there, as it was believed to be a problem with the UEFI BIOS and the USB rather than the fact it was a Linux boot drive. Again, in hindsight a hashing attack would have been more suitable for password-cracking but unfortunately due to the sheer time it takes to crack the simplest of passwords, at least from a wordlist point of view, it simply was not viable, especially so seeing as the computer running said tests crashed giving no worthwhile results as a result. While there are not really any measures to avoid a computer crashing in such a manner, running the same test on two identical machines may be an option as to avoid such a problem, and should they both suffer the same fate then it could be a problem not limited to hardware, but that is a very unlikely possibility.
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Figure 9-Websploit Options
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Figure 10- MITM Parameters
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Figure 11- MITM Driftnet Result
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Figure 12- Metasploit DOS setup
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Figure 13- Ping Test Before and During DOS
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Figure 14- Before and During DOS attack
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Figure 15- Wireshark Analysis During attack
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root@kali:~# nmap -sn 192.168.1.0/24
Starting Nmap 7.70 ( https://nmap.org ) at 2019-64-21 12:20 UTC
Nmap scan report for DD-WRT (192.168.1.1)

Host is up (.011s latency).

MAC Address: 30:23:03:20:D5:7B (Unknown)

Nmap scan report for Galaxy-S8-Liam-Blunt (192.168.1.104)

Host is up (0.39s latency).

MAC Address: 24:18:1D:16:5D:9E (Unknown)
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(-1 Unknown command: setrport
nsfs auxiliary(dos/tcp/synflood) >
rport => 135

msf5 auxiliary(dos/tep/synflood) >
interface => wlano

nsfs auxiliary(dos/tep/synflood) >

Required

Description

The

Thu13:43

Capture  Analyz

a o 3 Q « » .2

LIL a display filtel trl-)

(W[Appyodisplayfitero<Cencp &3]

urce
IntelCor_97
1651 MurataMa
0451 MurataMa_:

11 96.571147397 192.168.0.1

p 1: 42 bytes on wir

I, Sr

Statistics

(336 bits), 42 byt
MurataMa_da:5b:8a (00:ae:fa:4a:5b:8a), Dst

Telepho
e

Destination

192.168.0.33

aptured (

olution Protocol (request)

ff Ff ff Ff ff ff

©8 00 06 04 00 01

an0: <live capture in progress>

name of the interface

Number of SYNs to send (else unlimited)

The

The
The

The
The
The

target address range or CIDR identi

target port
spoofable source address (else rand

number of bytes to capture
source port (else randomizes)
number of seconds to wait for new d

set rhost 192.168.1.109

setrport 135

set rport 135

set interface wlan®

run

SYN flooding 192.168.1.109:135...

5b 8a 08 06 1
5b 8a c@ a8 00 10

ol

L

3 -] Expressi

Protocol _Length Info
ARP 42 192.16:
ARP 42 who h:
ARP 42 Who ha

ICHP 89 Time-t

6 bits) on interfa
Broadcast (ff:ff:ff:ff:ff:ff)

Packets: 11.- Displayed: 11 (100.0%)

Profile: Default

live exceeded (Time tol
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ing statistics for 8.8.8.8:

Packets: Sent = 1106, Received = 1106, Lost = 0 (0% loss),
pproximate round trip times in milli-seconds:

Minimum = 17ms, Maximum = 62ms, Average = 21ms





image17.PNG
Internet speed test

48.0 20.7

Mbps download Mbps upload

Latency 17 ms
Server London

Your Intemet speed is fast

‘Your Intemet connection should be able to handle
multiple devices streaming HD videos at the same
time.

LEARNMORE (I




image18.PNG
Internet speed test X

17.7 19.4

Mbps download Mbps upload

Latency 20 ms
Server London

Your Intemet speed is fast

‘Your Intemet connection should be able to handle
multiple devices streaming HD videos at the same

time.
LEARNMORE  [RIESIXenY




image19.png
Applications ¥ Places v erminal ¥
Terminal

arch  Terminal

apture

| 0

Time

173.523080195
173.523794830
173.524490153
173.525096237
173.525634913

/ Metasploit! \
\ /

Thu13:45

Analyz:

Q « » .2

urce
69.226.44.140
69.226.44.140
69.226.44.140
69.226.44.140
69.226.44.140

metasploit v5.0.2-dev 1
A 1852 exploits - 1046 auxiliary - 325 post
K e 541 payloads - 44 encoders - 10 nops
+ - 2 evasion 1
N ¥+ This is Metasploit 5 development branch *+ ] gg o gz " g;
nsf5 > use auxiliary/dos/tcp/synflood
msf5 auxiliary(dos/tcp/synflood) > show options

Module options (auxiliary/dos/tcp/synflood)

Name Current Setting Required Description D

INTERFACE no The name of the interface

NUM no Number of SYNs to send (else unlimited)

RHOSTS yes The target address range or CIDR identi|
fier

RPORT 80 yes The target port

SHOST no The spoofable source address (else rand
omizes)

SNAPLEN 65535 yes The number of bytes to capture

SPORT no The source port (else randomizes

TIMEOUT 500 yes The number of seconds to wait for new d
ata

nsfs auxiliary(dos/tep/synflood) >
rhost => 192.168.1.109

nsf5 auxiliary(dos/tcp/synflood) >
(-1 Unknown command: setrport
nsfs auxiliary(dos/tcp/synflood) >
rport => 135

msf5 auxiliary(dos/tep/synflood) >
interface => wlano

nsfs auxiliary(dos/tep/synflood) >

set rhost 192.168.1.109

setrport 135

set rport 135
set interface wlano
run

SYN flooding 192.168.1.109:135...

pture in progress:

Statistics

Telep)

ony

e S

Destination

192.168.1.109
192.168.1.109
192.168.1.109
192.168.1.109
192.168.1.109

5b 8a 08 06 1
5b 8a c@ a8 00 10

09

Length Info
54 31989 ~ 135 [SYN]
54 [TCP Port numbers
54 [TCP Port numbers
54 [TCP Port numbers
54 [TCP Port numbers

36 bits) on interfas
Broadcast (ff:ff:ff:ff:ff:ff)

kets: 110309 - Displayed: 110309 (100.0%)

L

Expressios

Seq=0 Win=23
reused]
reused]
reused]
reused]

Profile: Default
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