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[bookmark: _Toc39898539]Executive Summary
With the increase of business scandals of data leakage, the concern about the security and privacy of personal privacy and corporate social responsibility (CSR) has shown a growing trend. As a global social network company, Facebook processes huge user data due to its huge user base (2,498 million monthly active users). But the Cambridge Analytica scandal and others scandal reflect Facebook's continued lack of corporate social responsibility in the security and privacy of personal information. This has led various negative consequences for Facebook.

The main purpose of this project is to help Facebook improve its corporate social responsibility in personal information through the analysis of external environment and stakeholders, and the embedding of ethical theories.

From the perspective of external environment, the countries where Facebook's main users come from have different laws and cultures, which requires Facebook to take these differences into consideration and conduct targeted business activities, so as to better meet the legal and moral responsibilities of each region and promote corporate social responsibility at all levels.

In terms of personal information, different stakeholders of Facebook have different demands and power. When making business decisions about the privacy and security of personal information, Facebook must give priority to its users, who have the highest attention and power over their personal information. Moreover, the priority given to users' demands also meets the demands of other major stakeholders, such as advertisers, shareholders and the government, to a certain extent.

The embedding of ethical theories provides a unified framework for measuring whether Facebook's decisions are ethical. Utilitarianism is considered to be most suitable for Facebook due to its simple and intuitive features, which can help Facebook effectively judge the morality of its business decisions. Based on Utilitarianism, Facebook needs to choose to bring maximum benefits to the largest number of people when conducting business activities. However, the limitations of Utilitarianism, such as strong subjectivity, problem of benefits distribution, also need to be considered for. Facebook can alleviate these limitations by selecting appropriate analysts, making multiple analyses, giving priority to users and making regular evaluations. 

By improving CSR in terms of personal information, Facebook can increase its brand image, reach more satisfied users, reduce risks, and reap more long-term benefits.
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[bookmark: _Toc39898540]1.0 Introduction
Corporate social responsibility (CSR) is getting more and more attention because of the exposure of business scandals. Corporate social responsibility refers to a company's attempt to meet the economic, legal, ethical and philanthropic needs of a society at a particular point in time (Crane and Matten, 2016). Facebook is the largest social media company in the world, and its products are connected with more than 3 billion people (Facebook, 2020). The messages shared through Facebook is more than 100 billion every day, which means that Facebook holds a huge amount of personal data (Facebook, 2020a). In addition, more than 140 million businesses build connections with customers through Facebook to grow their businesses, which is the main source of revenue for Facebook (Facebook, 2020a).

[bookmark: _Hlk39891047][bookmark: _Hlk39890969]But Facebook still has a lot of problems with personal information of users, which can be seen in a number of data breach scandals, such as the Cambridge Analytica scandal. In March 2018, Cambridge Analytica, a political consulting firm linked to the trump campaign, stole sensitive personal information from 87 million Facebook users and used it to place political ads to influence the election (Badshah, 2018). it's worth noting that Facebook discovered the problem in late 2015, but did nothing about it (Cadwalladr, 2018). This decision that shows lack of corporate social responsibility has led to a lot of negative impacts on Facebook, such as a falling share price, user boycotts, and various lawsuits and fines (Badshah, 2018).

Therefore, it is meaningful to improve Facebook's corporate social responsibility in the aspect of users' personal information. This can help Facebook avoid being involved in another scandal and negative influence and obtain more stable long-term benefits, which is also the main purpose of this project. Firstly, the main value and aim of the project will be introduced, and then the external environment of Facebook will be analysed to determine the expectations of different communities on Facebook's CSR. In addition, Facebook's various stakeholders are analysed to determine their impact on Facebook and their expectations of Facebook. Finally, based on the analysis of the environment and stakeholders, the embedding of ethical theory is proposed.
[bookmark: _Toc39898541]2.0 Aim and Objectives of the Project
[bookmark: _Toc39898542]2.1 Project Justification
Facebook has a responsibility to improve its corporate social responsibility with respect to user personal information. Crane and Matten (2016) stated that companies have social responsibilities because they depend on the contributions of a wide range of stakeholders and will have various impacts on their stakeholders. From Facebook's perspective, users are critical to Facebook's business growth because the number of users is the key to attracting advertisers (Morris and Choi, 2016). Moreover, Facebook's decisions on user information will greatly affect the security of users' personal privacy. So, Facebook must use users' personal information ethically.

And improving CSR in aspect of users' personal information is beneficial for Facebook. Firstly, improvements in CSR, especially in user information, can enable Facebook to gain additional or more satisfied users, which lays the foundation for Facebook's business growth (Smith, 2003). In addition, the enhanced CSR in user information reflects the enhanced self-regulation of Facebook, which to some extent can avoid the further development of legislation (Moon and Vogel, 2008).

And the external environment is pushing Facebook to improve its corporate social responsibility strategy for user information. The development of legislation such as GDPR has pushed Facebook to assume more legal responsibility for user personal information (Kearney, 2019). And the tough economic environment has prompted Facebook to improve its profitability and financial stability, which means it needs a larger and more stable user base (Greening and Turban, 2000). And the intense competition in the Internet industry in terms of technology has also prompted Facebook to improve its core competitiveness from other perspectives, such as corporate social responsibility (Smith, 2003).

Therefore, whether from the perspective of ethics, business or external environment, Facebook has ample reasons to improve its corporate social responsibility in terms of personal information, so as to achieve more stable development and relieve the pressure of external environment.
[bookmark: _Toc39898543]2.2 Aim
The main aim of this project is to improve Facebook's CSR strategy on the security and privacy of user personal information by embedding ethical theories according to the analysis of external environment and the needs of stakeholders, so as to help Facebook improve its brand image, reduce the risks of legislation or boycott, and create long-term benefits.
[bookmark: _Toc39898544]2.3 Objectives
Firstly, the external environment of Facebook is analysed to determine the ethical requirements of different countries in terms of corporate social responsibility and personal privacy, such as the social culture on privacy and the legislation on personal information.

Secondly, the expectations of stakeholders and their influence on Facebook are analysed. For example, shareholders hope to obtain greater profits and shareholders can influence the business decisions of Facebook to a certain extent, while users hope to obtain more secure and private services, and advertisers hope to achieve more accurate advertising.

Finally, based on the analysis of the external environment and stakeholders, ethical theories are discussed, analysing how to improve Facebook's CSR strategy by building a theoretical framework, so as to improve the security and privacy of personal information.
[bookmark: _Toc39898545]3.0 Research Methodology
This project mainly adopts the method of secondary research to collect data and materials. The main reason for choosing secondary research is to quickly collect enough information on a large scale to help analyse the external environment and stakeholders of Facebook (Gill and Johnson, 2010). And the epistemology behind this project is pragmatism, which means that this project only focusses on how to help Facebook improve corporate social responsibility in the area of personal information, rather than the assumption of reality, so qualitative and quantitative information is collected to support this project (Creswell, 2014).

The qualitative information collected mainly includes the legislation on personal information, the cultural differences among Facebook's major markets, and the demands of users, advertisers, shareholders and governments. This information is used to analyse the ethical requirements and stakeholder expectations in Facebook's key markets to provide a basis for analysing how to improve Facebook's corporate social responsibility.

[bookmark: _Hlk39886010]The main quantitative information collected includes Facebook's revenue, number of users, macro data. This information provides objective evidence to analyse the external environment and stakeholders, improves the accuracy of the project, and helps analyse how to improve Facebook's corporate social responsibility.
[bookmark: _Toc39898546]4.0 Analysis of External Environment
External environment is an important factor to be considered in improvement corporate social responsibility. CSR is to meet the economic, legal, ethical, and philanthropic needs of the local community (society) at a particular point in time (Carroll, 2016). And there are regional differences at all levels of CSR, and understanding these differences is critical to improving Facebook's CSR (Crane and Matten, 2016).

Improving Facebook's CSR must consider Europe, India and the United States, which are the main sources of users of Facebook. India is the country with the largest number of Facebook users, with more than 280 million (Facebook, 2020b). The US is the second largest country with 190 million users (Facebook, 2020b). Europe as a whole has 394 million Facebook users (Facebook, 2020b). Legal and cultural differences in these regions have led to different CSR requirements for personal information.
[bookmark: _Toc39898547]4.1 Legislation
The political and legal environment affects how Facebook meets its legal responsibilities. Europe, India and the United States have different laws on the privacy and security of users' personal information.

Starting from May 25, 2018, the General Data Protection Regulation (GDPR) was implemented across Europe to harmonize data privacy laws across Europe (Gdpr-info.eu., 2018). This law applies to all organizations that have access to and handle the personal data of European citizens, regardless of its physical location (Gdpr-info.eu., 2018). In GDPR Art.5, the core principles are elaborated, including 'lawfulness, fairness and transparency', 'purpose limitation', 'data minimisation', 'accuracy storage limitation', 'integrity and accountability' (Gdpr-info.eu, 2018). And under the act, companies need to hire data protection officers to ensure data processing compliance (Gdpr-info.eu., 2018).

[bookmark: _Hlk39892518]In India, the Personal Data Protection Bill, 2019 which was approved on December 14, 2019, aims to establish a legal framework to guarantee the sanctity of the principle of "consent" in Data sharing (PRS, 2020). According to the act, data is divided into three categories: important data, sensitive data and general data (PWC India, 2020). And sensitive data must be stored locally, which means that critical personal data are restricted from being exported (PRS, 2020). And the Data Protection Authority of India will be established to deal with relevant issues (PWC India, 2020).

[bookmark: _Hlk39892812][bookmark: _Hlk39892783]While there is no single major data protection legislation in the United States, hundreds of laws have been enacted at both the federal and state levels to protect the personal data of American citizens. At the Federal level, the security and privacy of residents' personal information are mainly guaranteed by the U.S. Federal Trade Commission (FTC) and the Federal Trade Commission Act (Romanosky and Acquisti, 2009). In California, the California Consumer Privacy Act went into effect on January 1, 2020, regulating how businesses around the world deal with the personal information of California residents, providing broader protections for citizens' Privacy rights (California Legislative Information, 2020). The law provides new rights for California citizens, including the right to know, the right to delete, the right to opt-out, and the right to non-discrimination, which is the first such law in the United States (Office of the Attorney General, 2020).

In order to improve CSR with respect to personal information, Facebook's business activities and decisions must comply with these laws and be aware of their differences. In Europe, in the processing of citizens' personal information, Facebook must abide by the principles of the GDPR, such as collecting minimized personal information based on the reasonable purpose to, getting the user's explicit consent when processing personal information, disclosing the data privacy practices, allowing the user to delete their personal data to ensure the right to be forgotten, reporting within 72 hours in the event of a data breach (Gdpr-info.eu., 2018). When processing personal information in India, Facebook must categorize personal information and set up a data centre in India to store sensitive personal information (PWC India, 2020). Based on CCPA, Facebook needs to disclose specific business practices in addition to data privacy practices in the privacy policy when processing personal information (Office of the Attorney General, 2020).

By abiding these laws and understanding the differences in these laws, Facebook can better build its corporate social responsibility and meet the requirements of legal responsibility in different regions.
[bookmark: _Toc39898548]4.2 Culture
The cultural environment influences how Facebook meets its ethical responsibility. Hofstede's model divides culture into four dimensions, including Power distance, Individualism, Masculinity, and Uncertainty avoidance (Hofstede, 2011). There are differences between India and the United States in the four dimensions of culture, which leads to different priorities of personal privacy.

In terms of Individualism, the United States is higher than India (Hofstedeinsights, 2020). Individualism reflects the degree of interdependence among social members in a culture (Hofstede, 2011). Therefore, the United States, as a country with a high individualist culture, has a higher control over private life and personal data, and is more inclined to avoid privacy risks than countries with a collectivist culture (Trepte, Reinecke and Ellison, 2017). India, as a collectivist culture, is more inclined to avoid the harm of privacy leakage to the collective (Hofstede, 2011).

In addition, the US has higher uncertainty avoidance level than India (Hofstedeinsights, 2020). Uncertainty avoidance reflects the cultural attitude towards uncertain situations (). Therefore, compared with India, the US with a higher level of uncertainty avoidance tries more to reduce privacy risks, and is more eager to limit the use of personal information, so as to reduce the ambiguity in the use of personal information (Trepte, Reinecke and Ellison, 2017).

India has a higher level of power distance than the US. Power distance reflects cultural attitudes toward inequality (Hofstedeinsights, 2020). This means that in India, people are more tolerant of access to personal information by organizations with higher power positions, such as the government (Hofstede, 2011). Moreover, in this highly regulated culture, individuals pay less attention to the dissemination of sensitive information, which reflects that India pays less attention to personal privacy than the US (Cao and Everard, 2008).

In masculinity, the United States is higher than India (Hofstedeinsights, 2020). Masculinity reflects whether the society is driven by competition and success (Cao and Everard, 2008). Therefore, in the United States and other regions with a high masculinity culture, people may pay more attention to material success and accept the use of personal information to bring more economic benefits (Lowry, Cao and Everard, 2011).

[bookmark: _Hlk39888028]In order to improve CSR in terms of personal information, Facebook's business activities and decisions must take these cultural differences into account in order to meet the ethical requirements for personal information in different regions. In areas with a high individualistic culture, such as the United States, Facebook can give users more control over their personal information (Trepte, Reinecke and Ellison, 2017). While in collectivist countries, Facebook should avoid using personal information to harm the group (Hofstede, 2011). In countries with high levels of uncertainty avoidance, Facebook should disclose more frequently how it use personal information (Trepte, Reinecke and Ellison, 2017). In a culture of high level of power distance, such as India, Facebook can allow authorities such as the government to have access to its users' personal information (Lowry, Cao and Everard, 2011). In cultures with a higher level of masculinity, it is possible for Facebook to gain more flexibility by offering the suitable economic benefits to reduce concerns about privacy (Cao and Everard, 2008).
[bookmark: _Toc39898549]5.0 Analysis of Stakeholders
In order to improve Facebook's CSR in terms of personal information, in addition to analysing the external environment, Facebook's stakeholders also need to be considered. Based on the stakeholder theory, Facebook managers must consider the rights and interests of all legitimate stakeholders, not just as agents of shareholders (Carroll and Buchholitz, 2015). Stakeholder refers to any group or individual that may affect or be affected by the realization of an organization's goal (Freeman, 1984). As for personal information, Facebook's key stakeholders include users, advertisers, shareholders and governments. Stakeholder mapping provides a framework for analysing stakeholders, which describes their priorities and power (Newcombe, 2003).

Users are Facebook's most important stakeholders because they are the owners of personal information and they are the foundation of Facebook's business. Facebook currently has 2,498 million monthly active users (Facebook, 2020b). From the perspective of mapping, users have high-level power and attention in personal information. Users are the providers and owners of personal information, which means that users control important strategic resources for Facebook, because Facebook relies heavily on the analysis of personal information to provide personalized ads, which is one of the important factors to attract advertisers (Morris and Choi, 2016). And users are also concerned about personal information, because they concern their privacy and security. 

Therefore, Facebook must put users at the top of the CSR priority to maintain the stability of strategic resources. This means that Facebook must prioritize the security and privacy of personal information in its business activities and decisions.

Advertisers are also important to Facebook because they are its main source of revenue. The revenue from advertising according for 98.5% of Facebook’s total revenue (Facebook, 2020b). Therefore, from the perspective of stakeholder mapping, advertisers have high level of power in terms of personal information, because they affect the profit and revenue of Facebook and participate in the implementation of its strategy. However, advertisers pay less attention to personal information than users, because advertisers pay more attention to whether personal information can be translated into the pertinence and universality of their advertisements, rather than how personal information is processed and the security and privacy issues it brings (Morris and Choi, 2016).

Therefore, for advertisers, Facebook just needs to make sure its ads are targeted and have broad audience. In order to meet the needs of advertisers, Facebook also needs to ensure the security and privacy of users' personal information, so as to obtain a stable user base, ensure the number of advertising audiences and maintain its attraction to advertisers.

Shareholders are also important stakeholders of Facebook, because Facebook has the responsibility to create profits for shareholders. From the perspective of mapping, shareholders have high-level power in terms of personal information because shareholders have the right to participate to some extent in the company's decisions based on their stock holdings and their position in the company (Crane and Matten, 2016). But shareholders pay less attention to personal information. Although shareholders can obtain the information of the company, they mainly focus on the operation and rate of return of the company, and pay less attention to the processing of personal information (Lynch, 2018). But shareholders still have a degree of concern about personal information. Shareholders will focus on the potential risks from scandals such as unethical business practices and data breach, which could affect the price and yield of the stock. 

Therefore, for shareholders, Facebook needs to ensure that it meets their pursuit of profits, which requires Facebook to increase revenue and ensure the stability of the stock price. That requires Facebook to attract advertisers while protecting the security and privacy of personal information and reducing business scandals.

Governments also need to be considered by Facebook, because its business activities are constrained by legislation and regulators. From the perspective of stakeholder mapping, the government has high level of power in the aspect of personal information, because Facebook needs to comply with various legal constraints, which will affect Facebook's business decisions and strategy implementation. In addition, the government's level of concern about personal information is rising continuously due to the increasing business scandals related to personal information, which is reflected in the recent development of legislation, such as GDPR, CCPA, etc. (Laybats and Davies, 2018). The rising level of concern has also further enhanced the government's power over personal information.

Therefore, for the government, Facebook must comply with the policies, laws and regulatory requirements to protect the security and privacy of users' personal information. And Facebook can negotiate and form partnerships with governments to meet their personal information demands.
[bookmark: _Toc39898550]6.0 Ethical Theory
In addition to understanding the laws and cultures of different regions and meeting the demands of stakeholders, Facebook needs a criterion to measure and ensure the morality of its business decisions, which requires the introduction of ethical theories. Ethical theory refers to the rules and principles that determine right and wrong in a given situation (Crane and Matten, 2016). Common ethical theories include Egoism, Utilitarianism, Ethics of duties, Rights & justice.

The ethical theory suitable for Facebook is ‘Utilitarianism’. Utilitarianism believes that whether an action is morally correct depends on whether it brings the greatest benefits to the most people, which is also known as the greatest happiness principle (Crane and Matten, 2016). Since this theory is based on cost-benefit analysis, it is easier to understand and improves decision-making efficiency, which alleviates the pressure of reform to some extent (Lehmann, 2012). Based on Utilitarianism, the utility of all participants caused by the behaviour should be compared (Sidgwick, 2000).

Take whether Facebook protects the security and privacy of personal information as an example, as shown in table 1, Facebook's choice of protection will bring more benefits to more stakeholders, so it is ethical to choose to protect user’s personal information. This ethical theory can be embedded in Facebook's strategy to help analyse the ethical nature of Facebook's actions in making business decisions, so as to meet the demands of stakeholders, and to promote corporate social responsibility.

But it is worth noting that Utilitarianism also has some limitations. Firstly, this analysis lacks objectivity because it relies on the subjective perspective of the person doing the analysis (Sidgwick, 2000). Therefore, in different cultural areas, Facebook needs to select the right people to conduct this analysis, so as to ensure that the ethical requirements of the local culture are met. And Facebook can improve objectivity and accuracy by allowing multiple people to evaluate the same business decision multiple times.

Moreover, the allocation and measurement of costs and benefits is challenging, which means that Facebook must consider the weight of different stakeholders (Carroll and Buchholitz, 2015). For example, in the analysis, Facebook may need to take more account of the needs of users.

In addition, Facebook needs to regularly evaluate the impact of the introduction of this ethical theory. If utilitarianism cannot be well applied, Facebook needs to replace it with other ethical theories, such as rights & justice, to evaluate the morality of business decisions and behaviours from other perspectives, such as respect for human rights.

	
	Action 1: Facebook does not protect the privacy and security of user’s information 
	Action 2: Facebook protect the privacy and security of user’s information

	
	Pleasure
	Pain
	Pleasure
	Pain

	Users
	
	Risk of a data breach
	Greater privacy and security;
Peace of mind
	

	Advertisers
	The possibility of more targeted advertising
	The possibility of a decline in the audience for advertising
	More stable and larger advertising audiences
	The possibility of less targeted advertising

	Shareholders
	The possibility of more profits
	The risk of a business scandal, lower stock prices, and long-term benefits reduce
	More stable long-term benefits;
Better brand image
	

	Government
	
	More regulation
	Give Facebook more autonomy
	


Table 1: Utilitarian analysis for Facebook
[bookmark: _Toc39898551]7.0 Conclusion
With the increase of social concerns about the privacy and security of personal information, it is necessary to improve Facebook's corporate social responsibility in terms of personal information. Facebook must analyse the laws and cultures and consider the differences in laws and cultures in different region to ensure that the legal and ethical responsibilities of different regions are met.

In addition, Facebook must also conduct an analysis of stakeholders so as to understand the demands and impacts of its major stakeholders on personal information. For example, users focus on privacy and security, advertisers focus on the audience for their ads, shareholders focus on profits and risks, and governments focus on compliance with laws and regulations. Facebook needs to balance the main demands of stakeholders to promote corporate social responsibility.

Moreover, Facebook needs to use ethical theories as a framework to help determine whether its business decisions and activities are ethical. Utilitarianism as an intuitive, simple ethical theory can be embedded in Facebook's strategy. By analysing the positive and negative impacts of its business decisions on stakeholders, Facebook can effectively measure and enhance the ethics of its business decisions. However, Facebook still needs to pay attention to the limitations of this theory and reduce the negative impact of subjectivity and benefits distribution.

In these ways, Facebook can enhance its corporate social responsibility in terms of personal information, thus obtaining more stable long-term benefits, such as improving its brand image, gaining more stable users, maintaining its appeal to advertisers, and reducing the further tightening of legal constraints.
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