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DIGITAL SAFETY ALERT

Protect Our Company, Protect Yourself!

) Fortress Passwords
Create an unbreakable wall: Use long, unique passwords with a mix of
characters for each account,

() Two-Step Fortress

Double your defense: Enable two-factor authentication on all accounts,
especially email

@ Phishing Alert
Stay wigilant: Verify sender identities and never click suspicious links or
download unknown attachments (Verizon, 2021)

27 Update Arsenal
Arm yourself: Keep all software updated to patch vulnerabilities and strengthen
your digital armor.

] Mobile Fortress
Secure on-the-go: Use strong PINs, enable remote wipe, and aveid public Wi-Fi
for sensitive work (Nist, 2020)

.. Be Our Hero
¢ something odd? Reportit to IT immediately. Your vigilance protects us all.

Remember: Cybersecurity is Everyone’s Responsibility!
For assistance of to report suspicious activity, contact IT Security at ext. 5555
Roforomeces
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Digital Safety in the Workplace

Good morning, everyone. Today, we're discussing a critical topic: about digital safety in our
place of work. The poster before you, outlines major measures to safeguard our company and

yourself in the era of the online environment.

First, let's address passwords. The basis of digital security is establishing complicated and quite
distinct passwords for various accounts. According to the National Institute of Standards and
Technology, it is stated that “*The length of the password is used as the main factor in
determining password strength’’. Ideally, try to use 12+ characters including both the upper

and lower case, numbers, and symbols.

Two factor authentication or 2FA, is another layer of security. This has to be enabled wherever
possible, especially for email accounts. It is like having a double lock on your virtual gates or

doors to your systems.



That is why phishing is still an issue of concern to this date. According to a Verizon report,
"Phishing attacks accounted for 36% of data breaches" (Verizon, 2021). Stay vigilant: confirm
the identity of the sender, do not open the links they suggest, and do not download the files that
are sent by unknown people.

Maintenance is very important particularly when it comes to updating the software. These
updates frequently fix security issues, which adds to the thickness of your shield against

possible danger.

Smartphones play a central role in the lives of millions of people today and that is why
protection of such devices is of paramount importance. Choose complex PINs, ensure your
smartphone has the ability to wipe data remotely and do not use Wi-Fi connection in areas that

are not secure for business related activities.

Cybersecurity is everyone's responsibility. Thus, by following these guidelines, we have a solid
protection to prevent various digital threats. Our IT Security team is always ready to assist, feel

free to contact us if you have any queries or issues.

We shall all play our part in ensuring that our workplace is safe when we are conducting our

business online. I appreciate your attention and efforts towards the safety of the people.
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