	
	
	



Task 1: CNSS Model (McCumber Cube) Analysis

· Map the breach across the three dimensions of the CNSS Model: 
· Identify which Information Characteristics (Confidentiality, Integrity, Availability) were compromised and at which stage. 
Availability:  compromised during the storage when the attacker deployed ransomware to encrypt local database, prevent legitimate access.

Confidentiality: compromised during transmission stage when attacker exfiltrated raw patient data over internal channels.

Integrity: The attacker encrypted local databases. Encryption itself primarily affects availability, but an attacker with unauthorised access could also potentially modify or manipulate information. Therefore, integrity was placed at risk, although the scenario does not explicitly state that patient records were altered

· Identify the Information States (Storage, Processing, Transmission) involved. 

Storage: the attack impacted data at rest when local database was encrypted.

Transmission: the attack impacted data in motion when sensitive information was sent across channels.

Processing: the scenario not provide evidence that information directly manipulated while processed. the systems processing the patient records were affected by the ransomware and loss the database availability.

· Identify which Security Countermeasures (Policy, Education, Technology) failed or were missing, explaining how their absence enabled the breach. 
Policy: no formal enterprise information security policy

Education: no security education training and awareness programme

Technology:  in technology outdated legacy server unpatched vulnerability.


	
	
	
	




   Task 2: Governance vs. Management & Communities of Interest

· Analyze the breakdown between Governance (board/executive level) and Management (operational level). 

Governance-level breakdown: governance failure like cybersecurity was treated as an it only problems.  Impact like security risk were not considered as business risks to patient data.

Management level breakdown: in management level like no formal EISP, no seta programme, insufficient security controls, and protection of sensitive data its impact like infosec manager had no enterprise information security policy, also records of patient were sorted on vulnerable server.

· Discuss how misaligned priorities among the Three Communities of Interest (InfoSec, IT, and Non-technical management) contributed to this failure. 
Information security:  infosec manager had no formal enterprise awareness programme, also no security education training programme, like infosec manager completely toothless.

Information technology:  priority is keeping systems running and manage dataflows.
Like they know the legacy server was a massive vulnerability, but they failed to translate technical problem into business risk.it built internal systems that transmitted unencrypted patient data, prioritizing speed over basic security.

General & non- technical management:  priority is profitability, budget and efficiency.
But they failed because view IT purely as cost center, when IT ask money to replace the legacy server they did not hear and reject it. They failed to understand that protecting patient data is the business.








Task 3: Strategic Remediation via the "6 Ps"

Propose a high-level strategic remediation roadmap applying all elements of the Six Ps of Information Security Management (Planning, Policy, Programs, Protection, People, Project Management).


Planning: elevate the risk, move cyber security out of IT silo put at board of directors' agenda.
Align with business goals so translate tech risk inti business impacts. they need to talk about preventing regulatory filnes and patient data loss.

Policy: create the EISP, draft an enterprise information security policy immediately.
Data classification policy so categorize data, so everyone knows exactly how to handle raw patient health records restricted standard public marketing material.
Mandate strict timeline for applying critical security updates so legacy servers never sit unpatched and exposed again. 

Programs: launch a SETA program implement security education training and awareness for all employees.
Continuous vulnerability management starts a program to actively scan for and identify outdated tech servers before attackers do.


Protection: kill the legacy risk decommission the compromised legacy server.
Encrypt everything enforce strong encryption for all patient data at rest and in transit.
Implement zero trust basics require multi factor authentication everywhere and enforce the principle of privilege.

People: empower security leadership give the infosec manager a seat at the executive table
Shift the culture make security a shared responsibility.

Project management: phased rollout break roadmap into 30,60,90-day sprints. Fix the technical bleeding first.
Track and report assign dedicated project managers to track the rollout. Tie security upgrades to specific KPIs and progress directly to board to prove the ROI new security investment.
   
	
	
	



