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TASK 1 – RESEARCH REPORT 
Digital Forensics in Modern Cybersecurity: Tools, Challenges, and Emerging Trends
1. Introduction
Digital forensics is a fundamental discipline within cybersecurity that involves the systematic identification, acquisition, preservation, and analysis of digital evidence for investigative and legal purposes. The rapid proliferation of digital technologies, including smartphones, cloud computing platforms, and Internet of Things (IoT) devices, has significantly expanded the scope and complexity of forensic investigations. As cybercrime becomes increasingly sophisticated, digital forensics plays a vital role in reconstructing events, identifying perpetrators, and supporting judicial processes.
Contemporary forensic practices are guided by established frameworks and standards, such as those outlined by the National Institute of Standards and Technology (NIST) and ISO/IEC 27037, which emphasise evidence integrity, repeatability, and legal admissibility [1], [2]. Consequently, digital forensics has evolved into a highly specialised field that underpins modern cybersecurity operations, bridging the gap between technical analysis and legal requirements in the investigation of digital incidents.
2. Current State of the Field and Tools
Contemporary digital forensic investigations rely on advanced specialised tools capable of extracting, processing, and analysing large volumes of digital data in a forensically sound manner. Commonly used tools include Cellebrite UFED, Magnet AXIOM, and FTK Imager, each providing capabilities such as logical, file system, and physical data acquisition while preserving evidence integrity through cryptographic hashing techniques, including SHA-256 [1], [3].
Cellebrite UFED is particularly prominent in mobile forensics due to its extensive device compatibility and ability to efficiently extract structured and application-level artefacts from a wide range of smartphones [6]. In contrast, FTK Imager is widely utilised for disk imaging and secure evidence preservation, ensuring that original data remains unaltered throughout the investigation process.
The continued advancement of these tools reflects the growing complexity and scale of modern digital forensic investigations.
3. Intersection of Digital Forensics and Cybersecurity
Digital forensics and cybersecurity are inherently interconnected disciplines that collectively support the protection and investigation of digital systems. Cybersecurity primarily focuses on the prevention, detection, and mitigation of threats, whereas digital forensics is concerned with the post-incident analysis required to identify the origin, methodology, and impact of an attack.
This relationship is particularly evident in incident response scenarios, where forensic techniques are applied to analyse system logs, recover deleted or hidden data, and reconstruct attacker behaviour. For instance, during a ransomware incident, cybersecurity teams work to contain and neutralise the threat, while forensic investigators examine compromised systems to determine how the breach occurred and whether data exfiltration took place [2], [15].
The integration of both domains enables organisations to enhance security measures and develop more effective responses to evolving cyber threats.
4. Emerging Trends
Digital forensics is continuously evolving in response to emerging technologies and increasingly complex digital environments. A key trend is the integration of artificial intelligence (AI) to automate data analysis, enabling faster identification of relevant artefacts and improving investigative efficiency [7]. In parallel, the growing reliance on cloud computing has led to the increased importance of cloud forensics, where investigators must address challenges related to distributed storage, virtualised environments, and limited physical access to data [4], [9].
Additionally, the widespread use of encrypted communication platforms presents significant barriers to evidence acquisition, often restricting access to critical data without appropriate decryption methods. The expansion of Internet of Things (IoT) and wearable devices further introduces diverse and often unstandardised sources of digital evidence, complicating forensic procedures [8].
Collectively, these developments are reshaping forensic methodologies and increasing the overall complexity of modern digital investigations [3].
5. Key Challenges
Digital forensics faces a range of significant challenges that directly impact the efficiency and reliability of investigations. One of the primary issues is the exponential growth in data volume, which increases the complexity of identifying, filtering, and analysing relevant evidence within large datasets. Additionally, the widespread use of encryption and anti-forensic techniques restricts investigators’ ability to access critical data and can significantly hinder evidence recovery processes [10].
Legal and jurisdictional constraints further complicate investigations, particularly in cloud-based environments where data may be distributed across multiple regions with differing legal frameworks. This can limit timely access to evidence and introduce compliance challenges [2]. Furthermore, maintaining data integrity and ensuring the admissibility of digital evidence remain essential, requiring strict adherence to established forensic standards and procedures throughout the investigation lifecycle [1].
Emerging technologies and evolving cyber threats continue to introduce new complexities, requiring continuous adaptation of forensic methodologies and tools to ensure effective investigation outcomes.
6. National and International Job Market
The demand for digital forensic professionals continues to grow significantly at both national and international levels, driven by the increasing prevalence and sophistication of cybercrime. In the United Kingdom, employment opportunities are widely available across law enforcement agencies, cybersecurity firms, government organisations, and private sector enterprises. These roles typically include digital forensic analysts, incident responders, and cybersecurity investigators, all of which require a combination of technical expertise and analytical skills.
Globally, the expansion of cloud computing, mobile technologies, and digital infrastructures has further increased the need for skilled forensic practitioners capable of handling complex investigations across multiple platforms and jurisdictions [5], [11]. As organisations place greater emphasis on incident response and regulatory compliance, digital forensics has become a critical component of organisational security strategies.
Salary levels in the UK generally range from approximately £30,000 for entry-level positions to over £80,000 for experienced professionals, reflecting the specialised nature and high demand for expertise in this field [4].
7. Conclusion
Digital forensics has evolved into a critical component of modern cybersecurity, supporting both investigative processes and legal proceedings in an increasingly digital world. The rapid growth of data generated by mobile devices, cloud systems, and IoT technologies has significantly expanded the scope of forensic investigations, requiring advanced tools and methodologies to manage complex evidence environments.
Throughout this report, key aspects of the field have been examined, including current tools and capabilities, the integration of digital forensics with cybersecurity, emerging trends, and the challenges faced by investigators. These factors highlight the dynamic and continually evolving nature of the discipline.
As cyber threats become more sophisticated and widespread, the demand for skilled digital forensic professionals will continue to increase. Consequently, the development of robust forensic practices and adherence to international standards remain essential to ensure the reliability, integrity, and admissibility of digital evidence in modern investigations [1], [3].






TASK 2 – DIGITAL FORENSIC INVESTIGATION REPORT

Digital Forensic Investigation of Corporate Espionage: A Case Study of Quantum Tech
1. Case Background
Quantum Tech identified unauthorised access to its proprietary patent database, specifically the AI chip design patent (ID: QT-AI-2025). Internal monitoring systems detected suspicious activity linked to Emma, a recently appointed senior engineer.
Initial findings suggest that Emma attempted to exfiltrate confidential intellectual property and sell it to a competitor, NexGen Circuits, through an intermediary (Joe), with Norman acting as the intended buyer. Such insider threats and data exfiltration scenarios are commonly addressed within digital forensic investigations and cybercrime analysis frameworks [3], [10].
This investigation aims to analyse digital evidence obtained from multiple devices to determine involvement, reconstruct events, and support potential legal proceedings.

2. Investigation Scope
This investigation encompasses the acquisition and forensic imaging of digital devices, analysis of communication artefacts (WhatsApp and email), examination of data related to the QT-AI-2025 patent, timeline reconstruction, and identification of suspect roles and intent.
All procedures were conducted in accordance with established digital forensic standards and best practices to ensure evidence integrity and legal admissibility, particularly following guidelines outlined by NIST and ISO/IEC standards for digital evidence handling [1], [2].
3. Evidence Inventory and Chain of Custody
		Evidence ID
	Device
	Owner
	Description
	Acquisition Date
	Handler

	E01
	Android Smartphone
	Emma
	Primary suspect device
	15 March 2025
	Investigator

	E02
	Android Smartphone
	Joe
	Intermediary device
	15 March 2025
	Investigator

	E03
	Android Smartphone
	Norman
	Buyer device
	15 March 2025
	Investigator



	
	
	
	
	

	
All evidence was identified, collected, labelled, and preserved in accordance with established chain of custody procedures, ensuring integrity, traceability, and admissibility throughout the investigation.
	
	
	
	
	


4. Forensic Acquisition Process
[image: ]
Fig. 1. Forensic Acquisition Setup Using Cellebrite UFED
The figure illustrates the forensic acquisition setup using Cellebrite UFED. The mobile device was connected to a forensic workstation via a UFED extraction unit within a controlled laboratory environment. This configuration ensured secure data acquisition without altering the original evidence and complied with recognised forensic standards for evidence handling and admissibility [1], [3].
[image: ]
Fig. 2. Cellebrite UFED interface showing available extraction options.
The UFED interface provided multiple extraction methods, allowing selection of a logical and file system acquisition appropriate for the device. This ensured access to both user-level and system-level artefacts required for analysis.
[image: ]
Fig. 3. Cellebrite UFED extraction summary showing acquisition results.
The extraction summary confirms that a logical file system acquisition was successfully performed, capturing key artefacts including application data, communication records, media files, and system information. The extracted dataset was subsequently processed in Cellebrite Physical Analyzer for further examination.
[image: ]
Fig. 4. Storage location of extracted mobile data 
The acquired data was securely stored within the forensic workstation in a structured directory format, ensuring organised access and preservation of extracted artefacts.
[image: ]
Fig. 5. Advanced logical file system extraction containing device data
The extraction folder contains compressed forensic image files and structured directories, enabling efficient parsing and analysis while maintaining the integrity and traceability of digital evidence throughout the investigation lifecycle.
4.1 Acquisition Procedure
Devices were connected within a controlled forensic environment, ensuring secure handling throughout the acquisition process. Where applicable, write-blocking techniques were implemented to prevent any modification of the original data. Logical and file system extraction methods were performed to obtain both user-level and system-level artefacts. All procedures were conducted in a read-only manner, ensuring that the original data remained unaltered and forensically sound.
4.2 Extraction Type
Mobile devices were subjected to both logical and file system extraction methods. This approach enabled the acquisition of user-level data, including communication artefacts and media files, as well as system-level information such as application data and directory structures, providing a comprehensive dataset for forensic analysis.
4.3 Forensic Integrity Measures
All acquisition procedures were conducted to ensure the integrity and authenticity of digital evidence. The source data remained unaltered throughout the process, with extraction performed in a controlled and secure forensic workstation environment. A comprehensive audit trail was maintained to document each stage of the acquisition and analysis process, ensuring traceability and supporting the admissibility of evidence in a legal context.
5. Hash Verification
To ensure forensic integrity, all acquired images were verified using cryptographic hashing techniques. Hash values (MD5, SHA-1, and SHA-256) were generated during acquisition and re-verified post-extraction to confirm that no alterations occurred. Matching hash values confirm the authenticity and integrity of the evidence.
	Device
	SHA-256 Hash (Verified)

	Huawei P Smart – Emma
	d5193dbf8246c09fdde73be8558343985ab24a2e1c142e4d64e16e2b6507e31f

	Samsung A13 – Joe
	0e585c4fe8160254253be515a16ff94b7fdf88b248b67d45cfdef8753a9a3195

	Nokia C2 – Norman
	a693656c260e339069756be8005346e97033d0ccf2f79add56cd69c9eade13ab

	Ulefone Note 14
	630724e2f8863adb9c4f7df1ab645e56c19a832d546fe7ab55b0cebf8ea7befd


The consistency of these hash values verifies that the digital evidence remained unaltered throughout the acquisition and handling process, ensuring reliability and admissibility in a forensic context.
6. Analysis Methodology
The investigation utilised Cellebrite UFED and Physical Analyzer for data extraction and detailed artefact analysis. A combination of forensic techniques was applied, including timeline reconstruction to establish event sequences, cross-device correlation to identify relationships between suspects, and keyword-based searches to locate relevant data.
Additionally, metadata analysis and communication pattern analysis were conducted to examine user behaviour, identify interactions, and support the reconstruction of coordinated activities across multiple digital platforms. Analysis of additional platforms such as Instagram was not possible due to limitations within the extracted dataset.
6.1 Device Extraction Summary
[image: ]
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Fig. 6. Multi-device extraction summaries using Cellebrite
The extraction summaries confirm that multiple Android devices were successfully acquired and analysed using Cellebrite UFED and Physical Analyzer under controlled forensic conditions. The devices examined include Huawei POT-LX1 (Emma), Nokia C2, Samsung Galaxy A13 (Joe), and Ulefone Note 14 (Norman).
Each extraction utilised a file system acquisition method, enabling access to both application data and system-level artefacts. The results demonstrate successful decoding of application data, including communication records and device information, alongside verification of image hashes to ensure data integrity. Device-specific identifiers such as IMEI and Android ID were also recorded, supporting traceability and attribution.
The consistency of these extraction outcomes confirms that the acquisition process was systematically applied across all devices. From a forensic perspective, this establishes the authenticity of the acquired data, the integrity of forensic images, and the reliability of subsequent analysis. Such multi-device validation is essential for correlating evidence and reconstructing events associated with the attempted data exfiltration [1], [3].
7. Communication Analysis
7.1 WhatsApp Communication (Emma, Joe & Norman)
[image: ]
Fig. 7. WhatsApp chat showing initial contact initiated by Emma
The figure illustrates the initial communication initiated by Emma, establishing contact and introducing the subject of discussion related to confidential data.
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Fig. 8. Follow-up messages indicating urgency and persistence
The messages demonstrate increased urgency and repeated communication attempts, indicating active engagement and intent to progress the discussion.
[image: ]
Fig. 9. Communication indicating involvement in sensitive activity
The conversation contains references to sensitive information, indicating involvement in activities related to the transfer of proprietary data.
[image: ]
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Fig. 10. Extracted WhatsApp Conversations Showing Coordinated Activity
The extracted conversations provide clear evidence of coordinated interaction, including negotiation, financial discussion (e.g., “£5M offshore”), and references to staged data transfer such as “blueprint” and “partial releases.” The communication also indicates defined timelines and structured agreement terms.
The alignment of message timestamps with other artefacts, including call logs and file activity, strengthens the reconstructed timeline and confirms coordinated actions among Emma, Joe, and Norman. From a forensic perspective, these artefacts provide compelling evidence of intent, collaboration, and financial motivation, supporting allegations of corporate espionage [4], [6].
7.2 Facebook Messenger Communication (Emma & Norman)
[image: ]
Fig. 11. Initial Facebook Messenger communication establishing contact between suspects
The figure shows the initial interaction between Emma and Norman, confirming direct communication and establishing a connection between the parties involved.
[image: ]
Fig. 12. Evidence of blueprint transfer discussion and £5M offshore payment negotiation
The conversation reveals explicit discussion regarding the transfer of proprietary data, referred to as a “blueprint,” along with negotiation of a financial transaction valued at approximately £5 million. References to offshore payment methods indicate an attempt to conceal financial activity.
The extracted Facebook Messenger artefacts demonstrate clear coordination between the suspect and the intended buyer. The communication indicates readiness to proceed with the transaction, establishes roles between the involved parties, and reflects structured negotiation.
Additionally, the inclusion of a defined timeframe, such as a 48-hour deadline, indicates urgency and premeditated planning. The nature and content of these interactions provide compelling forensic evidence of intentional data exfiltration and financial agreement, supporting allegations of corporate espionage.
8. Timeline Reconstruction
		Date
	Time
	Event Description

	Aug 2024
	10:15 AM
	Emma initiates initial communication with Joe regarding confidential data

	Aug 2024
	10:18 AM
	Joe responds, indicating interest and requesting further details

	Nov 2024
	2:30 PM
	Meeting arrangements discussed between Emma and Joe

	Nov 2024
	02:45 PM
	Continued coordination regarding potential data exchange

	Jan 2025
	09:10 AM
	Emma confirms deal terms with Joe

	Jan 2025
	09:25 AM
	Financial negotiation discussed (~£5M offshore)

	Jan 2025
	11:05 AM
	Emma initiates direct communication with Norman

	Jan 2025
	11:20 AM
	Norman responds and requests confirmation of data (“blueprint”)

	Jan 2025
	12:00 PM
	Agreement on staged data transfer established

	Jan 2025
	12:30 PM
	Deadline discussed (within 48 hours)



	

	
The reconstructed timeline demonstrates a clear and sequential progression of events, beginning with initial contact and advancing towards negotiation and planned execution. The temporal alignment of communication and activity across multiple devices indicates a structured and premeditated approach, supporting the presence of coordinated actions among the involved parties.
	

	
	

	
	

	
	

	
	


8.1 Location Analysis[image: ]
Fig. 13. Location artefacts extracted from device.
The extracted location artefacts reveal geographical data associated with the suspect device, indicating multiple recorded locations within the Manchester region, suggesting physical presence in areas relevant to the investigation timeline. Timestamped location data aligns with key communication events, supporting the likelihood of coordinated interactions between the involved parties.
The integration of geolocation data with communication logs strengthens the reliability of the reconstructed timeline and provides additional contextual evidence linking suspects to specific locations [5], [6].
9. File Analysis (Device-Based Evidence)
Due to the absence of a physical USB storage device within the scope of this investigation, file analysis was conducted directly on the extracted mobile devices. The examination identified a range of artefacts associated with application data, system files, and communication records, providing sufficient evidential value to support the investigation.
The analysis included application-generated data, cached files, media content (images and videos), metadata related to file access and modification, and system logs indicating user activity. These artefacts were essential in supporting timeline reconstruction and correlating user actions with identified communication events.
The absence of external storage evidence does not affect the validity of the investigation, as the extracted mobile data provides sufficient evidence to establish intent, communication patterns, and coordination between the involved parties. This limitation is attributed to the dataset provided for the investigation, and therefore analysis was confined to mobile-derived artefacts.
10. Call Log and Email Correlation
10.1 Call Log Analysis
[image: ]
Fig. 14. Extracted Call Log Records from Emma’s Device
The call log artefacts extracted from Emma’s smartphone provide evidence of communication activity between the involved parties. The records include metadata such as timestamps, call direction, duration, and associated contact identifiers.
Analysis indicates multiple outgoing calls initiated by Emma, alongside repeated communication attempts within short intervals, and missed or unanswered calls indicating attempted coordination. The chronological alignment of call activity with key stages of the investigation timeline reflects structured interaction between the suspects.
When correlated with messaging and other artefacts, these patterns support the presence of coordinated communication and reinforce the evidential link between Emma, Joe, and Norman [4], [6].
10.2 Email Communication Analysis
[image: ]
Fig. 15. Extracted Email Artefacts from Emma’s Device
The extracted email artefacts provide insight into communication patterns and device activity. The data includes metadata such as timestamps, sender and receiver information, and message status, allowing correlation with other evidence sources.
The analysis reveals frequent system-generated communications related to account activity and verification processes, alongside temporal alignment with key events in the investigation timeline. These artefacts confirm the active use of multiple digital platforms and the presence of linked accounts during the relevant period.
Although the emails do not directly demonstrate data exfiltration, they provide supporting contextual evidence of user activity and platform engagement. When correlated with chat logs and call records, this information strengthens the overall evidential framework and supports the reconstruction of coordinated actions [4], [6].
[image: ]
Fig. 16. Extracted Gmail inbox showing account activity and SIM-related notifications
The Gmail inbox further supports the presence of active communication and account usage during the investigation period, contributing to cross-device correlation and reinforcing the timeline of events.
11. Additional Evidence Identified
Additional artefacts were identified during the analysis, including application usage logs indicating frequent access to communication platforms, partially recovered deleted message artefacts, and indicators of potential data staging prior to transfer.
These findings provide further supporting evidence of user activity and behaviour consistent with coordinated actions, reinforcing the involvement of the identified suspects in the investigation.
12. Suspect Profiling
Emma (Primary Suspect)
Emma initiated and controlled communication related to the unauthorised activity, accessed and extracted confidential files, and attempted to monetise proprietary data. The evidence indicates a central role in planning and executing the data exfiltration.
Joe (Intermediary)
Joe facilitated communication between parties, coordinated meetings and negotiations, and acted as a broker in the transaction, enabling interaction between the primary suspect and the buyer.
Norman (Buyer)
Norman engaged in negotiating purchase terms, requested partial data samples, and represented external organisational interest, indicating intent to acquire confidential intellectual property.
13. Findings
The digital forensic investigation provides strong evidence of coordinated activity consistent with corporate espionage. The analysis confirms clear intent to steal and sell proprietary data, supported by multi-platform communication and a defined financial agreement of approximately £5 million.
Correlation of artefacts across multiple devices, including messaging platforms, call logs, and extracted data, demonstrates consistent interaction between the involved parties. Evidence further indicates attempted data exfiltration and structured coordination throughout the investigation timeline.
Collectively, the findings establish intent, collaboration, and financial motivation, supporting the conclusion of coordinated corporate espionage.
14. Challenges and Limitations
The investigation encountered several limitations, including partial data recovery due to encrypted messaging platforms and restricted access to deleted artefacts. Additionally, the use of educational versions of forensic tools imposed certain constraints on data extraction and analysis capabilities.
Despite these challenges, sufficient and reliable evidence was obtained to support the findings and conclusions of the investigation.
15. Conclusion
The forensic analysis demonstrates that Emma engaged in the unauthorised extraction and attempted sale of proprietary patent data. Evidence across communication platforms, call logs, and device artefacts indicates deliberate coordination and financial intent.
Joe facilitated communication and negotiation as an intermediary, while Norman acted as the intended buyer, engaging in discussions regarding data acquisition.
The consistency and correlation of digital evidence across multiple sources substantiate the occurrence of coordinated corporate espionage.
16. Recommendations
It is recommended that Quantum Tech initiates legal proceedings against the individuals involved based on the evidence obtained. All access privileges associated with the suspects should be immediately revoked to prevent further unauthorised activity.
An internal cybersecurity audit should be conducted to identify vulnerabilities that enabled the incident. Additionally, the implementation of enhanced data loss prevention (DLP) controls is advised to mitigate the risk of future data exfiltration.
Organisational security can be further strengthened by improving employee monitoring mechanisms and implementing robust insider threat detection strategies.
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