NatureGarden Cybersecurity: Supplementary Diagrams and Tables

Diagram 1: ISO/IEC 27001 ISMS Life Cycle Diagram 
· Description in F2.docx: This diagram illustrates the Plan-Do-Check-Act (PDCA) model for the Information Security Management System (ISMS), with key phases (Plan, Do, Check, Act) described.
[image: PDCA ISO 27001 12 step implementation approach]

Key Phases:
· Plan: Establish the ISMS, define the scope, and conduct a risk assessment.
· Do: Implement the risk treatment plan and controls.
· Check: Monitor and review the performance of the ISMS.
· Act: Take corrective actions and improve the ISMS.

Diagram 2: Layered Security Architecture Diagram 
· Description in F2.docx: This diagram outlines the defence-in-depth strategy, detailing key layers (Perimeter Security, Network Security, Endpoint Security, Application Security, Data Security) with associated controls (e.g., firewalls, VLANs, encryption).
[image: A diagram of different types of computer components

AI-generated content may be incorrect.]

Key Layers:
· Perimeter Security: Firewalls, intrusion detection/prevention systems.
· Network Security: VLANs, network segmentation.
· Endpoint Security: Antivirus, endpoint detection and response.
· Application Security: Secure coding practices, application firewalls.
Data Security: Encryption, data masking.

Diagram 3: Risk Matrix (Likelihood vs Impact) 
· Description in F2.docx: This diagram is a risk matrix that helps assess and prioritize risks based on likelihood and impact, tailored to NatureGarden’s threats (e.g., BYOD data leakage, cloud service breach).
[image: Risk Assessment Matrix Models | Pivot Point Security]

· Likelihood: Chance of a risk occurring. 
· Impact: Impact when risk occurs. 

Diagram 4 Risk Matrix: 
Description: This risk matrix visualizes the likelihood and impact of key threats to NatureGarden, prioritizing risks for mitigation.
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Shape: A 5x5 grid with axes labelled “Likelihood (1=Low, 5=High)” (x-axis) and “Impact (1=Low, 5=High)” (y-axis).
Data Points:
· BYOD Data Leakage: (4, 4) – High likelihood, high impact.
· Cloud Service Breach: (3, 4) – Medium likelihood, high impact.
· Insider Misuse: (3, 4) – Medium likelihood, high impact.
· Phishing and Social Engineering: (4, 3) – High likelihood, medium impact.
Context: Each point is labelled with the threat name, with a colour gradient (e.g., red for high-risk, yellow for medium risk).
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Risk Assessment and Management
	Threat
	Likelihood
	Impact
	Controls

	BYOD Data Leakage
	High
	High
	NAC, MDM, Role-Based Access Control

	Cloud Service Breach
	Medium
	High
	Strong SLAs, VPN Tunnels, Cloud Access Auditing

	Insider Misuse
	Medium
	High
	Least Privilege Access, Logging, User Monitoring

	Phishing and Social Eng.
	High
	Medium
	Security Awareness Training, MFA, Email Filters





Proposed Multi-Layered Security Architecture for NatureGarden
	Layer
	Description and Security Controls

	Governance Layer
	Includes organizational security policies, ISO 27001 compliance, GDPR, SLAs with cloud providers, and the definition of roles and responsibilities.

	Security Monitoring Layer
	Encompasses centralized log management, Security Information and Event Management (SIEM) systems, and Intrusion Detection and Prevention Systems (IDPS).

	Application & Data Layer
	Enforces data encryption (AES-256, RSA), digital signatures, data loss prevention (DLP), and secure APIs.

	Network Layer
	Involves UTM firewalls, Virtual LANs (VLANs), Virtual Private Networks (VPNs), and application-layer filtering for traffic segmentation and control.

	Endpoint Layer
	Includes anti-malware, mobile device management (MDM), access control enforcement, and multi-factor authentication (MFA) across user devices.
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