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[bookmark: _Toc42850022]Introduction / Background to the proposed research.

The following paper is to discuss the final year research project with the working title of “Securing the Wireless Sensor Network (WSN).’ The aims and objectives to the proposed research are listed below with the objectives to justify the aims of the project. The expected outcomes of the results of the research are justified.
 A WSN is made up of a series of sensor nodes dispersed over an area that use wireless communication to connect with each other. The nodes collect and monitor data such as light, temperature, noise, touch, pressure, vehicle tracking etc from both the environmental surroundings and physical conditions. Each sensor has a level of intellect for data networking and a wireless capacity for signal processing. An electric signal is generally outputted by the sensor and transmitted to the controller to be processed. The sensors are low cost, low energy, battery powered devices that can be place in hard to reach places and unguarded places which makes then susceptible to attacks [1].
A WSN can be elucidated as a network of small, cheap, low-cost, low energy, low memory, autonomous nodes/devices spread over short distances that collect and monitor the data gathered and communicate through wireless links. This often makes the battery powered devices expendable as they are such low cost and can be placed in hard to reach places.  
On Account of the lack of a central authority and the unsystematic deployment of sensor nodes in the network often located in an unguarded environment, WSN are susceptible to security threats both externally and internally. Security in the implementation of WSN is a major ongoing concern.
WSNs were originally used for mainly military purposes but they are now used for an increasing range of applications.  A survey by Kandris et al. [2] gives an overview of the most popular applications which include military, industrial, health, urban, environmental and flora and fauna.
For all applications there are security risks, but this has been increased by the number of sensors enabled devices being brought into the home environment – something as innocent as a baby monitor can leave a home vulnerable to attack.  Sengar and Bhardwaj [3] have produced a survey on security and various attacks in WSNs. Attacks affecting the performance of nodes in sensor networks are also discussed by Kalnoor and Agarkhed [4] in their article which also looks at intrusion detection solutions and points the way for further research in this area. Threats to security are explored through the Monte-Carlo simulation and benchtop testing by Omahony et al. [5].
Various methods have been developed to overcome malicious attacks. These have included a cryptographic approach or time synchronisation [6]. The Hamming Residue Method [7] uses a codeword authentication system between nodes. Lee et al. [8] consider challenges to WSN security and look at what advances have been made.
Of increasing concern are Denial of Service (DOS) attacks – this is when large areas/numbers of customers are left without a vital service e.g. internet, personal banking for a period of time. Han and Hara [9] consider a security scheme against such attacks for cluster based WSN.
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The aim of the research project is to establish an active implementation of a WSN in the School of Applied Computing which can be penetration tested to look for security vulnerabilities in which an attacker could exploit by applying well known traditional methods. This will increase understanding of how to defend WSN against attacks and provide direction for further research.
.
Objectives
The main objective is to affirm and replicate any possible vulnerabilities an attacker could find by carrying out penetration testing against a live setting, physical WSN and analysing the results.

To design and develop a WSN for testing this may be done using simulation software but must follow the same physical design model. This will establish that the principle of the WSN against the physical results procured. It can also be done on a home network using IOT devices such as Arduino and Raspberry Pi or in the Networking lab where a sim card can be added to wireless nodes to communicate with the router.

The project must strive to implement at a minimum of three attack scenarios either actively or passively and distinguish and summarise between the predicted and obtained results this may look at intrusion detection that gives direction for further research.
[bookmark: _Toc42850024]Expected Outcomes
In partaking in this research project, the expected outcome would be to hope to produce increased security in the WSN. The Outcome would be to provide evidence of successful penetration tests against a simulated WSN and then to mitigate these attacks by applying increased security measures to prevent or strengthen the WSN against these weaknesses. This will be achieved by successfully demonstrating a working simulation of a WSN attacking it and then demonstrating the steps taken to secure the WSN which will be encryption based. The simulation will show how this has been achieved by producing evidence-based results.
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The research undertaken for this project will increase the level of knowledge on the vulnerabilities of WSN, how they can be attacked but more importantly, what can be done to foil attacks or mitigate damage caused.
To undertake this research, it is necessary to adopt a positivism philosophy. This is based on the idea that only phenomena that can be observed will lead to the production of credible data. The role of the researcher is to collect data and analyse it in a completely objective way i.e. he neither affects or is affected by the subject of the research [10]. This philosophy calls for a highly structured methodology in order to allow replication. The emphasis of this philosophy is on quantifiable observations that can be analysed statistically or logically.
The research approach that will be most appropriate is a deduction approach which relies on testing a theory. The first stage of deductive research is deducing a hypothesis about the relationship between 2 or more variables. Once the hypothesis has been expressed it is tested, in this case, by experiment. The results of the experiment will be observed and analysed. They will either confirm the theory or the theory can be modified in the light of the findings. If the theory is modified, the cycle is repeated.
The reliability and validity of the findings may be threatened if the researcher fails to accurately simulate the WSN or fails to perform accurate penetration tests. The researcher will need to allow sufficient time to become familiar with the software and techniques to be able to build the simulation model and perform tests.
Generalisability cannot be assumed for all WSN as results will be limited to the model/structure tested.
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Conventional methods of simulation methods tend to not consider the hardware and software attributes in a wireless sensor network in order to gain correct and exact consumption of the network precisely as this must not be ignored to produce valid estimations. Below is a list of options:
· Power Consumption: Power consumption estimation is a main requirement to evaluate the effects of an attacker.
· Operating System support: Embedded system software must be able to run over a typical software such as TinyOS and be supported by the software simulator.
· Real Network Traffic: It is imperative to work with the exact network traffic to measure the attacks the attack effects during the simulation so must be the same as when deployed.
· Simulate exact software code: To get an insight into the actions of the software code during attacks this must be simulated the same as they are used on the software nodes.
· Support Hardware Platforms: The simulator must support various architectures as different components inside hardware can differ power consumption.
· Encryption Security Metric: In preparation for finding which attacks wireless transmissions are susceptible to, the security of encrypted packets must be quantified.  
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On 30 April 2018, the BBC reported on a security hack on a casino in the US which aimed to gather the banking details of their wealthy clients. The reason this attracted global news coverage is that the hacker broke into the system via the casino's aquarium that it had recently installed in its lobby. The staff had of course taken measures to protect the casino's IT network but had forgotten that the fish tank had been connected to the system in order to monitor the water temperature and quality. Fortunately, the breach was detected straight away but it highlights the growing security risks as more and more electrical items are connected to the internet of things (IoT).
The following attacks are based on Alvaro Diaz et al. Research ideas [11].The most damaging thing that can affect a network must be identified to improve a networks security. Attempts to gain unauthorised access to information, resources or a service can be clarified as an attack. These can also be a try to compromise what is known as CIA, confidentiality, integrity, and availability of a system. There are two types of attack that may be hard to distinguish, that are identified as either active or passive.
An active attack attempts to modify or change content of messages, damage sensor nodes, deteriorate the performance and disrupt the functionality of service by overloading the network. Whilst a passive attack an attack may just read messages, copy them, and may save them for future malevolent purposes. This making passive more of a privacy issue. Examples of passive attacks can be monitoring of the information sent/received by the WSN, stealing, and gathering this information and eavesdropping.

The four classifications of WSN attacks can be described below according to their outcomes on the network.
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The first type of attack generally direct access to the node is needed and are known as tamper attacks. These attacks can alter the software/firmware and hardware the node but do not direct affect the traffic of the network. 
· Overwhelm attack: By simulating sensors the attacker pursues to overwhelm the sensor nodes at the base station by sending substantial amounts of traffic through the network. Resulting in uncertain sensor information and expanded power expenditure of the compromised nodes.
· Application Attack: The onboard firmware and software of the sensor node is compromised in this style of attack. This usually takes in person access directly to the hardware of the sensor node or can be done as a over the air programming/ on-site software update procedure.
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The second type of attack submits fresh packets to the network, but concurrently causes the network to displace packets. The reduction in the type of packet with the increasing of others, means this attack alters the differentiation of the packets transmitted, this is the consequent result for the WSN.
· Looping in the network attack: The routing system is altered in this style of attack by altering the node transmission. A node is notified by a “fake” node that it is neighbouring node to the end of the node chain or the nearest node. The “fake” node then proceeds to re-send the packet into the network setting it into a never-ending loop.
· Node replication attack: An attacker strives to mount numerous nodes of the same identification in several places in the occurring network in this type of attack. These attacks are inherently different to Node Replication and sybil attacks albeit they appear similar. A Node Replication attack it is necessary for additional nodes in the network to be set up. Whereas an attacker would be triumphant by mounting just a single node in a sybil attack. The detection rate of this style of attack increases dramatically as more nodes are established within the network.
· Sybil attack: The goal of this style of attack is to confine nodes by altering the network traffic to entice traffic from nodes attacking. The attacking node sends fake traffic when these nodes can no longer reach each other thus displacing the node.
· Spoofed attack: By providing false data an attacker is able to pose as a legitimate node to gain information in a spoofing attack. During the process of trading routing information an attacker targets by the generation of illegitimate error messages, splitting the network, making smaller and bigger the source routes, the generation of routing loops and attracting and dispelling traffic from the network of chosen nodes.
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The third type of attack produces outcomes of reducing traffic in the network. The increasing of the possibility of packet loss is the objective of these style of attacks, as these attacks are concentrated by the addition of noise into the network (and other means). An increasing of packet loss rate that disrupts the functionality of the network is the main by-product of these attacks.
· Selective Forwarding attack: Assumptions in multi-hop networks are made that expect nodes that engage to forward and receive all messages. A compromised node may not send every message and dump certain messages making sure they can not carry on. To achieve this attack the compromised node must convince that it is the nearest node to the base station alluring network traffic towards it to route data inside it with the goal of dropping a choice of packets.
· Homing attack: Critical nodes, nodes adjacent to the base station and cluster heads are searched for by their geographic location by the attacker gathering information from the traffic of the network. This is a different kind of black hole attack.
· Denial of service (DOS) attacks:
· Black Hole attack: The goal of a Black Hole attack is to attract every packet to the compromised node target with the intention of dropping and rejecting each packet. The attack is expressed by changing the routing of the network.
· Resource Exhaustion attack: This attack works by a compromised node repeatedly requesting and transmitting over the channel until the node perishes. This is caused by continuous retransmissions and multiple collisions.
· Collision attack: A small noisy packet is sent to a adjoining node by the attacker not conforming to the Media access protocol (MAC) protocol creating collisions with the nodes transmissions. When two nodes attempt sending packets on the same frequency at the same time packets collide rendering the packet corrupted. The primary aim of this style of attack is network disruption.
· Jamming attack: Illicit traffic in high quantities devastates legitimate traffic causing it to get jammed resulting in users that are authorised to be denied service. Multiple strategies may be performed when an attacker proceeds to use jamming attacks.
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The fourth type of attack raises the traffic within the network by sending fake packets with the object goal of getting the actual node to handle it, resulting in the disruption and a bottleneck within the network.
· Flooding attack: Rebroadcasted fresh connection requests may be made by the attacker up until the maximal limit has been achieved or the resources needed in every connection are depleted causing authorised nodes to suffer from hard resource limitations.
· Misdirection attack: Children of a packet are routed by an attacker to other nodes, these may not consequently be the genuine parent packet. The attacker’s main goal is to wrongly direct the messages incoming to escalate the latency, resulting in a small number of packets being prevented from arriving at the base station.
· Hello Flood attack: An attacker attempts to overwork the resources and efficiency of the node. 
· Energy Drain: On account of the restrictions to the energy of sensor nodes and the strain of changing their batteries. Attackers may generate substantial amounts of traffic inside the network to undermine compromised nodes and instilling falsified reports. False alarms are triggered by these fake messages that misspend reaction attempts. This in turn drains the limited quantity of energy in a network that is battery powered.
· Interrogation attack: MAC protocols that are used to facilitate the problem of a hidden node are compromised in the form of a two-way handshake RTS/CTS (Request to send/ Clear to send). CTS feedback from an adjacent node are targeted by an attacker continuously sending RTS messages to receive them.
In the four categories shown above these can be modelled and combined in the third-year project by 3 new attacks that can be reproduced as real-world attack scenarios in a WSN.
Direct attack: Attacks are formed directly on a node,
Fake Packet Injection attack: Packets are injected inside of the network.
Link Noise attack: Noise is injected into the channel.
The Direct attack permits modelling of the application and overwhelm attack. A Fake Packet injector node combined with an Link Noise facilitates the simulation of the Sybil, Node Replication, Network Looping and Spoofed attacks. 
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In order to collect data from the proposed attacks and provide an analysis 3 network topologies will be assessed; it is necessary to focus on the effects of these attacks. Whilst the impact of the attack will be assessed by the nominated virtual simulation. These topologies will be a circular, linear, and meshed wireless network. Energy consumption, packet loss and environmental temperature and the execution time of the attack will be the data analysed. In order to secure the wireless network 3 types of encryption will be applied Advanced Encryption Standard (AES), Elliptic Curve Cryptography / Hyperelliptic Curve Cryptography (ECC/HCC) and Rivest-Shamir-Adelman Algorithm (RSA). The attacks will then be repeated to study the results.

[bookmark: _Toc42850033]3. Resources and Planning 
The resources needed to undertake this research project will be access to a PC/Laptop computer. Access to the internet and simulation software. The exact simulation software can be discussed with a project manager as there are many options to choose from some are paid and may be accessed by the university. A router with a sim card can be utilised to work alongside the wireless simulation software from the University Cisco lab. 
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Figure 1.1
The Gant chart shows the proposed plan of how time will be spent when conducting the project. It is an excellent project management tool for simplifying the schedule of the project.
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1. Nov 1st: Submit proposal to tutor. 2. Jan 20th: Begin fieldwork. 3. March 1st Complete fieldwork. . April 20th: Complete draft and hand in. 5. May 20th: Final submission.




