Task 1:
Possible Security Breach 1: Disgruntled Employees
AS Thomas notes “Sabotage brought about by disgruntled employees can be one of the single most destructive forms of sabotage that an organization can experience” [1]. Such saboteurs typically have in-depth knowledge of the programmes, systems, and networks with which they have worked, as well as administrator privileges or knowledge of any backdoors that may exist.
Reasons: 
In this case Disgruntled Employees may has one of the majority reasons of threat since all the Sales Executives has full access to all business applications which means any users can access of any type of information within the firm.
Possible Security Breach 2: Phishing attack
Traditional security has focused mainly on authentication and encryption, with inroads to topics like privacy, robustness, and security against mobile adversaries. As Markus comments: 
In all such cases, the security modelling has ignored the human factor and the impact on security that such attacks may have when combined with social engineering. The recent tide of so-called phishing attacks gives sample evidence that it is necessary to include the human factor in security modelling [2]. 
These attacks compared to other types it is not automatized like a bot, but it is an attack sent by a human while it does analyse the state of the receiver. For example, if the user(receiver) is passionate about ordering online one way to deceive the user is using the same theme of the products it buys usually so it does not get suspicious. So, it sends an email which says that if he completes the survey by filling out his information he will earn a coupon of 50 pound on one of the merchandise he buys the most. Most likely the user will fall for the trap since the offer is tempting and in this way the attacker can steal sensitive data or whatever he asks throughout the email.
Reasons:
In the above scenario, it was stated that the users of any departments has full access to all business applications. So in this case even the secretary who might not have the it knowledge to defend from a cyber attack can give to the attacker sensitive data of the business.
Possible Security Breach 3: Computers unattended
According to Gartner, “a significant number of unauthorised access events occur when someone sits down at another user's computer. The analysts suggest businesses use "timeouts" for all PCs to ensure that users are automatically logged out or that PCs are locked, to minimize the risk of insider attacks”[3]. Humans are easily identifiable with the word “for human is normal to make mistakes” we are not like robot who follows instruction perfectly.
Reasons:
In the above scenario, it can be stated that the attacker might had access to one of the business computers since there are times where the computers are unattended and due to bring in cost cutting measures they could not afford a security guard who supervised the unattended machines.
Possible Security Breach 4: Not Segregating the network
According to Wagner et al.. “Network segmentation is a security measure that partitions a network into sections or segments to restrict the movement of a cyber attacker and make it difficult for her to gain access to valuable network resources” [4]. The goal of network segmentation and segregation is to limit access to sensitive data, hosts, and services while ensuring that an organisation can continue to function successfully. Network segmentation and segregation mechanisms must be carefully planned, rigorously applied, closely monitored, and impossible to circumvent in order to be effective.
Reasons:
Based on the scenario Alfred used the same network to run his business applications as well as to provide open WI-FI for his customers. However, the network is compromised to attack since the customers can have access to all the levels of the network.
Task 2:
Threats
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What is a Threat?
As per definition of Raj :
Cyber threats also refer to the possibility of a successful cyber-attack that aims to gain unauthorized access, damage, disrupt, or steal an information technology asset, computer network, intellectual property, or any other form of sensitive data. Cyber threats can come from within an organization by trusted users or from remote locations by unknown parties [5].
So as Abi stated Threats are bad things that can happen, like malware attack, like mass surveillance or exploit. And these threats are enabled by our adversaries which might be hackers or cyber criminals. 

Types of threats:
· Malware - Spyware, ransomware, viruses, and worms are examples of malevolent software. When a user clicks on a malicious link or attachment, malware is activated, and harmful software is installed.
· Man in the Middle - When hackers inject themselves into a two-party transaction, this is known as a man-in-the-middle (MITM) attack. This type of attack is commonly used in an unsecured public WI-FI network.
· Password Attacks - Data Insider defines social engineering as "a tactic cyber attackers utilise that focuses primarily on human interaction and frequently entails duping people into violating basic security standards."
Significance of threats in a Network
So, as we can clearly see there are different type of threats which brings us to the conclusion of there is not a one size fits solution, the security control should be selected based on the ability to mitigate the perception of threats. 
Vulnerabilities
The SecurityScorecard defines “A cybersecurity vulnerability is any weakness within an organization’s information systems, internal controls, or system processes that can be exploited by cybercriminals” [6]. Vulnerabilities differ from cyber threats in that they exist from the start of the system. Cyber vulnerabilities are typically created by operating system flaws or network misconfigurations, rather than by attackers' actions.
Different types of cybersecurity vulnerabilities 
· System misconfigurations – Complexity is the enemy of security in fact the more complex the system is the more bugs and vulnerabilities will have.
· Out of date software – if the vulnerability is day 1 and it has not been patched yet the hackers can exploit the bug to carry out attacks and steal sensitive data.
· Zero-day Bugs - Specific software vulnerabilities that are known to the attacker but have not yet been recognised by an organisation are known as zero-day threats. Because the vulnerability has not yet been reported to the system vendor, there is no known fix.
RektLocker Ransomware
What is?
Per definition of Tomas “REKTLocker is ransomware-type malware that stealthily infiltrates the system and encrypts various files. During encryption, REKTLocker appends names of encrypted files with ".rekt" extensions and, thus, it is straightforward to determine which files are encrypted” [7]. Commonly during a ransomware attack on the victim screen will appear a txt.file on the desktop which it will contain a message asking to the victim to pay an amount of money to receive the private decryption key.









Task 3 Implementation
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So here is an example of how the network could look like, so there are two Lan networks which are the business local network and the restaurant local network. A router which interconnects the whole network with the all the devices connected.
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As we can clearly see the pc(192.168.1.1) that is in the Restaurant lan2 has access to the server(10.0.0.5) in business lan1. So we can state that the anyone who has access to the network grant access of all applications present within the network.
Possible reinforcement for the security of the network
1. First thing that we need to do to secure a network is the segregation which means isolating the two local network with each other so either of them cannot have access to the other network.
2.  In the scenario was stated that the Wi-Fi will be open but to avoid any unpleasant surprise and keep track of whoever is connected to the Wi-Fi, it is mandatory to request a password to connect to the Wi-Fi which is still going to be free but to receive the service they will have to provide their ID.
3. Securing all the devices with a password or encryption so only authorised staff can have access to it.
4. Creating a guest Wi-fi which means a separate Wi-fi network for customers to use when they visit. In this way from the guest network, they can still have access to the internet, but they cannot access network resources such as business application, printers or shared folder. 

  
Guideline Batman Textiles
How to responsibly use your digital space
Summary of recommendations
Introduction
· Unattended devices - As one of the main responsibilities for any workers and customers is never to unattended any sort of devices such as “laptops, computers, mobile phones etc.
· Taking care of technology equipment – Workers and customers must take care of the technology equipment it is also important for employees or customers to let their supervisor or the manager in charge for countering any suspicious messages since malware, phishing attack and social engineering are more prevalent today because of the use of different services mail, blog etc.
· Download unknown sources – Downloading third-party app it strictly forbidden
Methods
Securing the console – For any member who has access to a new device it must be configurated and set a password on the console line to begin security device.
Sharing credentials – Do not ever share you credentials with anyone if you encounter any suspicious message or email which askes you to insert your password report it immediately to one of our employees or superior.
Bringing own device at the workplace- It is mandatory to not install any type of external devices which is not part of the equipment made available by the company.
Up-to-date firewall and antivirus – Employees must ensure that every application and software within their working environment are up to date.
Operating systems – Update your Operating System when notified and any type patches that comes along
Log off – Make sure to log off when you are not your device and set a password-protected screen saver with a timer of 1 minutes so the computer will go to sleep after the timer set.
Encrypt Documents – If a folder contains sensitive data, please make sure to physically lock up or encrypt the file.
Passwords – Never write your password down on any notes make sure to create a secret answer which only you know in case you forget your password
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