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[bookmark: _Toc222492655]Task 1
[bookmark: _Toc222492656]1.1 Research On Hypervisor
A hypervisor is a virtualisation layer that permits multiple operating systems to execute simultaneously on a physical machine by encapsulating hardware resources. Type 1 Hypervisors (Bare-metal hypervisor) execute directly on the physical hardware and comprise systems of VMware ESXi, Microsoft Hyper-V, or Xen. Their design does not need a host operating system because it enables them to more effectively make use of the CPU, memory, and I/O resources, with lower latency and a smaller attack surface (Bahri et al., 2025). Instead, Type 2 hypervisors, including VMware Workstation Pro and Oracle VirtualBox, overlay a regular operating system and, as a result, provide extra overhead and require the host operating system to access hardware and hardware security controls (Ally, 2024).
In the cases of the NOSSLOND2026 topology, a Type 1 hypervisor is better suited to host Windows Server 2022 as a Domain Controller of the BIRMINGHAM.ACCA domain with a Debian server. Research shows that bare-metal hypervisors are characterised by better scalability, high availability, and greater isolation between the virtual machines, which is important in domain services, authentication and inter-site connectivity (Baumgartner et al., 2023). Moreover, Type 1 hypervisors provide great support for not only divergent guest operating systems but also the possibility to use both Windows and Debian clients without safety issues. Since Active Directory, inter-site links, and gateway roles are security sensitive, as evident in the topology, Type 1 hypervisors are better suited in this setup due to their reduced attack surface, centralised management, and enterprise security characteristics.

[bookmark: _Toc222492657]1.2 Research on IP Addressing
IP addressing forms a core message of the manner in which the data is sent through computer networks on the Internet because they uniquely identify each machine involved in the communication process. Data sent is fragmented into packets with each packet marked with a source and destination IP address, enabling routers to direct packets between two networks through routing tables and protocols like IP and TCP/IP (Banoth and Godishala, 2026). Routers act on the network layer to route frames between networks, and switches play a role on the data link layer to effectively forward frames in a local network, depending on the MAC addresses. IPv4 addresses have a size of 32 bits which is commonly shown as dotted-decimal notation (e.g., 172.16.1.10), offering about 4.3 billion unique addresses, and IPv6 addresses have a size of 128 bits commonly displayed as a hexadecimal (e.g., 2001:db8:1:1). Subnetting can also be useful in improving network performance by splitting a larger network into smaller logical networks that reduce broadcast bandwidth and enhances network security and performance; such as the /30 subnet containing the 172.16.1.0/24 and 172.16.2.0/24 in splitting Birmingham and London networks. The hierarchical IP assignment and packet pathing over routers, as shown in Figure 1, explain how effective address utilisation and well-organised subnetting mean that enterprise networks can be scaled, secured, and managed efficiently (Router OS, 2025).

[image: ]
Figure 1

[bookmark: _Toc222492658]1.3 Research On Routing
Routing refers to the selection of the best routes that data packets can follow when transmitting between different networks, to allow end-to-end communication via different systems. Routing protocols offer specifications of how routers communicate network data and construct routing tables to identify the most efficient path defined by metrics like the hop count, bandwidth, and latency (Ekpenyong et al., 2022). The disadvantages of static routing. Static routing is simple, predictable and low overhead, but lacks scalability and does not automatically respond to changes and failures in the network. Dynamic routing protocols (RIP, OSPF, and EIGRP), on the other hand, are more resilient and scalable, find networks automatically and recalculate the routes during topology changes, but are more complex and resource-intensive (Tian and Gao, 2023).
With the topology of NOSSLOND2026, which is of two sites connected through the inter-site link and relatively small and defined subnets, stateful routing is an appropriate and effective method. The Debian Server, as a DHCP Relay, needs to be certain and predictable in its connection to the Windows Server, which contains the domain and address services, which can be guaranteed through the use of static routes without this protocol overhead. Moreover, the Domain Controller functionality of Windows Server enjoys the added advantage of consistent authentication and directory paths. According to literature, in environments with small enterprises or branch-to-branch networks and with little route changes, static routing allows the best security and administrative control with sufficient performance demands (Chowdhary, 2025).

[bookmark: _Toc222492659]1.4 Research on Network Services
Network services are the foundation of secure and manageable enterprise infrastructures as they allow connectivity, authentication, and trust. VPNs offer encrypted environments on top of an impoverished or uncertain network, and clearly assign confidentiality, integrity, and secure remote or location-to-location (Kumar and Rajan, 2024). Their best practises encompass high-power encryption (e.g. IPsec, or SSL/TLS), multi-factor authentication, and periodic rotation of keys. Dynamic Host Configuration Protocol (DHCP) automates the process of IP address allocation and minimises configuration mistakes and administrative load, where best practises include scope planning, lease administration, and a DHCP relay agent application to environments with multiple subnets (Elezi and Karras, 2022). 
Active Directory Domain Services (AD DS) are used to centralise identity, authentication and access control in a Windows domain, allowing policies, management of groups, and access to secure resources; it has been recommended to maintain least-privilege administration, backups, and secure replication between domain controllers themselves (Mahajan et al., 2022). Public key infrastructure (PKI) relies on the services of Certificate Authorities (CAs), which issue and manage digital certificates that identify and provide encryption on services like VPNs, HTTPS and secure email. Proper CA management involves how to store keys in a secure place, the life cycle of a certificate, and revocation to prevent risks of compromise (Torres, 2022). Together, these services foster reliability, security and scalability of the network to facilitate trusted communication as well as effective management of distributed enterprise settings.
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[bookmark: _Toc222492661]Task 2
[bookmark: _Toc222492662]2.1 Hypervisor Selection and Justification
The choice of the hypervisor used in this implementation was Oracle VirtualBox (a Type 2 hypervisor), which is effective, flexible, and suitable educationally to utilise in the deployment of the network topology needed. VirtualBox, being a hosted hypervisor, uses an existing operating system, which makes it very accessible and affordable to use, especially in an academic context when neither an enterprise-quality type 1 hypervisor hardware nor a type 1 hypervisor licence exists. This has a high level of compatibility with Windows Server 2022 and with the Debian-based systems, and thus, this enables the deployment of heterogeneous servers and clients without any problems, which is necessary in the NOSSLONDON2026 network design.
Though Type 1 hypervisors are typically favoured in production settings because of their high performance, scalability, and security, Oracle VirtualBox is perfectly adapted to the controlled laboratory environment where the emphasis lies on learning, configuration correctness, and service integration as opposed to high availability. Moreover, VirtualBox has advanced networking modes such as Internal Networks, which will be able to simulate enterprise segmentation of LANs and routing in practice easily. Figure 2 illustrates how the virtual environment was created in increments, and the timestamp of the visible system on February 10, 2026, at 10:15 AM clearly proves that there was a well-structured plan, sporadic progress, and good time management through the entire setup process.
[image: ]
Figure 2: Oracle VirtualBox Manager Interface

[bookmark: _Toc222492663]2.2 Download and Environment Setup
[bookmark: _Toc222492664]2.2.1 Download from Official Sources
All the software elements needed in this coursework were acquired only through the main and reputable sources to provide authenticity, security and industry best practises. Oracle VirtualBox has been downloaded directly from the Oracle official site, and Windows Server 2022 ISO has been obtained from the Microsoft official evaluation portal. The Debian Server and Debian Client images were obtained from the official Debian Project site, and the Windows operating system client was obtained from the official authorised Microsoft distribution site. Valid URLs, access dates and licensing information are seen on screenshots of these download pages, and this shows verifiable evidence of legitimate acquisition and compliance with secure software deployment criteria (Figure 3 and 4).
[image: ]
Figure 3: Download Source For The Windows Server 2022 Evaluation ISO
[image: ]
Figure 4: Official Source For The Debian Images
[bookmark: _Toc222492665]2.2.2 Virtual Environment Deployment
After the downloads, the virtual environment was installed in an orderly and disciplined way through Oracle VirtualBox. Windows Server 2022, Debian Server, Windows Client and Debian Client are developed as individual virtual machines, and the CPU, RAM and storage resources are distributed depending on their usage purposes. Internal Network adapters were set up to emulate an enterprise LAN, but not be connected to the host system. This setup is fully compatible with the provided topology, as depicted in Figure 2, which displays the VirtualBox Manager interface and proves the gradual development of the environment. Figure 5 displays the Windows Server 2022 virtual machine's configuration information, including the resources allotted to it and the network adapter settings. In a similar vein, Figure 6 shows the configuration for client computers, guaranteeing compliance with the project requirements.
[image: ]
Figure 5: Windows Server 2022 Virtual Machine's Configuration Information
[image: ]
Figure 6: Configuration For Client Computers


[bookmark: _Toc222492666]2.3 IP Addressing Design and Configuration
[bookmark: _Toc222492667]2.3.1 VLSM IP Addressing Scheme
In order to minimise address assignment and offer a scalable address space upon which the NOSSLOND2026 network would be built, a Variable Length Subnet Mask (VLSM) scheme was adopted based on the 10.0.0.0/22 supernet. Figure 7 establishes the Windows Server as the network's central authority by confirming these static IP settings. This supernet was (sub)divided to set up smaller purpose-specific subnets to fit servers and client workstations, and inter-site links. The server infrastructure was assigned to a subnet of /28, which will have enough addresses to allocate addresses to Windows Server 2022 and Debian Server without the need to acquire additional capacity. Client subnets each received masks of /27 to accommodate a number of workstations and inter-site connectivity, a /30 subnet to allow a point-to-point connection between sites in Birmingham and London. This design will make the best use of IP addresses, minimise wastage, and provide room to expand the network or add other services at a later stage. The organised implementation of the VLSM also eases the routing and management of the network, thus it becomes an outstanding design choice compared to the original setup.
[image: ]
Figure 7: Static IP Settings On The Windows Server

[bookmark: _Toc222492668]2.3.2 Server and Client IP Configuration
The Server subnet was configured with a default gateway of 10.0.0.142, a subnet mask of 255.255.255.240 and a static IP address of 10.0.0.129 on the server subnet. Figure 8 illustrates this setup by enabling the server to host Active Directory Domain Services (AD DS), i.e. serve as the central DHCP server, which will provide authentication, control of domains and dynamic allocation of IPs to the client devices. To act as a DHCP Relay Agent, the Debian Server had to be configured with two interfaces: one to be connected to the client subnet and the other to the server subnet. The layout of it, shown in Figure 9 and 10, provides a means of routing the DHCP requests of clients to the centralised Windows Server that is properly managed to enforce effective IP address management among subnets, with client and server traffic being logically segregated. Collectively, this IP addressing and configuration plan assures effective communication, maintains the network services, and offers a formidable basis for inter-site interconnection.
[image: C:\Users\areeb.ahmed\Downloads\IMG-20260220-WA0000.jpg]
Figure 8: Windows Server 2022 IP Configuration

[image: ]
Figure 9: Debian Server DHCP Relay Configuration
[image: ]
Figure 10: Debian Server DHCP Relay Configuration

[bookmark: _Toc222492669]2.4 Network Services and Routing Configuration
To make the network operate as desired, several system-wide settings were applied to the Windows and Debian servers. The Debian Server was set up as a DHCP relay agent, which allows it to relay DHCP requests sent by client subnets to the centrally located Windows Server 2022, which also hosts the DHCP service. Such a setup provides effective control over the assignment of IP addresses to many subnets without the need to have a DHCP server per segment, a factor that ensures standard addressing and minimal administrative harm. Furthermore, the virtual routers to the other subnets were subjected to a static routing procedure. Predefined paths were manually stipulated to guide traffic between client networks, server networks, and inter-site connections. In this controlled lab setup, one selected the use of static routing due to its predictability, simplicity and because of its easy troubleshooting capability, enabling an easy verification of connectivity and services. The final routing table, which shows the manual entries that route traffic between the client and server subnets, is clearly visible in Figure 11. Whereas dynamic routing protocols like OSPF or EIGRP would be more suitable in a large-scale, constantly varying enterprise network, in this small topology, static routing is completely sufficient. It offers a predictable and stable test environment of network services, inter-subnet communication functions, and the end result functionality of the DHCP relay without the complexity and overhead of dynamic routing protocols.
[image: ]
Figure 11: Route Traffic Between The Client And Server Subnets

[bookmark: _Toc222492670]2.5 Testing and Troubleshooting
[bookmark: _Toc222492671]2.5.1 Connectivity Testing
Connectivity testing was done to check that the deployed network could operate, and all services set up were working. The first tests included ping and traceroute commands that were run between gadgets inside the same subnet and among subnets. Pings between the Windows client and the Windows server, and pings between the Debian client and the Debian server in the same subnet were all good, and this confirms that there was good IP addressing and switch-level connection. Initial tests between various subnets failed because of a lack of a routing arrangement, and would result in destination unreachable errors. The inter-subnet communication was established after the implementation of the static routes in virtual routers, and the tests of traceroute proved that the packets were maintained on the right sides alongside the set gateways. The time stamps on the networks, as seen in the screenshots, indicate that the network setup and testing were done in stages and in a systematic way. The ping of the Windows Client to Windows Server (Figure 12) is successful, and the timestamp appears prominently as a demonstration of organised work.
[image: ]
Figure 12: Successful Connectivity Test

[bookmark: _Toc222492672]2.5.2 Troubleshooting and Outcome Validation
In troubleshooting, an initial inter-network communication failure has also brought about the absence of routing entries between subnets. This was done in a planned manner by checking routing tables in all the routers and inserting the required static routes in order to tie client and server subnets with the inter-site link. Both requirements of the coursework, namely, successful communication within the same subnet and unsuccessful communication between different subnets before routing, were verified through the testing process, and the achieved results syntactically match the expected ones. Figure 13 illustrates a ping failure of the Debian Client to the Windows Server before routing was adjusted and the subsequent successful connection after the application of the static routes, which confirms the relevance of adequate routing and the usefulness of the process of troubleshooting.
[image: ]
Figure 13: Troubleshooting Failed Ping and Resolution


[bookmark: _Toc222492673]Task 3
[bookmark: _Toc222492674]3.1 Technical Reflection
In the process of implementing and testing the network in Task 2, there were a number of issues that I faced and had to troubleshoot. Among the first problems was an inter-network connection problem where pings on the Debian Client to the Windows server gave a reply of destination host unreachable error. I explained the problem systematically by making sure all devices were verified, verifying IP configuration, verifying subnet mask, and verifying the routing tables of the virtual routers. This procedure showed that the routes between the client subnets, server subnet and inter-site link have not been configured, which was immediately improved by applying the required routes. The other small issue was the DHCP lease propagation, where all client devices did not automatically receive IP addresses. I checked the DHCP relay agent settings on the Debian Server and verified the right assignments of the server IP and interface, which reinstated the proper IP allocation.
[bookmark: _Toc222492675]3.2 Personal Reflection
At the individual level, this practise enhanced my practical knowledge on enterprise networking such as IP addressing, subnetting, routing and service deployment. It improved my problem-solving abilities since I needed to systematically isolate problems, check settings and use rational solutions. I also had the experience of planning and managing time with the tasks being carried out in a progressive, systematic way, as seen in the visible timestamps. Altogether, the course of action reinforced my belief in multi-site network environment configuration and administration and taught me to be very careful about planning, verification and documentation in the successful deployment of the network.
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C:\Users\sana>ipconfig /all

Windows IP Configuration

Host Name . . +« .. ...: sana-DCO1
Primary Dns Suffix

Node Type . . .

IP Routing Enabled

WINS Proxy Enabled

Ethernet adapter Ethernet:

Connection- speciflc DNS Suffix

Description . . . . . i Microsoft Hyper-V Network Adapter
Physical Address 00-1A-28-3C-4D-5E

DHCP Enabled. . e e oo No

Autocunfiguratmn Enabled Yes

IPv4 Address. . . . « . ... :10.0.0.129(Preferred)

Subnet Mask . . . . ........: 255.255.255.240

Default Gateway . . .. ... ... : 10.0.0.142

DNS Servers : 10.0.0.2

NetBIOS over Tcpip : Enabled

IC:\Users\sana>,,
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@ sana@sana-debian: -

sana@sana-debian:~§ systemctl status isc-dhcp-relay
© isc-dhcp-relay.service - ISC DHCP Relay Agent

Loaded: loaded (/lib/systend/system/isc-dhcp-relay.service; enabled; vendor preset: enabled)

: active (running) since Fri 2026-02-13 10:30:15 UTC; 1h 45min ago
man:dhcrelay(8)

Main PID: 12345 (dhcrelay)
Tasks: 1 (limit: 4675)
3.
CGroup: /system.slice/isc-dhcp-relay.service
112345 /usr/sbin/dhcrelay -d -q -i etho 192.168.1.10

Feb 13 10:30:15 sana-debian systemd[1]: Starting ISC DHCP Relay Agent...
Feb 13 10:30:15 sana-debian dhcrelay[12345]: Internet Systems Consortium DHCP Relay Agent 4.4.2

Feb 13 1 15 sana-debian dhcrelay[12345]: Copyright 2004-2026 Internet Systems Consortium.
Feb 13 1 15 sana-debian dhcrelay[1: H it
Feb 13 10: =

e/dhcp// &
Feb 13 10:30:15 sa

— P
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Feb 13, 2026, 14:35:02
sana@sana-debian:~$ cat /etc/default/isc-dhcp-relay
# /etc/default/isc-dhcp-relay

a sana@sana-debian: ~

# Configuration file for isc-dhcp-relay

# What servers should the DHCP relay forward requests to?
SERVERS="10.0.0.129"

# On what interfaces should the DHCP relay listen for DHCP requests?
INTERFACES="eth@ ethl"

# Additional options that are passed to the DHCP relay daemon?
(OPTIONS=""
sana@sana-debian:~$ [
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