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1. Executive Summary
This assignment has successfully researched the Internet of Things (loT) and the security and

privacy concerns that come with this new technology that further connects everyone and
everything. loT is revolutionising industries, societies, and individual lives by creating
interconnected ecosystems that drive innovation, efficiency, and sustainability. 10T leverages
enabling technologies such as sensors, actuators, and communication protocols, offering
diverse connectivity models that bridge devices to clouds, gateways, and each other. While
this transformation holds significant promise, it also brings substantial technical, regulatory,
and ethical challenges. The Stuxnet attack on Iranian nuclear facilities serves as a stark

illustration of these security challenges within the IoT and Industry 4.0 landscapes.

Stuxnet demonstrated that industrial control systems (ICS) are vulnerable to sophisticated
cyber-attacks. The meticulous design and specific targeting of Iranian nuclear facilities
suggest that Stuxnet was likely orchestrated by a nation-state, rather than rogue hackers. Its
ability to infiltrate systems through zero-day vulnerabilities and remote access points reveals
a critical security gap in industrial settings. Although Stuxnet was designed to avoid broader
disruption, the same tactics could be used to create malware with more indiscriminate effects,
potentially compromising other PLCs and industrial systems worldwide.

The Stuxnet case raises concerns about the security of critical infrastructure, including power
stations, water treatment plants, and manufacturing facilities, all of which rely on PLCs. The
report highlights the risks associated with remote access to ICS and the tendency for many
systems to retain default passwords, which increases their vulnerability. As loT and Industry
4.0 technologies become more integrated into ICS, the potential for broader cyber-attacks
grows, emphasising the need for robust security measures.

Given the rising geopolitical tensions and the proven impact of Stuxnet, industrial systems are
likely to be prime targets for future cyber-warfare. Addressing security concerns within loT and
Industry 4.0 applications is crucial to protect critical infrastructure and ensure the continued
safe operation of industries worldwide. The lessons from Stuxnet underscore the urgency of

implementing comprehensive security strategies to prevent similar attacks in the future.




2. Planning and Reflection
The report will begin with an Introduction that establishes the context for the Internet of Things

(loT) and Industry 4.0, emphasizing their role in transforming technology and industry. This
section will also outline the focus of the report: the security and privacy challenges that arise
during the design process of loT and Industry 4.0 applications. As a specific example, this
analysis will centre on the Stuxnet worm, an infamous cyberattack targeting industrial control
systems (ICS), and discuss its implications in a broader loT and Industry 4.0 context.

Next, the Key Concepts of 10T and Industry 4.0 will be explored to build a foundational
understanding. This section will start with loT Definitions, examining the varied interpretations
in the literature and providing a definition suited to the chosen application. Moving on to
Enabling Technologies, the report will identify and explain the technological components that
tacilitate 1oT, including sensors, actuators, communication protocols, and data analytics,
illustrating how these technologies interact to create a seamless loT environment. |n
Connectivity Models, different examples for device communication will be discussed. Finally,
the Transtormational Potential of loT and Industry 4.0 will be assessed, considering their
impact on industries and societies. This analysis will cover both the benefits, like increased
automation and efficiency, and the challenges, such as security and sustainability.

The main body of the report will focus on Security and Privacy Challenges, using the Stuxnet
case study to delve into specific concerns. This section will begin with an Overview of Stuxnet,
providing background on the worm's origin, objectives, and deployment context. The
discussion will then shift to the Security Concerns in loT and Industry 4.0, critically analysing
common vulnerabilities such as firmware flaws, weak encryption, and inadequate
authentication practices. The Stuxnet's attack methodology subsection will detail how the
malware spread and infiltrated systems, highlighting its use of zero-day vulnerabilities,
network weaknesses, and propagation through removable media and shared network

resources.

On completion of this report, it is clear the workplan was followed successfully with the results
matching each step outlined above. The workplan allowed for an appropriate methodology to
be followed, ensuring the assignment was a success.




3. Key Concepts of IoT and Industry 4.0

3.1. Introduction
The Internet of Things (loT) signifies a major shift in the way devices work with each other and

the world around them. According to McKinsey (2019), more than 43 billion loT devices will
be connected to the Internet by 2023, a threefold increase from 2018. These billions of
interconnected devices are now generating and exchanging data, proving loT has become a
major modern technological advancement, which can be seen in figure 1.

The core concepts of loT and its definitions, enabling technologies, connectivity models, and
its potential for transformation across saciety and industry are detailed in this section. The
merging of Industrial Control Systems (ICS) with loT devices increases connectivity and

automation in industrial settings, but also increases the security risks of cyber-attacks.
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3.2. loT Definitions

Table 1 details some of the concepts within the loT and how they relate to ICSs, and a

description of how they work.

Concepts

Description

Interconnected Devices

At the heart of loT lies the concept of interconnected devices. These
devices can be anything from sensors, actuators, wearables,
appliances, vehicles, or industrial machines. They are embedded with
various technologies to enable communication and interaction with
other devices or systems.

Security and Privacy

loT security is a critical concern due to the vast amount of data
generated and exchanged by interconnected devices. Security
measures such as encryption, authentication, access control, and
firmware updates are essential to safeguard loT deployments against
cyber threats and ensure data privacy and integrity.

Connectivity

loT devices rely on various connectivity technologies to communicate
with each other or with centralized systems. This includes protocols
like Wi-Fi, Bluetooth, Zigbee, RFID, and cellular networks (3G, 4G,
5G).

Cloud Computing

Cloud platforms play a crucial role in loT deployments, providing
scalable storage, computational resources, and services for data
processing, analytics, and management. Cloud-based loT platforms
enable cenfralized control, monitoring, and management of distributed
10T deployments.

Sensors and Actuators

Sensors gather data from the physical world, measuring parameters
such as temperature, humidity, motion, light, or location. Actuators, on
the other hand, enable devices to perform actions based on received
instructions, such as turning on lights, adjusting temperature, or
controlling machinery.

Scalability and Flexibility

loT architectures must be designed for scalability and flexibility to
accommodate growing numbers of devices and evolving use cases.
Modular, interoperable solutions enable easy integration of new
devices, applications, and services, ensuring the scalability and
future-proofing of loT deployments.

Table 1 — loT Definitions Table (Gilchrist, 2016)




3.3.  Enabling Technologies
In industry, sensors and actuators are widely used to control machinery. Sensors with l1oT

enabling technologies allow the capture of raw machine data such as an inline oil-quality
sensor that measures multiple process values, like in figure 2. Actuators, such as a hydraulic
cylinder, electric motor, and screw jacks, are used when a certain condition has been met,

such as a sensor being made, which will then tell the hydraulic cylinder to actuate.

In regard to the Stuxnet malware, the loT sensors and actuators allow for another route into
hacking ICSs or another option to attack by changing the values being read from them. This
could have a disastrous effect on a process, if for example inaccurate values are sent from
the sensor and the PLC adjusts this to suit, thus supplying more flow, speed, or current to a

process.
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Figure 2 — Improvement of Sensor Technology up to Industry 4.0 (Schiitze, 2018)




3.4. Connectivity Models
Distributed control and localised decision-making are made possible by Device-to-Device

(D2D) connectivity, which enables peer-to-peer communication between sensors, actuators,
and controllers. These systems control the operation of industrial processes, monitor

performance, and implement control strategies based on real-time data from loT devices.

This is the type of communication used in the application researched in section 4 — the Stuxnet
malware that used device-to-device connections to propagate across networks to find
Siemens S7 PLCs to infect and attack the processes controlled by the PLC. The malware
used different ways to infect the PLCs that were connected to SCADA systems, connected to
PCs, and connected to networks that have other connected devices like printers and USBs.
As the malware needed to access the Internet to update its self, there was also a form of
Device-to-Cloud connectivity as the malware sort out computers with Internet access (Robin
& Baezner, 2017).

10




3.5. Transformational Potential
Stuxnet has shown the transformational potential of the loT, as before there were no such

thing as cyber-attacks in industrial processes, but after this it has opened up many possibilities
in regards to security in industrial settings. This security risk is amplified by loT as these
industrial processes are now even further connected to the Internet than when Stuxnet first
attacked. Security controls in ICS were already lax, that's why Stuxnet was successful, but
now there are multiple devices controlling a process which are all connected to the IoT and if
they are left with remote access, freely available access, or default password access, then
these ICSs leave themselves open to a cyber-attack (Department for Digital, Culture, Media
& Sport, 2018).

The security risks have transformed industry as tighter controls on ICS are put in place, but if
these controls are not put in place, then there are possibilities of power girds, water treatment

tacilities, or traffic management control being attacked by malignant forces.

11




4. Security and Privacy Challenges

4.1. Introduction
The Internet of Things and Industry 4.0 are becoming buzz words used in industry and wider

business by senior management and high-level consultants, who do not realise the complexity
and risks of these technologies, and only see the benefits of a totally integrated production
tacility with every piece of data possible available immediately.

In regard to a manufacturing plant, with the increase of connected devices, there becomes
more entry points into the company’s systems for bad actors to infiltrate. Before the advent of
connecting every machine cell, and its associated equipment, together to one over-arching

system, the machine would just be a sole cell.

The 2™ Industrial Revolution introduced electrification, which allowed the introduction of
assembly lines and mass production (Society for Industrial Management and Engineering,
2021). This meant the machine was controlled through relay logic and as such was not
vulnerable to cyber-attacks as there were no computers on the machine. Many of these
machines are still running in industry today and are immune to the issues of Industry 4.0,

unlike there newer equivalents.
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Figure 3 — All 4 Industrial Revolutions (Cline, 2017)
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The retrospectively named Industry 3.0 was the introduction of computer systems into the
manufacturing process. With the invention of PLCs and HMIs, the need for relay logic and
some human tasks were removed and the control of the machine became a computerised
process (Shaw, 2024). The computers would only be connected to other devices on an
isolated LAN (Local Area Network) with no internet connection, and as such would be
vulnerable to computer malware if they were installed locally, but as they were not connected

to anything else this would be a localised incident.

But with Industry 4.0, every switch, sensor, actuator and computer can be connected together
in a factory and to the internet, sharing data and possibly spreading malware to each device
(Oyaro, 2024). If an infected sensor is installed on a machine, once it is connected the malware
can spread to all connected devices on the machine, and to any other devices and machines
that are connected — perhaps spreading across an entire business or site.

Another security issue related to Industry 4.0 is the requirement from some OEMs (Original
Equipment Manufacturers) or System Integrators to have remote access to a machines PLC
tfor troubleshooting and program madification purposes, instead of sending engineers to the
customer site (Ewon, 2024). This can cause multiple issues, namely, if there are poor security
procedures in place when using a remote industrial gateway device, such as an Ewon Cosy+
seen in figure 4, which require either a wired ethernet or 4G cellular connection to work.

Antenna for in-built 4G Ethernet ports for
cellular internet connection to the PLC.
connection.

Ports can also be used

to connect a 4G cellular
router to the Ewon
Cosy+.

Figure 4 — Ewon Cosy+ 4G Option (Ewon, 2024)
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The PLC and internet connection are connected to the Ewon Cosy+, and the would-be hacker
would only require the PLC IP address and they would have access to the machine. Further
security measures can be putin place, like a PLC password that is required for access, but it
is commonplace to leave the default password set or have no password at all. The engineer
may also leave the internet connection for the Ewon Cosy+ constantly on due to poor safety
measures — allowing hackers access to a machines PLC, circumventing company IT security
and the requirement to be onsite directly connected to the PLC to cause issues with the

machine. Figure 5 shows the remote connection to a process line using the Ewon.

Figure 5 —Overview of how the Ewon Cosy+ Works (Ewon, 2024)
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4.2.  Stuxnet: Cyber-weapon Targeting Siemens PLCs

4.2.1. Stuxnet Introduction
The Stuxnet malware, first discovered in 2010 but deployed around 2007, was a highly

sophisticated cyber-attack targeting industrial control systems (ICS), specifically Siemens
Step 7 programmable logic controllers (PLCs) utilised in Iran's nuclear facilities. The malware
was a 500KB worm that infected at least 14 industrial facilities across Iran (Kushner, 2013).
The nuclear facility and uranium enrichment plant in Natanz, Iran appears to have been the
original target, with Stuxnet's program targeting devices with groups of 164 objects, with
Natanz's centrifuge cascades arranged in groups of 164 (Broad & Sanger, 2010).

Due to the complexity of the malware, which would require significant time and resources to
create, it is believed that the culprit is likely to be a nation-state, with evidence implicating the
USA and Israel. The main goal was to slow down or stop Iran's nuclear program, as the
existing sanctions that were placed on the state did not deter them, and the Stuxnet cyber-
attack was probably part of a wider operation which included the assassination of Iran's

nuclear scientists (Zetter, 2014).

The Stuxnet malware was discovered after the International Atomic Energy Agency (IAEA), a
United Nations body who monitored the Iranian nuclear program, noticed that the centrifuges
were being replaced at an exceedingly high rate (Horn, 2014). A few months later, an antivirus
firm from Belarus received a request from an Iranian company to investigate an issue they
had with a machine constantly rebooting itself. From this, the antivirus company discovered
the Stuxnet malware for the first time (Lindsay, 2013).

Figure 6 displays a simplified explanation of how the Stuxnet malware worked.

15
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4.2.2. Infection & Spread
Stuxnet used a number of vulnerabilities, including four zero-day flaws in Windows based

operating systems, and was able to infect Windows 2000 up to Windows 7, and flaws in
Siemens Simatic PLCs firmware. The malware was able to spread through LAN (Local Area
Networks) and USB drives. The malware was able to move across the LANs to any devices
that were on the network, but the USB drives were infected to access computers that were
isolated from the internet. These two methods would allow the malware to spread rapidly
across the world.

These vulnerabilities that were exploited show some similarity to vulnerabilities seen in loT
and Industry 4.0 devices that have poor security practices such as insufficient encryption,
weak authentication methods and inadequate update mechanisms.

The malware moved across any device that it could in its pursuit of systems that were running
the Siemens Step 7 PLC software, but if the software was not found, the malware would
remain dormant but continue to spread across anything connected to the LAN or any USB

devices that were connected to the device in future.

It was originally believed that the malware was only intended to infect the Natanz facility and
the firstinfection was at this site, and then the malware escaped the facility through the Internet
and out to the rest of the world where infections were also found (Broad & Sanger, 2010). But
in recent years, it is believed there was a strategic plan to infect companies that had a link to
the Natanz facility, either through supplying infected equipment to them or a visitor to the
tacility unknowingly connecting an infected computer or USB drive to the Natanz network
(Goodin, 2014).

Figure 7 shows the believed the first five targeted victims of Stuxnet who were all suppliers of
Industrial Control Systems (ICS), components or centrifuges to Natanz. This was discovered
as, unusually, the malware kept a history of all infected machines, with its name, domain name
and IP address, dating back to the first machine infected (Kaspersky Lab, 2014). The ICS
vendors, Fooland Technic International, Behpajooh Electronic & Computer Engineering, and
Control-Gostar were infected in hopes of there employees entering the Natanz facility with
infected computers, USBs or Siemens PLCs. Neda Industrial Group, a components supplier,
was targeted in hope of them supplying infected parts to Natanz, while Kala Electric, a
centrifuge developer was targeted as they were believed to supply Natanz's nuclear
centrifuges (Zetter, 2014).
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4.2.3. How Malware Worked
Once Stuxnet infected a computer, it installed a driver of its own onto the Windows operating

system using stolen certificates to fake its legitimacy, and also installs a rootkit to keep the

malware hidden.

Once Stuxnet has infected a system, it tries to propagate itself in various ways, such as
through the local network, via a removable USB drive, and via infection of Siemens S7 folders.
To propagate itself through local networks, Stuxnet uses the zero-day vulnerability ‘Microsoft
Windows Print Spooler Service Remote Code Execution Vulnerability, or the ‘Microsoft
Windows Server Service RPC Handling Remote Code Execution Vulnerability’. It can also
copy itself across accessible shared folders by using the credentials of the users of the

computer, and by finding computers running the WinCC database server (De Falco, 2012).

Stuxnet then searches for any Siemens Step 7 PLC projects on the infected computer. If the
projects are found, it copies itself into their folders and makes modifications to the main index
files. As PLC projects are often moved between different computers, the malware is spread
further.

If a new system is found by Stuxnet, the malware uses one of the zero-day flaws to get
elevated privileges and then installs a rootkit. The malware remains undetectable by anti-virus
software due to the rootkit installing two hardware executable models at driver-level, which
would usually flag up suspicious operation, but as Stuxnet uses fake identification certificates,
Windows believes it is from a trusted source (Sanger, 2012).

The Remote Procedure Call (RPC) server is then started by Stuxnet, and the malware checks
tor communication with other infected devices on the LAN. By doing this, Stuxnet can perform
the following functions to any other infected device: get the latest malware version, download
a worm dropper, remotely execute functions in a new or existing process, run any application,

write to a file, read a file, and delete a file.

The final step is for the malware to search on local computers for Siemens WinCC software,
which runs on HMIs (Human-Machine-Interface) or SCADA and is used as an interface
between the PLC and the operator. Files are then altered that are used to allow access, delete,
read, or write blocks of code on the Siemens PLC. In a PLC infected with Stuxnet, when these
functions are requested, additional instructions will be executed by Stuxnet before the actual
tunctions are called. By doing this, the data sent or received from the PLC can be modified
(Kaspersky Lab, 2024).
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The final step is to execute code changes to alter the operation of the nuclear centrifuges.
Checks are made for VFDs (Variable Frequency Drives) that control the speed of the induction
motors that are turning the centrifuges. Stuxnet begins recording the speed data sent between
the PLC and VFD, and then begins to intercept the speed commands and alter them to suit.
The centrifuges run at around 1064Hz, which is vital for their correct operation, but Stuxnet
begins to change the frequency to 1410Hz and then to 2Hz for short periods of time, before
giving the correct signal to change back to 1064Hz, all the while ensuring the speed display
on the HMIs and SCADA screens remains at 1064Hz for the duration. The change from going
over speed to basically at a stop leads to the rapid degradation of the nuclear centrifuges, and
as the interface to the operator shows no changes to the speed and the modifications were
only short bursts, it makes it extremely difficult to diagnose the faut by the facilities

maintenance staff (De Falco, 2012).
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Figure 8 — Stages of the Stuxnet Attack (Skopik & Smith, 2015)

Table 2 explains figure 8 above in a step-by-step process.
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Explanation of Figure 6

Mode Step Explanation
Infection 1 Stuxnet exploits four zero-day flaws to infect devices with its
Data malware. Primary form of infection through USB drive.
Recording
Infection 2 With the device infected, Stuxnet uses the internet to update its
Data code.
Recording
Infection 3 If the Siemens Step 7 software is not on the infected device, the
Data malware remains dormant but still continues to spread the
Recording infection.
Infection 4 Fake digital certificates are used to bypass firewalls and the
Data malware continues to spread across the communication
Recording networks and to SCADA systems.
Infection 5 Stuxnet uses its peer to peer communications to update its
Data malware. Due to the peer-to-peer comms, updates are possible
Recording even if the compromised device is not connected to the Internet

itself.

Infection 6 Once the Siemens Step 7 PLC is compromised, Stuxnet alters its
Data operating mode. The PLC rootkit is used by the malware to
Recording modify the PLC code to record all the received data.
Covert 7 Once the data has been recorded for a period of time, Stuxnet
Sabotage begins to sabotage the control system.
Covert 8 The control signals sent to the actuators of the nuclear
Sabotage centrifuges are modified.
Covert 9 The modified signals are hidden from view of the operators using
Sabotage the SCADA system, with the previously recorded data displayed

instead.

Table 2 — Explanation of Figure 8 Stuxnet Infection (Skopik & Smith, 2015)
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5. Analysis and Evaluation
Stuxnet represents a significant shift in the realm of cyber warfare, demonstrating a high level

of sophistication and targeted attack methodology. The malware, which targeted industrial
control systems (ICS), was designed to exploit vulnerabilities across a range of platforms,
including Windows operating systems and Siemens S7 PLCs. The attack's deployment
strategy, using both LANs and USB drives, was a calculated approach to maximise its spread
and infiltrate isolated environments. This dual-propagation method not only facilitated
widespread infection but also allowed the malware to reach targets that were disconnected

from the internet, exemplifying a deeper understanding of typical industrial security practices.

The deployment of Stuxnet highlighted several vulnerabilities that are similar to those found
in 1oT and Industry 4.0 devices. These include poor encryption standards, inadequate
authentication, and flawed update mechanisms. Stuxnet's ability to propagate through LANs
and dormant presence on USB drives suggests that these types of flaws are areas for cyber-
attacks, especially in industrial contexts. The malware's persistence and its ability to remain
dormant while continuing to spread underscore the need for robust network security measures
and rigorous hardware validation.

One of the most intriguing aspects of Stuxnet is its strategic targeting. Stuxnet first targeted
five key suppliers of ICS and other components to Natanz. This strategy appears to leverage
the interconnectedness of modern supply chains, suggesting a highly orchestrated effort to
ensure the malware's eventual arrival at the primary target. The malware's capacity to keep a
record of infected devices, including names, domain names, and IP addresses, provided
critical insights into its infection timeline and pathways.

Stuxnet's interaction with Siemens PLCs is particularly noteworthy. By altering the main index
files in Step 7 projects, Stuxnet ensures its survival as these projects are moved between
computers, creating new infection pathways. The malware's use of rootkits and stolen
certificates provides stealth, enabling it to operate at a low level within the operating system
without raising alarms. The Remote Procedure Call (RPC) server mechanism allows Stuxnet
to communicate with other infected devices, facilitating updates and further propagation. This
capability to interact with other infected systems underscores the complexity of the malware

and its design to maintain a persistent presence across networks.

The goal of Stuxnet was to disrupt the operation of nuclear centrifuges, and the attack's
sophistication becomes apparent in how it manipulates Variable Frequency Drives (VFDs). By
recording and intercepting speed data, Stuxnet can alter the commands sent to the
centrifuges, causing them to operate at frequencies that lead to rapid degradation. The
malware's ability to mask these changes from operators by maintaining consistent readings
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on Human-Machine Interfaces (HMIs) and SCADA systems demonstrates a deep
understanding of industrial processes and control mechanisms. This deceptive approach
makes it challenging for maintenance staff to detect and diagnose the problem, leading to

potentially severe consequences without immediate detection.
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6. Conclusion
In conclusion, it can be seen throughout the report that the Internet of Things has the potential

to transform society in a way not seen before, that brings increasing technological
advancements in short periods of time that improve people’s quality of life and businesses
strategies. But, if steps aren’t taken to ensure that these advancements do not come at the
cost of security and privacy, then these technologies could be used for malicious purposes.
Stuxnet proves that there are forces able to attack ICS, when this was previously unheard of,
indicating that further attacks in industry could occur.

As Stuxnet was specifically targeting Iranian nuclear facilities, no issues were caused on other
control systems using Siemens PLCs. There is a possibility that a future malware could be
created that spread and infected Siemens PLCs like Stuxnet, but a more general faulty
condition could be created such as changing the state of a group of commonly used inputs or
outputs, indiscriminately. Inputs and outputs start from the addresses, %I10.0 and %Q0.0,
respectively, so if these were maliciously targeted then there would be a good chance this

would cause damage to every Siemens PLC in the world, if they were infected.

It can be seen throughout section 4 that a great deal of time and resources has been put into
the Stuxnet attack, that normal hackers would not be able to produce. The fact that the
malware was clearly a specific attack on nuclear facilities in Iran also makes it unlikely that a
rogue hacker or group of hackers were behind this, as there is no financial or immediate benefit
to them. The level of money, resources, and desire to create a malware that specifically targets
a nuclear facility has led to the belief that only a nation state could be behind Stuxnet, and as
the target was Iran, then it is likely a government who is hostile to Iran would be behind the
attack, with the USA and Israel widely believed to be the perpetrators.

The threat to industrial control systems is great, as everything from power stations, water
treatment works, and manufacturing plants all use PLCs and are vulnerable to attacks like
Stuxnet. As Schouwenberg (2013) states, “A lot of industrial control systems are hooked up
to the Internet and they don't change the default password, so if you know the right keywords
you can find these control panels.” This backs up the point made in section 4.1 that allowing
remote access to PLCs increases the security risks to these control systems.

The Stuxnet cyber-attack has proved that Industrial Control Systems (ICS) are vulnerable to
attacks, where previously this was believed to be impossible, and with rising tensions between
nations across the world, there are likely to be increases in cyber-warfare targeting an enemy’s
power and water infrastructure, manufacturing bases, and other industries. With the
introduction of loT and Industry 4.0 devices into ICSs, if security concerns are not dealt with
appropriately, cyber-warfare in industry will become even easier.
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