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[bookmark: _Toc1850431054][bookmark: _Toc164283058]Introduction
[bookmark: _Toc1600206890]Operating systems (OS) are the building blocks of computing devices, allowing software and hardware to communicate with one another. They offer crucial services for resource management, application execution, and system stability. Using the Windows OS, I will examine some of the most important features found in today's general operating systems in this study.


[bookmark: _Toc164283059]1. Key functions of general Operating Systems  
File Management:
Windows 11's File Explorer is an effective tool for organising files and folders. It offers an easy-to-use interface for accessing different drives, navigating the file system, and performing file operations like renaming, copying, moving, and deleting files. [1]
You can make use of the following features in Windows 11 to manage files efficiently:
· Quick Access: Gives you access to recently accessed files and frequently used folders.
· File Operations: When you right-click a file or folder, a context menu containing options for different operations appears.
· Search: To find files and folders quickly by name or content, File Explorer has a search bar.
You can also enable file extensions, rearrange files and folders, and change layout parameters to make the File Explorer view more personalised to your needs. 
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Process Management:
Windows Task Manager is a powerful utility that provides real-time information about running processes, performance metrics, and system resource usage. It enables users to efficiently monitor and control processes, which helps to improve system performance and solve problems. [2]
Within Task Manager, you can explore various tabs and features, including:
· Processes Tab: Shows a list of all active processes with their CPU and memory usage information displayed.
· Performance Tab: Shows CPU, memory, disc, and network utilisation graphically.
· The Startup Tab gives you the ability to customise startup apps to speed up system startup.
· The Details Tab provides additional in-depth details about processes, such as resource usage and process IDs.
In addition, users can restart Windows Explorer, end, or prioritise processes, and open supplementary programmes like Resource Monitor for deeper examination using Task Manager.
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Memory Management:
In order to preserve system stability and performance, effective memory management is essential. Effective memory management is achieved by Windows 10 through a variety of methods, such as virtual memory management, memory compression, and memory prioritisation. [3]
In Windows 11, you can use the following tools to monitor and manage memory:
· Task Manager: Offers up-to-date data on how much memory is being used by various system components and processes.
· Resource Monitor: Provides comprehensive information about memory usage, including details about processes, memory usage, and different types of memory (such as page files and physical memory).
· Performance Monitor: This tool lets you design unique performance counters to track metrics related to memory over time.
By modifying virtual memory settings and terminating pointless programmes, users can detect memory-intensive processes, solve memory leaks, and improve system performance.
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Security Management:
Strong security features in Windows 11 guard against a range of dangers, such as malware, illegal access, and data breaches. The Windows Security app and other system utilities allow users to customise security settings. [4]
Windows 11's important security features include:
· Windows Defender: An integrated antiviral and antimalware programme that offers continuous defence against intrusions.
· Users can set up inbound and outbound traffic rules in a firewall to regulate network communication and thwart malicious activity.
· BitLocker: Offers complete disc encryption to safeguard data on Windows-based devices, obstructing unwanted access in the event of loss or theft. [5]
Furthermore, Windows 11 provides enhanced security features like Windows Hello, which allows biometric authentication, Secure Boot, which safeguards the boot process, and Windows Update, which distributes security patches and updates.
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[bookmark: _Toc164283060]2. Use of Windows OS CLI commands.  
The Windows operating system provides users with a variety of Command Line Interface (CLI) tools and utilities that enable them to interact with the system, manage resources, carry out tasks, and troubleshoot problems. These CLI commands can be executed through either Batch scripting or PowerShell, providing users with flexibility and control over their system. [6], [7]
dir : The dir command displays a list of files and directories in the current directory. It provides information such as file names, sizes, and timestamps.
[image: ]
cd: The cd command changes the current directory. In Batch, it is used like cd C:\Folder, and in PowerShell, it's used similarly.

[image: ]
mkdir: The mkdir command creates a new directory. In Batch, it's used as mkdir NewFolder, and in PowerShell, the same command creates a directory named NewFolder.
[image: ]
Copy: The copy command copies one or more files from one location to another as shown below:
[image: ]
Del: The del command deletes one or more files as shown below:
[image: ]
ipconfig: The ipconfig command displays IP configuration information for all network adapters. Below is what will show when typing this command:
[image: ]
Tasklist: The tasklist command displays a list of currently running processes.
[image: ]
Taskkill: Taskkill forcibly terminate the process with the Image Name mspaint.exe, which corresponds to Microsoft Paint. The /F flag is used to forcefully terminate the process. This is shown below:
[image: ]
Ping: This Batch command pings the IP address 8.8.8.8, which is one of Google's public DNS servers. It will send ICMP echo request packets to the specified IP address and display the response.
[image: ]
Logoff: This Batch command uses the logoff command which will instantly log the user out of there account. Here is an example:
[image: ]
Windows CLI commands, whether executed through Batch or PowerShell, are indispensable for managing system resources, executing tasks, and troubleshooting issues in the Windows operating system environment. By mastering these commands, users can efficiently navigate and control their Windows systems. 




[bookmark: _Toc534149547][bookmark: _Toc164283061]3. Use of Linux OS CLI commands.
Linux is notable for its dependability, adaptability, and effectiveness. The Command-Line Interface (CLI), a text-based interface that allows users to interact with the operating system by typing commands, below is examples of 12 basic Linux commands complied into one program. [8]
Pwd: This command prints the current working directory. It's expected to be in the root directory or a superuser directory.

cd /: This command changes the current directory to the root directory.

Ls: This command lists all subdirectories in the root directory.

cd /home: This command changes the current directory to the home directory.

mkdir testdir: This command creates a new directory named "testdir" in the current directory.

cd testdir: This command changes the current directory to the newly created "testdir".

touch testfile.txt: This command creates a new file named "testfile.txt" in the current directory.

chmod +rwx testfile.txt: This command adds read, write, and execute permissions for the user/owner to the file "testfile.txt".

echo "Hello World!" > testfile.txt: This command writes the text "Hello World!" into the file "testfile.txt".

cat testfile.txt: This command reads and outputs the text from the file "testfile.txt".

rm -R testdir: This command removes the directory "testdir" and all its contents recursively.

History: This command outputs a list of all previously used commands.

Clear: This command clears the command line interface, providing a clean slate for further commands.
Below, I have developed a straightforward demonstration program that demonstrates what is possible of each individual line of code:
[image: ]
In summary, learning the fundamental Linux CLI commands opens the door to many opportunities within the Linux operating system. These commands are the foundation for successful and effective interaction with the Linux environment, ranging from basic functions like browsing directories and creating files to more complex ones like text manipulation and system configuration.
[bookmark: _Toc2037024870][bookmark: _Toc164283062]4. Use of Windows OS scripts.  
Built on the.NET Framework, Windows PowerShell is a powerful scripting language intended primarily for system administration and automation tasks within the Windows operating system. [9], [10]
Command-Line Interface (CLI): PowerShell offers a robust CLI for executing commands and scripts. Below is an example of executing a simple command to list files in a directory.
[image: ]
Variables: PowerShell supports variables to store and manipulate data. Here, we assign a value to a variable and then use it in a command.
[image: ]
Loops and Iterations: PowerShell supports loops for repetitive tasks. Here, I'm using a for loop to iterate through numbers 1 to 5 and display them.
[image: ]
Conditional Statements: Conditional statements like if can be used for decision making. This script checks if a given number is even or odd.
[image: ]
Functions: Functions allow for modular code organisation and reuse. Here's an example defining and invoking a function in PowerShell.
[image: ]
Error Handling: PowerShell provides mechanisms for error handling. This script demonstrates a try-catch block to handle errors.
[image: ]
Assistance with .NET: PowerShell seamlessly integrates with .NET framework. This script utilises.NET classes to perform mathematical operations.
[image: ]
Pipeline: PowerShell's pipeline allows commands to be chained together, passing output from one command as input to another. Below, we filter and sort processes using the pipeline.
[image: ]
Overall, Windows PowerShell is a versatile scripting language designed to streamline system administration and automate tasks within the Windows environment. It can perform a wide range of administrative duties, such as organising files and folders, setting up system preferences, and carrying out intricate automated processes. PowerShell is an invaluable resource for system administrators and IT specialists looking to increase efficiency and simplify processes in Windows based settings.

[bookmark: _Toc48058812][bookmark: _Toc164283063]5. Use of Linux OS scripts.
Within the Linux operating system environment, Linux shell scripting is an effective tool for managing system resources, automating tasks, and carrying out administrative tasks. It offers a versatile and effective means of interacting with the system, carrying out commands, modifying files, and handling data. [11], [12]

Variable Declaration and Usage: Variables in Bash are declared simply by assigning a value to them. They can hold strings, integers, or arrays. Below is an example of declaring and using variables:

[image: ]
Conditional Statements: Bash supports various conditional statements like if-else and case statements, allowing for decision-making within scripts. Below is an example of an if-else statement:
[image: ]
Looping Constructs: Bash provides for loops, while loops, and until loops for repetitive tasks. Here's a simple for loop example:
[image: ]
Functions: Bash allows defining functions for code modularity and reusability. Below is an example of a function to greet a user:
[image: ]
File Operations: Bash enables file creation, deletion, copying, and moving. Below is an example of creating a file:
[image: ]
Input/Output Redirection: Bash allows redirecting input and output streams. Here's an example of redirecting output to a file:
[image: ][image: ]
Error Handling: Bash provides mechanisms for error handling and debugging. Below is an example of error handling using exit codes:
[image: ]
Environment Variables: Bash allows accessing and modifying environment variables. Here's an example of accessing the PATH variable:
[image: ]
Regular Expressions: Bash supports pattern matching and regex operations. Here's an example of regex usage:
[image: ]
For managing system resources, carrying out different administrative tasks, and automating tasks, Linux bash scripting provides an abundance of features. Users in Linux environments can increase productivity and streamline workflows by making effective use of these features.

[bookmark: _Toc1758279247][bookmark: _Toc164283064]Conclusion
In summary, operating systems provide a strong foundation for users to efficiently interact with hardware and software, making them an essential component for modern computing. Operating systems enable users to improve productivity, streamline processes, and push innovation in the digital world through their extensive feature sets, command-line interfaces, and scripting abilities.

[bookmark: _Toc926237278][bookmark: _Toc164283065]Appendices
[bookmark: _Toc1462106101][bookmark: _Toc164283066]What is an operating system?
An operating system (OS) is the program that will manage all the other applications on a computer. Operating systems control how computer hardware and software are used while offering essential services to other software applications. [13]
[bookmark: _Toc1935651393][bookmark: _Toc164283067]What does an Operating System do?
Every piece of hardware and software on a computer is controlled by the operating system (OS). It performs basic tasks such as file, memory and process management, handling input and output, and controlling peripheral devices such as disk drives and printers. [14]
[bookmark: _Toc157958313][bookmark: _Toc164283068]Types of Operating Systems
Operating systems are fundamental pieces of software that control the hardware resources of computers and offer support to their software. They are made for specific platforms and purposes and come in a variety of types.
Windows is one of the most popular operating systems for personal computers, having been developed by Microsoft. Users can run multiple programs at once with its support for multitasking and graphical user interface (GUI). Windows is available in various editions for home and business users, including Windows 10, Windows 11, and Windows Server. [15]
The operating system that runs only on Apple Macintosh computers is called macOS, and it was created by Apple Inc. MacOS, which is well-known for its svelte form and intuitive UI, integrates with other Apple products, including iPads and iPhones, with ease. Its foundation, which is based on Unix, offers security and stability. [16]
Linux is a free and open-source operating system that resembles Unix. It is available in several distributions (distros), each suited to a distinct user base, including Ubuntu, Fedora, and CentOS. Because of its great degree of customisation, Linux is frequently utilised in embedded systems, servers, and as a substitute desktop operating system. It is renowned for supporting a large variety of hardware architectures and for being stable and secure. [17]
The operating system only found on Apple mobile devices, such as the iPhone, iPad, and iPod Touch, is called iOS and was created by Apple Inc. It is renowned for having a simple UI, a large app store, and close integration with other Apple services. iOS places a high priority on security and privacy, and it updates frequently to fix bugs and improve features. [18]
[bookmark: _Toc136056927][bookmark: _Toc164283069]Linux definition
Released under the GNU General Public License, Linux is a free and open-source operating system (GPL). If they do so under the same license, anyone can run, examine, alter, and distribute the source code. They can even sell copies of their altered code. [18]
[bookmark: _Toc1564326005][bookmark: _Toc164283070]Popular Linux distros
Each Linux distro has its own unique features, strengths, and communities. Here's an introduction to some of the most popular ones: [19]
· Debian
· Ubuntu
· KDE
· Fedora
· Red Hat
· openSUSE 
· SUSE
· Arch
· Manjaro
· Gentoo
[bookmark: _Toc1810891570][bookmark: _Toc164283071]Top Level Directories in Linux
/: The top-level directory in your system. It's called the root directory, because it's the root of the system: all the rest of the directory structure emanates from it like branches from the root of a tree. Don't get confused by the /root directory, by the way; that's a different 'root'. [20]
/bin: Contains binaries for your system. The /bin directory is, by default, in your PATH, meaning that any executable file in this directory can be executed just by entering the file name at the command line.
/boot: Contains files necessary to boot your system, including the kernel.
/dev: An abstracted directory which contains all your system devices: hard drives, CD-ROMs, sound cards, and much, much more. When devices are mounted, it occurs here.
/etc: Contains most of the system and application configuration files your Linux machine uses. Back this directory up regularly.
/etc/skel: "skeleton" files used to create user accounts.
/home: Contains the home directory for each system user.

[image: ]
[21]
[bookmark: _Toc1449323304][bookmark: _Toc164283072]Engagement with Linux unhatched
Online certified courses offer a convenient and flexible way to acquire new knowledge and enhance skills in various domains. The course I decided to go through to enhance my skills is called Linux unhatched. Through this course, I delved into the basics of the Linux Command Line Interfaces while learning things such as filtering inputs, administrative access, viewing files and more. To show my engagement with the course I will provide evidence, showcasing several screenshots that highlight my progress and certificate throughout the course.


[image: ]
Firstly, to start the course I read through 1 – 1.2 which explained that Mastering Linux is essential for entering the IT domain. It also briefed me on how to use the webpage for the course and what a virtual machine is. [image: ]
The next page showed an introduction to the Command Line Interface (CLI) and the importance of understanding basic command syntax for administering Linux-based systems. It defines a command as a software program that performs actions when executed on the CLI and explains how to execute a command by typing its name.
[image: ]
After carrying on with the course page 6 introduces the concept of administrative access in Linux systems and discusses two commands, "su" and "sudo," used to execute commands with elevated privileges. It describes how to open a new shell and use the "su" command to temporarily switch to another user, usually the root user. The significance of defining the login shell option for complete user configuration is highlighted in the text.
[image: ][image: ]
After going through file permissions and ownership slide 10 looks at viewing files. It starts by introducing the "cat" command, outlining how it shows a file's contents in its entirety, and providing an example of how to use it. The "head" and "tail" commands are then introduced in the text. These commands allow you to view a specific number of lines from either the beginning or the end of a file, respectively. Examples are given to show how to use these commands, and the "-n" option is explained to change the number of lines that are displayed.

[image: ]
Next in the course is about filtering inputs and introduces us to the “grep” command. It can be used as a text filter to search input and return lines that match a specified pattern. It gives an example of how to use the command and explains its syntax. This example shows you how to look up a specific user, "sysadmin," in the "passwd" file, which has information about user and system authentication.
[image: ]
Then after completing filtering inputs and learning about shutting down using Linux, page 16 explains how to display network configuration information in Linux and gives an overview of network configuration. It also introduces the "ifconfig" command. The "ping" command, which is used to confirm connectivity between two computers on a network, is also introduced in the text.
[image: ]
Then after completing more of the pages the course comes to redirection. This page discusses the concept of input/output (I/O) redirection in Linux, focusing on redirecting standard output (STDOUT) to files. The three file descriptors standard input (STDIN), standard output (STDOUT), and standard error (STDERR) are first described, along with instances of how to use them in the terminal.
[image: ]
Ending the course content, I read through pages 22 and 22.1 which gives a summary of the courses that are available to people who want to learn more about Linux and earn the necessary certifications, along with IT Essentials.
[image: ]
[image: ]
After completing all the pages in the course content, I then used my knowledge I had learned to answer an exam provided by the course to get my certificate of completion
[image: ]
After Finishing the exam, I ended up getting 25/30 marks which was enough for me to check the box to claim my certificate.
[image: ]
[image: ]
[image: ]Unfortunately due to the way I set up my account, it wouldn't let me download the certificate but I have provided screenshots of my module being completed and the page where I would claim my certificate.
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System

Registry

SMSS .exe
csrss.exe
wininit.exe
csrss.exe
services.exe
lsass.exe
svchost.exe
fontdrvhost.exe
svchost.exe
svchost.exe
winlogon.exe
fontdrvhost.exe
WUDFHost .exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
IntelCpHDCPSvC.exe
svchost.exe

Session Name

Services
Services
Services
Services
Services
Services
Console

Services
Services
Services
Services
Services
Services
Console

Console

Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services

Session#

[l cNoNoNoNoNoNoNoNoNoN i oNoNoNoNoNo N loNoNoNoNoNol

Mem Usage

XRXXXXXXXXXXXXXXXXXXXXXXXXZX
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Microsoft Windows [Version 10.0.22631.2715]
(c) Microsoft Corporation. All rights reserved.

C:\Users\georg>taskkill /IM mspaint.exe /F
SUCCESS: The process "mspaint.exe" with PID 19932 has been terminated.

C:\Users\georg>
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Microsoft Windows [Version 10.0.22631.2715]
(c) Microsoft Corporation. All rights reserved.

C:\Users\georg>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=10ms TTL=118

Reply from 8.8.8.8: bytes=32 time=10ms TTL=118

Reply from 8.8.8.8: bytes=32 time=10ms TTL=118
8.8.8.8:

Reply from bytes=32 time=10ms TTL=118
Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 16ms, Average = 10ms

C:\Users\georg>
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Microsoft Windows [Version 10.0.22631.2715]
(c) Microsoft Corporation. All rights reserved.

C:\Users\georg>logoff
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Use "vFlogin username’ to connect to your account.
You can create a new account at https://vfsync.org/signup .
Use “export_file filename’ to export a file to your computer.
Imported files are written to the home directory.

localhost:~# pwd

1ib  mnt  proc run  srv  tmp  var
media opt  root sbin sys  usr
localhost:/# cd home

localhost: /home# mkdir testdir
localhost: /home# cd testdir
localhost: /home/testdir# touch testfile.txt

localhost: /home/testdir# chmod +rwx testfile.txt
localhost: /home/testdir# echo "Hello World" > testfile.txt
localhost: /home/testdir# cat testfile.txt

Hello World

localhost: /home/testdir# rm -R testdir

rm: can't remove ‘testdir’: No such file or directory
localhost: /home/testdir# history

pud

o/

1s

cd home

mkdir testdir

cd testdir

‘touch testfile. txt

chmod +rwx testfile. txt

echo "Hello World” > testfile.txt

cat testfile.txt

rm R testdir

FSoavovnsuwunro
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\georg> Get-ChildItem C:\Windows

Directory: C:\Windows

Mode LastWriteTime Length Name
06/11/2023 11:20 addins
06/11/2023 15:49 appcompat
08/0u/202u 14:03 apppatch
10/02/2024 13:33 AppReadiness
07/01/2024 15:05 assembly
06/01/2024 20:31 bcastdvr
07/05/2022 06:42 Boot
07/05/2022 06:24 Branding
07/05/2022 11:08 BrowserCore
08/0u/202u 14:39 CbsTemp
07/05/2022 11:17 Containers
17/05/2022 14:44 Csc
07/05/2022 06:24 Cursors
ou/12/2023 14:14 debug
07/05/2022 06:42 diagnostics
06/01/2024 20:31 DiagTrack

07/05/2022 11:08 DigitallLocker
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\georg> $myVariable = "Hello, World!"
PS C:\Users\georg> Write-Host $myVariable

Hello, World!

PS C:\Users\georg>
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\georg> for ($i = 1; $i -le 5; $i++) {

>> Write-Host $i
>> }

1

2

3

y

5

PS C:\Users\georg>
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\georg> $num = 6
PS C:\Users\georg> if ($num % 2 -eq 0) {

>> Write-Host "$num is even."
>> } else {

>> Write-Host "$num is odd."
>> }

6 is even.

PS C:\Users\georg>
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\georg> function SayHello {

>> param([string]$name)
>> Write-Host "Hello, $name!™
>> }

PS C:\Users\georg>

PS C:\Users\georg> SayHello -name "George"
Hello, George!

PS C:\Users\georg>
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\georg> try {

>> # Division by zero to trigger an error
>> $result =10 / @

>> } catch {

>> Write-Host "An error occurred: $_"

>> }

An error occurred: Attempted to divide by zero.
PS C:\Users\georg>
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\georg> $numberl = 10

PS C:\Users\georg> $number2 = 5

PS C:\Users\georg> $sum = $numberl + $number2
PS C:\Users\georg> Write-Host "Sum: $sum"
Sum: 15

PS C:\Users\georg>
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\georg> Get-Process | Where-Object { $_.WorkingSet -gt 100MB } | Sort-Object —Property CPU

Handles NPM(K) PM(K) WS(K) CPU(s) Id SI ProcessName
1326 124 402896 272288 35224 0 MsMpEng
0 0 4060 9201724 2840 O Memory Compression
2108 118 496680 182688 2496 1 dwm
603 26 218680 117468 7004 0 MoUsoCoreWorker
760 us 102208 141652 0.50 37532 1 notepad++
966 55 76788 105652 0.83 30592 1 OneDrive
692 37 83280 125916 1.61 29664 1 WindowsTerminal
1579 58 61316 141600 1.73 34364 1 msedge
501 25 62960 109612 2.78 31408 1 chrome
1057 62 114964 128292 3.19 26412 1 OneDrive
737 28 150504 118388 6.42 1236 1 Spotify
594 26 137244 157368 7.58 16164 1 chrome
343 25 65328 120640 8.22 30716 1 chrome
1548 61 167496 187712 15.83 29788 1 Spotify
512 33 203344 230216 20.67 20532 1 chrome
oue uy 119120 141868 23.61 36564 1 Taskmgr
651 29 PAVELT 159692 25.66 22564 1 Creative Cloud UI Helper
1123 uy 381492 357352 35.91 24856 1 chrome
468 28 158u96 195928 38.77 17784 1 Spotify
379 37 287632 127132 41.11 36876 1 msedgewebview2
364 26 153164 208424 44.80 34128 1 chrome
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1 # Online Bash Shell.
2 # Code, Compile, Run and Debug Bash script online.

3 # Write your code in this editor and press "Run” button to execute it.
"

5

6 #!/bin/bash

7

8 name="John"

9 age-25

10

11 ccho "Hello, $name. You are $age years old.

12

13

iello, John. You are 25 years old.

.Program finished with exit code 0
Press ENTER to exit console.]|
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1 # Online Bash Shell.

2 # Code, Compile, Run and Debug Bash script online.
3 # Write your code in this editor and press "Run” button to execute it.
"

5

6 #1/bin/bash

7

8 num-10

9

10 if [ $num -gt 5 1; then

11 echo "$num is greater than 5."

12 else

13 echo "$num is not greater than 5."

14 fi

15

16

17

10 is greater than 5.

.Program finished with exit code 0
Press ENTER to exit console.[]
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1 o# Online Bash Shell.
2 # Code, Compile, Run and Debug Bash script online.

3 # Write your code in this editor and press "Run” button to execute it.
2

5

6 #1/bin/bash

7

8 for iin {1..5}; do

9 echo "i

10 done

11

12

13

14

1
2
3
s
5

..Program finished with exit code 0
Press ENTER to exit console
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1 # Online Bash Shell.

2 # Code, Compile, Run and Debug Bash script online.
3 # Write your code in this editor and press "Run” button to execute it.
"

5

6 #1/bin/bash

7

8- greet() {

9 ccho "Hello, $11"

10 }

11

12 greet "Alice"|

13

14

15

16

ello, Alice!

. . .Program finished with exit code 0
Press ENTER to exit console.[]
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1 # Online Bash Shell.

2 # Code, Compile, Run and Debug Bash script online.
3 # Write your code in this editor and press "Run” button to execute it.
"

5

6 #1/bin/bash

7

8 touch new_file.txt

9

10

11

12

13

..Program finished with exit code 0
oress ENTER to exit console.[]
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1 # Online Bash Shell.

2 # Code, Compile, Run and Debug Bash script online.
3 # Write your code in this editor and press "Run” button to execute it.
2

5

6 #1/bin/bash

7

8 ccho "Hello, World!" > output.txt

9|

10

11

12

13

14
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1 Hello, World!
2
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# Online Bash Shell.
# Code, Compile, Run and Debug Bash script online.
# Write your code in this editor and press "Run” button to execute it.

#1/bin/bash
num=10
10 command
11 if [ $num=9 1; then

12 ccho "Error: Command failed”
13 fi

...Program finished with exit code 0
Press ENTER to exit console.
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# Online Bash Shell.
# Code, Compile, Run and Debug Bash script online.
# Write your code in this editor and press "Run” button to execute it.

#1/bin/bash

LN N WN R

echo "PATH is: $PATH"

10
11
12
13
14
15
16

PATH is: /opt/swift/swift-5.7.3-RELEASE-ubuntu22.04/usr/bin/:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

Program finished with exit code 0
Press ENTER to exit console.[]
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# Online Bash Shell.
# Code, Compile, Run and Debug Bash script online.
# Write your code in this editor and press "Run” button to execute

#1/bin/bash

string="Hello World"
if [[ $string = [0-9] 115 then

ccho “String contains a number."
else

ccho "String does not contain a number."
fi

String does not contain a number.

..Program finished with exit code 0

Press ENTER to exit console.




image34.png
Loading. . .
Jielcome to JS/Linux (i586)

se "vflogin username’ to connect to your account.

fou can create a new account at https://vfsync.org/signup .
se "export_file filename’ to export a file to your computer.
[Inported files are written to the home directory.

localhost:~# cd / home

localhost:/# cd /home

localhost: /home# mkdir testdir

localhost: /home# mkdir testdir

Inkdir: can't create directory ‘testdir’: File exists
localhost: /home# cd testdir

[localhost: /home/testdir# touch testfile.txt
[localhost: /home/testdir# chmod +rwx testfile.txt
localhost: /home/testdir# echo "Hello World™ > file.txt
[localhost: /home/testdir# cat testfile.txt

localhost: /home/testdir# rm -R testdir

rm: can’t remove ‘testdir’: No such file or directory
[localhost: /home/testdir#
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Why should |
Learn Linux?

Why Learn Linux?

The field of Information Technology (IT) is full of opportunities. For individuals who wish to pursue a career in IT, one of the
biggest challenges can be deciding how to get started. Often, people are motivated to leam new skills that wil enable them to
pursue bigger and better opportunities in both their personal and professional lives. Leaming a new skill takes time and
discipline, but with the right motivation, it doesn't have to be painful. In this section, we williscuss why the time and effort you
invest in leaming Linux will be beneficial to you: and remember, everyone working in IT had to start somewhere

Learning Linux is a great way to start! Why is Linux an important skill to lea in today’s technology-driven world?

What is Linux?

Before we determine what makes Linux such a great asset to your skillset, let's define it first. Linux is operating system
software that runs on a hardware computer system. An operating system is software that allows other programs like word
processors and web browsers to be installed and run on a computer

‘Your cell phone, tablet, Iaptop and deskiop all need an operating system to run the software (often called applications) you
want to use. This means that Linux is not limited to only desktops and laptops. and we will expand on that as we continue
our discussion

The main reason why learning Linux is useful is that Linux is used almost everywhere! Linux is used on desktop and laptop
computers, web servers, mobile devices (Android), public cloud technology (i.e., Google, Amazon, etc), Chromebooks, and
networking (i.e., Cisco Networks). Although you may not have ever used Linux on a desktop or laptop, it is likely that you
are using other technology that runs on Linux such as a mobile phone running Android, a tablet or popular websites
such as Facebook, Twitter, and Amazon. In fact, it s estimated that servers running Linux generate over half of the web
pages on the intemet

Who can use Linux?

‘You may have heard of Linux and thought that only technologically advanced individuals are using it for programming.
developing, o maybe even hacking! Although it is true that many techies use Linux, that doesn't mean Linux i too difficult -

Welcome to Ubuntu 14.04 LTS (GNU/Linux 4.4.0-101-generic x86_64)

* Documentation: https://help.ubuntu.com/

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

This lab has two user accounts (username :: password )

netlab123
netlab123

Press the key to begin...
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Basic Command Syntax

This module deals exclusively with the CLI or Command Line Interface, rather than a GUI or Graphical User Interface you may
be familiar with. The CLI terminal is a powerful tool that is often the primary method used to administer small low-power devices
extremely capable cloud computing servers, and everything in between. A basic understanding of the terminal is essential to
diagnosing and fixing most Linux based systems. Since Linux has now become so ubiquitous, even those who plan on working
primarily with systems not utilizing the Linux kernel can benefit from having a basic understanding of the terminal

What is a command? A command is a software program that when executed on the CLI (command line interface), performs an
action on the computer. When you type in a command, a process s run by the operating system that car nput, manipulate
data and produce output. A command runs a process on the operating system, which then causes the computer to perform a job

ype 1= (lowercase

To execute a command, the first step is to type the name of the command. Click in the terminal on the right.
letters L and §) and hit Enter. The result should resemble the example below

sysadminglocalhost:~§ 1s
ament: o Pic Public Ter

The name of the command s often based on what it does or what the developer who created the command thinks will best
describe the command's function. For example, the 1= command displays a listing of information about fles. Associating the

name of the command with something mnemonic for what it does may help you to remember commands more easily

Consider This

Every part of the com

is incorrect and willfail, but 1= is correct

nd will execute.

sysadminglocalhost:~§ LS
-pash: /usr/games

Most commands follow a simple pattern of syntax

the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.
This lab has two user accounts (username :: password )

:: netlabl23
: netlab123

Press the [Enter] key to begin...

sysadmin@localhost:~$ 1s

Desktop Documents Downloads Music Pictures Public Templates Videos
sysadmin@localhost:~$ [
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_ Ubuntu P

After executin

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Password:

This lab has two user accounts (username :: password )

netlab123
netlab123

logout

Press the key to begin...

i~$ su -
admini k: $

Password:
:+§ 81

su: Authentication failure
~pash: /usr/bin/sl: Permission denied

~$ su -
Password:
i~ exit
rmm— logout
~$ sl
-bash: /usr/bin/sl: Permission denied
~$ su -
Password:
~# sl
i~
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Follow Along

Use the following command to sw <= directory netlab123

Press the key to begin...

:~$ cd ~/Documents
~/Documents$ cat animals.txt

~/Documents§ cat animals.txt
retriever

badger

pat

wols

eagle

retriever
badger
bat

wolf

allfive lines of the file above. When viewing larger fles, the === command can result in very
lengthy output that cannot be paused to scroll through. A better method of viewing long text files, is with a pager command which eagle

has a functionality that can pause and scroll through the output of the fie :~/Documents$ cat alpha.txt
for Apple

for Bear
== commands. These and additional commands used for viewing for Cat

Note

Examples of pager commands include the
files in Linux are covered in

| for Dog
for Elephant

Another way to view the content of files is by usi
for Flower

1 commands. These commands are used to view a select

number of ines from the top or bottom of a file. Taking a look at a few lines of a file can sometimes be helpful to ensure that the

file s the one you want o use for Grapes
Another reason to preview only the first o last few lines, is because some files, such as system log files are frequently updated for Happy
with new entries. Similar to the command, the read and commands use the name of the file you want to view as for Ink

the argument to the command for Juice

for Kangaroo
for Lol

To compare the output of the
entire file:

‘commands with that of the

mmand, use the cat command to view the

~/Documents§ cat alpha.txt

at

Dog
Elephant
Flowe:

Grapes >
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>_ Ubuntu PC
Welcome to Ubuntu 14.04 LTS (GNU/Linux 4.4.0-101-generic x86_64)
8 * Documentation: https://help.ubuntu.com/
10
- Filtering Inout The programs included with the Ubuntu system are free software;
T g Inp the exact distribution terms for each program are described in the
12 The ccommand is a text filter that will search input and return lines which contain a match to a given pattern

individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by

Follow Along applicable law.
Use the following command to switch to the D directory
$ cd ~/Documents
18

This lab has two user accounts (username :: password )
If the example below fails, repeat the example from

z

For example. the pa
accounts and user

netlab123
| netlab123

ssud file we previously copied into the
unts on the system. This file can be v
information about a specific user, such as the =y
file argument

ments directory
y large, however the
user Use =y=

contains the details of special system Press the key to begin.
. command can be used to fiter ou
as the pattemn argument and assud asthe

:~$ cd ~/Documents
:~/Documents$ cp /etc/passwd .
Documents$ grep sysadmin passwd :~/Documents$ grep sysadmin passwd
:x:1001:1001:System Administrator,,,,:/home/ :/bin/bash

:~/Documents$

‘bin/bash

Note

This line is the /=tc/passwd entry pertaining to the user sysa
of this course. To learn more about this file, check ou

= and provides information that is beyond the scope

The example above uses a simple search term as the pattern, however
patterns

zep s able to interpret mucl

complex search
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_ Ubuntu PC
imit how ma
TX packets:2 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:1000
RX bytes:100 (100.0 B) TX bytes:100 (100.0 B)

8 ping —c 4 192.168.1.2
PING 152.168.1.2 (192.168.1.2) 56(s4) byves of data. i
64 byves from 192.168.1.2¢ icmp_req1 TTi=64 vime-o. :~$ ping -c 4 192.168.1.2

G2 Ty Gt SSAA25 ey s G G PING 192.168.1.2 (192.168.1.2) 56(84) bytes of data.

64 bytes from 192.168.1.2: icwp req=3 trl=64 time=o. : .

7 e e SCPL AR e S (! ) 64 bytes from 192.168.1.2: icmp_seq=1 tt1=64 time=0.042
64 bytes from 192.168.1.2: icmp_seq=2 ttl=64 time=0.036

- 192.168.1.2 ping statistics — R :

4 packets transmitted, 4 received, 0% packet loss, time 64 bytes from 192.168.1.2: icmp_seq=3 tt1=64 time=0.041

ot min/ave/max/ndev = 0.043/0.052/0.064/0.007 ms 64 bytes from 192.168.1.2: icmp_seq=4 ttl=64 time=0.040

- 192.168.1.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3072ms
:-# ping -c 4 192.168.1.3 X 7
PING 192.168.1.3 (192.168.1.3) 56(s4) bytes of data. rtt min/avg/max/mdev = 0.036/0.039/0.042/0.008 ms
From 192.168.1.2 icmp seq-l Destinavion Host Unreachable :~$ ping -c 4 192.168.1.3

2

From 192.168.1.2 icup_seq=2 Destination Host Unreachable PING 192.168.1.3 (192.168.1.3) 56(84) bytes of data.

From 192.168.1.2 icup_seq=3 Destination Host Unreachable
2

From 192.168.1.

Scmp seqed Destination Host Unreachable From 192.168.1.2 icmp_seq=1 Destination Host Unreachable
From 192.168.1.2 icmp_seq=2 Destination Host Unreachable

- 192.168.1.3 ping statistics —
4 packets cransmitted, 0 received, +4 errors, 100% packet loss, Time 3065ms From 192.168.1.2 icmp_seq=3 Destination Host Unreachable

pive 4
- 192.168.1.3 ping statistics ---
4 packets transmitted, @ received, +3 errors, 100% packet loss, time 3069ms
their m: € networks, not o 0 ping re curity e > d pipe 4
ith a n. h i~$
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:~/Documents§ cat food.txt
E— netlab123
- :: netlab123
DOUT of th

:~/Documents§ cat food.txt > newfilel.txt Press the key to begin...
:~/Documents§
there is no output di dtothe file. Veriy that the :~$ cd ~/Documents
:~/Documents$ cat food.txt
:~/Documents§ cat newfilel.txt Food is g00d'
EN— :~/Documents$ cat food.txt > newfilel.txt
:~/Documents$ cat newfilel.txt
nat o Food is good.
nt n :~/Documents$ echo “Hello"
Hello
F/pocuments§ echo mHelio :~/Documents$ cat newfilel.txt
+-/Docrments$ Food is good.
:~/Documents$ echo "I like food.” > newfilel.txt

e i~/Documents$ cat newfilel.txt

Tile:
I like food.

B i) G ETER A :~/Documents$ echo "This food is good.” >> newfilel.txt
Food is good.

:~/Doctments§ echo "I like food." > newfilel.txt :~/Documents$ cat newfilel.txt

:~/Documents§ cat newfilel.txt I like food.

T like food. This food is good.

:~/Documents$

:~/Documents§

the original content o
ther th

:~/Documents§ echo "This food is good." >> newfilel.txt
:~/Documents§ cat newfilel.txt

I like food.

This food is good.
:~/Documents§
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Moving Forward

We hope you've enjoyed this brief introduction into the world of Linux. The content contained here aligns to the Linux knowledge
‘covered under LPI Linux Essentials exam objectives, but there is 5o much more! Get certification level Linux skills to advance
your career!

NDG Linux Essentials

If you're interested in broadening your Linux knowledge, Cisco Networking Academy also offers three Linux courses. NDG Linux
Essentials is perfect for beginners looking to grasp the basics, while the NDG Linux Series offers beginners more rigorous in-
depth coverage.

NDG Linux Essenti

Learn the fundat s of the Linux

operating system and command line and
basic open source concept

The NDG Linux Essentials course is designed to prepare you for the Linux Professional Institute Linux Essentials Professional
Development Certificate, which validates a demonstrated understanding of:

- FOSS, the various communities, and licenses
- Knowledge of open source applications in the workplace s they relate to closed source equivalents

- Basic concepts of hardware, processes, programs and the components of the Linux Operating System
- How to work on the command line and with files




image45.png
Content

GEl
2
13
1
a1
142

Objectives

Linux for Cisco Certified CyberOps Associate
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Question 1

What does CLI stand for?

O Command Learning Interface

@® Command Line Interface

O Core Learning Interface

O Core Line Interface

Question 2

Which of the following s not a correct way to combine options?

O -1
O -1r
® z1
O
Question 3

Which command wil allow you to change your current directory?

® ca

O e

O cndir
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