Identify and analyse ethical concerns and make reasoned ethical choices informed by professional codes of conduct.

 Safety and Reliability:
Designed the RS232 to TTL system to operate safely across multiple voltage domains (±12V RS232, 3.3V/5.0V TTL) using the MAX232E with built-in ESD protection to minimise electrical hazards and ensure signal integrity. This aligns with the Engineering Council UK’s Code of Conduct (Section 1): “Prioritise the health, safety and wellbeing of others.”
· Compliance with Standards:
Followed electrical interface standards (e.g., TIA-232-F, IEC 61000-4-2) to ensure interoperability and prevent misuse. This supports ethical obligations under the IET Code of Conduct (Principle 3): “Act with integrity and in the public interest.”


Use a risk management process to identify, evaluate and mitigate risks (the effects of uncertainty) associated with a particular project or activity.

Below I have completed a risk management table for three risks encountered in the project which overvoltage damage, power supply regulation issues and electrostatic discharge. 

	
	Risk identification
	Risk evaluation
	Risk mitigation

	Overvoltage damage
	RS232 input voltage (±12V) may exceed the TTL input limits (max 5.5V), potentially damaging FPGA or logic ICs.
	Likelihood – Medium, Impact – High, Risk level – High
	Integrated the MAX232E IC, which safely converts ±12V RS232 signals to TTL levels and includes internal ESD protection through the charge pump capacitors.

	Power supply regulation issues
	15V input needs to be regulated to multiple output voltages (12V, 5V, 3.3V). Risk of overheating or regulator failure.
	Likelihood – Low, Impact – High, Risk level – Medium
	Included a 15V to 12V linear voltage regulator to step down the main supply voltage. This ensured a stable intermediate voltage for components requiring 12V operation, such as RS232 drivers. I selected a regulator with appropriate current handling and thermal dissipation, and included input/output bypass capacitors to filter out voltage ripple and transient spikes.

	Electrostatic discharge
	RS232 lines are susceptible to ESD, which can damage ICs or disrupt signals.
	Likelihood, Impact and Risk level – all medium
	Relied on the MAX232E’s built-in ±15kV ESD protection on RS232 input and output lines, which meets IEC 1000-4-2 standards. To support stable operation and suppress voltage transients from power supply fluctuations or signal switching, I added decoupling capacitors (typically 0.1 µF ceramic capacitors) close to the power supply pins of the MAX232E.



Recognise the responsibilities, benefits, and importance of supporting equality, diversity, and inclusion.
Although my RS232 to TTL voltage conversion system was an individual project, I recognise the importance of supporting equality, diversity, and inclusion (EDI) in all aspects of engineering practice.
During the design phase, I ensured open and honest reflection in my decision-making process, particularly when selecting components and defining the system architecture. While I worked independently, I considered how the technologies and decisions I made could impact a wider range of users or future collaborators when my system has been delivered to the end customer. For example, I reviewed the top three design choices for each component in the system with my technical mentor for the project and allowed them to explain the advantages and disadvantages of each component in an open dialogue format so I could gain a better understanding of the features of each component. 
Recognise the need for quality management systems and continuous improvement in the context of broadly defined problems.
I recognise that the utilisation of quality management systems and continuous improvement when designing solutions for broadly defined problems, for example for my final year project to build and test an RS232 to TTL voltage converter for between UART and TCP protocols. I implemented quality management principles throughout my project for example, I utilised the electrical design rules checker feature in KiCAD which checks for unconnected pins, floating nets, and unconnected power nets/pins etc and I was able to highlight any electrical circuit design mistakes in the circuit before I started laying out the PCB. I also recognised the importance of quality management systems in the final review stage of my project because I asked my technical mentor to complete a code review of the VHDL UART channel interface, embedded Linux device tree and the Python serial to TCP bridge and configuration. This enabled my technical mentor to point out any missing declaration of variables and incorrect logic especially when using the select library in Python which was new to me.
Apply knowledge of engineering management principles, commercial context, project management and relevant legal matters

Commercial context 
· Component Availability & Cost Efficiency:
· Selected MAX232E (RS232 to TTL transceiver) for its low cost, wide availability, and integrated ESD protection (±15kV per IEC 61000-4-2), reducing the need for external components and simplifying the BOM.
· Standards-Based Interface Design:
· Designed to comply with TIA-232-F (RS232) and standard TTL/UART logic levels, ensuring compatibility with commercial microcontrollers, serial devices, and embedded systems.
· Multi-Voltage Logic Support (3.3V / 5V):
· Supported both 3.3V and 5.0V logic thresholds through level-selection components, enabling use across a range of platforms (e.g., ARM Cortex-M, AVR, STM32).
· Power Supply Compatibility:
· Powered by a 15V DC input, regulated to 12V via a linear regulator, aligning with common industrial power standards (e.g., EN 61131-2 24V/12V PLC systems) for integration into commercial control equipment.
· Reliability in Harsh Environments:
· Integrated ESD protection and decoupling capacitors improve stability in electrically noisy environments typical of industrial or telecom systems — relevant for EMC pre-compliance with EN 55032 / CISPR 32 (commercial electronic equipment).
· Protocol Compatibility & Interoperability:
· Supported standard UART parameters (e.g., 9600–115200 baud, 8N1), ensuring reliable data framing and timing alignment in serial communication, compatible with common protocols like Modbus RTU and legacy serial console interfaces.

Let me know if you need to map this directly to commercial product development p


Legal consideration
Electrical Safety:
· Operated within safe voltage ranges (±12V RS232, 3.3V/5.0V TTL).
· Used a 15V to 12V linear regulator for stable operation.
· Followed low-voltage design principles to avoid exposure to hazardous voltages.
ESD Protection:
· Selected MAX232E with built-in ±15kV ESD protection (IEC 61000-4-2 compliant).
· Ensured power supply stability with decoupling capacitors to reduce transient risk.
EMC Awareness:
· Followed best practices for PCB layout (short traces, proper grounding, decoupling capacitors).
· Used the ERC feature in KiCAD to check for electrical inaccuracies that would lead to incorrect and over voltage and current flow.
Standards Compliance:
· Adhered to RS232 (TIA-232-F) and TTL/UART signalling specifications.
· Ensured interoperability by matching RS232 signal levels (±12V) to TTL logic using the MAX232E, and maintaining standard UART timing parameters (baud rate, start/stop bits, voltage thresholds for logic HIGH/LOW at 3.3V and 5.0V levels).
Intellectual Property:
· Used publicly available resources and datasheets.
· Avoided use of proprietary or licensed designs without permission.
· All libraries I used in the software development like pyserial and select are open source.
Plan and record self-learning and development as the foundation for lifelong learning/CPD
Over the course of the project, I learnt several new skills and developed my understanding and knowledge further in multiple areas which included developing an embedded Linux device tree for the UART channel interface using Debian specifically the Bookworm version as I had only previously done embedded Linux development using Yocto project.
Development on the DE10-Nano using Debian Bullseye was delayed due to UART driver incompatibility with the board's hardware in the older 5.x kernel. The device tree was configured correctly, but the Bullseye kernel lacked proper support for the Altera 16550-compatible UART, causing broken serial console output. Debugging was hindered due to the absence of a reliable UART interface. The issue was resolved by switching to Debian Bookworm, which includes a newer Linux kernel (6.x) with updated UART drivers and better support for the DE10-Nano's HPS peripherals. The kernel was rebuilt with custom device tree blobs matching the Cyclone V SoC hardware configuration. A new root filesystem based on Bookworm was generated using debootstrap and integrated into the SD card image.

