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The main focus of the following report is Cloud Computing, the report will explain what the term cloud computing is and will evaluate the benefits and drawbacks of deploying applications via the cloud. 
The reporting will investigate the different types of cloud computing including:
· SaaS – Software as a service 
· PaaS – Platform as a Service 
· IaaS – Infrastructure as a Service 
As well as the different types of cloud computing the report will investigate the different delivery types of cloud computing including:
· Public Cloud 
· Private Cloud
· Hybrid Cloud
The evaluation will look at the cost, reliability, and scalability of taking the approach of deploying applications via the cloud.
Containerisation is on the rise and the report will look in to driving forces behind the adoption of Docker paying particular attention to virtualisation, virtual machines, and containers.
The report will also evaluate the development process of producing a node.js applications that can be run in Docker by evaluating a previous development.
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· https://youtu.be/wnfh88pGcwk


[bookmark: _Toc126936968]What is cloud computing?
A simple way to describe cloud computing is the on-demand delivery of computing services over the internet including:
· Servers 
· Storage 
· Databases 
· Networking 
· Software 
· Analytics 
· Intelligence 
Using cloud computing all of the above services can be accessed anywhere by its users/customers that has an internet connection.
Before cloud computing all the services above would have been stored on physical servers bought and maintained buy customers but now with cloud computing instead of buying, owning, and maintaining physical data centres and servers, you can access technology services, such as computing power, storage, and databases, on an as-needed basis from a cloud provider. [1]
The cloud provide would now bare the cost of buying, owning, and maintaining the physical technologies and make them available to the customers via the internet.

[bookmark: _Toc126936969]How does cloud computing work?
Which ever type/service of cloud computing your using, the way it works is very similar, the end user will be accessing the cloud service from a device which will have a connection to the internet, that device whether is be storing data, accessing a remoted desktop, or steaming the latest game will be connecting to a physical device somewhere across the world which will be hosted by a cloud provider. So, there is no need for that big hard drive, server farm or expensive console to physically be connected to your network all you need is a device that is capable of connecting to the internet and an internet connection.
[image: What is Cloud Computing? | Cloud Computing | InfoClutch] [2]
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Cloud computing can be broken down in to three different types:
· SaaS – Software as a service 
SaaS is the most common type of cloud computing, and most people use this type daily and most of the time don’t actually realise that they are using it. Saas is when a cloud provider develops and maintains cloud application software, provides automatic software updates, and makes software available to its customers via the internet on a pay-as-you-go basis. [3] An example of a SaaS is Google Docs which is a word processing application that is available via the internet for free.
· PaaS – Platform as a Service 
Paas is a cloud computing service which is used to build and manage modern applications and data either on-premises or in the cloud. PaaS delivers infrastructure and middleware components in the cloud that enable developers and IT administrators to build and manage mobile apps and web applications. [4] A simple example of a PaaS cloud service would be Google App Engine which allows users to do all of the above.
· IaaS – Infrastructure as a Service 
IaaS provides users with basic computer infrastructure capabilities like data storage, servers and hardware — all in the cloud. IaaS gives businesses access to large platforms and applications without the need for large onsite physical infrastructures. [5]
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Cloud computing can be delivered in three different ways and how its delivered to its customers really depends on what services are being delivered, the three delivery types along with examples are outlined below:
· Public Cloud 
This is the most common delivery type and by its very name is public and available to anyone with an internet connection. Some public clouds do have login credentials also. Some of the public cloud providers include companies like Amazon, Google, and Microsoft. An example application that would be delivered via a public cloud would be Google applications including Google Drive, Google Docs and Google Photos.
· Private Cloud
A private cloud is a cloud computing service which is created and used exclusively by one business or organisation. Normally a private cloud service is maintained on a private network again dedicated to a sole business or organisation. A private cloud can be physically located at your organisation’s on-site datacentre, or it can be hosted by a third-party service provider.[6]
· Hybrid Cloud
Hybrid clouds combine both Public and Private clouds 
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Cloud computing can bring many benefits to businesses, organisations, and standalone users, some of these benefits are listed below:
· Cost
Weather adopting cloud computing for infrastructure or hosting applications, cloud computing eliminates the need for upfront cost of buying and maintaining normally expensive infrastructure. Of course, cloud computing comes with a cost but normally a cloud computing can sell you what you need for much cheaper than purchasing it yourself and overprovisioning your data centre, you’ll see this in the examples below.
· Flexibility 
The fixability of cloud computing can benefit both businesses and personal use. Around 10 – 12 years if you wanted to move files from one place you needed some sort of removable storage device, cloud systems like Microsoft One Drive or Googles Drive eliminates this and when a user uploads a file to one of these services, they can then access it anywhere with an active internet connection and a web browser.
· Reliability
Managing a backup system becomes easier with the help of Cloud computing. It has a data back and disaster recovery options making it less expensive as data can be mirrored at multiple redundant sites whenever needed.[7]
· Scalability
Cloud computing allows for easy scalability of resource, the large cloud computing companies have great big server farms and can easily assign you the extra power or storage you need in a very short amount of time. Another benefit is the way you can scale down easily, for example if you launch a short-term project that needs extra power/storage, without cloud computing you would need to go out and purchase it for that short amount of time, with cloud computing you can purchase exactly what you need, so your never short but also never over prescribed.
· Security 
Cloud computing providers normally invest heavily within security the sum of money most business simply could not afford. Cloud computing companies normally have a team of experts working solely on cloud security. These experts would be the best in the world and be attracted to the biggest technology companies.
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As you can see above cloud computing does bring many benefits to its end users but with everything you, can’t have benefits without having some drawbacks:
· Downtime
Cloud computing companies normally implement downtime within the calendar year to upgrade and maintain its infostructure. Although the upgrading and maintaining will bring its advantages if you’re running your own infrastructure, you can choose when this downtime might be to make sure it causes minimal problems.
· Security 
Weather your running application or storing things within the cloud security is one of the main things to consider. When using cloud computing your adding another layer where cyber criminals can exploit, although most cloud computing providers do everything, they can stop it you are adding more risk in to the equation.
· Storage location
Cloud computing providers have data centres all over the world and most countries have different rules regarding the storing of your data which could leave you open to security concerns. If you’re a company registered within the UK under the General Data Protection Regulations (GDPR) your data must not be stored anywhere outside of the EU.
GDPR specifies that data must be stored within the EU or in a jurisdiction where a country outside the EU offers an adequate level of data protection Currently, the European Commission has recognised Andorra, Argentina, Canada (commercial organisations), Faroe Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, Switzerland, and Uruguay as providing adequate protection.[8]

· Limited control and flexibility
Since the cloud infrastructure is entirely owned, managed, and monitored by the cloud service provider, it transfers minimal control over to the customer.[9] This means that companies once relocate to the cloud they may not be able to do everything they could do if everything was on prem.
· Internet Connection
Cloud computing is full reliant on its users having a stable internet connection, if a user wants to gain access to anything that they may have stored within the cloud they would need an internet connection in order to retrieve it. This will be the same if an application is stored within the cloud rather than having an application installed within your device.
· Cost
Although one of the big benefits of cloud computing is not having to buy infrastructure which is a large upfront cost in order to fully benefit from cloud computing you will often have to pay for hidden features which can also be expensive, you get a taste of the cost in the examples within the next section of this report.
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What is Docker?
Docker is a software platform that allows you to build, test, and deploy applications quickly. Docker packages software into standardized units called containers that have everything the software needs to run including libraries, system tools, code, and runtime. Using Docker, you can quickly deploy and scale applications into any environment and know your code will run. [11]

What are containers?
[bookmark: _Hlk125972506]Containerisation is a form of virtualization. Containers combines any code and file libraries together in order to deploy an application to be accessed anywhere. Applications that have been deployed within a container can be moved and run in any environment on any infrastructure. 
Each container is an executable package of software, running on top of a host OS. Before the use of containers, you would need to install the correct package depending on the operating system you were using, for example if you were using a Windows computer you would need to deploy and install the windows version of the application. Containerisation removes the need to create a different package for different operating systems and the application can be accessed on any operating system. [12]

How does containerisation differ to virtualisation? 
Both containers and virtual machines (VMs) are software technologies that create self-contained virtual packages. Beyond that commonality, they differ in their operations, characteristics and use cases. [13]
Below are some of the ways that they differ:
· Technology
The main difference when it comes to containers and virtualisation is the way they run. Virtual machines run a complete operating system including the kernel, a virtual machine can run many operating systems, but all OS’s will have their own kernel. Containers on the other hand run as OS level and all share one kernel. 
A kernel provides basic services for all other parts of the OS. It is the main layer between the OS and underlying computer hardware, and it helps with tasks such as process and memory management, file systems, device control and networking. [14]
This means that if you were trying to deploy an application that could run on multiple OS’s you would only have to deploy one version of the application if you were deploying via containers as containers run on the same OS as the host where you would have to deploy a version per OS if using virtualisation.
· Deployment & Cost
To deploy applications via virtualisation you need Virtual machines and to create VM’s you need hypervisor software, this software can be expensive and can cost £3000 a year for a very basic package through VM Ware [15].
A hypervisor, also known as a virtual machine monitor or VMM, is software that creates and runs virtual machines (VMs). A hypervisor allows one host computer to support multiple guest VMs by virtually sharing its resources, such as memory and processing.[16]
Containerisation allows containers to be deployed using Docker, the price of a docker package in line with the basic VM Ware package above comes in at £9.99 a month. As you can see the price difference is huge.

Benefits of using containers & Docker and the driving force behind its adoption
· Speed
Using containers and Docker can decrease the amount of time that is taken to deploy an application, as a container doesn’t need an operating system to boot in order to deploy. Within the deployment process Docker allows you to create a container image that is used for every part of the process.
Although the start up time does depend on the size of the container image containers are normally faster to boot due to 
· Security
From a security point of view, Docker ensures that applications that are running on containers are completely segregated and isolated from each other, granting you complete control over traffic flow and management. No Docker container can look into processes running inside another container. From an architectural point of view, each container gets its own set of resources ranging from processing to network stacks. [17]
· Compatibility
A docker image will run the same no matter what its being run on, weather its being run on a Windows desktop or Mac desktop, a Android tablet or a Apple iPad there will be no difference in how the application is being run. This allows the developer to develop one image and cuts out the need for creating different versions of an application to run on different devices/operating systems, this also brings benefits when trying to debug an issue eliminating the need to debug each device/OS.
· Cost/Resource 
One of the biggest benefits of containers is that they are very lightweight and do not require the system resources that a virtual machine or hardware might need due to not needing an operating system to run. This means that an application running via containerisation might only need a tenth of the processing power that an application deployed via a VM would need which means less resources which in principle leads to a lower cost in order to deploy and run the application.
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Node.js is used to create server-side web applications and it uses asynchronous programming, it was developed by Ryan Dahl back in 2009 and is an open source, cross platform JavaScript runtime environment and library. [10]
With Node.js, developers can create network applications that are quick and scalable by running JavaScript on the server side, because it uses an event-driven, non-blocking I/O approach, it is lightweight and effective for real-time, data-intensive applications.
Developing an application using Node.js
Downloading 
The very first step in developing a Node.js application is to make sure that you have Node.js and Docker on to your device.
When downloading Mode.js the install should also install npm, npm is the default package manager for Node.js and is entirely written in JavaScript. npm manages all Node.js’s packages and modules and is required to install them. All the files needed for a module are all contained within a package which are essentially JavaScript libraries that can be included in your Node.js project.
Webservice
1. Create directory 
The first thing the developer did when creating a webservice was to create a directory which contained all the files created in the following steps.
2. Create package file 
To create the package file the developer used the command “npm init”, this created the new package file and was asked a number of questions in order to build the file, questions like below:

package name:
version:
description:
entry point:
test command:
git repository:
keywords: const express = require('express');
const service = express();
const port = 1339;
service.listen(port, () => console.log(`Example web service listening at http://localhost:${port}`));	
author:
license:
About to write to \expressjs\.......\package.json:
{
"name":
"version": "
"description":
"main":
"scripts": {
},
"author":
"license":
}
Is this OK?






Within the example development the developer created an application that used the express.js framework along with a Postgres database. To install both within the WSL command line ther developer entered the command “npm install” followed with the modules/packages you want to install in to the package.jason file, within this example the following packages were installed, express, express-validator, cors, pg, pg-form at
Express is a node js web application framework that provides broad features for building web and mobile applications. It is used to build a single page, multipage, and hybrid web application. It's a layer built on the top of the Node js that helps manage servers and routes. [18]
3. Creating/Building service.js file
To use the Express framework, the developer had to create an object. This object was created within a java script file which was used as the service file for the web service. Within the same directory as the package file, the developer created  a file called service.js. Within this file the following code was added in order to use the express framework
const express = require('express');
const service = express();
const port = 1339;
service.listen(port, () => console.log(`Example web service listening at http://localhost:${port}`));





4. Run service
Changes were also then made to the package file in order to be able to start the newly created service. In order to run the new service, the developer used the command “npm run start”.
5. Nodemon
When any code changes with the newly created service running the developer would have to manually restart the service in order to use the new code. The developer npm installed a module called ‘nodemon’. Nodemon will monitor all sub directory and restart the service if any code changes have been actioned.
Nodemon is a command-line tool that helps with the speedy development of Node.js applications. It monitors your project directory and automatically restarts your node application when it detects any changes.[19]
Connecting a database to your webservice
1. Create database connection file
The developer created a file within the same directory as the files created above and created another file called pgdbstudent.js this contained all the information regarding the connection to the database
2. Setup database
The developer then proceeded to create the database that will be used to store the data from the web application set up. The developer did this by going to https://localhost:8080 when the web service was running and logging in to Postgres, the developer then created a table in order to house the data.

3. Create the connection 
In order to create the connection to the database the developer had to use the ‘pg’ package they installed within the setup and used the client class which keeps all the connection details within to make the connection just as below:const client =  new Client( {
	host: "postgres",		
	port: 5432,		
user: "docker",		
	password: "password", 	
	database: "mydb“		
} );





Creating a webserver 
The webserver that the developer created was used to store all the files that create that the application and runs from the web server.
1. Create directory
The developer had to create a new folder in order to store all the files created below.
2. Create package file
This process is the same as creating the package file for the webservice, the developer made sure to direct to the newly created folder (above) and run the command ‘npm init’ to create the package file.
3. Install packages
This time the developer needed to install the following packages, express, express-validato,r axios, cors and ejs.
4. Creating/Building service.js file
Just as above the developer had to create a service.js file for the webservice, the only difference this time was the developer had to use a different port. Again, within the service file the developer had to create an object in order to use the Express framework.
5. Express – HTTP Requests
The developer has to setup express to handle the type of content we want to receive from the web service, the developer set up Express so it could handle .json files.
6. Create folder 
The developer created a folder called ‘Public’ in order to store all html pages, JavaScript files, images and css files.
7. Application web page content
The web application that was created within the example was static and only want to use static web pages, images, css or js files. The devolper used the following code in order to allow any requestd for pages/files to default to the public folder created above.

const path = require('path’);
let dirname = __dirname;
server.use( express.static( path.join(dirname, '/public'),{
    extensions:['html','htm']
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In conclusion, cloud computing has fundamentally changed how businesses manage and keep their data and applications. The availability of information and the capacity to process it at any time and from any location has increased productivity and opened new avenues for development and innovation. Organisations of all kinds are choosing to implement this technology due to the rising demand for cloud services.
Although cloud computing has many advantages, businesses moving to the cloud must take security and privacy issues into account. To guarantee that sensitive data is protected, it is crucial to thoroughly assess the security precautions and privacy policies of cloud service providers.
Overall, cloud computing has demonstrated to be a game-changer in the technology field, and it will continue to influence corporate operations in the future as it evolves and expands. It is safe to predict that cloud computing adoption will only increase over the following years.
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