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1. Introduction
Cyber security is one of the big global issues.  The rise in cybercrime is becoming a major concern for businesses, organisations and communities at its largest. The IT expansion includes mobile web products like computers, smartphones, tablets, PDAs and many more. Such mobile apps have been used by users to access the internet and pay for utilities, banking, posting, social media, shopping, movies, study and more. In work environments, there has been significant demand on IT administrators and IT technical experts to enable staff, senior workers and even business customers to enter their private networks using their personal mobile technologies. The need for such individual portable Internet systems for business networks is named Bring Your Own Device (BYOD). [1]
CoffeeCapulus is selling Jamaica's Blue Mountain Peak coffee, the nation's finest but also much desired after varieties. The business will be using cloud technology as this will provide IT resources to its staff and customers. Nearly 95% of the network is estimated to be wireless oriented. The business may manage to come through significant amount of stress because of its large staff and customer base to enable all its customers and staff to use their phones and tablets to access the business's network and resources. The business's main priority is protection of private user data. The business even worries about securing its billions worth of copyrighted material. [1]	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
An IT security technician would be preparing to do some tasks such as:
· Suggest recommendations on a robust protection strategy covering all elements of the business network including online and offline services. [1]
· Suggest a BYOD mobile app management system for employees. [1]
· Include an business written document [1]
· Using acceptable resources or applications to build a physical / computer business network with reasonable CoffeeCapulus protection settings. [1]




2. Framework
A framework seems to be a structured design in computing systems which shows exactly what type of software could and should be developed and how they will interact. Many computer system technologies often provide individual applications, classify interfaces for programming, or provide programming tools for systems use. A framework might be about a number of functions throughout a system including how they will interact, the elements between an operating system, how and where to simplify communications at such a network level etc. [2] Below will be a type of policy users should follow. 

2.1. Cloud Storage
Cloud Storage enable the user to access digital content through your smartphone or computer to save them online. The data would be currently stored on large servers, but shared and usable through the internet, mostly controlled by a person who offers the specific service the user needs (Google Drive, Microsoft OneDrive, and many more). [3]
User images, videos, documents and many other files could be saved digitally, reducing several GBs of storage, while having the user to upload and display them on their smartphone, computer or tablet. [3]
If it's the user photos, user personal details or even the user favourite videos that they save digitally, the user will have to consider steps to protect their data such as: [3] 
· Maintaining a safe password [3], do not leave passwords next to the computer or on the desk. 
· Should not be using easy passwords [3], use capital letters and numbers within the password. 
· Switch off auto-uploads [3]
· Stay up to date with antivirus applications [3]
· [image: free cloud storage]Do not open phishing emails [3] 
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2.2. Cloud Service Provider
Cloud service providers (CSP) will be organisations which provide cloud-based network services, storage, or business software. The cloud services will be based throughout a data centre and is available through network communication by businesses or users. The main advantage to use a cloud service provider would be through productivity and efficiencies. Instead of businesses and users developing their private network to help existing utilities and software, the resources could be provided from the CSP, that offers the resources from within a common platform with multiple users. [4] 
There will be many multiple types of utilities which CSPs may use "in the cloud," such as software, also known to as Software as a Service (SaaS), a computer environment for the creation or management of programs, recognised as Platform as a Service (PaaS); or perhaps a whole networking or computer system, known as Infrastructure as a Service (IaaS). Other than that, the differences aren't quite straightforward-cut, since other businesses might provide various cloud services types, like standard web or software hosting services. For instance, the user could go to a cloud provider like Rackspace, which began here as a web hosting company and purchase whether PAAS or IAAS services. [4] 
[image: 5 Best Cloud Service Providers]
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2.3. Data Centre
A data centre would be a computing as well as storage network system which allows shared software tools and data to be produced. The data centre provides business software throughout the IT environment. They vary from basic email and file sharing, to customer relationship management (CRM) and enterprise resource planning (ERP) to big data, communication and shared resources. [5]
A data centre's main elements will be: [5]
· Network technology connecting servers (such as virtualised servers, data centre services, storage and public end-user access. [5] 
· Data technology offering large arrays to store the data centre's content. [5]
· Computing tools – the servers which can include data centre 'engines' with computation, memory, local storage and network access programs. [5]
Usually, data centre systems are designed to secure the functionality and reliability of key elements of data centres. Might contain: [5]
· Network Security - Like firewall and intrusion protection which secure the data centre. [5]
· Application Production – including flexibility and efficiency with advanced failover and load management to support reliability throughout the program. [5]
Every one of these features belong in one position so they can be used to arrange and connect physical racks and wiring. [5] 
The key difference for both the cloud and data centre will be that on-premise hardware relates to the data centre as off-premise computing relates to the cloud. Throughout the public cloud, the cloud saves the user data, although a data centre saves the user data within its own hardware. [6]
[image: data centre storage network]Image [5]





2.4. Data Flow Diagram
This is a Data Flow Diagram on how users can bring their own device and connect their device on the business network successfully.
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The network design produced on packet tracer could please the business, as it contains several computers, printers, laptops and servers. Furthermore, it contains four switches, as it is necessary to manage all the needed devices. In this network design has arranged several switches so if one switch goes down, the other switches won't go down because they would all operate. 
In the Office room, there are three computers, two switches and one wireless router. The four computers in this room will be connected to the webserver from the switch and every device has an IP Address from the number 192.168.100.10 – 192.168.100.12.  
In the Bar / Counter area, there are two computers, two switches, two printers and one tablet. The two computers and printers in this area will be connected to the webserver from the switch and the tablet will be connected through the wireless router. The computers will have IP Address from the number 192.168.100.20 – 192.168.100.21 and the printers has an IP Address from the number 192.168.100.50 – 192.168.100.51.    
In the Server room, there are four servers and one laptop. The four servers in this room will be connected to the switch and every server has an IP Address from the number 192.168.100.60 – 192.168.100.62 and the laptop has a IP address of 192.168.100.103.  
With this network design, the user believe that other users will have no problem connecting the business network as all of the devices will have a different IP Address. Also, the users can use wireless devices because there is a wireless router in the Office room which is good to transfer and receive data. 
3.1. Intrusion Prevention System (IPS)
An IPS would be a technique used to wipe out harmful interference that happens across a network and device. Intrusion detection and prevention systems (IDPS) can also be called intrusion prevention systems. IPS work by detecting suspicious activity, tracking and analysing the suspicious activity details and attempting to block / stop what’s happening. [7]
Intrusion prevention systems improve on intrusion detection systems (IDS) functionality that provide the basic function of managing network and device activity. IPS will be typically placed next to a firewall allowing harmful activities to work as another proxy. Because IPS is installed in-line, IPS is able to analyse and take automatic action with all traffic across the network. [7]  
[image: IPS vs IDS]Another countermeasure for this network would be anti-viruses as this is a common technique for users to install the anti-virus software and activate them on their devices to avoid malware attacks towards their device and network.    
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4. BYOD Mobile Device Management Software
What is BYOD (Bring Your Own Device)?
BYOD or bring your own device would be a technique which is practised in businesses which staff-owned devices are being used as workplace machines or used for personal purposes. In many other terms, staff will be using their own smartphones, tablets, and computers to connect to the network and view business data within the business. [8]
What is Mobile Device Management (MDM)?
Mobile device management (MDM) is a process for the control of portable devices throughout a business. Management use MDM to improve device app features for smartphones and tablets while protecting their business from attacks. [9]
Why is Mobile Device Management (MDM) Important?
There is a well-simple truth that increasing percentages of staff prefer portable devices to have the task done. Devices allow for better flexibility, quicker feedback and improved efficiency. [9]
Mobile Device Manager Plus lets the user monitor all elements of the devices, including simple settings to even more detailed configurations on protection. Mobile Device Manager Plus takes the stress off MDM with only a simple, clear functionality. [9]
The first method to getting under the user's management the portable devices of all staff would be to apply them through the network of the user business. Mobile device Manager Plus is trying to speed this first method when producing a range of user-friendly registration choices: [9]
1. Individual system registration for users (BYOD): 
· Self-Registration: Lets users to register machines within their own [9]
· Registration by Invitation: Lets users to register machines when receiving a request provided through the admin [9]
· Larger Quantities Registration by CSV Document: Submit a CSV document showing machine information that the user wish to handle. [9]

2. Register Business-Owned Machines:
· Configure iOS Large Quantities Registration: Optimize iOS system management by Apple's User Registration Application (DEP) and Apple Configuration tool [9]
· Optimize Larger Quantities Android Registration: Improve the handling of Android phones by applying Samsung KNOX and Android Near Frequency Communication (NFC). [9]
· Configure Large Quantities Registration for Windows: Improve Windows system maintenance by registering the Windows Imaging and Setup Design (ICD). [9]
Authorise registration via a one-time secret key or otherwise the Active Directory passwords for users. [9] 
The preferred method of management would be proactive management. ManageEngine Mobile Device Manager Plus helps the user to identify positions which better fit their needs and assign suitable access rights for different IT administrators. The user will assign routine tasks with well-defined authorisation settings to individual users, while defining the context of maintenance of their IT administrators to a different group of machines. [9]

Registration will be the first process of device management, after that the ManageEngine MDM app or ME MDM software will be installed on the machine, and this MDM software operates as the MDM server handler. Those who don't need the maintenance of the MDM software, providing the MDM software will have its own collection of advantages in terms of keeping the apps ' privacy policies and terms usage accessible.  The ME MDM software built on Apple devices makes location analysis simpler. The advantages of the MDM software for smartphones running Android, iOS, and Windows will be presented throughout the image underneath. [10] 
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With all of these reasons listed above, I believe this type of MDM software that is created by ManageEngine will be good for the user to use for their business but there will be some disadvantages when dealing with different operating systems for example, Windows users. 	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person



[image: https://www.1rti.com/wp-content/uploads/2018/07/BYOD.jpg]5. BYOD Advantages & Disadvantages






Image [11]

Advantages: 
Reduced Costs
While not every business may have money savings by a BYOD system, certain businesses would save money since each staff would not have to buy equipment. And, in fact, staff are much more interested in taking good care of their own equipment, which saves money on maintenance. Business which purchase their staff devices with data and voice services will result in increased cost savings. [11]	Comment by Carlene Campbell: 
In academic work you don't start a sentence with "And".
Employee Satisfaction and Performance Increased
The next benefit of the BYOD applications is improved productivity of the staff. That is because people will be more secure with their own electronics, and are friendly with them. Staff should take complete control of their machine and its functionality, since they are a system management specialist. Staff would usually feel more comfortable whether they have the option to pick the machine they want, instead of getting one chosen for them. And, because they will be on their personal machines, staff are more interested in reading their email and work overnight. [11]
Flexibility Improved
The feature of the BYOD systems is that they provide accessibility. These provide new possibilities for digital staff, as staff will operate remotely at any time. [11]

Disadvantages:
Security
Safety hazard is among the major problems in BYOD systems. Staff may have access to private details about their personal machines, which can be hard to control protection on personal machines. When the system is controlled by a business, they will decide how the system should be used by banning specific web sites and tracking actions where needed. One protection-related task would be to make sure that all individual machines are safe against viruses, since they interact from private and public places around the world to the Internet. [11]
Assisting Various Systems
Since businesses maintain their systems, they own the advantage of choosing a limited number of systems to assist them. It allows everything much simpler towards the IT staff, as they can become comfortable with the machines. Businesses might need to expand their IT employees for extra support, with the need to assist multiple devices and operating systems. This may also be very challenging to install software patches and security fixes easily and effectively through different devices. [11]
Scalability / Customising
The problem of scalability is yet another concern for BYOD systems. Most staff using several mobile machines and other businesses don't quite have the appropriate internet bandwidth to manage almost all of the increased traffic. [11]

BYOD systems have different advantages and disadvantages, but it may be a great match to the person business depending on the particular company. [11] 
To successfully introduce a BYOD system, the user will need to make sure they got a simple BYOD strategy under a specified security strategy with the IT workload to help multiple devices as well as the usability of resources to deal with additional traffic. [11] 


6. Conclusion
Overall, the business should follow the information provided in this documentation in order to have their network safe and secured within the business. This documentation will help the business successfully on the technology side as Cyber Security is an important element in the present time. If the business does not follow the guidelines within this documentation, they are risking the business and the users personal and important files and data would be removed or stolen by outside hackers. 
[image: Conclusion Clipart Lightbulb - Problem Solving Clipart, HD Png Download]
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                 MARKING CRITERIA AND STUDENT FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

Common Assessment Criteria Applied  (Assignment 1)	Marks available	Marks 	awarded
1. Engagement with Literature Skills	Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.		
You have used only websites for your referencing and did not engaged with any academic peer review article to make your work credible. Websites require careful consideration.  Key concept considered.  Try to utilising the University online resources and journals.  (Grade mark: 50.00%)	15	7.5
		
2. Knowledge and Understanding Skills	Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.		
You have demonstrated the underlying concepts but let down your report by not using credible sources; see comments above. (Grade mark: 53.33%)	15	8
		
3. Cognitive and Intellectual Skills	Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence		
A very good report. Your report explain the relevant areas for this assignment; policy, DFD, network design, etc. and a written conclusion.  (Grade mark: 67.50%)	40	27
		
4. Practical Application Skills	Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.		
A working design but you have not taken into consideration security counter measures. (Grade mark: 52.50%)	20	10.5
		
5. Transferable Skills for Life and Professional Practice	Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.		
Your report written well. Some grammatical errors.  See report for more comments. (Grade mark: 70.00%)	10	7
		


Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )	Late Submission Penalties (tick if appropriate)	60%
	Up to four weeks late		
	First Attempt?		
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