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[bookmark: _Toc31401575]Introduction: - 
This project is a facial image recognition neural network. It is a technology used for facial recognition of a person using a camera or video footage. This can be used at different places like universities, workplaces, banks and more for attendance monitoring systems. This document will be explaining about the risk management, code of practices, sustainability issues, ethical and legal issues, BCS code of conduct, data protection act and quality assurance for this project.
[bookmark: _Toc31401576]Risk management: -
To manage the risks of this project a method used is a risk evaluation matrix where it displays the level and types of risk that could occur in this project.
Here is the risk evaluation matrix table for this project:
	Probability level of risk
	Range of risk

	High risk
	>= 50% probability of risk occurring

	Significant risk
	>= 30-50% probability of risk occurring

	Moderate risk
	>= 10-29% probability of risk occurring

	Low risk
	< 10% probability of risk occurring
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Impact->
The above table R1, R2, R3, R4, R5, R6, R7, R8 would be the risks that can occur for this project.
R1: - Time management: It would be a risk for this project if anyone of the team couldn’t attend for the team meeting due to illness or any other reason, the meeting should be rescheduled, and it might affect the project completion time.
R2: - Software crashes: It would be a risk because while developing the software it might fail to process and will have wait till the software bugs get fixed.
R3: - Budget Issues: If there is a problem of heavy budget on this project it might become a risk for the project to proceed further if the sponsors are not ready to sponsor the project.
R4: - Hardware crashes: Computer crashes will be a risk for this project because when a computer crashes there might be a risk of loosing all the data saved in it.
R5: - Loosing data: Loosing the data will be a risk for this project because, there might be a problem of all the data gets missing and we must start the whole process from the beginning if we don’t have a backup data.
R6: - Failure in identification: Some situations when there is an injury to a person’s face and the system might fail to identify the person’s face.
R7: - Lack of knowledge about this project in the team members would be a risk for the project.
R8: - Stakeholder’s concerns about the difficulties faced with the monitoring system will be a risk for the project.
[bookmark: _Toc31401577]Risk Avoidance: -

R1: - To avoid the time management risk team members should organize the group meetings according to the everyone’s availability and maintain good range of communication between the team members, and allocation of task to every member of group according to their role in the project and team leader should take the responsibility of monitoring everyone and make sure the allocated task is done in time.
R2: - Software crashes can be avoided by taking up the regular software checkups and fixing the errors as soon as they occur and building a good qualified code.
R3: - For this project budget would not be a main constraint but if there are any budget issues that occur it can be dealt by finding the sponsors who can sponsor this project. Or for time being it can be managed going with the cheaper equipment until the sponsors are ready to sponsor.
R4: - The ways to avoid hardware crashes in this project would be making sure the computer systems are kept in an appropriate atmosphere to prevent issues, such as over heating and moisture in the computers. Using the good quality hardware equipment will be important to reduce the chances of a hardware crash to occur, making sure there are ways to deal with power fluctuations and having the regular checkups [1].
R5: - Loosing data can be avoided by having backed up data like saving it in the multiple systems or in cloud storage, and installing updated anti-virus and updating it regularly, giving the limited access to the computer. 
R6: - A sophisticated system should be created to prevent the chances of identification failure and use highly and specified equipment which can be used for multi identification. 
R7: - Lack of knowledge about the project can be avoided by team leader making sure everyone is aware of what their roles are and what they have contribute for the project to be successful must be clearly explained by the team leader to the team members before the project starts.
R8: - Stake holders like student’s concerns can be avoided by maintaining good equipment for the attendance systems if in case It can’t scan the student face the problem can be momentarily solved my arranging a temporary attendance system by signing sheet and registering their attendance.
[bookmark: _Toc31401578]Code of Practice: -
This section is about explaining the sustainability issues, ethical and legal issues, data protect act related to this project according to the government act, BCS code of conduct for this project and about how the people’s information is kept private and securely stored.
[bookmark: _Toc31401579]Sustainability issues: -
The 3 orders of sustainability issues for this project would be: -
1ST Order [Direct impact]: - The clients who would like to implement this system in their universities might need to buy new hardware and replace the old ones. So, with the replaced ones decomposing them will cause e-waste or GHG emission. 
2nd Order [Indirect impact]: - This project in few ways will be beneficial to the environment like using the facial monitoring attendance systems will reduce the usage of paper attendance system and paper registry system so, it will indirectly help the reduction of deforestation and reduces the unpredictable climate changes and increases the greenery.
3rd Order [Long-term]: - The long-term sustainability for this project would be electricity usage, when many universities implement this for their attendance systems there will be more consumption of power, but it can also be controlled by turning off the electricity when the equipment is not in use so that power consumption can be reduced.



[bookmark: _Toc31401580]Ethical and Legal Issues: -
Ethical and legal issues section will be explaining about the data protection act from the government of UK and the British Computer Society code of conduct based on this project. It explains how the government act of data protection is followed in this project and about dealing with every individual’s personal uncertainties.

[bookmark: _Toc31401581]Data Protection Act: -
The data protection act is mainly about keeping the information of the student private and secured. Give protection to the people’s personal information and all the collected data will be stored in the database and it will be given limited access like only team members can access the data. The data collected form the person will be private and will only be used for the facial recognition of the students. Under the data protection act the student will be given complete right to ask and know how his or her information is being used by the team members, the stronger and legal protection is given to the race, ethnic and religion background. The data will be secured with 2 to 3 step verification methods and all the data collected will be backed up and stored securely. The data collected form the person will be kept no longer than necessary, once the student completes his course his data will be erased from out database. The information will be used lawfully and only for specified purposes and it is all kept updated [2] [3].
[bookmark: _Toc31401582]BCS Code of Conduct: -
BCS (British Computer Society) certifies that the IT industries around UK ensure the legal, social and ethical issues within the company are met and makes sure they follow it. Members of this society or IT industry should follow the code of conduct which confirms that they are following the rules and regulations within the industry. The main aim in IT industry is respecting privacy and security to the people’s data [4]. 
These are the following components that comes under BCS code of conduct: -
1. Public Interests
2. Professional Competence and Integrity
3. Duty to Relevant Authority
4. Duty to the Profession

Public Interests: -
Public interests in BCS code of conduct means having due respect to the public privacy like their security, gender, sex, martial status, nationality, color, race, ethnic origin, age, disability and other personal information will be saved and kept safely. As facial recognition includes the information of different nationality, different religious, different ethnic and people with different believes so, public safety and privacy will be ensured, and all their data will be kept private and made sure no one is feeling uncomfortable. All the data will be securely saved and not everyone can access it because it will only have limited access to the systems in which data is being stored [5] [6].

Professional Competence and Integrity: -
This component in BCS code of conduct talks about being genuine to the people about the team members current level of qualification, team members should be open minded and be updated. Team member should have complete knowledge about his/her role in the project and should be asking for feedback from the users and be ready to accept their feedback and use their feedback in developing or improving the system. Team members should not cause any damage or spoil the reputation of the people’s property with lack of knowledge about this project and offering bribes and unethical acts are strictly not acceptable. For Facial recognition project team members will be having much interaction with public so its very important for each team member to follow this. Team leader will make sure that everyone is following thee regulations [5] [6].
Duty to Relevant Authority: -
Duty to relevant authority talks about the employer of the project about carrying out their professional responsibilities like making sure the project meets main authorities’ requirements. Everyone in the team should learn how to avoid any condition that might rise a big problem in the project and cause conflict between the team and the authority. Team leader should make sure all his colleagues who is working under his supervision are being informed about what is going on in the project and make sure they understood it properly. For facial recognition project the authority will be the university so, the team FIRNN will make sure that it meets the authority’s requirements and keep developing the project asper the authorities instructions and requirements. [5] [6].  

Duty to the Profession: -
This section explains about the duties of the team members to put their project on top and get good reputation and not to take any action that might bring the project down and reduce its reputation. Team members should seek how to improve the standards by active participation in developing the project respecting and maintaining good environment in the group and supporting and helping the fellow members in their professional work. For facial recognition the team members will be following the duties allocated them and makes sure the project is highly reputed and never let it down. Team members will be having regular group meeting just to make sure they clearly understand how project goes and how to develop it [5] [6].
[bookmark: _Toc31401583]Quality Assurance Issues: -
Quality assurance in this project is about procedure followed by the project group to deliver the good level of quality output. Team FIRNN will be working together and makes sure that the required quality standards for the product are met.
[bookmark: _Toc31401584]SMART Measures 
SMART analysis for the 3 objectives of this project would be:
Objective 1:
Facial Image Recognition is a project will be based upon attendance monitoring systems which will be used in universities to register attendance for the students after entering the class. Smart analysis explains the quality measures that will be taken in this project.
S->	Specific
M->	Measurable
A->	Achievable
R->	Realistic
T->	Timely
Specific: - FIRNN will be implemented in the places like universities for attendance monitoring. It can also be implemented in banks, at workplaces to improve the security systems and attendance systems.
[bookmark: _Hlk31397847]Measurable: - FIRNN will be used in the university for one year to test it how its working and based on that test report changes required for it will be made before bringing it out.
Achievable: - When FIRNN will be tested in the university for one year based on the observations made if it is successful in the university then it can be easily implemented in other places.
Realistic: - FIRNN is a realistic project because we will be testing it in university for one year and will do the required changes to it before bringing it into the market.
Timely: - As per the Gantt chart by 4th of March 2021 this objective can be achieved.
Objective 2: 
The 2nd objective for this project will be improvement in security systems. It means at the places like banks FIRNN can be used to register the customer details and can be implemented by the counters and cash points so that only the registered person can have access to his account.
 Specific: - Based on the response that the project receives after implementing it, it can be further improvised and implemented in places like banks and buildings where not everyone can have access to them.
Measurable: - It will be measured depending on the demand FIRNN has after implementing it, based on it the team will make the decision whether to implement it or not.
Achievable: - Most of the project for FIRNN will already be finished so, it will be only developing the code and making the doors work with instruction of FIRNN.
Realistic: - It will be realistic because the main part of this project will be done and only a few more changes will need to be made.
Timely: - It will be by the end of 2021 because once the FIRNN is implemented, the team need to wait for the response only then they can proceed further.
Objective: 
The 3rd objective for this project will be saving the environment by reducing the paper registry usage.
Specific: - When FIRNN is implemented the usage of paper will be reduced because there will not be the paper registry systems used in the university. So, when paper usage is reduced it will indirectly benefit the environment.
Measurable: - Before implementing having it tested and observe it for a week so that it will give an idea how it is measured.
Achievable: - It is achievable because when FIRNN is being implemented in the universities and other places it will obviously lead to reduction of paper usage.
Realistic: - It can be achieved in the time scale given in few rare cases we might to recruit few people.
Timely: - It will take 3 years to achieve from the year of implementation of it.
[bookmark: _Toc31401585]Conclusion: -
This document clearly explains about the project Facial image recognition neural network and the different kinds of risks this project would have and ways to avoid those risks, sustainability issues for this project, and explains about how this project accepts data protection by the government and British computer society code of conduct and  finally it explains about the quality assurance of the project in detail.
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