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Introduction

This assignment was yet again a group based assignment where we were partnered with the same group we were with from assignment 1. In this assignment we had to maintain and manage a variety of different network resources and the services that it provided whilst also maintaining an understanding of the different OS environments that were provided to us. There were also two tasks provided the first split in two but was a practical team working task and the second being an individual observational task.



Task 1: MANAGING AND MAINTAINING NETWORK RESOURCES USING NETWORK POLICY AND SECURITY PRACTICES
1.1 - Understanding NTFS and Share Permissions 
[image: ][image: ][image: ][image: ]
In the above screenshots, a folder was made and a file was created within it. Then permissions were changed to only allow access to these through one user. This will deny access to anyone else accessing it besides the user with full control. After that, another user was added but only given read and execute permissions, meaning that they cannot modify the contents at all.

1.2 Share Permissions

[image: ]
[image: ]
[image: ]
In this section, a shared storage service was created. This was done by loading into the server manager on the Server 1 VM and going through the process of setting up the shared storage, which includes entering the name and location of the shared storage and specifying permissions. As mentioned in the worksheet, administrators were given full control while 2 more users were added with only read and execute permissions.


1.3 Accessing the file share/server over a network
[image: ]
[image: ]
This shows that a network mapped drive was created in order to make sure that potential snoopers won’t be able to find/access the shared drive.

2.1 Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’

GPO 1 - Moderating Access to Control Panel
[image: ][image: ][image: ][image: ]
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Group policy management was used to restrict access to the control panel. Since it wouldn’t be ideal to restrict all users' access, user groups had to be created using GPO so that the restriction only affected certain users, this was done via use of the Organisational Units. This is because some users need access to the control panel while some other users do not benefit from it at all, so it has been restricted for the ones that don’t require access for security purposes. The final 2 screenshots above show that the restriction had worked.

GPO 2 - Removing Access to Command Prompt 
[image: ][image: ]
Due to the same reasoning as the control panel restrictions, the command prompt was also restricted to the same group of users by using the same method. The above screenshot shows that the restriction had succeeded.

GPO 3 - Restricting Access to Removable Media Devices

[image: ]
[image: ]
In order to keep the networks secure, a restriction on access to removable media devices was also made. This is due to them being an easy way to carry viruses and malware. The same restriction as the previous 2 tasks was applied here.

GPO 4 - Restricting Software Instals
[image: ][image: ]
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Unauthorised software installations can be dangerous for a network. This is because the software can be used to exploit vulnerabilities in the network. Due to this, a restriction was set on users in which only authorised administrators could install software to these machines. The final screenshot above shows this in effect.

GPO 5 - Enforcing Password Policy in the ‘accatask.msft’ Domain
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To further increase security, a password policy was added across the entire network. This policy ensured that passwords had to be at least 7 characters in length, and that the policy remembers the previous 3 passwords so that a user couldn’t keep reusing the same 2 passwords over and over. A complexity requirement was also added to make sure that the passwords were as secure as possible.

Task 2: ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES

1 - Utilising ARP and Routing Tables

[image: ]
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The “arp -A” and the “route print” command were used to display the MAC table, which includes the NIC, the MAC and the IPs of the NICs. 


2 - Deploy Core Services
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In this section, an FTP server was created into the network, this allows the exchange of files across the network. A new user was created with the name of “ftpuser23” and following that, the Internet Information Services (IIS) tool was used to add an FTP Site with the name of “MYFTPSITE”. After that, the new user was given read/write permissions to this FTP Site. The FTP Site was customised with a banner as a way to greet users and to inform them that they were connecting to the right server. The final screenshots show that the connection to the FTP service was successful.


3 - Installing and Configuring the Routing and Remote Access Service 
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As a side note, the user then repeated this process over again for the second server to make sure that both of them are equipped with Direct Access and VPN with the routing services.


[image: ]
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In this section, two local area networks were created and connected using routing protocols. This was done using the Server Manager on the Windows Server OS. These LANs were configured to allow remote connections by using the “Add roles or features” section of Server Manager. The routing protocols were added to the interfaces used to connect both the public and private network in the servers.






4 - IP Packet Filtering

Filter 1

[image: ]
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The first filter was used to stop users from pinging the router firewall service, this was done via IP filtering, this was used as a firewall to prevent unwanted outbound and inbound data. This was configured using the “Routing and Remote Access” section of Server Manager. This filter was then tested in the final screenshots above.


Filter 2


[image: ]
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The 2nd filter was to restrict access to the FTP service running on Server 2 to only the users on the PrivateNet2. This was once again achieved by using the “Routing and Remote Access” tool available in Server Manager. This filter was then tested as shown in the final screenshots above.

Filter 3

[image: ]

Server 1
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Client 1 success
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Server 2 
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Client 1 
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Filter 3 was used to only allow specific hosts on PrivateNet1 to access the FTP service which was running on Server 2. This was done by creating our own rule which allowed us to put a restriction on the access to the FTP server on anyone except Client 1. The final screenshots above show this in effect.




























Task 3: Observations

1. On a SOHO network, what actions could you take in order to enhance security?

In either a small office or even a home office there are multiple ways that you are able to increase the security within the systems, some of these ways are quite easy and simple to configure and put into place. These different ways are:
· Installing a network wide firewall - Installing and using firewalls are one of the most common ways to increase security within a network as firewalls are the most common way to help defend against attacks and malicious threats. Whereas most routers and operating systems come with firewalls, some can be turned off so make sure that you go back and enable it to help protect yourself.
· Making sure network security is actually enabled -  As most homes or offices these days have multiple devices connected to their network, this would prove to be an easy picking for the introduction of malicious code, malware or even hackers into your system as they thrive off of easy access. So making sure that you have some form or a network security will limit this threat
· Keeping software updated - Another crucial thing to have when protecting your network as you might not think it but keeping software updated also rolls out the different new security and software patches out which then makes it difficult for hackers to gain access from the exploits or vulnerabilities that the old system might have had, this then covers off the threat of that.
· Keeping your router secure - Once again the routers are a crucial part for networks as so many people use them and have so many devices connected to them at once. Protecting this may be as simple as changing the WPA key from its most basic original form to something your household or office would only know. Even changing the router's SSID would throw hackers off of finding your router and what type of router that it is so that they could gain exploits from them.

2. Failover Clusters - Concepts

What are Failover Clusters?

A failover cluster is a group of independent computers that work together to increase the availability and scalability of clustered roles (formerly called clustered applications and services). The clustered servers (called nodes) are connected by physical cables and by software. If one or more of the cluster nodes fail, other nodes begin to provide service (a process known as failover). (Microsoft 2022).

With that in mind, what do you need to consider when using the system?

When considering the use of failover clusters within a system, you first need to understand the requirements that come along with it. These requirements come down to the hardware, software and network.

Hardware

When it comes to the hardware side of things, many things need to be taken into consideration such as the server requirements which would be to use two of exactly the same types of computers for it. Even the network adapters need to be taken into consideration. Storage is also another big thing to take into consideration as well as you should make sure that there are multiple different drives for it but all separate. 

Software 

All the servers in a failover cluster must either run the x64-based version or the Itanium architecture-based version of Windows Server 2008 R2 (nodes within a single failover cluster cannot run different versions). All the servers should have the same software updates (patches) and service packs. (Forsenergy 2016).

Network
The network side of things is also another thing to consider as you would need the right person with administrative access to be able to perform the different tasks in changing around the network in order to add failover clusters. For example the servers within should be using DNS event domain roles that need to be configured in order for them to all work as intended as they should all be using the same active directory (Forsenergy 2016).











How Failover Clusters can be implemented.
[image: ]
Obviously this isn't the correct photo, but this is a way that failover clusters can be implemented. By thickening the correct box in the roles and features section in the server manager we are able to click on the addition of Failover Clusters and then move forward on that to then help configure them and implement them into the servers.

Network Policy

A Network policy is a collection of rules that govern the behaviours of network devices (McCauley 2022).

One of the first policies to consider within a network is a:
· Network Security Policy - The purpose of a network security policy is to highlight the importance of following the rules of security that is put in place on to the network in order to help prevent unauthorised access. Some examples included in this policy could be Firewalls, Internet Access and even the use of Remote Connection.
· Access Control Policy - This type of policy puts out a set of rules and instructions to the users within a network properly specifying who is able to access the crucial and important data that may be stored within the network and what places may be able to access specific data and when they can do so. Another important piece to this is what sort of level of classified information that they can gain access to.
· Security Policy Management - This is also another good policy to implement as it ensures that all the policies are able to stay up to date according to guidelines.It also provides much better security to the company as it allows for policies to stay up to date and provides for better use.




3. Reflection

Overall after completing this second assignment, looking back over the tasks that I completed as part of my team. To me the tasks varied from being quite simple and easy to implement into the work from being difficult and hard and required help from other team members to which also may be struggling on the same section. But overall I found that the assignment was generally good and was well to be a team working assignment again.



References
Forsenergy. 2016. “Understanding Requirements for Failover Clusters.” Help and Support. https://forsenergy.com/en-us/cluadmin/html/6fe86b30-6820-43a2-8321-3e7b51cbe763.htm.

McCauley, Gary. 2022. “What Is Network Policy? Benefits of Network Policy.” ExterNetworks. https://www.extnoc.com/blog/what-is-network-policy/.
Microsoft. 2022. “Failover Clustering.” Microsoft Learn. https://learn.microsoft.com/en-us/windows-server/failover-clustering/failover-clustering-overview.






image39.png
Client 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Settings

Findasettin € = ¥ 4 s> ThisPC > LocalDisk(C) © O Searchlocal Disk(C)

Name Date modified Tpe
Accounts  Quick access.

] PerfLogs ov12/201908:14 Flefolder

B Desicop ) Program Eies samoen e Eie folder

— & Downloads [ Progran| B Share A Properties X Folder
ey |

= Pictures 1 Users

D Music 1] Window Securty

] Share ACCAS023

B Videos

Gen || Permissions for Share ACCAS023 X
Email &

Objectname:  C:\Share_ACCASIZ3
Sign-in

Grouporusernames:
Jee @ OneDrive & NT-CB (ACCATASK\NT-CB)

5 This PC

Oherust Ly o

Syncyou

Pemissions for NT-CB
Fullcontrol

Mody

Read & execute
Listfolder corterts
Read

Gitems 1 item selected

P Type here to search

@ me 0 B
Bok@e B 3G®rhtcr




image54.png
lient 1 [Running] - Oracle VM VirtualBox - o X
File Machine View Input Devices Help
Settings
wl B a1 Disk (C
T Home  share  View
& 5 v 4 > ThisPC > Local Disk (C) v o O Search Local Disk (C)
Find a s¢
Neme Date modified Tpe Size
# Quick access
Ce=m . [lpeiog: 0712720190814 File folder
i ] Program Files 24/03/2023 1012 File folder
Downloads
Your A [ Prog W Share ACCAS023 Properties x_file folder
Documents 4| | shay 1] Permissions for Share_ACCAS023 X
= Pictures # L Usey Generdl S
= Emal ) music [ Winf Opjectnamg 5"
] Share ACCAS023 o] Ofiectnane:  CShare ACCHS023
Sign [ Videos & Camerd  Group or user names:
& OneDive Ly ' Cameron Brown (NT-CB@acoatask msf)
Acces F Y 5ily Bob (NT- )
[ This PC.
A Othel 3 Network To chenorg
Pemissions
S syne Fullcorr}
Wody
Pemissionsfor By Bcb
Read & By
List folder| Fullcortrol
o Wody
Tine Read b execute
o] | sfoercontets
9 | R [ e
Gitems 1 item selected
Bok@e B 3G®rhtcr




image65.png
(& Client 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

RE/cleBint

BIRAE-~

] ConfidentilFile - Notepad

File Edit Format View Help
asdf

asdf]

Ln3, Col 5

100%  Windows (CRLF)

UTF8

K8

ftem  1item

H P Type here to search

@ ) NG

EERE e




image16.png
Oracle VM VirtualBox

fent 1 [Runni

Disks
Storage Poo|

Select the profile for this share

iscsl

Work Folders File share profile

‘SMB Share - Quick
‘SMB Share - Advanced
‘SMB Share - Applications
NFS Share - Quick

NFS Share - Advanced

Share Location

=9 SHARES 'VOLUME
Sz = e s
Volumes [= 1 lTa
re Wizard - a X

Description:

“This basic profile represents the fastest way to create an
‘SMB file share, typically used to share files with
Windows-based computers.

* Suitable for general file sharing
+ Advanced options can be configured later by
using the Properties dialog

| Roles

< Previous

0 L

[CIoNA-E 1@ Brighecol




image64.png
A}/ PROTECIED VIEW B

2 SHARES VOLUME

Servers A i shaves | 2 total TASKS ] NETLOGON on DMCI-NT TS

Volumes o (@

Disks T New Share Wizard E—

Storage Po

Specify share name
iscsi

Work Folders Select Profile Share name: [Shere AcCA50235

Share Location

Share description:

Local path to share:
CAShares\Share_ACCAS023
© if the folder does not exist, the folder is created.

Remote path to share:
\DMCI-NT\Share ACCAS023§

Roles.

e [ e | [

BORLFO Bl l@Mrontce





image45.png
@) ProTECTED VIEW Be

=9 SHARES 'VOLUME
Servers AH i shares |2 total TASKS v NETLOGON on DMCI-NT TASKS
Volumes -~ ©)
Disks T New Share Wizard - o X
Storage Po
Confirm selections
iSCsI
Work Folders Select Profile Confirm that the following are the correct settings, and then click Create.
Share Location
SHARE LOCATION
Share Name Server: DMC1-NT
Other Settings. Cluster role: Not Clustered —
Permissions Local path: (CA\Shares\Share_ACCA5023§
v sROPERTES
Share name: ‘Share ACCAS5023%
Protocot swg
Access-based enumeration;  Enabled
Caching: Enabled be
BranchCache: Disabled
Encrypt dta: Disabled

Roles.

S [T e | [ ]

s B
0 QX &0 EEE@srmcr





image9.png
| RecycleEin,
Computer view
X
@ Mop Network Dive |
Quick -
Dest
Dow
) boc  Specitythe divelete forthe connection and th folde thatyou want o connect
= pie
Drve -
oned
Folder DMCT-NTShae Acchs023 <] [Towee
el Example: \\server\share
b Netw cconect atsign-in
Connect using diferent credentials
]
Sitems =

o T
&9 06 3y B

EERECT O





image23.png
RE/cleBint

2 A0~ Mansge

Home  Share  View | DriveTools

A %> This.. > Share ACCASO23S (\

Quick access

B Desktop
Downloads

) Documents

&) Pictures
OneDrive
This PC

¥ Network

Oitems

Share ACCAS0235 (\DMCI-NT) )

v o Search Share ACCAS0235 (\DMC1-NT) (Z)

This folder is empty





image63.png
& Server! [Running] - Oracle VM VirtualBox
File

. J

Recycle

Machine View Input Devices Help

File Action View Help

e FOIXEB o= B

5] Active Directory Users and Com

7| Saved Queries

5 accataskmsft
Builtin
Computers
Domain Controllers
ForeignSecurityPrincipal
Managed Service Accoy
Users
Non-Admin Users

New Object - User

R st acostscnstNonAdon Uses

When you click Fish,the folowing object wilbe created:

Full name: aaaa bbbb

User logon name: NT-AB@accatask msit

The password never expires.

Description





image26.png
File

3 |

Recycle Bin

Machine View _Input

File Help
e« nm 8

Active Directory Users and Cor|
Saved Queries

v 3 accataskmsft
Builtin
Computers
Domain Controllers
ForeignSecurityPrincipq
Managed Service Accof
Users

Action  View

Non-Admin Users

[ servert [Running] - Oracle VM VirtualBox

Devices

I

Help

Action  View

=] 5
2 Group Policy Management
v A\ Forest accatsskmsft

3 File

£ Domains.

g5 accataskmsft

] Default Domain Policy

Window

<)

Non-Admin Users.
Linked Group Polcy Objects

Link Order

Group Poicy Inhertance  Delegation

PO Erforced Lk Enabled  GPO'S

Domain Contre
Non-Admin Us|
Group Policy O|
5 WM Fitters
T starter GPOs
i Sites

{9 Group Policy Modelin:

% Group Policy Results

New GPO

Name:

X

NocuPicce

Source Stater GPO.

pone)

03
s B

Bords EE 3G ®rhtcr




image7.png
[ servert [Running] - Oracle VM VirtualBox - o x

File Machine View Input Devices Help

. J

Recycle Bin

fle Action View Hel ™ Prohibit access o Control Panel and PC settings

4 = | 2157 3 | B g pronivitaccess o Control Panel and PCsetings
NoCtrlPanAccess [DMC1

Previous Setting | | Next Setting

Comment:

Fie Ad v 65 Computer Configurat

Poicies
Rt d Preferences. @ Enabled

O Not Configured

Activg v 8 User Configuration
s{ v O Policies
v Fad Software Set
Windows Set
Administrative
Control pa| OPtions: Help:
Add or
Displ Dissbles al Control Panel programs and the PC setings app.

O Disabled

Supported on: - [[af |east Windows 2000

person This setting prevents Control.exe and SystemSeftings.exe, the

progtam filsfor Control Panel and PC setings, from starting. As
Progra 3 resul,userscannot sart Control Panelor PC setings, of run
Region any of thir tems,
Desktop
Network
Shared Fol
Start Men
System This etting removes PC setings from;
Windows The Start screen
Al Seting Retoim e
Preferences Search results.

Printers

This setting removes Control Panel from:
The Start screen
File Explorer

<
If users try to select a Control Panel item from the Properties.
item on a context menu, a message appears explaining that a
setting prevents the action.

5 setting(s)

Tios
s B

FIerICERECE Ferre





image12.png
1 [Running /M Virtu

Input D

rmand Prompt
Jicrosoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

Jc: \Users\administrator>gpupdate /force
updating policy. ..

jcomputer Policy update has completed successfully.
User Policy update has completed successfully.

c: \Users\Administrators,

1108
s B





image57.png
[CIoD]

ECHE]





image15.png
8 server! [Running] - Oracle VM VirtualBox - o x

File Machine View Input Devices Help

Recycle Bin

& Prevent access to the command prompt

File Action View
o 20 [} Prevent access to the command prompt

Previous Setting | | Next Setting

B securt] _
5 Fader] O Nt Configured

i Polieyt @ Enabled
20 Deploy
Adminisre

Comment:

O Disabled

Control Supported on:

Desktog
Networ

At least Windows 2000

Shared  Options: Help:
Start M

System| [ N This policy setting prevents users from running the interactive
Drin[| No

If you enable this policy setting and the usertres to open a
command window, the system displays a message explaining
that a sefting prevents the action,

Loci If you disable this policy setting or do not configure it users can
Log run Cmd.exe and batch files normally.
Miti

. Note: Do not prevent the computer from running batch files if

the computer uses logon, logoff, startup, o shutdown batch file
Re scripts, o for users that use Remote Desktop Services.
Scri

Usel
<

10 setting(s)

1020
s B

BOkF S B IlG @Rty





image17.png
RecycleBin

mmand Prompt

Hicrosoft Windows [Version 16.0.19042.568] ~
M#@(c) 2026 Microsoft Corporation. All rights reserved.

Gz}
The command prompt has been disabled by your administrator.

press any key to continue . . . o

na1
s B





image31.png
CTED

i File Action View Window Help
@ #m@ 8/ XE . Hm

& Group Policy Management | [Non-Admin Users
v A\ Forest accataskmsft Linked Group Policy Objects | Group Policy Inhertance  Delegation

v [ Domains

2 secacm [P -

i/ Default Domain 1 il NoCtPanAccess  No.
51 Domin Contr
&1 Non-Admin Us
i/ NoCmdPr
] NoCtrPani
5 Group Policy O

5 WM Fiers
13 Storter GPOs

i Sites
¥ Group Policy Modeln

% Group Polcy Results





image25.png
i server! [Running] - Oracle VM VirtualBox - =] X

File Machine View Input Devices Help

. J

5 All Removable Storage classes: Deny all access
e I Removable Storage classes: Deny all

[} Al Removable Storage classes: Deny al access

Previous Setting | | Next Setting
File Action View Help

@9 25| 5| B 5 ONetConfigured  Comment

3 SoftwareSettings | © Enabled
indows Settings
3 Administive Tom| O D521
ControlPanel
Desktop
Network
Shared Folders Help
Start Menw and
system Configure access o all emovable torage casses.
CuleAtDel
Display
Drverlnstl
FolderRedin

Group Policy If you enable this policy setting, no access s allowed to any
Internet Cory removable storage class.

Supported on: - ['af |east Windows Vista

“This policy setting takes precedence over any individual
removable storage policy settings. To manage individual classes,
use the policy settings available for each class

Locale Servi
Logon
Mitigation
Power Mana
Removable
Scripts
User Profiles|

| Windows Comp)

If you disable or do not configure this policy setting, write and
read accesses are allowed to all removable storage classes.

Al Settings

<

14 setting(s)





image56.png
Recycle Bin

File Action View Window Help

S| amolXE

6|

£ Group Policy Management
A\ Forest accatask msft
[ Domains
v 55 accatask msft
] Default Domain
& Domain Contro
v &1 Non-Admin Us(

Non-Admin Users
Linked Group Poicy Objects

Group Poicy Inhertance  Delegation

Lk Order
1

2
3

PO Erforced

] NoCufPanAccess Mo
if NoCmdPmptAccess  No
I NoRemovableDrive... No

] NoCmdPr
i/ NoCtriPana|

i/ NoRemoval
% Group Policy O
5 WMIFitrs

3 Starter PO

New Organizational Unit

Name: NWCiientComputers

i Sites
¥ Group Polcy Modeling

% Group Polcy Results

CERED |"0m¢ncm




image21.png
[ server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

[E] Prohibit User Installs Previous Setting

© Not Configure  Comment:

5 ActiveDirectory Users and Computers
Fie Acion View Help

e 2@ FO0/XO6E Bm3eETE%

3 Active Dirctory Users and Com| | Name
(5] Saved Queries

v 5 accataskmsft
(1 Builtin
1 Computers
& Domain Controllers
1 ForeignSecurityPrincipal
1 Managed Senvice Accoul
5 Users
(& Non-Admin Users
51 NWClient Computers

Type Description
EWCT-NT Computer

9 sy B
BN S B I]@ @ rihtcr




image37.png
. J

Recycle
9 Prohibit User Installs

File Action View Help [E] Prohibit User Installs

Y
Sound Recorder| O Not Configured

Speech ©Ensbied
store

Sync yoursetn| O Disabled
Tablet PC Supported on: [ Microsoft Windows XP or Windows 2000 with Windows Installer v2.0
Task Scheduler

TestInpust
Windows Coen

Previous Setting | | Next Setting

Comment:

Options: Help
Windows Color

Windows Custo

“This policy setting allows you to configure user instals. To
configure this policy sefting, set it to enabled and use the drop-
Windows Defen down lit to select the behavior you want.

Windows Defend| User Install Behavior: | Hide User Installs

Windows Defen
If you do ot configure this policy setting, or f the policy setting
is enabled and "Allow User Install” s selected, the installer
allows and makes use of products that are installed per user, and
products that are installed per computer.ff the installr finds a
Windows Install per-user installof an application, this hides 2 per-computer
Windows Logo installation of that same product.

Windows Error
Windows Hello
Windows Ink W

Windows Meda
If you enable this policy setting and "Hide User Instals" is

selected, the installer ignores per-user applications. This causes a
per-computer installed application to be visible to users, even if
Windows Mobil those users have a per-user install of the product registered in
Windows Power their user profil.

Windows Media
Windows Mess;

Windows Reliab|

<

23 setting(s)

Q@O B 3G®rihtcr




image62.png
Input

User Account Control

Do you want to allow this app to make
changes to your device?

‘ Firefox Installer

Verified publisher: Mozilla Corporation
File origin: Hard drive on this computer

To contin

ENG





image42.png
e

fome

=

1=/ Group Policy Management Editor

File Action View Help

@Oz Hm

5 Group Poli

v A Forest:

v [ Do
v #E

-] Default Domain Policy [DMC1-]
v % Computer Configuration
121 Policies
(5] Preferences
~ 1 User Configuration
121 Policies
(5] Preferences

Select an item to view its description.

| Default Domain Policy [DMC1-NTACCATASK MSFT] Policy

Name

5 Computer Configuraton
8 User Configuration

'\ Ecended (Stondard

4 o B

DO EEH @@ retcr




image66.png
3 File Acti

)

File Action View Help

e @ XEE

15 Group Poli

B Sit

Gre

& Computer Configuration
~ [ Policies

3 Software Setings

v (51 Windows Seting:

3 Name Resolut

23 Scrpts (Startu

=9 Deployed Prin

v B Security Settr

v 3 AccountP

Passwc

5 Accou

Kerber

3 LocalPoli

3 Eventlog

A Resticted

3 System Se
A Registry

A File Systen

7 Public Key
7 Software F

< 5

Enforce password history Properties
Securty Polcy Settng | Explain

Enforce password history

Deine this pocy setting

Keep password historyfor

3 < passwords remembered

Cancel

kting

rds remembered

Q@O Bl GG retcy





image6.png
& File Act

e

File Action View Help

|2 XE |

5 Group Poli

v A Forest:

v [ Do
v #E

(@ Sitq
59 Grd

&
2 6rd

& Computer Configuration
~ [ Policies

] Software Settings

v (51 Windows Seting:

(] Name Resolut

23 Scrpts (Startu

=9 Deployed Prin

v B Security Settr

v 3 AccountP

5 Passw

Accou

5 Ketber

3 Local Polc

3 Eventlog

4 Resticted

7 System Se
4 Registry

74 File Systen

£ Wired Net

[ Windows |

[ Network L

S Wireless N

5 Public Key

(5] Software F

< 5

Maximum password age Properties

Securty Polcy Settng _ Exlain

gé. Masimum password age

[

Cancel

kting

rds remembered

CERED |"0m¢ncm ;




image4.png
Recycle Bin

J Group Policy Management Editor

& File Actil File Action View Help

EIETEN R

5 Group POl Computer Configurstion &

~ [ Policies
] Software Settings

v (51 Windows Seting:
(] Name Resolut

23 Scrpts (Startu

=9 Deployed Prin

v B Security Settr

v 3 AccountP

55 Kerber.
3 Local Polc
3 Eventlog
4 Resticted
7 System Se
4 Registry

4 File Systen
Wired Net

[ Windows |
[ Network L
S Wireless N
5 Public Key

(5] Software F ¥
>

Policy
Enforce password history
Maximum password age
Minimum password age
Minimum password length
Password must meet complexity requirements
Store passwords using reversible encryption

Policy Setting
3 passwords remembered
2days

1 days

7 characters

Enabled

Disabled

25188 UE @




image20.png
Recycle Bin

Administrator:

Microsoft Windows [Version 16.0.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved

C:\Users\Administrator>ARP -A

Interface: 172.16.1.1 --- @x4
Internet Address Physical Address Type
172.16.255.255 FE-FE-FF-FF-FF-FF  static
224.0.6.22 01-60-5¢-60-60-16 static
224.0.6.251 01-60-5e-60-60-fb static
224.0.6.252 @1-60-5e-60-60-fc static

Interface: 10.10.10.1 --- 6X7
Internet Address Physical Address Type
10.255.255.255 FE-FE-FF-FF-FF-FF  static
224.0.6.22 01-60-5¢-60-60-16 static
224.0.6.251 01-60-5e-60-60-fb static
224.0.6.252 @1-60-5e-60-60-fc static

C:\Users\Administrator>

©
I
[
U §

BORIo BRes




image11.png
\Users\Administratorsroute print

interface List
7...08 @0 27 b7 4e 8F ......Intel(R) PRO/1000 MT Desktop Adapter
4...08 06 27 6 ed b9 ......Intel(R) PRO/1060 MT Desktop Adapter #2
‘ieeiersae......SOftware Loopback Interface 1

Active Routes:
jetuork Destination Netmask Gateway Interface Metric
10.6.6.0 255.0.6.0 on-link 10.10.16. 281
10.10.10.1 255.255.255.255 on-link 10.10.10. 281
10.255.255.255 255.255.255.255 on-link 10.10.10. 281
127.0.6.0 255.0.6.0 on-link 127.0.6. 331
127.0.6.1 255.255.255.255 on-link 127.0.6. 331
127.255.255.255  255.255.255.255 on-link 127.0.6. 331
172.16.0.6 255.255.0.0 on-link 172.16.1. 281
172.16.1.1 255.255.255.255 on-link 172.16.1. 281
172.16.255.255 255.255.255.255 on-link 172.16.1. 281
224.0.6. 240.0.6.0 on-link 127.0.6. 331
224.0.6. 246.0.6.0 on-link 10.10.10. 281
224.0.6. 240.0.6.0 on-link 172.16.1. 281
255.255.255.25 .255.255.255 on-link 127.0.6. 331
255.255.255.255 .255.255.255 on-link 10.10.10. 281
255.255.255. .255.255.255 on-link 172.16.1. 281

If Metric Gateway
1 33: on-link

7 281 on-Link
a4 o281 on-Link
a4 281 :9631:32€0:c8c6/128
on-Link
281 ::d518:c80d:883b:76cC/128
on-Link
331 e on-Link
0913
9 gy





image46.png
DESTINATION SERVER

R sclect installation type pifteisn=y

B Lo

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Hide

[<Previous | [ Next> Cancel
Services B services
Performance Performance
BPA results BPA results

017
4 28/04/202:

BOLF O EE TG M rocr





image52.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
s

s Add Roles and Features Wizard

Select destination server

Selecta ser

Select a server from the server pool
Select a virtual hard disk

Server Pool

DESTINATION SERVER
WIN-ATSVHIWVLCE

rver or a virtual hard disk on which to install roles and features.

Filter:

1P Address. Operating System

entials

Hide

This page

1 Computer(s) found

and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data colection is stilincomplete are not shown.

shows servers that are running Windows Server 2012 or a newer release of Windows Server,

Events
Services

Performance Performance
BPA results BPA results

2 O

28/04/202

Bok@o EE GG rhtcr





image53.png
S

er 2 [Runnin

E

R Server Man: —

s Add Roles and Features Wizard

LE  Select server roles ity

Before You Begin Select one or more roles to install on the selected server.

Instalation Type Roles Description

Server Selection

] Active Directory Certficate Services Web Server (IIS) provides a reliable,

[ Active Directory Domain Services manageable, and scalable Web

[ Active Directory Federation Services applcation infrastructure.

[ Active Directory Lightueight Directory Servces.

] Active Directory Rights Management Services.

[ DHCP Server

[ DN Server

Confirmation [ FaxServer

] File and Storage Servces (4 of 11 instaled)
[ Hyperv
(] Network Policy and Access Services Hide
O Print and Document Services
O Remote Access
(] Remote Desktop Services
O Volume Activation Services.

Features

Web Server Role (i)

Role Servics

(] Windows Deployment Services
(] Windows Server Update Services

Cancel

Services
Performance Performance

BPA results BPA results

% s D
(i G @ Brihtcol




image10.png
E

s Add Roles and Features Wizard

Select role services ity

e Select the roe sevices to install for Web Server (I5)

Instalation Type Role services Description

Senverselecion 41 Securty FTP Server enables the transfer of

Server Roles Request Fittering fles between a client and server by
[ Basic Authentication using the FTP protocol. Users can

=N (] Centralzed SSL Certicate Support establish an FIP connection and

Web Server Role (I5) (] Client Certfcate Mapping Authentication transfer files by using an FTP client
] Digest Authentication o FTP-znabled Web browser.

1 15 Ciet Cocate apping Attt

Confirmation (] 1P and Domeain Restrictions

0 URL Authorization
O Windows Authentication
Hide

[ FP Extensibity
nagement Tools
1IS Management Console
v J 115 6 Management Compatibilty
] 1S Management Scripts and Tools
[ Management Service

[<rion | [ Net> |

B Sevices [ pomisnc

Performance

Services

Performance

BPA results

BPA results

1019
3 sy

ECFGICRER]





image40.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices
i

s Add Roles and Features Wizard

Help

o

Installation progress

View installation progress

@ storing instalaton

DESTINATION SERVER
WIN-ATSVHIWVLCE

Web Server (IIs)
FTP Server
FTP Service
Management Tools
IS Management Console
Web Server
‘Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logging

Export configuration settings

Events | EES
Services Services
Performance Performance
BPA results BPA results

Hide





image49.png
-
[
File Action View Help

=@ = Hm

& Computer Management (Local

~ [} system Tools
(@ Task Scheduler

] Event Viewer
) Shared Folders
~ & Local Users and Groups|
] Users

[ Groups
® Performance
& Device Manager
v € Storage
B Windows Servr Backu
Disk Management
Services and Applications

Name

) System Tools
Eastorage
B Senvices and Apy

lication
New User T x
Usernome:  [fpuser23
P —
ez |
-
(—
[ User must change password at next logon
[ User cannot change password
[ Password never expires:

[ Account is disabled

More Actions

7 4
BO& oL IERl® rontcr

28/04




image30.png
2 ) WIN-RDFLEBNKRO3 »

A

Appl
Sites|

Add FTP Site

e Site Information

FTP site name:

MYFTPSITE

Content

rectory
Physical path:

Ih Pools

fatform

[Cunepunitproot

Hide

Newt Cancel
5| [ Festures View | Content View
%
BPA results BPA results

4 28/04/202:

BOEF S IE R GG @rontcr




image38.png
& Server2 [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help

> WIN-LTOVHIWLCE » Sites » &

§ Lo Fle View Hep Add FTP Site 7 x

“ Authentication and Authorization Information

i
65 WIN-LTSVHIWLCE (WIN-
2 Application Pools

Authorization

Allow access to:

‘Specified users <
[WIN-LTOVHIVVLCE ftpuser23
Permissions.

Wiite

Previous

< | Tresre vew | Contrevien

@,
BRI R EiEal@®rdtcr





image27.png
[ server2 [Running] - Oracle VM VirtualBox - =] X
File Mschine View nput Devices Help
e
Manager * Dashb
€5 Internet Information Services (1IS) Manager - o X
e @ WIN-LTSVHIWLCE » Sites » MYFTPSITE » e
Fie View Help
" FTP M
lessages
IR @ 9
@ StartPage X
65 WIN-LTVHIVVLCE (Wi fessage Behavior
L2 Application Pools 01 Suppressdefauit banner
v @] Sites N N
Support user varisbles in messages
© Deaswebsta | L PP
MYFTPSITE Show detailed forlocsl requests
messages -
Message Text
Banner
This s the banner]
Welcome:
Bt
<
< > [ Features Vew i Content view
Configuration: applicationHost.config’ @

10:
28/04/20

7 4

Bor@qa EE 3G ®rhtcr




image14.png
0ipo-
m v vome  snere view (]
m‘ & 3 v 4 [ ThisPC > LocalDisk (C:) > inetpub v & | Searchinetpub P
Neme - Date modified Type size
E - s Quick access.
R il - Start [ custerr 20/04/2031021  Fiefolder
= VS5 WIN I Desktop
fos ry| | ftprpot 2810400021021 Eile folder
J21 Y oowniosss Christ| & folder
P Documents Ciost o0 L
=i Ber = B
O This PC. [ w98 | Select Users or Groups x
G| fectthis Hide
& Networe 1 abecttpe:
HiE e e | [Obic s
8| From this location:
g [WiNROFLaBNKRS3 | ==
Tt | Enterthe object names to select (examples)
Pe a2y Check Names
ol
|
|
== =
|
| [ ot o 0o -~
|| Modfy [m] [m]
Read & execute a [m]
Fo | Latfodercontets o o
< | Read ] o .
Ready Gitems 1 item selected EL

[CIoNCY] Iﬂﬁl]ﬁim-tcm




image1.png
< 1 & [ | fiproot o X
C ome  share  view
| o-gER U
Logig, « ~ 4 [ > ThisPC > LocalDisk (C:) > inetpub > ftproot » v & | Searchftproot P
Aley- i |d Name - Date modified Type Size
B Fle s ¥ Quickacces
MyFtpuplaods /042031035 Filefolder
E B Deskiop [ MyFtpupl /047
& Downloads

Hide





image48.png
&

@ Windows Defender Fiewall with Advanced Securty

File Action View Help

=@ Bm
P T It Windows Defender Firewall with Advanced Security on Local Computer ‘Actions
R Inbound Rules Windows Defender Firewall.. 4

3 Outbound Rules ‘ . . o irdons conpn
Comnection Sty Rules Windows Defender Frewal with Advanoed Secuy provides network secuty or Windows comput &) ImportPolcy,

%, Monitoring 4 Eport Policy.
Overview Restore Default Policy.

Domain Profile Diagnose / Repair

@ Vindows Defender Frewal i on View

(© bound connections that do not mach a e are blocked.
‘Outbound connectons that do not match a e are alowed.

Refresh

Properties
Private Profile

& Windows Defender Fewal is off.

Help

Public Profile is Active
& Windows Defender Firewal s off.

Windows Defender Frews Propeties

Getting Started

Authenticate communications between computers

Create connection securty e to specy how and when connectons between computers are authenticated and
protected by using Inemet Protocol secuty (Psec).

combon sy e

View and create firewall rules

Create firewall s o alow or block connections to speciied programs or pots. You can also alow a connection only
tis authenticated. or comes from an authorized user, roup. or comper. By defati, inbound connections are
blocked uniess they match a e that alows them, and outbound connections are alowed unless they match e that
blocks them.

nbound Rues

1037
3 sy B

BORLF O Ei @ Hronce





image51.png
{
|'| RecycleBins
[ gRm-~
Home share  View
»
7 € v [l LowiDEK(C) > MYFIPRes ‘e

Quick access

I Desktop

) myftpfile2upload.txt

Downloads
& Documents

&) Pictures
OneDrive
This PC

¥ Network

item

H P Type here to search & ) N6

D & OB Gl@ @ rotcl





image5.png
‘ommand Prompt - ftp 17216.2.1

[REMi crosoft wWindows [Version 16.6.19642.508]
(c) 2620 Microsoft Corporation. All rights reserved.

(C: \Users\Admin>Ftp 172.16.2.1
Connected to 172.16.2.1.
) 226-Microsoft FTP Service

[Mid220 This is a website
[F200 OPTS UTF8 command successful - UTF8 encoding now ON.

User (172.16.2.1: (none))

Titem  Titen

048
BN By B

BOn& o | ERGl® ot





image34.png
RecycleBin

u and Internet > N
Microsort

g Organize » i etwork d »

PrivateNet2

mmand Prompt - ftp 17

iicrosoft Windows [Version 16.0.19042.568]
(c) 2620 Microsoft Corporation. All rights reserved

C: \Users\Admin>Ftp 172.16.2.1
connected to 172.16.2.1.
226-Hicrosoft FTP Service

226 This is a website

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (172.16.2.1: (none)): ftpuser23
331 Password required

password

236 User logged in.

Ftp> Tcd C:\MYFTPFiles

Invalid command.

[Ftp> cd C:\WYFTPFiles

550 The parameter is incorrect

[Ftp> cd C:\FTPFiles

550 The parameter is incorrect

Ftp> |cd C:\FTPFiles

Invalid command.

Ftp> cd C\FTPFiles

550 The system cannot find the path specified
[ftp> 1cd C\FTPFiles

C\FTPFiles: File not found

Ftp> 1cd C\MYFTPFiles

IC\MYFTPFiles: File not found

Ftp> 1cd C:\MYFTPFiles

Local directory now C:\MYFTPFiles

o1
awvouzes B

BOn& o 1EE ISR





image18.png
il Client 2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

o]

R FEEE

«

© 4 1« LocslDisk (G > FTPFiles ‘e Searc
Name Dste modit
v s Quick access
1 Desktop
& Downloads

Documents

=) myftpfile2upload.txt 28/04/2023

&) Pictures
7@ OneDiive
1 ThisPC

& Network

‘ead & exeoute
List folder conterts
Read
Wite

AN

For pecil pemissonsor advanced sefings, =
click Advanced. Ll

110

O Type here to search B D) NG 00y

12°C Cloudy

)

[i'3

BOEFOL Bl I@@rscy

11:03
28/04/2023





image35.png
i server 2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

n P Type here to search

m

Home  Share  View

© 4[> THisPC > LocalDisk (C) > FTPFiles

Neme -
S Quick access
[5] mytpfle2upload.ct

g

Date modified

28/04/2023 10:59

vo

Search FTPFiles

Type

Text Document

GBP/USD

0 Q& B31E 180 @Erocy
NG 1621
S e = |





image60.png
i server 2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

L1 [ = | MyFTPFiles - o X
Home  Share  View

€ v 1 [l « LocalDisk(C) » inetpub > ftproot > MyFTPFiles v]o | search MyFTPFiles »
Neme Date modified Type

Size
 Quick access.

B Deskiop [E) myftpfile2upload.bt 28/04/202310:59 Text Document.
3 Downloads
Documents

oke

&) Pictures

] FTPFies
[ This PC

& Network

1item

BOEdo Bl I@ @~y
H P Type here to search

N 1628
W oo BB




image3.png
i server 1 [Running] - Oracle VM VirtualBox -
File Machine View Input Devices Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directy sent to the guest OS. If the mouse is curently captured, it il be automatically uncaptured. () (3

r > Dashboard

WELCOME TO SERVER MANAGER

¥ Local Server —
Al Servers . Add Roesand Fetures Wizrd o x

AD DS

2 ONs Select server roles Erai

1§ File and Storage Ser

Select one or more roles to install on the selected server.

You Begin
Installation Type Roles Description

[ Active Directory Certificate Services Remote Access provides seamless.

| Active Directory Domain Serices (Instalec) connectivity through DirectAceess,

] Actve Directory Federstion Services VPN, and Web Applcation Proxy.

[ Actve Diectory Lightweight Diectory Servces Diecthccess provies an Alnays On |

[ Actve Diectory Rights Management Services and Always Managed experience. e

[] DHCP Server RAS provides traditional VPN

<] DNS Server (Installed) senvices, including site-to-site

[ FaxServer (branch-office or cloud-based)

8] File and Storage Serices (4 of 11 instaled) connectivity. Web Application Proxy
O Hyper-v ensbles the publishing of selected

[ Network Policy and Access Services T TP e

O Print and Document Services applications from your corporate
network to client devices outside of
[ Remote Desktop Services the corporate network. Routing
B [ Volume Activation Services provides traditional routing

capabilites, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

[ Web Server (ii5)
(] Windows Deployment Services
(] Windows Server Update Services

<Previous | [ Next> Install Cancel

BOEdo B I@ @~y
H L Type here to search 17°C Sunny 1 dx Eﬁlf





image50.png
i server 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)

r > Dashboard

i Local Server
Al Servers

ADDsS

& DNs

1§ File and Storage Ser

WELCOME TO SERVER MANAGER

s Add Roles and Features Wizard

Select role services

Select the role services to install for Remote Access

You Begin
Installation Type Role services

tion

DirectAccess and VPN (RAS)

Web Application Proxy.

Role (i)

Confirmation

- o x

DESTINATION SERVER
EYSEnS——

Description

Routing provides support for NAT
Routers, LAN Routers running BGP,
RIP, and multicast capable routers.

(1GMP Proxy)
jde.

< Previous.

Next >

Install Cancel

BOEdo Bl Il@ @y
1




image8.png
i server 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are dirctly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)

r > Dashboard

— WELCOME TO SERVER MANAGER

Local Server —

All Servers T Add Roles and Features Wizard
ADDS
& DNs

o

Installation progress Erai
File and Storage Ser

View installation progress

@ storing instalaton

RAS Connection Manager Adminisration Kit (CMAK)

Remote Access e
DirectAccess and VPN (RAS)
Routing

Remote Server Administration Tools
Role Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Web Server (IIs)
Web Server
‘Common HTTP Features
Static Content
Default Document

Export configuration settings

<Previous | [ Next> Install Cancel

BOEF oL B I@ @y
H R Type here to search

g 4x NG
17°C Sunny e o570




image59.png
i server 1 [Running] - Oracle VM VirtualBox -
File Machine View Input Devices Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Vrtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3

i

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the folowing combinations of senvices, or you can

customize this servr. -

& Remote access (dabup or VPN)

low remote clentsto connect o ths severhrough ether a diap comectonora
secure vitua pvate nework (VPN) itemel connection

& DNs DEsTNATION seRveR

2 € Network address ransaion (NAT) OMCI-NTccatsermst

B File and St Alow rtemalclents to connect tothe ntemet using ane publc IP address.

fo iis € Vittual private network (VPN) access and NAT
Al remote clents o connect o tis server troughth temet and ol lents to
i Remote Aq connect o the nteme using a single publc P address.
€ Secure connection between two private networks
Connect tisnetwork o 2 remote network. such as  branch offce.

€ Custom configuration
‘Select any combinatin of the features avalable in Rovting and Remote Access. enu,

I—
accataskmstt

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

bu can close this wizard without interrupting running tasks. View task progress or open this
Loe again by clicking Nofifications in the command bar, and then Task Details.

figuration settings

BOEdoL Bl Il@#rscy

H P Type here to search





image33.png
i server 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Vrtual Machines display are dirctly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (%)

Completing the Routing and Remote Access
Server Setup Wizard

Compleingnitlzsion ororse
- o
Please wat whie the Routing and Remote Access
senice frishes ntiaizaton to
Py DEsTINATON SERVER
= OMCHATsczstsmat
R File and St
fo s
Remote Ad
—
Aeryou close this wizard, corfigure the selected senvices T
inthe Routing and Remate Access consale
o lose tis wizard, cck Fish [ren )

<Back Frish Cancel

RemoteServer Aemination oo
Role Administation Too
Remote Acces Management oo
Remote Acees G an Commanc-Lne ook

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings

<Previous | [ Next> Close.

Cancel

BOEdo Bl I@Erscy
H P Type here to search





image43.png
i server 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directy sent to the guest OS. If the mouse is curently captured, it il be automatically uncaptured. () (3

Local Server
Al Servers
ADDS

& DNs

W& File and Storage Ser
fous
&l Remote Access

WELCOME TO|

File Action View|

—
= e am [

New Routing Protocol x

Cick the routing protocol hat you want to add, then cick OK.

Installation pro| v

<

L Routing and Rem

5 Server Status | | ouing potocol:

5 OMCI-NT (o |- DHCP Reay Agert
B et ] [TIGHP Rt and Py

¥ NAT
G pemoren
B Generd
F static
Hiee

oK Cancel

1P Address
10.1010.1
172161
127001
Not available

‘ Remote Access GUI and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings

<Previous | [ Next> Close.

Cancel

BOEdo Bl I@ @y

1




image41.png
i server 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Vrtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)

r Manager *> Dashboard

— WELCOME TO| . Routing and Remote Access - o x
Local Server e Action View Help
Al Servers 3 e @ XECE HE
AD DS ey %l‘iﬂq a-;dmke..m Access P
o 8 e Stars Interface. - Update mode Responses sent
() BB Installation prof v @%mcnm(m., . e e
File and Storage Ser| Network Interfaces rivatel H, ic
= i /3 Remote Access Logging|| B PublicNet Periodic 0
o s v E b
Remote Access = General
T sttic Routes
Tre
e
>« >

Remote Access GUI and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings

<Previous | [ Next> Close. Cancel

[ofoD -] (i ] @ @)rontcri

GBP/USD

H P Type here to search




image47.png
i server 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices

Help

B Administrator: Command Prompt

10.0.177
Corporation. All rights rese

Reply from
Reply from
Reply from
Reply from

Approximate round trip times
Mininum - 6ms, Maximum = ems

sers\Administrator

17

3 oy B

C Mostly sunny

UK 03/05/2023




image22.png
i server 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices

Help

B Select Administrator: Command Prompt

Approximate round trip times in milli-s
Minimum = ems, Maximum = 6ms, A

sers\Administrator> ping 172.16

rom 172.16.1.1:
Reply from 172.16.1.

Reply from 172.16.1.

from 172.
from 172.
from 172
from 17.

unre:

I
3 oy B

C Mostly sunny

Q& o EWR Gl @@ rotcri

=

E 1712

UK 03/05/2023




image55.png
i server 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

)
= PrivateNet Properties
File Action Vid Geners Muticsst Boundares Mulicsst Hearbeat
PR 25| 88 e
Local Servd 2 Routing and Res
5 Server satus P A
All Servers| v G DMCI-NT (| ¥ Ensble P ruder mansger -
ADDS L Networkl ™ Enablerouter dscovery advertsemerts. :gz“:ﬁ“::
2 Remote A
& DNS v E b R = 127.001
File and St  Gene — Not available
_ 3 st
fo iis Frp
4l Remote Aq E e —
o =
ES
bound Fters... | Outbound Fiters.
Hide
™ Enable fragmertatin checking
< >
oK Cancel orly
AD DS 1 £ DNS 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

(i §] @ Brontci

H L Type here to search Mostly sunny. (=]




image32.png
i server 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

AddIP Fiter 7 x
Dashboard| ﬁ‘ 2 J
T Routing| Tesel T Sourcenetworkc _
B serve Plerac  1p agress s
v @M &
Subnet mask 101
& ° 611
ar 1
« F i Fters: | ¥ Destinaton network o1
21 paies [ % T T Bl ailable
3 Subnet mask % 2% 25 2%
el Remote Aq =ZF
Prtocal ice
1CHP ype:
< > =
1CMP coce:
Hide
oK Cancel | feel
< >
oK Cancel Poply
AD DS 1 &£ DNs 1

@ Manageability

Events
Services

Performance

BPA results

Y

@ Manageability
Events
Services
Performance

BPA results

B & o 1Bl

Mostly sunny.

=

@ (3 it o
s g




image19.png
il Client 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machines display are dirctly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3

B8 Command Prompt

dmin>ping 172.16.1.1

16.1.1 with
timed out
timed
timed
timed out

. T
& 9 06 g0, B

ool o s [S]OLE

H L Type here to search GBP/USD




image58.png
i server 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

H P Type here to search

i

Dashboard|

Local Serv
Al Servers
ADDsS

& DNs

File and St
fo s

i Remote Ad

=

File
|z

E Routing and e
5 Server St
v & DMCI-NT (|
H Network
S Remote
v E P
= Gend
T suti
T re
e

Action Vi

pr—
General  Muticast Boundaries  Multicast Heartbeat
8BS e
[V Enable IP router manager IP Address
I Enable router discovery adverisements 10.10.10.1
SR
= 127001
—=
2
=
it | oot
I Enable fragmentation checking
5
0K Cancel Aoply
o
ADDs 1 em DNS 1

@ Manageability
Events
Services
Performance

BPA results

@ Manageability

Events
Services
Performance

BPA results

Hide

GBP/USD

(i §] @ Brontci




image13.png
i server 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

)
File Actiq Add P Fiter T
;*‘ L[ P,
Routing
5 Sevd T P addess
p ress
v @ omd
B £ o
SR Fiters: | ¥ Destinaton network [
VER g I e
el % P address: 01010 1 valable
fo Iis E ‘Subnet mask 25 255 25 25
5 [l
Remote Ad Y e = =
Source pot
< >
Destination por a] ES
Hide
oK Cancel | foel
< >
oK Cancel orly
AD DS 1 £ DNS 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

(i §] @ @ rontci

H P Type here to search Earnings upcoming [=]




image44.png
il Client 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

)

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to e itin your guest 0S -l mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directy sent to the guest OS. If the mouse is curently captured, it wil be automatically uncaptured.

B8 Command Prompt - ftp 10.10.101

dmin>ping 172.16.1.1

16.1.1 with
fdRequest timed out
ERequest timed

timed
timed

AT
H £ Type here to search RO NG oy B

&0 IERI@®wo
ENG 1736

H P Type here to search Partlysunny A T A S s





image68.jpg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant
UNIVERSITY OF WALES

Trinity Saint David

SWANSEA - ABERTAWE





image2.png
il Server 2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Morsge  Toos  Vew bl
P vores b

=

File

Action View Help

D aFEXREE=HE
i Local Send = o
&8 Administrator: Command Prompt o x
177 A
[
=]

BPA results

BPA results

17:48

3 oy B

EEE

16°C Partlysunny A~ T x5 00





image24.png
il Client 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are dirctly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (%)

B8 Command Prompt

10.16

‘time<ims
time<n

time<ims
time<ims

dmin

.16 1

item

T
H £ Type here to search | NG o B

36
H P Type here to search

Partlysunny A T dx

E
UK 03/05/2023




image29.png
i server 2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

i

=

Acti
J Inbound Fitters [

File
T Dashboarc el
These fiters control which packets are forwarded or processed by tis network

= I Routing
0 Local Serve 9 Serd Fiter

All Servers| v @ WIN) ¢ Receive al packets except thosethat meetthe crtera beow 0a
& File and St g  Drop l packets except those thetmeet the crterabelow o
o s v E e o1
2 Remote Ad g Source Address | Source Network Mask_| Destiation Adéress | Destnation Mask | Pi (vailsble
eyl
< > ES
New Eat Dekte Hide
oK Cancel
< >
oK Cancel orly
File and Storage =
2 9 1 o s 1
Services
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

BOEdo Bl I@Erscy

E
H L Type here to search Mostly.





image28.png
il Client 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices

Help

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to se itin your guest 05 -l mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directy sent to the guest OS. If the mouse is curenty captured, it wil be automatically uncaptured.

RecycleBint

42.568]
1 rights r

d
Subnet. M.
Default

ftem  1item sel

1840
03/05/2023

o

& 1) EN

&0 IER I @®wo
NG 1840
UK 03/05/2023

Eamings upcoming A %1 dx

)





image61.png
& Client 2 [Running] - Oracle VM VirtualBox - X
File Machine View Input Devices Help
e Vrtual Machine reparts that the guest OS supports mouse pointer integration. t be abe o usetnyour guest 05 —al mouse ac s over the Virtua Machine's dsplay are b}

RecycleBint

B8 Command Prompt - ftp 172.1621 o x

&0 IER I @®wo
NG 1840

H P Type here to search Eamings upcoming A £ dx 0 oo




image67.png




image36.png
Client 1 [Running] - Oracle VM VirtualBox - o x

Home  Share  View o

v 4 [1> TisPC > Local Disk (C) > Share ACCAS0Z3

Nome ~ Confidenti File roperties x
# Quikscces
B Deske | Confidential_File General Securty Detais Previous Versions
etep
3 oo ot nane: St ACCASZCrbdrt et
& ocuments [S—
etz e
& Pictur Plasrenscacdveen ]
I e sesvsrew
d Music 82 Administrators (WC 1-NT\Admnistrators)
B videos S8 Users (WCTAVT\ )
b
S ———— =
@ Mook ————
es o Mew e
e
ity
Fent e
o
e
o
P p—————
click Advanced. Advanced
g
Titem 1 item seected Obytes Concel

H P Type here to search




