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[bookmark: _Toc207344611][bookmark: _Toc236681487]Introduction
[bookmark: _Toc207344612]An operating system is the basic system software which controls the computer hardware and software resources and acts as an interface between the application and the physical hardware. The principles of Hansen and structural designs of Anderson et al. give a basic idea of how performance, scalability and security are achieved in today's computing world by operating system architecture. Katzan Jr points out that the architecture of operating systems provides a structure to the mechanisms used to control the hardware into coherent functional modules, which guarantees reliable execution in single user systems and in very large distributed networks.
In order to put into context the deployment of contemporary operating systems, it is important to understand the long-term operating system usage trends on platforms and across operating system versions by analyzing market statistics across the globe from Statcounter and W3Schools log files. According to the stats from around the world, Android is the top platform with 41.39%, Windows is second with 27.67%, iOS is third with 19.68%, OS X fourth with 4.75%, macOS fifth with 2.96% and Linux last with 2.94%. Moreover, the historical adoption of desktop operating systems, as identified by W3Schools, shows a gradual migration with the rise of Windows 11 users, now at 45.82% adoption by September 2025, indicating steady growth, alongside a decrease in the adoption of legacy platforms such as Windows 10, Windows 8, and Windows 7. The market changes reinforce the dynamic nature of system architecture and how performance and resource allocation is optimised across a wide range of hardware form factors, with microkernel designs and exokernel paradigms playing their part. Modern operating systems have to deal with the changing demands by providing strong services in the kernel, yet having to support devices with wide device architectures from low power mobile devices to high performance enterprise platforms.
[bookmark: _Toc236681488]1. Key functions of general Operating Systems
[bookmark: _Toc207344614][bookmark: _Toc236681489]1.1 Process and Processor Management
Process and processor management is fundamental function of any operating system that is responsible for creation, scheduling, synchronisation and termination of processes. It is a process, as Stallings explains, is an execution unit that contains program code, current activity and related resources. Process control blocks (PCBs) are used to store state information for multiprogramming and time-sharing in the operating system kernel. The interactions between hardware design and operating system scheduling strategies enhance the use of the CPU. Microkernel architectures, described by Golub et al., do not involve the kernel in scheduling processes, and they delegate process communication and synchronization capabilities to server processes, thereby reducing the kernel bloat. Scheduler algorithms calculate process priorities, burst times and I/O wait states to decide on context switches, with fairness and responsiveness for both interactive and batch workloads.
[bookmark: _Toc236681490]1.2 Memory Management
The memory management part of a computer system is in charge of handling how memory is stored and used. Ensures that programs in memory stay there and are removed when they are finished. The operating system is responsible to ensure that memory is not placed under an unsafe condition and to ensure that the proper programs could use the memory. It uses hardware like base-limit registers and memory management units to do this. There are also techniques like paging and memory that let programs use more memory than the computer actually has. This is done by mapping the memory the program thinks it has to the memory. Some operating systems, like Exokernel let programs use the hardware directly which can make things faster. It still keeps everything safe. The way virtual memory works depends on algorithms like LRU and FIFO. These help decide which memory to use and when to swap it out.
[bookmark: _Toc236681491]1.3 File System Management
The file system management part of the operating system helps organize how files and folders are stored on the computer. It makes it easy to store get and share files. The operating system controls who can access files how files are organized and how space is used on the disk. It also makes sure that files are not damaged when many people are using them at the time. This is based on ideas about how operating systems should work that were outlined by Hansen. The operating system also decides how files are stored and retrieved from the disk. This includes how disk space is used and how files are kept from getting fragmented. All this helps make sure that files can be recovered quickly if the system shuts down unexpectedly.
[bookmark: _Toc236681492]1.4 Security and Protection
Security and protection are about making sure that only the right people and programs can use the computers resources. The operating system has ways to control who can do what like access control lists and authentication protocols. It also uses hardware to keep information safe. This includes things like privilege rings that separate what the user can do from what the kernel can do. According to Anderson and others the operating system and the hardware must work together to prevent security problems. The operating system also uses encryption, logging and secure communication between programs to keep everything from threats. Memory management and file system management are also important for Security and Protection. Security and Protection mechanisms are used to protect Memory Management and File System Management. This is done to prevent access, to Memory Management and File System Management.



[bookmark: _Toc207344618][bookmark: _Toc236681493]2. Use of Windows OS CLI commands.
On the Windows platform, different Command Line Interface (CLI) tools and PowerShell scripts are used for process management, file management, networking, user management, and task scheduling for automating administrative processes.
· List of all the processes running in the current system and information about CPU usage, memory usage and Process ID (PID) is provided by one of the fundamental PowerShell command line Get-Process. Can be filtered using -Name switch, e.g. Get-Process -Name notepad.
· Stop-Process: kill running processes by name or process ID. Closes running applications when they become unresponsive using the -Force option.
· Get-Service: Provides information about the current status of Windows system services and whether certain background services are running, stopped or paused.
· dir (or Get-ChildItem in PowerShell): Displays list of all the files and directories in the current working folder path with attributes and time stamps.
· A PowerShell command used to create new files or folders, with the -ItemType Directory parameter to create new folders in a systematic way.
· ipconfig: is a common network diagnostic tool that can show the local computer's IP configuration, which includes the IP addresses, subnet masks, default gateways, etc. The /all switch will give you more detailed configuration information.
· Test-Connection: This is a PowerShell script to send ICMP echo-packets (pings) to remote hosts or servers (for example google.com) in order to test connectivity and latency. The -Count parameter is used to specify the number of packets to send (e.g., -Count 2). 
· Get-NetTCPConnection: Displays all the TCP network connections and their local and remote endpoints and states, which will aid you in monitoring network communications. 
· Displays a list of all local user accounts configured on the operating system, their password expiry status, enabled/disabled status and other information. 
· Get-ScheduledTask: Retrieve a list of all the scheduled tasks created in the Windows Task Scheduler that can be used to verify maintenance tasks.


[bookmark: _Toc207344619][bookmark: _Toc236681494]3. Use of Linux OS CLI commands.
The Linux terminal functions with the help of efficient command-line tools related to process and file management, networking, users, and tasks:
· top: Real-time system monitor that shows active processes, CPU load and memory usage. Pressing q will close the interactive view.
· ls: Lists the directory contents. ls -a: Lists the hidden items in the directory. ls -l: Lists the items in the directory with detailed permission, ownership and file size info.
· nano: A light-weight text editor that comes with the terminal interface of Linux, for creating new configuration or script files interactively.
· chmod +x: In the Linux environment, grants execution permission on a script to the owner, group or others.
· pwd: Print Working Directory - prints the full name of the current working directory.
· ping: Sends out ICMP echo requests to determine whether a network host is reachable, the rate at which it drops packets and the time for packets to travel to and from it.
· netstat or ss: Print the network connections, routing tables, interface statistics, and masquerade connections.
· whoami: Prints out the name of the logged in user in the current terminal session.
· crontab: Schedules background system tasks, automated backups and repetitive executions of scripts.
[bookmark: _Toc207344620][bookmark: _Toc236681495]4. Use of Windows OS scripts.
Script: A script that checks the student grade.Script: script.bat is a script that checks the student grade.
This Windows Batch script will prompt the user for input (name and marks) and will store the input in variables, it then uses conditional statements (if / else) to check the performance before it pauses console output. Batch automation enables repetitive operational tasks to be automated to reduce manual executions and the errors made during the process.
[bookmark: _Toc207344623][bookmark: _Toc236681496]5. Use of Linux OS scripts.
The Number Evaluator script (script.sh) is used to check whether number is even or odd. 
This is a bash script that prompts the user to input a number, stores it in a variable from the read command and uses an if-else statement to check if the number entered is above 10. Bash scripting has robust control flow, error conditioning and automation capabilities, fundamental to system administration on Linux.
[bookmark: _Toc207344626][bookmark: _Toc236681497]Conclusion
Operating systems are the basic foundation software that control the interaction between computer hardware and application software, and ensure efficient distribution of system resources on various computer platforms. In this assignment, fundamental issues of architecture including process control blocks, hierarchical memory management, file system organization and security privilege rings were studied both theoretically and practically. The market statistics analysis showed that the adoption of operating system follows a continuous evolution across platforms.
Moreover, the use of command line interfaces on both Windows (PowerShell/Batch) and Linux (Bash) platforms showed how system administrators can use command line interfaces to automate repetitive tasks, observe live system processes, manage storage paths and control access to users. The ability to incorporate conditional logic and variable processing into the Batch and Bash scripts further demonstrated the adaptability needed in the face of the many different architectures of modern operating systems. In conclusion, a combination of theoretical design principles and practical hands-on skills with the CLI and scripting provides the skills necessary for the IT professional to maintain large-scale computing systems securely and efficiently.
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[bookmark: _Toc207344628][bookmark: _Toc236681499]Appendices
[bookmark: _Toc236681500]Appendix A: Windows CLI / PowerShell Commands Execution Screenshots (Task 2)
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[bookmark: _Toc236681501]Appendix B: Linux Terminal Commands Execution Screenshots (Task 3)
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[bookmark: _Toc236681502]Appendix C: Windows Batch Script (script.bat code and CMD execution output) (Task 4)
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[bookmark: _Toc236681503]Appendix D: Linux Bash Script (script.sh Nano editor code and Terminal execution output) (Task 5)
[image: ]
[image: ]

Page 6 | 12

image2.png
windows PowerShell

Copyrignt (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscores

PS C:\Users\Administrator> Get-Process
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PS C:\Users\Administrator> Get-Service

Status  Name Displayliane
Stopped AarSve_8abb Agent Activation Runtime_84bfb
Stopped AJRouter AllJoyn Router Service

Stopped  ALG Application Layer Gateway Service
Stopped AppIDSve Application Identity

Running Appinfo Application Information

Stopped AppMgmt. Application Management.

Stopped AppReadiness App Readiness

Stopped AppVClient. Microsoft App-V Client

Stopped AppXSvc AppX Deployment Service (AppXSVC)

Stopped AssignedAccessM... AssignedAccessManager Service
Running AudioEndpointBu... Windows Audio Endpoint Builder

Running Audiosrv Windows Audio
Stopped  autotimesvc Cellular Time

Stopped  AxInstsV ActiveX Installer (AxInstsV)

Stopped BcastDVRUserSer... GameDVR and Broadcast User Service.
Stopped  BDESVC Bitlocker Drive Encryption Service
Running BFE Base Filtering Engine

Stopped  BITS Background Intelligent Transfer Ser...

Stopped BluetoothUserSe... Bluetooth User Support Service 84bfb
Running BrokerInfrastru... Background Tasks Infrastructure Ser...
Stopped BTAGService Bluetooth Audio Gateway Service
Stopped  BthAvctpSvc AVCTP service
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PS C:\Users\Administrator> Get-ChildTtem

Directory: C:\Users\Administrator

LastiriteTime Length
7/8/2026  4:16 PH ~copilot
6/27/2026  9:23 PM “vscode
6/27/2026  9:21 P _vscode-shared
7/5/2022  1:09 AM 30 Objects
7/5/2022  1:09 AN Contacts
8/2/2026  5:47 PM Desktop
7/31/2026  6:20 PH Documents
8/3/2026  5:38 PM Downloads
7/5/2022  1:09 AM Favorites
7/5/2022  1:09 AM Links

7/5/2022  1:09 AM Music

7/5/2022  1:09 AM Onebrive
8/5/2025 12:00 AN Pictures
7/5/2022  1:09 AM Saved Games
7/5/2022  1:09 AN Searches
1/3/2626  2:18 AM Videos
8/5/2005  7:49 PM 6411 -1.14-windows.xnl
7/17/2026  5:50 PM 57 .gitconfig
7/20/2026  4:37 P © docker
8/3/2026  5:21 P 5242880 NTUSER.DAT
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Users\Administrator> New-Ttem -ItemType Directory -Name

Directory: C:\Users\Administrator

LastiriteTime Length Name

8/3/2026  6:25 PH TestFolder

Users\Administrator>





image6.png
PS C:\Users\Administrator> Set-Content -Path "test.txt
Users\Administrator> Get-NetIPAddress

IPAddress © FeB0::531c:Sce3 bact 4 FHAG
InterfaceIndex 45

InterfaceAlias vEthernet (WSL)

AddressFamily IPv6.

Type Unicast

PrefixLength &

e Wellknown

SuFFixorigin Link

AddressState Preferred

Validlifetime Infinite ([TimeSpan]::Maxvalue)
Preferredlifetine : Infinite ([TimeSpan]::MaxValue)
SkipasSource. False

Policystore Activestore

IPAddress £280: :8eF3:7C54: 7eb: de0A%E
InterfaceIndex B

InterfaceAlias Local Area Connection* 2

-Value

Hello

1d
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PS C:\Users\Administrator> Get-NetTCPConnection

Localaddress

1.
2401:ba30:2204:3729:453 :5e3F:b1.

LocalPort
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Appliedsetting

Tineait
Established Internet
Established Internet
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Listen
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CloseWait  Internet
Listen
Listen
Listen
Listen
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PS C:\Users\Administrator> Get-LocalUser

Name. Enabled Description
Administrator True  Built-in account for administering the computer/domain
DefaultAccount  False A user account managed by the system.

Guest False Built-in account for guest access to the computer/domain

WDAGUEi1ityAccount False A user account managed and used by the system for Windows Defender Application Guard scen.
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PS C:\Users\Administrator> Get-ScheduledTask

TaskPath

\Agent Activation Runtime\
\Googlesystem\GoogleUpdater\
\Microsoft\OFFice\

\Microsoft\OFfice\

\Microsoft\0OfFfice\
\Microsoft\Windows\.NET Framework\
\Microsoft\Kindows\.NET Framework\
\Microsoft\Kindows\.NET Framework\
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\Microsoft\Windows\Active Directory Rights
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\Microsoft\Kindows\Application Experience\
\Microsoft\Kindows\Application Experience\
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\Microsoft\Kindows\Application Experience\
\Microsoft\Kindows\ApplicationData\
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\Microsoft\Kindows\ApplicationData\

TaskNane
BlueStacksHelper_nxt
MicrosoftEdgelpdateTaskiachine.
MicrosoftedgelpdateTaskMachineUA
5-1-5-21-3905991917 - 3597875395
GooglelpdaterTaskSysten152.0.7.
Office 15 Subscription Heartbeat
OfficeTelemetryAgentFallBack2016
OfficeTelemetryAgentLogOn2016
JNET Framework NGEN v4.0.30319
CNET Framework NGEN v4.0.30319 64
CNET Framework NGEN v4.0.30319.
CNET Framework NGEN v4.0.30319.
AD RMS Rights Policy Template .
D RMS Rights Policy Template .
EDP Policy Manager
PolicyConverter
VerifiedPublisherCertStoreCheck
MareBackup

Microsoft Compatibility Appraiser
PcaPatchDbTask.
Pcalial1paperAppDetect
ProgramDatalpdater.
StartupAppTask
appuriverifierdaily
appuriverifierinstall
CleanupTenporarystate
DsSvcCleanup
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Disabled
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Ready.
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Ready.
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student@DESKTOP-9VIOLGD :~$ ps
PID TTY TIME CHD

| 161 pts/6  ©0:00:60 bash
575 pts/6  00:00:60 ps

'student@DESKTOP-9VIOLG:
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student@ESKTOP-9VIOLG):~$ top
top - 18:44:10 up 11 min, © user, load average: 6.00, 0.84, 0.64

Tasks: 20 total, 1 running, 19 sleeping, 6 stopped, @ zombie

%Cpu(s): ©.6 us, ©.1 sy, 6.6 ni, 99.8 id, 0.0 wa, 0.0 hi, 0.1 si, 0.6 st

MiB Mem :  1863.6 total, 1477.9 free,  353.0 used,  165.2 buff/cache
MiB Swap:  1024.0 total, 1024.0 free, 0.0 used.  1510.6 avail Mem
D
1 root 20 6 21656 13128 9796 5 0.6 0.7 0:01.93 systemd
2 root 20 @ 3180 2204 20725 0.6 0.1 0:00.86 init-systemd(Ub
8 root 20 @ 3196 2128 20085 0.6 0.1 0:00.01 init
159 root 20 @ 3184 1108 9805 0.6 0.1 0:00.00 Sessionleader
‘ 168 root 22 e 3200 1248 1168 S 6.8 6.1 ©:00.81 Relay(161)
161 student 20 © 6680 5380 3656 S 0.0 0.3 0:00.11 bash
162 root 20 @ 6540 4752 4600 S 0.0 0.2 0:00.61 login
192 student 20 © 6664 5324 366 S 0.0 0.3 0:00.07 bash
207 root 19 -1 33008 12544 11496 S 0.6 0.7 0:00.38 systemd-journal
- 349 root 20 @ 25436 6852 51405 0.6 0.4 0:00.52 systend-udevd
363 systend: 20 © 21460 13195 10940 S 0.0 0.7 0:00.44 systemd-resolve
364 systend: 20 © 01628 8189 7212 S ©.0 0.4 0:00.21 systemd-timesyn
406 root 20 @ 4244 2748 2496 S 0.6 0.1 0:00.02 cron
407 message+ 20 © 9520 5316 4656 5 0.0 0.3 0:00.14 dbus-daemon
417 root 20 @ 17600 8200 7188 S 0.6 0.4 0:00.19 systemd-logind
419 root 20 6 1756104 13088 10888 S 0.6 0.7 ©:00.29 wsl-pro-service
432 syslog 20 @ 222516 5824 4648 S 0.0 0.3 0:00.18 rsyslogd
438 root 20 @ 3124 1976 1836 S 0.0 ©.1 ©:00.01 agetty




image12.png
student@DESKTOP-9VIOLGD :~$ 1s -1
rotal 6
et e e e




image13.png
‘student@ESKTOP-9VIOLG) :~$ mkdir myfolder
student@ESKTOP-9VIOLG) :~$ touch file.txt
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5tudent@ESKTOP-9VIOLG):~$ ping -c 4 google.com
PING google.com (142.256.187.78) 56(84) bytes of data.

64 bytes from pnfjra-ao- .1e106.net (142.256.187.78)
64 bytes from pnfjra-ao-i .1€106.net (142.256.187.78):
64 bytes from pnfjra-ao- .1e106.net (142.256.187.78)
64 bytes from pnfjra-ao- -1e106.net (142.256.187.78):

icmp_seq-1 tt1-113 time=131 ms
icmp_seq=2 ttl-113 time=62.1 ms
icmp_seq-3 tt1-113 time=266 ms
icmp_seq-4 tt1-113 time=97.2 ms

google.com ping statistics
4 packets transmitted, 4 received, 6% packet loss, time 3644ms
rtt min/avg/max/mdev - 62.143/124.035/205.668/53.072 ms
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student@ESKTOP-9VIOLG] :~$ whoami
student
student@DESKTOP-9VIOLGI :

$ -
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WIS [ scriptbat B3 |

Gecho off
title Student Grade Checker
echo
set /p username=Enter your Name

set /p marks=Enter your Marks (0-100):

if tmarks® GEQ 50 (
echo Hello susernamet, You have PASSED!
) else (
echo Hello susernamet, You have FAILED.
)
pause
emd
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Enter your Name: student

Enter your Marks (6-160): 65
110 student, You have PASSED!

press any key to continue .
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W1 /bin/bach

acho "Enter your favorite number:"

5f [ Snum gt 10 1; then
cho "Your number. 15 greaten than 101
else

“cho "Vour nusber 15 10 or less

005 Fornat. ppend

Backup Flle
Vac Format prepend
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'student@ESKTOP-9VIOLGI:~$ nano script.sh
5tudent@ESKTOP-9VIOLGI:~$ chmod +x script.sh
'student@ESKTOP-9VIOLGI:~$ ./script.sh

Enter your favorite number
45

Your number is greater than 16!
student@DESKTOP-9VIOLGT :n§ o
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