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Personal Reflection
Technical Contribution
At the start of the group project, we discussed the roles required to achieve the desired outcome and agreed that I would act as the team lead. In this role, I was responsible for organising the team, delegating tasks, and ensuring the project progressed on schedule. I also took responsibility for addressing any issues or conflicts that arose during development. As the project progressed, my technical contribution focused on debugging code, ensuring scripts would run correctly on the physical Cisco hardware, and overseeing the overall implementation of the automation solution.
One of the main technical challenges I was involved in resolving was an SSH authentication issue caused by the use of older network switches that relied on outdated SHA encryption methods. This issue required significant troubleshooting and research, but through collaborative effort, we were able to identify and implement a working solution. Another challenge encountered was repeated Ansible playbook failures due to indentation and syntax errors within the YAML scripts. These errors were time-consuming to resolve but highlighted the importance of precision when working with automation tools.
Many of these challenges arose due to our limited prior experience with Cisco hardware and Ansible scripting, as this was our first time using these technologies in a practical environment. As a result, there was a noticeable learning curve. We addressed this by carefully analysing error messages, consulting official documentation, carrying out continuous testing, and using Artificial Intelligence tools for research and problem analysis. This approach significantly improved our understanding of both network automation and Cisco equipment.
For communication and collaboration, we used a combination of Webex meetings, in-person sessions, and GitHub. GitHub was particularly valuable as it allowed us to track contributions through commits, review changes, and restore previous versions if issues were introduced. While working on the project, minor differences of opinion arose, mainly regarding how and where to deploy the Ansible scripts. These were resolved through discussion, and we collectively agreed to deploy the scripts from my laptop to ensure consistency and reliability.
Overall, this task provided a realistic insight into network automation in a real-world scenario by utilising live Cisco hardware and Ansible servers. The use of GitHub also demonstrated the importance of version control in a team-based development environment. From a broader perspective, the project enhanced my teamwork, communication, and time management skills, particularly as we worked in a hybrid manner and often under time pressure due to conflicting schedules.
If the project were to be extended, I would expand the network to include additional routers and switches and implement services such as DHCP and RIP to improve scalability for a larger organisation. I would also aim to further develop my scripting and automation skills to allow for faster and more advanced configurations. Initially, I felt sceptical due to the unfamiliar nature of the task; however, this feeling quickly changed as the project progressed. I now feel confident in my ability to replicate similar automation projects in the future and believe this experience has prepared me well for industry-based networking and automation roles.

