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REASERCH CONTEXT

* Rapid development of digital technologies has led to increasing cyber threats
* Phishing is one of the most common cyberattacks

* |t is used for stealing sensitive data (e.g. passwords, bank data etc.)

* |t causes great financial and reputational damages

* Machine Learning is commonly used to detect such threats [1], [Z]

But phishing is still a major problem in cybersecurity.




BACKGROUND

Traditional methods for detecting phishing attacks include:
* Blacklisting

* Rule-based filtering

More advanced methods such as:
* Using Machine Learning algorithms
* Creating systems for real-time detection [4]

* Using feature-based methods

But there are still many difficulties in detecting phishing attacks




RESEARCH PROBLEM

The conventional techniques rely on signatures of known attacks.
But they cannot:

* Detect phishing attacks that are zero-days.

* Detect emerging types of phishing scams.

* Such methods can be easily exploited by the attacker.

There is a need for adaptable and real-time detection systems [3].




RESEARCH GAP

* Poor generalization capabilities of ML models
* Usage of fixed data sets
e Limited attention to input data (URLs only)

* Not enough usage of forensic information.

Need for hybrid method using machine learning and forensic information.




AIMS & OBJECTIVES

Research Aim:
Develop an intelligent phishing detection system based on machine learning

and forensic indicators.

Objectives:
* To review existing techniques for detecting phishing.
* |dentify their weaknesses.
* Create ML-based phishing detection model.

* Test model with static measures of its effectiveness (accuracy, precision, recall).




LITERATURE REVIEW SUMMARY

ML improves phishing detection effectiveness [1], [2].
* Feature-based approaches are popular.
* Proposed a new real-time detection framework [3].

* Traditional techniques are inefficient against new attacks [4].

Gap:

* Limited usage of forensic indicators.




RESEARCH METHODOLOGY

* Experimental methodology
e Data driven approach

* Supervised Machine learning algorithms

Models Used:
 Random Forest
* Logistic Regression
* Decision Trees
* SVM

Using a quantitative methodology to objectively evaluate model performances.




METHODOLOGY PROCESS

Key points:

Preprocessing

» Use phishing data sets (from Kaggle/UCI)

* Extract features from them (URL + Domain +
forensic information).

* Train models and test on a set

Classification
(Phishing / Legitimate)

Evaluation




MODEL EVALUATION

Metric Description

Accuracy Measures overall correctness of the model

Precision Indicates proportion of true positives among predicted positives
Recall Measures ability to detect phishing instances

F1-score Harmonic mean of precision and recall

A confusion matrix will be used to analyse classification result.
e Ensures reliable model comparison.




PROJECT PLANNING & RESOURCES

Phase Activity Duration
Phase 1 Literature Review and Problem Definition Weeks 1-3
Phase 2 Data Collection and Preprocessing Weeks 4-6
Phase 3 Model Development and Training Weeks 7-9
Phase 4 Model Evaluation and Analysis Weeks 10-11
Phase 5 Report Writing and Final Review Weeks 12-13

Resources Required:

e Python
e Scikit-learn
e Google Colab




IMPACT & LIMITATIONS

Impact:
* Improved effectiveness of phishing detection.
* Improved cybersecurity systems.

* Reducing risks of financial damages.

Limitations:
e Datasets constraints.
e Generalisation problems with models.

* |nsufficient forensic information.




CONCLUSION

* The problem of phishing is still relevant today.

* Conventional approaches are not adequate for addressing new threats.
* Application of machine learning techniques enhances detection.

* Inclusion of digital forensics features further improves system efficiency.
* The proposed technique offers an improved method of detection.

* This study will advance the field of cybersecurity.
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