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[bookmark: _Toc192186101]INTRODUCTION

1.1 [bookmark: _Toc192186102]Purpose of the Report
Virtualization is widely applied in the modern computing environments for enhancing the performance of networks, resource utilization and security [1]. The objective of this report is to explain the function of virtualized networks in the enterprise environment in relation to hypervisors, IP addressing, routing and network services. It is expected to provide a clear analysis and practical experience on the implementation of a virtualized network.

1.2 [bookmark: _Toc192186103]Overview of Virtualized Networks
A virtualized network is defined as a model of computing where the physical infrastructure is virtualized, and many virtual machines (VMs) can be hosted off the same underlying infrastructure [2]. This does so to enhance scalability, reduce costs, and increase the efficiency of the network administration [1]. Virtualized networks are widely used in cloud computing, enterprise IT environments, and data centres [3]. They are realized with the help of hypervisors for VM creation and management, and networking protocols for optimal functioning of the virtualized components [2].

1.3 [bookmark: _Toc192186104]Importance of Hypervisors and Network Services
Hypervisors are the basis of virtualized environments that enable organizations to install and operate numerous operating systems on a single physical server [3]. They improve the hardware utilization, isolation and security [2]. In addition, other network services such as IP addressing, routing, DHCP, VPN, and Active Directory are also vital in the maintenance of the network stability, security and connectivity in a virtualized environment [1]. These components are important in order to understand how to build a virtualized network that is effective, robust and secure [3].



[bookmark: _Toc192186105]TASK 1: RESEARCH REPORT

[bookmark: _Toc192186106]2.1 Hypervisors 
[bookmark: _Toc184061187][bookmark: _Toc192186107]2.1.1 Definition and its Purpose
A hypervisor, or Virtual Machine Monitor (VMM), is a hardware abstraction layer that allows multiple operating systems to run on the same physical hardware by partitioning hardware resources. This guarantees that each VM is isolated, and that CPU, memory, and storage are used efficiently [1]. Hypervisors cut the need for physical servers, thereby cutting costs, increasing scalability, and optimizing resource usage, which are critical in cloud computing and large enterprises [2].

[bookmark: _Toc192186108]2.1.2 Types of Hypervisors
Hypervisors are categorized as Type 1 (Bare metal) and Type 2 (Hosted). 
Type 1 hypervisors run straight on the hardware, without needing to trust a host OS. This direct interaction is more efficient, more secure and has less latency, and therefore suitable for cloud computing and enterprise virtualization [2]. Some of the examples include VMware ESXi, Microsoft Hyper-V, and Citrix XenServer which are commonly used in data centres and corporate IT infrastructures [3]. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Figure 1: Types of Hypervisor Visualization [18]

Type 2 hypervisors are those that run on a host OS, meaning they depend on the existing system to control the hardware. Although they are easy to install and use, they are slower than other hypervisors because they are layered on top of the software [5]. Such hypervisors as Oracle VirtualBox and VMware Workstation are mainly used for testing, development, and the provision of different OS environments in a single computer [4].

[bookmark: _Toc192186109]2.1.3 Architecture and Resource Management
The architecture of a hypervisor determines how it controls virtual machines, resources, and system performance.  Type 1 hypervisors control directly the CPU scheduling, memory distribution and the storage access to reduce the latency and improve the scalability of the system [1].
 Hypervisors of type 2 require host OS which leads to increased consumption of resources and thus reduces the efficiency [3].  Nevertheless, they are useful for those who require rapid virtualization without the need for high enterprise-grade performance [5]. 

[bookmark: _Toc192186110]2.1.4 Scalability, Security, and Performance
Hypervisors enable IT infrastructure to scale efficiently, such that organizations can accommodate multiple VMs without having to accommodate this with physical hardware. This flexibility is vital in cloud computing environments where workloads are dynamically fluctuating [1].
Hypervisors sit between the virtual machines and physically separate them, preventing malware or some system failure from spreading. 
The performance, however, differs with respect to the type of hypervisor. Type 1 hypervisors are faster and more efficient in the hardware control, and therefore suitable for the enterprise and cloud platforms [2]. On the other hand, Type 2 hypervisors are slower due to high latency but are still useful for development and testing [4].
[bookmark: _Toc192186111]2.1.5 Comparison of Hypervisors
Among leading hypervisors, VMware ESXi is recommended for enterprise workloads, live migration, and high availability [1]. Hyper-V by Microsoft is a cost-effective option for organizations that are already using Windows Server by relying on it for Hyper-V [3]. 
For open source and lightweight virtualization, Oracle VirtualBox is available for all platforms and is extensively used for software testing [5].  At the same time, Citrix XenServer is intended for virtual desktop infrastructure (VDI) and GPU apps [5]. 
[bookmark: _Toc192186112]2.2 IP Addressing 
[bookmark: _Toc192186113]2.2.1 Role of IP address in Data   
IP addressing serves as the basic means by which devices communicate and recognize one another to exchange data. Each device uses a unique IP address meaning devices can accurately deliver information and prevent lost or misrouted packets [6]. Large networks would experience decreased data transfer efficiency without structured addressing systems.  
IPv4 remains the most widely applied protocol but has reached its address limits which has prompted a shift toward IPv6 usage [7]. The slow pace of IPv6 adoption persists because of compatibility problems while many organizations use IPv4 with NAT as a short-term solution for address management [8].

[bookmark: _Toc192186114]2.2.2 IPv4 VS IPv6 
The operation of data flow across networks relies on routers and switches to function properly. Through routing tables and IP addressing schemes routers establish the most efficient path for data packet transmission between different networks [9].  A local area network’s internal traffic management task falls to switches while they optimize performance by sending packets to MAC addresses [7]. The inadequate management of IP addresses produces network congestion along with elevated latency and security vulnerabilities which require subnetting and CIDR (Classless Inter-Domain Routing) strategies to optimize network performance and stability [6]. Enterprises along with service providers utilize these techniques to sustain scalable and reliable infrastructures [10].
[image: What is IPv6? | NetworkAcademy.io]
Figure 2 - Key differences between IPv4 and IPv6
[bookmark: _Toc192186115]2.2.3 Subnetting and CIDR Notation 
The 32-bit address system in IPv4 generates approximately 4.3 billion distinct addresses before depletion. The rapid increase in internet-connected devices has outpaced this available supply [6]. NAT provides a solution extending the use of IPv4 through address sharing yet introduces both latency problems and security issues among networks [8]. IPv6 provides 128-bit addresses to abolish necessary address translation devices and supports auto-configuring networks [9]. IPv6 has slow deployment conduct because organizations face transition expenses and dual-stack implementation difficulties while operating on legacy IPv4-based systems [7].

[bookmark: _Toc192186116]2.2.4 Role of IP Addressing in Virtualized Networks 
Subnetting is one of the most important ways of managing IP address space. It helps in dividing large networks into subnets to improve security, reduce congestion and avoid address conflicts [10].  CIDR enhances more flexible subnetting in flexible way as it does not have class-based restrictions on address allocation [6]. This is especially useful in enterprise level networks where IP management is huge to ensure that there is smooth operation of the network [9].
[bookmark: _Toc192186117]2.2.5 Efficient Use of IP Addresses
This paper concludes that network security depends on IP addressing. The improper handling of IP addresses leads to several threats including IP spoofing, DDoS attacks and unauthorized access to systems [8]. Although IPv6 has stronger security features, the dual stack that is IPv4 and IPv6 coexisting can be mismanaged and lead to more vulnerabilities [7]. The future of IP addressing shall be influenced by the advancements in AI driven network management, automation, and improved security protocols to enhance the scalability and efficiency as well as minimize security risks [10].

[bookmark: _Toc192186118]2.3 Routing 
[bookmark: _Toc192186119]2.3.1 Routing and Its Role
  Data packet transmission is at its best when it is traveling through routes of least length through networks.  This is why routing protocols are used to properly have routers learn and update path information as it is an important part of maintaining efficient system performance, security, and the ability to expand networks [11] [12]. Routing decisions are made based on three different metrics which are hop count, bandwidth, and link reliability.
[bookmark: _Toc192186120]2.3.2 Static Routing vs Dynamic Routing 
The main difference between the two types of routing protocols is that static and dynamic routing protocols have their own set of advantages and disadvantages. Static routing is a form of routing that is manually configured and is highly stable and does not require a lot of resources. It is used in small and stable networks but has the disadvantage of not being very dynamic and is, therefore, not very suitable for networks with frequent changes in topology [13]. This means that any changes in the network must be done manually, which may lead to increased administrative complexity and the chances of making errors.

[bookmark: _Toc192186121]2.3.3 Common Routing Protocols Used
A hybrid routing model is used by organizations which define static routes to guarantee critical paths and at the same time dynamic routing to optimize traffic distribution. It is still a question of routing when it comes to security.    With unsecured protocols, traffic can be diverted, services interrupted, or bad routes injected, and they can be taken advantage of. To counter this, organisations use route filtering, encrypted updates, and anomaly detection systems [14].

[bookmark: _Toc192186122]2.3.4 Routing in a Virtualized Network Environment 
[bookmark: _Toc192185227][bookmark: _Toc192186123]SDN software define networking and artificial intelligence optimization methods enhance routing function evolution. AI based routing systems reduce network congestion by making route changes ahead of time to optimize performance. According to research studies [12], SDN offers centralized traffic control functionality that enables organizations to realize real-time reconfiguration of routes to boost security and flexibility. Network expansion requires machine learning predictive routing integration as the essential solution for performance optimization and vulnerability reduction [11]. 

[bookmark: _Toc192186124]2.4 Network Services 
[bookmark: _Toc192186125]2.4.1 Virtual Private Networks (VPNs) 
Tunnelling is done by VPNs to encrypt the traffic through the public network to gain access to the internal resources without revealing the sensitive information. They are applied in remote work, for the connection encryption, and for the lifting of geographic restrictions [15]. However, VPNs have strong authentication and can be a security risk if configured wrongly. Hence it is crucial that organizations should change their encryption protocols, should keep an eye on VPN activity, and should use multi-factor authentication (MFA) in order to prevent the risk of unauthorized access to the system [16].

[bookmark: _Toc192186126]2.4.2 Dynamic Host Configuration Protocol 
The use of DHCP also assists in the prevention of IP address confusion and assists in the expansion of the size of networks [17]. However, the use of DHCP servers is also a threat to the security of the network as well as the use of IP addresses that are not assigned properly. To reduce the risks and prevent conflicts and IP address exhaustion, it is advised that DHCP snooping should be enabled and unauthorized servers should be restricted [15].

[bookmark: _Toc192186127]2.4.3 Active Directory Domain Services 
AD DS should be used as the central authority for user authentication and access control for enterprise networks because it supports identity management. It assists the administrators in enforcing security policies, managing user permissions and optimizing resource management efforts [16]. This is not enough as AD DS is not impenetrable to privilege escalation attacks which may be caused by poor configuration. To this end, organizations should adopt the least privilege access and log all accesses [17].












[bookmark: _Toc192186128]TASK 2: TECHNICAL DOCUMENTATION
 

[bookmark: _Toc192186129]3.1 Virtual Network Deployment 
[bookmark: _Toc192186130]3.1.1 Choosing a Hypervisor 
In this case, a Type 2 hypervisor is the right choice for this assignment for me personally since it is installed together with another operating system, which makes it easier to control and navigate through. A Type 1 hypervisor does not have this requirement since it needs bare metal installation which means it should have direct access to the hardware. 

Working with a Type 2 Hypervisor reduces the complexity of the setup process and still provides a full control over networking configurations.

[bookmark: _Toc192186131]3.1.2 Downloading and Setting Up the Hypervisor 
1.
The needed operating systems such as Windows Server and Windows 11 for one network and Linux Server with a Linux Client for the other were downloaded from official websites. 
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The virtual machines for both the Windows and Linux networks were built. The number of CPU, RAM and storage was set to what each system required. The network settings were also setup to mimic the given topology to enable communication between the virtual machines. 
[image: A screenshot of a desktop
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2.
The process of setting up the network consisted of installing Windows Server 2022, Windows 11, a Linux server and a Linux client in Oracle VM VirtualBox. First, Windows Server 2022 was installed, and the ISO file was inserted into the virtual machine and the normal installation process was performed. The correct edition was chosen, system files were copied, and the installation was successful.
 When the Windows Server was set up, a virtual machine of Windows 11 was established. The process of installing Windows 11 involved a boot from the ISO file and then the guided setup of the OS making sure it was installed properly.
[image: A screenshot of a computer
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The Linux server and a Linux client were installed after the IP configuration of the Windows Client and Server. The Linux server was set up using Debian in this case and making sure that the system files were properly installed. Then the Linux client was established as one more virtual machine to finish the construction of the virtual network.



[bookmark: _Toc192186132]3.1.3 Configuring Virtual Machines 
Both the Windows Server and Windows 11 client were set to have static IP addresses in order. On the Windows Server the IPv4 settings were manually configured to be 192.168.1.1 with a subnet mask of 255.255.255.0 so that it could be the primary controller of the network. The Windows 11 client was given 192.168.1.2.
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The Linux server was configured to use the interfaces file to assign static IP addresses to different network interfaces. The external interface of the Linux server which is connected to the Windows Server was given the address 10.0.0.4 while the internal interface which is connected to the Linux client was given 192.168.2.1. This way, both the Windows and Linux environments were properly isolated yet allowed to talk with their respective clients.
[image: A screenshot of a computer
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The Linux client configuration was set up with a static IP address in a similar manner. This configuration is used for connectivity within each network before routing is enabled, and it prevents traffic from flowing directly between subnets.
Below are the successful IP configurations of the Windows Server, Windows Client, Linux Server, and Linux Client respectively.
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[bookmark: _Toc192186133]3.1.4 Testing Network Connectivity and Troubleshooting
After setting up the network settings, connectivity tests were performed to confirm successful communication within the same networks.

[bookmark: _Toc192186134]3.1.4.1 Successful Connectivity Within Same Networks
The first set of tests were conducted to check the internal connectivity among the systems that are linked to the same network. The Windows Server was able to ping the Windows 11 client with the help of static IP addresses 192.168.1.1 and 192.168.1.2, thus establishing a working connection. In the same manner, the Windows 11 client was able to ping the Windows Server, which shows the bi-directional communication. These results show that both devices were assigned to the same subnet and were able to send and receive packets without any loss.
 Below are the successful pings between the Windows Client and Server, The Linux Client and Server, And the Windows Server and Linux Server.
Windows Server to Client and Client to Server: 
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Linux Server to Client and Client to Server: 
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Windows Server to Linux Server and Vice versa:
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 In the case of Linux environment, the Linux server was able to ping the Linux client using the IP addresses 192.168.2.1 and 192.168.2.10 respectively. In turn, a reverse test from the Linux client to the Linux server was also successful, indicating stable connectivity. The ping responses had zero packet loss, this confirmed that both machines were adequately networked and could exchange data without any loss.
Linux Server to Client and Client to Server: 
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Another test was performed, in this case the Windows Server was tried to be made to communicate with the Linux Server, the Windows Server (10.0.0.4) was able to ping the Linux Server (10.0.0.2). This means that the Windows and Linux environments were correctly configured in their respective subnets and were able to communicate as intended where they were expected to.
Windows Server to Linux Server and Vice versa:
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[bookmark: _Toc192186135]3.1.4.2 Unsuccessful Connectivity Within Different Networks
To validate the network segmentation, ping tests were conducted from one network to another by pinging devices. It was not possible to ping the Linux client at 192.168.2.10 from the Windows 11 client at 192.168.1.2, which gave Destination Host Unreachable, confirming that the systems could not talk while trying to ping across different network segments.  In the same way, the ping from the Linux client to the Windows Server (192.168.1.1) also failed, which also indicates that the routing is not yet configured between these networks
windows client to Linux client and Vice versa:
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[bookmark: _Toc192186136]3.1.5 Network Topology in a Tabular Representation

	Device

	IP Address

	Connection Type

	Connected To
	
	
Subnet


	Windows Server

	
192.168.1.1

	
Internal

	
Windows Client

	

192.168.1.0/24


	Windows Client

	
192.168.1.2

	
Internal

	
Windows Server

	

192.168.1.0/24


	Windows Server

	
10.0.0.2

	
External

	
Linux Server

	
10.0.0.0/24



	Linux Server

	
10.0.0.4

	
External

	
Windows Server

	
10.0.0.0/24


	Linux Server

	
192.168.2.1

	
Internal

	
Linux Client

	

192.168.2.0/24


	Linux Client

	
192.168.2.10

	
Internal
	
Linux Server

	

192.168.2.0/24









[bookmark: _Toc192186137]TASK 3: REFLECTION

[bookmark: _Toc192186138]4.1 Virtual Network Deployment 
[bookmark: _Toc192186139]4.1.1 Technical Reflection: Deployment & Testing Challenges
A primary issue was the Windows firewall blocking ICMP requests in the form of pings between the Windows Server and client. At first, I didn’t notice this but then I found out that both the server and client firewalls had to be disabled for the connectivity. Another difficulty was setting up the Linux server since I had no experience with Linux networking. Learning about static IPs and modifying network settings was also a process that I found quite challenging due to the troubleshooting involved.
[bookmark: _Toc192186140]4.1.2 Personal Reflection: Learning Experience & Takeaways 
Although this experience was challenging, it greatly enhanced my confidence around troubleshooting. First thing to do when having network problems should be to check firewall settings. It was also frustrating to work with Linux at times but by the end of it I felt quite comfortable using commands and configurations. In retrospect, the difficulties made the whole process more enjoyable, and I do feel more ready for the next setup.
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for the appropriate P settngs

(O Obtain an IP address automatcally
© Use the folowing IP address:
P address; 192,168

Subnetmask: 255 . 255 . 255

Defauit gateway: 192 168

Obtain DNS server address automaticaly
O Use the folowing DNS server adcreses:
Preferred DIS server:

Alternative DI server:
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Command Prompt

C:\Users\Sohaan>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . .
IPV4 Address. . . . . . . . .
Subnet Mask . . . . . .. ..
Default Gateway . . . . . . .

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Link-local IPv6 Address . . .
Autoconfiguration IPvd Address.
Subnet Mask . . . . . .. ..
Default Gateway . . . . . . .

C:\Users\sohaan>

Microsoft Windows [Version 10M.26100.1742]
(c) Microsoft Corporation. ALl rights reserved.

e80: :8e01:7ac0:b899: 5Fdb%L
192.168.1.2

255.255.255.0

192.168.1.1

fe80::22ce:612c: f008:99Fe%1l
169.254.29.87
255.255.0.0
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apture eyboard
Vetc/netuorki
oot ac-server: setc/netuork#
Jroot@c-server: /etc/network# Seaych
Footac-server: setc/netuork#
rootac-server: retc/netuarki
tc/netuorki :
etc/metuorks Notion Al
etc/netuorkd
erver: /etc/netuork#
er: /etc/networks Home
c/netuorké
Vetc/netuorki
Vetc/netuorki
Footac-server: /etc/netuork Inbox
Footac-server: setc/netuork#
ootac-server: setc/netuarks
Vetc/netuorki
Vetc/netuorki
/etc/netuorki
etc/netuorkd
e e A i Caliberation’s Notion HQ
1+ lo: L0OPBACK,UP, LOHER_UP> mtu 65536 gdisc nooueue state UNKNOHN group default glen 1000
00:00:00:00:00:00 brd 00:00:00:00:00:00
net 127.0.0.1/8 scope host lo Teamspace Home
alid_1it forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_Lit forever preferred_Lft forever
0S3: <BROADCAST, MULTICAST,UP, LOWER_UP> mtu 1500 cdisc fa_codel sta alen 1600
link/ether 08:00:27:ef:1f:26 brd ff:ff:ff:ff:ff:ff
net 10.0.2.15/24 brd 10.0.2.255 scope global dynamic enpos3
lid_1ft 815eSsec preferred_lft 8150Ssec
inet6 fdee::ae0:27ff:feef:1f26/64 scope global dynamic mngtmpaddr

valid_lft 8s3zasec pre _ e o g
inets feBo::a00:27f1:feef: cope
valld_Lft forever preferred_Lft forever
enposa: <BROADCAST,HULTICAST,UP,LOKER_UP> mtu 1509 qdisc fq_codel state UP fefault qlen 1000
Link/ether 08:00:27:f9:86:a6 brd £f:7f:ff:ff:Ff:ff Import data to kickstart
inet 10.6.0.4/24 brd 10.0.0.255 scope global 8 9
valid_lft forever preferred_lft for your project
ineté fego::a00: ef9:86a6/64 scope link
valld_Lft forever preferred_Lft forever
€npos9: CBROADCAST,MULTICAST,UP,LOER_UP> mtu 1500 qdisc ate UP group default alen 1000
Link/ether 08:00:27:a1:cB:6h brd £f:7f:Ff:ff:Ff:ff
inet 192.168.2.1/24 brd 192.168.2.255 scope global enpes3
valld_Ift forever preferred_lft forever
inete feBo::a00:27fF:fealicoeb/ed scope Link
alid_lft forever preferred_lft forever Get started —>
footec.server: /etc/netuorks
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Activities

(3 Terminal

Feb 27 18:42

sclient@vbox: ~

sclientevbox:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
1link/loopback ©0:00:00:00:00:00 brd ©0:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enposs: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN group default gl
en 1000
link/ether 08:00:27:61:a4:36 brd ff:ff:ff:ff:ff:ff
3: enpos9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:88:ac:f3 brd ff:ff:ff:ff:ff:ff
inet 192.168.2.10/24 brd 192.168.2.255 scope global enp@s9
valid_1ft forever preferred 1ft forever
inet6 feso::a0:27ff:fess:acf3/64 scope link
valid_1ft forever preferred 1ft forever
sclientevbox:~$

OO B gl@ @ right cri
2156
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3§ Administrator: Command Prompt

i [MicroskFt windows [Version 16.6.20348.587]
(c) Microsoft Corporation. All rights reserved

c: \Users\Adninistratorsping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data
192.168.1.2: bytes=32 time<ims
192.168.1.2: bytes=32 time<ims
192.168.1.2: bytes=32 time<ims
192.168.1.2: bytes=32 time<ims

ping statistics for 192.168.1.2:
Packets: Sent = 4, Received - 4, Lost = @ (6%

Approximate round trip times in milli-second:
Minimum = ems, Maximum = @ms, Average = ems

c: \Users\Administrator>

SAHATE) 134 Warning M
SAHATE) 1076 Warning U

SAHATE) 10016 Warning M

X
® 4 2/27/2025
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Command Prompt

Microsoft Windows [Version 10.6.26100.1742]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\Sohaan>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Mininun = ems, Maximum = @ms, Average = @ms

C:\Users\Sohaan>|
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il Linux Server (Snapshot 9) [Running] - Oracle VirtualB:

File  Machine Input Dy

ation

fsohaanac-server: /etc/netuorks Auto capture

fsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks ping 192.168.2.10
.168.2.10 (192.168.2.10) 56(84) bytes of data.
from 192.168. icmp_sen=1 ttl=64 time=0.420 ms
from 192.168. icmp_se:
from 192.168. icmp_se:
from 192.168. icmp_se:
from 192.168. icmp_se:
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.

192.168.

icmp_se:
icmp_se:
icmp_se:
icmp_seq=10 ttl=64 time=0.230 ms
icmp_se:
icmp_se:
icmp_se:
: icmp_se
icmp_se:
icmp_se:
icmp_se:
icmp_se:

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

: icmp_seq=d0 tt1=64 time=0.202 ms

.10 ping statistics ---
4o packets transmitted, 40 received, 8% packet loss, time 33937ms
rtt min/ave/max/mdev = 6.178/0.226/0.420/0.037 ns
fsohaanac-server:/etc/netuorks oo /ete/netuork
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i Linux Client (Snapshot 3) [Running] - Oracle VirtualBox
File Machine View Input Devices Help

o] 8 ®

Mouse integration ® @

Auto capture keyboard .. 5 5

Activities [ Terminal Feb 27 20:32

sclient@vbox: ~

valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enposs: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN group default ql
en 1000 1
link/ether 08:00:27:61:a4:36 brd ff:ff:ff:ff:ff:ff
3: enp@s9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:88:ac:f3 brd ff:ff:ff:ff:ff:ff
inet 192.168.2.10/24 brd 192.168.2.255 scope global enp@s9
valid_1ft forever preferred 1ft forever
inet6 feso::a0:27ff:fess:acf3/64 scope link
valid_1ft forever preferred 1ft forever
sclient@vbox:~$ ping 192.168.2.1
168.2.1 (192.168.2.1) 56(84) bytes of data
from 192.168.2.1: icmp_seq=1 ttl=64 time=0.380
from 192.168.2.1: icmp_seq=2 ttl=64 time=0.251
from 192.168.2.1: icmp_seq=3 ttl=64 time=0.235
from 192.168.2.1: icmp_seq=4 ttl=64 time=0.268

--- 192.168.2.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev = ©.235/0.283/0.380/0.056 ms
sclientevbox:~s [|

Bond 1 i G @ right cur

203
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dministrator: Command

ticrosoft Windows [Version 16.9.20348.587]
(c) Microsoft Corporation. All rights reserved

:\Users\Administrator>ping 16.6.0.4

Pinging 16.6.6.4 with 32 bytes of data:
Reply from 16.0.6.4: bytes=32 time<ims
Reply from 16.6.6.4: bytes me<ins
Reply from 16.6.6.4: bytes=32 time<ims
Reply from 16.0.6.4: bytes=32 time<ims

ping statistics for 16.0.6.4:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds

Minimum = ems, Maximum = Gms, Average = ems

C: \Users\Administrator>

WIN-UP 134 Warning
WIN-UP 1076 Warning U

WIN-UP 10016 Warning

272172025
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i Linw shot 9) [Running] - Oracl
File Machine Input  De

Mouse integration

fsohaanac-server: /etc/netuorks Auto capture keyboard

fsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

Jsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

Jsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

Jsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

Jsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

fsohaanac-server: /etc/netuorks

Jsohaanac-server: /etc/netuarks ping 10.0.0.2

PING 10.0.0.2 (16.0.0.2) 56(84) butes of data.
bytes from 10. icmp_seq=1 t1=128 time=0.983 ms
bytes from 10. icmp_seq=2 tt1=128 time=0.316 ms
bytes from 10. icmp_seq=3 tt1=128 time=0.313 ms
bytes from 10. icmp_seq=4 tt1=128 time=0.293 ms
bytes from 10. .303 ms
bytes from 10. icmp_seq=6 tt1=126 time=0.272 ms
bytes from 10. icmp_seq=7 tt1=126 time=0.285 ms
bytes from 10. .272 ms
bytes from 10. 276 ms
bytes from 10. .314 ms
bytes from 10. .324 ms
bytes from 10. =0.272 ms
bytes from 10. .284 ms
bytes from 10. .319 ms
bytes from 10. icmp_seq=15 tt .301 ms
bytes from 10. icmp_seg=16 ttl=128 time=0.305 ms
bytes from 10. .38 ms
bytes from 10. .299 ms
bytes from 10. icmp_seq=13 tt .300 ms
bytes from 10. icmp_seq=20 tt1=128 time=0.294 ms
bytes from 10. L322 ms
bytes from 10. .280 ms
bytes from 10. .316 ms
bytes from 10. .288 ms
bytes from 10. =0.303 ms
bytes from 10. .251 ms

--- 16.0.0.2 ping statistics ---
6 packets transmitted, 26 received, % packet loss, time 25588ms
It min/avg/max/mdev = 0.251/0.322/0.983/0.133 ms
bschaznac-server:/etc/netuorks
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& windowsUser (Snapshot 4) [Running] - Oracle VirtualBox - X
File Machine View Input Devices Help
. ® @

Mouse integration

Auto capture keyboard

5 Command Prompt

Microsoft Windows [Version 10.6.26100.17u2]
() Microsoft Corporation. ALl rights reserved.

C:\Users\Sohaan>ping 192.168.2.10

Pinging 192.168.2.16 with 32 bytes of data:

Reply from 192.168.1.2: Destination host unreachable.
Reply from 192.168.1.2: Destination host unreachable.
Reply from 192.168.1.2: Destination host unreachable.
Reply from 192.168.1.2: Destination host unreachable.

Ping statistics for 192.168.2.18
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\Sohaan>|
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i Linux Client (Snapshot 3) [Running] - Oracle VirtualBox = X
File Machine View Input Devices Help
@ 8@
Mouse ntegration .. 5 &

Activities B Terminal Mar5 18:36 Auto capture keyboard ... % i

sclient@vbox: ~

sclientevbox:~$ ip ad
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
1ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: enpos8: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN group default gl
en 1000 |
link/ether 08:00:27:61:a4:36 brd ff:ff:ff:ff:ff:ff
3: enp@s9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000 f
link/ether 08:00:27:88:ac:f3 brd ff:ff:ff:ffff:ff
inet 192.168.2.10/24 brd 192.168.2.255 scope global enp@s9
valid_1ft forever preferred_1ft forever
inet6 feso::a00:27ff:fes8:acf3/64 scope link
valid_1ft forever preferred_1ft forever
sclientevbox:~$ ping 192.168.1.2
ping: connect: Network is unreachable
sclientevbox:~s [
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IPv4

Address Size:
32-bit number

Address Format:

Dotted Decimal Notation:

192.168.1.1

Prefix Notation:
255.255.255.0
/24

Number of addresses:
2**32 =4,294,967,296

IPv6

Address Size:
128-bit number

Address Format:
Hexadecimal Notation:
fe80::94db:946e:8d4e:129%

Prefix Notation:
/64

Number of addresses:
2*%128 =
340,282,366,920,938,463,463,374,607,
431,768,211,456




