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	[bookmark: _Toc66445208]Pre-Requisites: Setting up Domain Controller

	

	


	By using the command: ipconfig / all, the details of the network adapters are displayed in the command prompt.  In the readout for PublicNet and PrivateNet1, the value of line ‘DHCP Enabled…’ is “No”. 
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	The next step of preparation is to ensure that no DNS have been set up. Under the Ipv4 settings under Privatenet1 and PublicNet, the DNS field has been left blank.

	[image: ]

	Here, it is shown that the Windows Defender Firewall is still indeed turned off on Server1. 
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	Now that the checks and preparations are complete, the Machine name can now be changed to a more appropriate title for its future role as Domain Controller for the server.

	[image: ]

	The name has now been successfully changed to DC1-NWT, as detailed in the image above.



	[bookmark: _Toc66445209]Deploying the Active Directory
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	In order to begin setting up DC1-NWT as the Active Directory, the ‘Add Roles and Features Wizard’ will be used. This screen prompts a reminder to ensure the necessary prerequisites been taken before beginning the wizard. Evidence of these requirements completion have been recorded in earlier segments of this document and the first document.
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	Under installation type, “Role-based or feature-based installation” is selected since the goal is to use the server as an active directory in such a way.  
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	The server, now named DC1-NWT, is selected as the destination for this setup. In addition, Active Directory Domain Services is selected under server roles. This step is essential to achieving the goal of turning this server into and active directory as this will add the correct functionality to it. The features section of the wizard is kept with the default selections, there is no need to change anything to achieve the desired outcome.
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	The Server is now in the process of being deployed as domain controller. A new domain is created under the name “nwtraders.msft”. 
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	Under the Domain Controller options, it is ensured that both ‘forest function level’ and ‘Domain function level’ are on Windows Server 2016. In addition, where the domain controllers’ capabilities are specified; both DNS Server and Global Catalogue are chosen. The final step on this page is to ensure a strong password for the DSRM. The chosen password is “N3tW0rk1”, this incorporates uppercase, lowercase letters and numbers, making combination for a password.
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	These steps in the ADDS Config. wizard have no alterations to be made within. However, the Paths screen gives important info on where the log files, database and global catalogue will be stored. Also, the Review Options sections provides insight into the options selected so far. Everything is acceptable to far.
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	The warnings present here are not serious errors. Additionally, the wizard has accepted the results of the prerequisite checks and is allowing installation.
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	Windows can now clarify that the Computer has been successfully registered as a Domain Controller (Shown in the banner above the operation results box).
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	This screen shows the login process into the server after rebooting following its domain controller configuration. Note that the account is now Administrator under the organisation “NWTRADERS” during login.
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	Accessing the Domain Controllers organisational unit within the ‘active directory users and computers’ administrative tool.
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	This screenshot shows the properties of DC1-NWT (selected in the previous screenshot). The window shows it is Domain controller of nwtraders.msft.
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	This shows the Domain Admin Group under the User organisational unit. By inspecting the properties of this user group, their role as administrator of nstraders.msft/Users is displayed.
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	In the event access is lost to the Administrator Group through unintentional or intentional means, a backup user group should be created for any this possibility. Under the Users section a new object (user) is being created. This account will be assigned with personal name and details.
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	As the password for this new account, I have chosen “P@ssw0rd1701” for its complexity. Following this step, set-up for the new user object can finish.
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	User account ‘Timothy Ferfers’ can now be added to the members section of ‘Domain Admins’ to grant it the same privileges as administrator of this role. Now it has been added, the account Timothy Ferfers is now a domain admin account within nwtraders.msft.
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	In order to implement the desired attributes on a user group, the first step is to create a user for this purpose. The user is named Jack Smith, with password: “P@ssw0rd”. Upon creation this user was instantly a member of group Domain Users.
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	Through the attributes of user login, the login hours of user Jack Smith will be restricted. As the table shows in this screenshot, the login hours of user Jack Smith are restricted to  8:00 to 17:00 Monday to Friday, with a 1-hour brake in-between 1pm to 2mp every day.
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	In addition to restricted login hours, the user is also being restricted from changing their password.
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	Within in Server1 Administrative tools, Under the ‘Computer’ container, there are no existing items yet.
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	Under the Computers container, a new computer object has been created under the name “WS1-NWT”. This new object will serve as the ‘account’ for the Client1 machine.

	[image: ]

	The name of the Client1 machine is being changed to WS1-NWT, to conform with the account created on the domain controller.
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	Here, the DNS server address for the machine Client1 is being changed (from nothing) to the IP address of Server1.
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	Now the Client should be able to connect the ‘nwtraders.msft’ domain. This attempt actually failed and required some backtracking to successfully troubleshoot.
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	The first thing checked was back on the Domain Controller Server. Upon inspecting the IP Address of networks PrivateNet1 and PublicNet, it became clear the wrong domain IP address had been input on Client1. Following this, the Preferred DNS server IP address on Client1’s adapter settings were changed to ‘192.168.100.1’ (PrivateNet1). 
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	Changing the IP address seems to have done the trick, as windows now prompted for login details, when re-attempting to join the nwtraders.msft domain. After logging in with Administrator account credentials, the computer was successfully welcomed onto the nwtraders domain.
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	For testing purposes, the account ‘Jack Smith’ which was created on the Domain Server, will now be logged into via the newly connected computer (WS1-NWT). As the screenshot above shows, the account currently logged in is Jack Smith (NWT-JS@nwtraderes.msft)
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	The same non-administrative account Jack Smith will now attempt be logged into the Domain Server machine.
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	The user account Jack Smith was not allowed access into Server1. This was however, the desired result. Since user Jack Smith is does not have administrator pirivilages, it should not be allowed access to the server, thereforre everything here is working correctly.




[bookmark: _Toc66445213]Observational Tasks

[bookmark: _Toc66445214]DNS 

In networking, computers identify each other with their IP address. On the internet, accessing a webpage or server also requires an IP address. This is where Domain Name System (DNS) brings user friendliness into the mix: rather than have the users memorise the IP addresses of their target, the domain name can merely be typed in, causing the machine to seek out DNS server associated with  the input domain name and receive the translated IP address.
The process in DNS involves sending out a query from the client’s machine in the form of a domain name / address. The image below shows the flows of requests and data to resolve the initial query regarding a webpage. In this example, the software used to send the request is labelled “resolver”, in most cases this role is typically fulfilled by a web browser on the user’s computer. The resolvers first directive is to contact a recursive DNS server, this server is responsible for seeking out the desired information to be sent back to the resolver on the users end. Here, the ‘Iterative query’ is sent to the Internet root DNS server, which in turn refers the recursive server to a relevant TLD (Top level Domain) server. This functions as the height of a hierarchical systems of domain names. By querying this relevant space, the recursive server can in turn be referred to the appropriate SND server under the requested domain, therefore able to acquire the appropriate IP address which is then brought back to the initial resolver in the form of an internet connection to the desired page [1].
[image: ][1]
DNS is also implemented within Active Directory environments. Within Microsoft’s AD DS (Active Directory Domain Services), DNS is used to allow clients search through domain controllers and additionally, facilitate domain controller’s communication between each other [2],[3].  When a server has been set up as a Domain Controller, naturally both Active Directory and DNS server role can be installed. Once installed, accounts with authorisation can access domain the zones and resources from a connected computer and can interact with records as they please, thanks to DNS [3].


[bookmark: _Toc66445215]Critical Roles of An Enterprise Network

There are multiple roles and feature based installation which go into an enterprise network, Active Directory is one such ‘critical role’. Within an enterprise network, Remote Desktop Services will inevitably come in handy. Any qualified user can access network resources or individual machines from physically remote locations [4, p.473],[5].
This is useful in the possibility that a specific user needs to login immediately while they are physically distant from the network. All it takes is a stable internet connection and the right credentials and the user can access what they need from the network, not requiring any immediate assistance from network engineers or other employees etc. Technically, no data needs to leave the secure network either [5]. 
This technology also opens up the avenue for deploying applications without requiring them to be installed on the remote device. In addition, some problems can require a solution which the local machine cannot physically handle, through a remote desktop connection; any hardware intensive applications can be remotely run by a machine which is powerful enough for the task. This can also grant more machines access to new features without needing to provide hardware upgrades for all workstations in the network [5],[6].
In enterprise networking, a very important component is File Transfer Protocol (FTP); this service is designed to facilitate a server to transfer files through standard TCP/IP connections. FTP can be utilised in a manner that connects different sectors of an enterprise and share resources between their local networks. The typical format FTP is implemented is an FTP enabled server will send data to the FTP client [6]. Once the desired resources have been identified by the FTP server, the client can begin the transfer of data from the desired source through FTP. 
Another powerful application of FTP is for disaster recovery methods. An FTP enabled server can be scheduled to regularly send data to secure storage such as a remote server, cloud storage, etc. Additionally, in the event the network is recovering from a disaster, an FTP enabled server could be the first component in redistributing important files to the required workstations [6]. 



[bookmark: _Toc66445216]The Importance of Different Levels of Access

An organisations network should always make use of, and properly enforce different levels of access for its users. The role of the administrator account is to hold the most authoritative position within the network, able to take actions which other users would not be qualified for. The average office worker in a big company network would only ever need access to certain resources such as internet connection, restricted file storage, any required software etc. If every user on a network had unrestricted access, someone could install malicious software, delete resources, or simply make a mistake on the network which could impede themselves and other users. Additionally, the more people with high level access, the greater the danger to the network and the company, as any users could go sniffing around confidential data. By having different levels of access in a network, users are kept within the parameters they need, unburdened by extra options they may not understand or need [7]. 
There can be different administrative roles within a network: one administrator could be responsible for the domain itself, in turn they would have administrative access the machines their domain reaches within a forest. The domain admin group can consist of more than one user account; however, it is wise to keep this group as small as possible to minimise risks [4, p.82]. Whereas the role of an enterprise administrative group spans over all the domains within a forest. As this admin group has a greater span of control it should have even stricter limitations to its number of members [4, p.83]. The major benefit to spreading out the levels of access to different users is there will always be someone directly responsible for different areas of a network. This promotes a more focused outlooks for some user groups as they know they only have to concern themselves with their area. Naturally for high level access groups, such as the network managers the responsibility is much greater. Many other users are dependent on the upkeep of the network’s security and resource accessibility which the network manager must continue to provide. 


[bookmark: _Toc66445217]Considering AGDLP/ADUDLP for Assigning Permissions

When setting up the Active Directory for a network, it is important to keep the groups organised, properly nested and allow room for expansion or changes. During this arduous process, Microsoft openly recommend the use of AGDLP for assigning permissions. The nesting approach referred to as AGDLP (Accounts, Global group, Domain Local groups, Permissions) represents the method the administrator can follow when creating users, groups and assigning permissions. By following the approaches structure as it is spelled, the user accounts will be a member of a global group, which in turn is part of a domain local groups, which is assigned permissions relevant for its consecutively nested users [8, p.492].
Under the perspective of network administrator, I find this approach is very wise in the scenario it is created for. The creation of users and assigning them roles is a long task and easy to make a mistake when working with so many users. The logic here to use the process of nesting all user within appropriate groups and then distribute them to appropriate access groups before assigning permissions is very straightforward, and I would certainly consider implementing it the next time I am setting up a fresh server and accounts. Once this process is followed through, administrators are left with an organised view of the network’s users and their permissions, achieved through an efficient method. 
In the event a user or group report and error, it is made easy to locate their account and related groups or attributes and find the error with less time spent troubleshooting the accounts properties, which may be the case in a less concise nesting layout. Furthermore, review tasks such as conducting and audit of users and their associations within the network is well-facilitated by the AGDLP principle.
AGDLP mainly concerns a single domain or forest, whereas a network consisting of multiple domain or forests, AGUDLP can be implemented with these new connections in mind. This variation of the methodology merely implements an extra step before the domain local groups are formed, whereby universal groups are created and called. These universal groups represent the role groups they subsequent, however they would typically include a prefix to denote which domain they come from [8, p.498], [9]. This is then followed by the same ordering fashion as earlier: sorted into domain local groups, which are then assigned necessary permissions.
If I in the position of a network administrator responsible for the whole enterprise of forests and domains, I would certainly implement AGUDLP for the network. One huge benefit of this convention is its seamlessness to connect so many objects in an organised fashion. Knowing that the other domains or forests can be included in this process makes it even more worthwhile to follow through, otherwise the standard AGDLP process would need to be carried out multiple times in the same network which would not be nearly as efficient. An important consideration for me is expansion and I can see how this structure leaves room for the creation of more users to be easily integrated into the system or create a new role should the enterprise expand in future.
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policies etc.). Recall that a network directory service is method of simplifying the task

WELCOME TO SERVER MANAGER

—
W Servers s Add Roles and Features Wizard _ o x
& File and Storage Ser
: sesmoN seRveR
Before you begin ocra

This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

o remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verlfy that the following tasks have been completed:

jde.

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current securty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by defaut

< Previous | [ Next> instal Cancel
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o Atthe Select features just click Next (to accept the default options).

o The Active Directory Domain Services window gives a summary of what AD DS
(Active Directory Domain Service) does, read this and choose Next.

o Atthe Confirm installation selections window, click on Install to install ADDS.

o Once the installation process is complete click on Close.
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This screen prompts a reminder to ensure the necessary perquisites have been taking before
using the Add Roles anZ-eatures Wizard. Evidence of these requirements completion have

been recorded in earlier ségments of this document and the first document.
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WELCOME TO SERVER MANAGER

—
T Add Roles and Features Wizard - o x
Select installation type B

Before You Begin

tall

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

© Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

<Previous | [ Next> instal Cancel

jde.

08

o Atthe Confirm installation selections window, click on Install to install ADDS.

Qo s =i gl riont cr

(Active Directory Domain Service) does, read this and choose Next.

o Once the installation process is complete click on Close.
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This screen prompts a reminder to ensure the necessary perquisites have been taking before
using the Add Roles and Features Wizard. Evidence of these requirements completion have
been recorded in earlier segments of this document and the first document.
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s Add Roles and Features Wizard o x

DESTINATION SERVER
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Select destination server

Select a server or a virtual hard disk on which to install roles and features.

elect a server from the server pool
O Select a virtual hard disk

Server Pool

Filter:

jde.

Name 1P Address. Operating System

Microsoft Windon

erver 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data colection is stilincomplete are not shown.
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Install Cancel

08
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o The Active Directory Domain Services window gives a summary of what AD DS
(Active Directory Domain Service) does, read this and choose Next.

o Atthe Confirm installation selections window, click on Install to install ADDS.

o Once the installation process is complete click on Close.
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Under installation type, “Role-based or feature-based installation™ is selected since the goal is
to use the server as an active directory in such a way.
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The server, now named DC1-NWT, is selected as the destination for this setup. In addition,
Active Directory Domain Services is selected under server roles. This step is essential to
achieving fhe goal of turning this server into and active directory as this will add the correct
functionality to it.
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tasks that we have verified in task 1. Note that we will be using a strong

password for our Administrator account. This domain admin level account is

&

WELCOME TO SERVER MANAGER

[

s Add Roles and Features Wizard - o x

i File and Storage Ser

DESTINATION SERVER
DCINwT

Select features

Before You Begin Select one or more features to install on the selected server.

Features

vO
© W] .NET Framework 4.7 Features (2 of 7 installed)
v ] Background Inteligent Transfer Service (BTS)
[ BitLocker Drive Encryption
O BitLocker Network Unlock
O BranchCache

Description

NET Framework 3.5 combines the
powerof the NET Framework 20
APl ith new technologies for
building applications that offer
appealing user nerface, protect [de
your customers personal dentity

confrmasen [ Clientfor NFS information, enable seamless and
[ Containers secure communication, and provide
[ Data Center Bridging the abity to model 2 range of
[ Direct Pay business processes.

[ Enhanced Storage
[ Failover Clusering

Group Policy Management

] Host Guardian Hyper-V Support

[ O Qualiy of Service

[ 11S Hostable Web Core

[ Internet Printing Client

(] 1P Address Management (PAM) Server
71 iSNS Server service

< Previous. Install Cancel

d

@@ o || =il Tl @@ Rt arl

o Within the Server Manager, note the notifications icon at the top right corner of
the window, and then click on; ‘Promote this server to a domain controller’.

o In the Deployment Configuration window choose ‘Add a new forest’, specify
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The server, now named DC1-NWT, is selected as the destination for this setup. In addition,
Active Directory Domain Services is selected under server roles. This step is essential to
achieving the goal of turning this server into and active directory as this will add the correct
functionality to it. The features section of the wizard is kept with the default selections, there
is no need to change anything to achieve the desired outcome.
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Activ Directory Domain Services (AD DS) sores information about users, computers,and other devices

on the network, AD DS helps administrators securely manage thisinformation and falitates resource

Sharing and collsboration befween users.

N
Things to note:
+ To help ensur that users can sl log on o the network in the case of a server utage, nstall
minimum of two domain controllrsfor a domain.
* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server jde.
instlled, you will b prompted to nstal the DNS Server roleon this machine.
Confirmation
Aaure Active Directoy, a separate onlin senice, can provide simpified dentity and
access management, securty reporting, single sgn-on o cloud and on-premises web
apps.
Lear more about Azure Actve Directory
Configure Offce 365 with Azure Active Diectory Conect
<Previous | [_Next> Tnstll Cancel
EETERET T
(Active Directory Domain Service) does, read this and choose Next.
o Atthe Confirm installation selections window, click on Install to install ADDS.
o Once the installation process is complete click on Close.
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The server, now named DC1-NWT, is selected as the destination for this setup. In addition,
Active Directory Domain Services is selected under server roles. This step is essential to
achieving the goal of turning this server into and active directory as this will add the correct
functionality to it. The features section of the wizard is kept with the default selections, there
is no need to change anything to achieve the desired outcome.
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1§ File and Storage Ser
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DESTINATION SERVER

Confirm installation selections ocra

o instal the following roles, role services, or features on selected server, click Instal.

] Restart the destinston server automatical f required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory moduie for Windows PowerShell
AD DS Tools:
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools
Active Directory Certificate Services Tools

Export configuration settings
Specify an alterate source path

<Previous | | Next >

Install

Cancel

jde.

@@ =i gl @R Rt

o Specify domain controller capabilities:

o Domain Name Systems (DNS) server should be checked on and

o the Global Catalog option should also be checked on.

o Type the Directory Services Restore Mode (DSRM) password, set the following

case sensitive password and Confirm password: N3tWOrk1

o Choose Next
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The server, now named DC1-NWT, is selected as the destination for this setup. In addition,
Active Directory Domain Services is selected under server roles. This step is essential to
achieving the goal of turning this server into and active directory as this will add the correct
functionality to it. The features section of the wizard is kept with the default selections, there
is no need to change anything to achieve the desired outcome.
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The server, now named DC1-NWT, is selected as the destination for this setup. In addition,
Active Directory Domain Services is selected under server roles. This step is essential to
achieving the goal of turning this server into and active directory as this will add the correct
functionality to it. The features section of the wizard is kept with the default selections, there
is no need to change anything to achieve the desired outcome.
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o Within the Server Manager, note the notifications icon at the top right corner of
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‘Under the Domain Controller options, it is ensured that both ‘forest function level” and
‘Domain function level” are on Windows Server 2016. In addition, where the domain
controllers’ capabilities are specified: both DNS Server and Global Catalogue are chosen.
The final step on this page is to ensure a strong password for the DSRM. The chosen
password is “N3tWO0rk1™, this incorporates uppercase, lowercase letters and numbers, making
combination for a password.
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then reboot automatically.
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o Atthe login screen, since you have now installed a network domain in our case

the nwtraders domain, you will need to login to this domain using the account

we created above.

o Username: administrator
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controllers’ capabilities are specified: both DNS Server and Global Catalogue are chosen.
The final step on this page is to ensure a strong password for the DSRM. The chosen
password is “N3tWO0rk1™, this incorporates uppercase, lowercase letters and numbers, making
combination for a password.
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These steps in the ADDS Config. wizard have no alterations to be made within. However, the
Paths screen gives important info on where the log files, database and global catalogue will
be stored. Also, the Review Options sections provides insight into the options selected so far.
Everything is acceptable to far.
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Following this step, set-up for the new user object can finish.
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For testing purposes, the account ‘Jack Smith’ which was created on the Domain Server, will
now be logged into via the newly connected computer (WS1-NWT). As the screenshot above
shows, the account currently logged in is Jack Smith (NWT-JS@nwtraderes. msft)

The same non-administrative account Jack Smith will now attempt be logged into the
Domain Server machine.
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6 a) DNS - explain what it is, how it works (illustrations) and its significance within
Active Directory Domain Services.

6 b) AD is one critical ‘Role or Feature based installation’ as part of an enterprise
network, identify and provide a brief overview of 2 other critical roles?
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its susceptibility 1o attacks on this vital network service or on the network itself. Most
security strategies and solutions focus on filiering “in-band” communication flow in
order to detect and mitigate cyber attacks. However, as we shall see, filtering DNS
traffic can support a broader network security plan in providing additional informa-
tion for use in identifying and troubleshooting attack incidents. This book is intended
10 provide details regarding the criticality of DNS, its vulnerabilities, and strategies
you can implement to better secure your DN infrastructure, which wi

secure your overall network.

DNS BASIC OPERATION

Figure 1.1 illustrates the basic flow of a DNS query. Upon entry of the d
nation by name, www.example.com in this case, software called a resolve
by the application, for example, web browser. This resolver software is typically
included with the device operating system. If a connection had recently been made to
this website, its IP address may already be stored in the resolver cache. The resolver
cache helps improve resolution performance by temporarily keeping track of recently
resolved name-to-IP address mappings. In such a case, the resolver may return the
IP address immediately to the application to establish a connection without having to
query a DNS server.
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